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Abstract

Fault-tolerantcontrol systemscanbe built by replicatingcritical components.However, repli-
cationraisesthe issueof inconsisteng. Multiple protocolsfor ensuringconsisteng have beende-
scribedin theliterature. PADRE (Protocolfor AsymmetricDuplex Redundang) is sucha protocol,
and an interestingcasestudy of a complex and sensitve problem: the managementf replicated
traffic controllersin a railway system[5]. However, the low level at which the protocol hasbeen
developedembodiessystemdetails,namelytimelinessassumptionsthat make it difficult to under
standand may narrow its applicability. We arguethat, whendesigninga protocol,it is preferable
to consideffirst a generakolutionthatdoesnot includeary timelinessassumptionsthen, by taking
into accountadditionalhypothesispnecaneasilydesigna time-basedsolutiontailoredto a specific
ervironment. This paperillustratesthe benefitof a top-davn protocol designapproachand shavs
thatPADRE canbe seenasaninstanceof a standard”rimary-backupeplicationprotocolbasedon
View Synchronou€ommunicatior(VSC).

1 Intr oduction

Fault-tolerantcontrol systemscanbe built by replicatingcritical componentsReplicationmasksfaults
thusincreasingavailability. Neverthelessyeplicationraisesthe issueof inconsisteng In fact, when
trying to ensureavailability, safeoperationof the systemmight be compromisediueto inconsisteng
amongthe replicas. As a real world scenario Essanrg et al. [5] describethe replicationof traffic con-
trollersin a railway systemandshav how inconsisteng canleadto a catastrophidailure. In [5], such
scenarids avoidedusinga replicationprotocolwhich hasbeencalledthe Protocolfor AsymmetricDu-
plex Redundang (FADRE).

PADRE hasbeenconceved at alow level of abstractiorandembodiesystemdetails,namelytime-
linessassumptionsthat make it difficult to understancgand may narraw its applicability Indeed,from
the presentatiorby Essang etal. it may bedifficult to see(1) how the problemcomparego otherfault-
tolerantproblemsstudiedand describedn the literature,and (2) how the proposedsolutionrelatesto
commonreplicationtechniques.

We arguethat,whendesigningaprotocol,it is preferabldo consideffirst agenerakolutionthatdoes
notincludeary timelinessassumptionsandonly thento take into accountthe additionalhypothesisof
a specificenvironment. SincePADRE is aninterestingcasestudydueto the compleity andsensitvity



of its talget systemwe proposeto revisit the problemat a higherlevel of abstractiorandto follow a
top-dawvn protocoldesignapproach.

The goal andmain contrikution of this paperis to shav that AsymmetricDuplex Redundang can
actuallybe seenasaninstanceof the moregenericandwidely studiedprimary-backugpeplicationtech-
nigue,andthatthe PADRE protocolcanbe seenasa particularimplementatiorof a genericsolutionof
primary-backupreplication[3]. Besidesthe immediateclarification of the fault tolerancedomainthat
this representsit alsostrongly advocatesthe top-davn designapproach8]: a genericsolutionis de-
velopedfirst, andtheninstantiatedo a specificervironment,therebyeliminatingthe effort requiredin
startingfrom scratch.

Furthermorewe shaw thatreasoningboutthe propertiesof thegenericsolutiondo notrequire“syn-
chronous”assumptionsallowing usto delaythe introductionof time constraintgo theimplementation
step.This hasthe advantageof preciselyshaving how andwherethe correctnessf the systemdepends
ontiming assumptionsln short,by establishinghe mappingbetweerthe genericsolutionfor primary-
backupreplicationand PADRE, we clarify the role of eachmechanisnmusedin the implementatiorand
provide a betterunderstanding@f the protocolasawhole.

Therestof the paperis structuredasfollows. In Section2 we recallthetrain controlsystemandthe
context for AsymmetricDuplex Redundang In Section3 we describethe primary-backugreplication
techniqueand shav how it canbe usefulin managingredundantraffic controllers. In Section4 we
succinctlydescribethe PADRE protocol,andin Section5 we presenthe mappingbetweerthe generic
solutionandthe PADRE protocol. Section6 concludeghe paperamguing for a top-davn approachof
protocoldesignanddiscussesherole of time in the PADRE protocol.

2 Train control system:specification

We recallin this sectionthe specificatiorof thetrain controlsystem.A full descriptionis givenin [5].

A railway systemis composeddf trackson which trains move (Figure 1). In orderto control the
circulation of trainsand avoid collisions, tracksare divided into sections numbered#1, ..., #k, .. ..
Eachsectionis monitoredby one contoller (i.e., section#k is monitoredby controller #k). The
responsibilityof controller #£ is to prevent collisionsof trainsin section#k. Eachsectionis further
decomposedh bloks in eachsection,the correspondingontrollerhasto ensurethat sometrain 7"
cannotproceedo ablock alreadyoccupiedby anothettrain T'.
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Figurel: Train controlsystem

Onekey problemis the hand-@er of trainsfrom one controllerto the next one. For this purpose,



two adjacentsectionssharea block calledinter-sectionlock (Figurel). Considerthe intersectionlock
sharedoy sections#k-1 and#k. Train T traveling from section# k-1 to section#k is allowedto leave
theintersectionlock only after beingregisteredby the controller#k. If controller##k crashesT will
notbeableto leave theinter-sectionlock.

To improve the availability of the systemi,i.e., to prevent the blocking of a train dueto the crash
of a controller controllerscanbe duplicated(two replicas): a Primaryanda SecondaryFigure 2). If
controller #k is duplicated,thentrain 7' shouldbe ableto leave the inter-sectionlock in spite of the
crashof oneof thetwo replicas.However, duplicationintroducegotentialinconsistenciesSpecifically
thefollowing inconsisteng thatcanleadto a catastrophidailure mustbe avoided. Considertwo trains
T andT” traveling from section#k-1 to section#k andthe duplicationof the controllerof section#k
(Figurel):

e ThePrimarycontrollerof section#k registerstrain 7', allows it to leave theinter-sectionlock, and
crashesmmediatelyafter

e The Secondargcontrollerof section#k hasnot registered” (i.e., it is not awareof the existence
of T in section#k) andtakescontrolof the section.

e TheSecondaryegisterstrain 7’ andallows it to leave theintersectionlock. It is now possiblefor
train 7" to bumpinto train 7.
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Figure2: Duplicatedcontroller(controllerk)

The abore inconsisteng canbe preventedby a replicationprotocol (Figure 2) ensuringthe following
safetycondition:

e Primary/Secondary consistency: If the Primarycontroller#k registerssometrain 7' entering
section#k, thenthe Secondargontroller#k cannevertake controlof section#k withouthaving
previously registeredrain 7.

This condition, here statedwith regardsto the “registration’” of the trains, can be generalizedo ary
messagehatchangegshe stateof the controller

3 The genericprimary-backup replication technique

We considerin this sectionthe well-know primary-backupreplicationtechnique[3, 1, 6] asa generic
andhigh-level solutionto handlethe redundang requiredby thetrain controlsystem.
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3.1 Principle of primary-backup replication

Theprimary-backupeplicationtechniqueconsistsn having oneprimary andoneor morebadkupsready
to take over if the primary controllerfails. Registrationrequestsarehandledby the primary Oncethe
primary hashandledsomerequestreq it makes surethat eachbackupis up-to-datewith respecto the
new state,shouldit needto becomethe primary
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Figure3: Overview of aprimary-backugprotocol(P is theprimary; By, Bs arethebackups)

In theabsencef controllerfailuresandwith reliable FIFO channelsa simpleprotocolfor primary-
backupreplicationcould be asfollows (seeFigure3): Uponreceving arequesthe primary P executes
it, broadcasta stateupdatemessageo the groupof replicas waitsfor anacknavliedgementack) from
eachbackup,andthensendsackthereplyto theclient.

Making the replicationprotocolcorrectwhenthe controllersmay crashandnetwork messagemay
belost is moredifficult. However, muchof the difficulty canbe overcomeby devising the replication
protocol using the View SynchronousCommunicationabstraction1, 2, 9, 10]. Figure 4 shavs the
architectureof this approach:a straightforvard primary-backupprotocol (upperbox) basedon a VSC
protocol(lower box). The VSC layer providesa Group MembershipServiceandVSC communication
primitivesthatwe describenext.
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Figure4: View Synchronou€ommunicationayer

3.2 The Group Membership Service

Thegroupmembershigervicemanageshecompositiorof thegroupof controllers.For primary-backup
replicationthe groupconsistsof the primary andthe backups.The successie membershipf agroupis
givenby a sequencef views andtheeventby whichanew view is providedto a controlleris calledthe
InstallMew event (Figure4). A controllermay leave the groupasa resultof an explicit leaverequest,
becausét failed or becausaet is expelledby othermembersof the currentview. Similarly, a controller



mayjoin the group,for exampleto replacea controllerthathasleft thegroup.Uponjoining, acontroller
initiatesits statethrougha statetransfer Onedistinguisheswo typesof groupmembershigerviceq10]:
primary-partition and partitionable In this paperwe consideronly the primary-partitionmembership
service.Let v denotethe i view installedby controllerp. The primary-partitionmembershigservice
is definedby anagreemenpropertyon theview history:

e Agreementon the view history: If p installsv? andif ¢ installsv?, thenwe have v!’ = v

E

The agreemenpropertyallows us to denotea view simply by v; without mentioningthe controller
superscript. The specificationof a group membershipserviceincludesadditional propertiesthat we
intentionallyomit here.

In the context of primary-backupeplication,if the primary of view v; crashesanothemreplicamust
beelectedasprimary With theabose agreementondition,electinga new primaryis very simple. After
the crashof the primary, anew view v, is installed:the new primarycanbesimply thereplicain v;
with the smallestidentification. Notice thatif failure detectionis unreliable replicascanmistalenly be
consideredaulty, andexcludedfrom the view. Sucha replicawill be ableto join again(re-initiatingits
statethrougha statetransfer).

Controllersthathave beenexcludedfrom the membershigbecaus®f a crashor becauseahey were
mistalenly consideredaulty) canjoin again.This might leadto two or moreviews with the samemem-
bership. Considerfor examplethe following sequencef views: v; = {p,q,7}, viy1 = {p,r} (¢ is
mistalenly excludedor hascrashed)y; 2 = {p, q,7} (¢ hasrecorered).Views v; andv; » areidentical,
whichmightposeproblems.To ensurdhatwe never have two differentviews with thesamemembership,
areplicathatis excludedfrom aview comesbackwith a new identity. This canbeimplementedusing
incarnationnumbes. We usethenotationg,, to denotethez!” incarnatiorof ¢ (initially ¢o). Usingincar
nationnumbersthe above sequencdecomesw; = {po, g0, 70}, vit1 = {pPo,70}, vi+2 = {Po,q1,70}-
Incarnatiomnumberswill be omittedwhenthereis no ambiguity

3.3 View SynchronousCommunication (VSCast)

View synchronousommunicationis usedby the primary, through primitives VSCastand VSDeliver
(Figure4), to broadcastpdatemessaget thebackupsandensured) thatupdatemessageareordered
with respecto view changesand?2) thatupdatesaredeliveredto eitherall or noneof thereplicas.

Theneedfor (1) is illustratedin Figure5, whereR; is the primary— denotedby P —in view v;, and
R is the primaryin view v; 1. Safetyis compromisecherebecausehe nev primary R, recevesthe
requestof client Cy be fore the update messagdrom the previous primary R;. Theresultingupdate
messagéssuedby R, would be inconsistenwith the stateof R3. The executionof Figure5 canbe
avoidedby theview syndirony property[9, 10]:

e View Synchrony: If controllerp belongsto two consecutie views v; andv; 1, andV S Delivers
m in view v;, thenevery controllerq in v; N v;11 V.S Delivers m beforeinstallingv; .

View synchrol preventsthe run depictedin Figure5: asreplica R3 belongsto two consecutie views
v; andwv; 1, andVSDelives the update message# view v;, Re cannotinstall v; 1 without having
previously VSDeliveed the update message.
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Figure5: Theneedfor view synchroy (v; = {R1, Ro, R3}; viy1 = {R2, R3})

View synchron is however not sufficient to ensurethe safety of the protocol. This is shavn in
Figure6, wherethe updatemessagef R; issuedn view v; is VSDeliveed by Ry and R3 in view v; 1.
View synchrog is notviolatedhere.Neverthelessherun of Figure6 might alsoleadto inconsistencies
betweenR; and R3, e.g.,to the sameinconsisteng asin the run of Figure5. The following property
preventstherun depictedn Figure6.

e SendingView Delivery: A messag&/SCasin view v; is VSDeliveedin view v;.
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Figure6: Theneedfor sendingview delivery (v; = { Ry, R2, R3}; vi+1 = {R2, R3})

3.4 Primary-backup replication protocol basedon VSC

We detailnow the primary-backugeplicationprotocolbasedn VSC (Figure4). First considerthereg-
istrationreques(Section?). It is sentusingareliablebroadcastwhichensureshatif onecorrectreplica
recevestherequestall correctreplicasreceve it [7].1 Theimplementatiorof the reliablebroadcasbf
messagen leadseachprocesgeceving m to re-sendn to all destinatiorprocessefr].

As for the rest of the protocol of the replicas,the behaior of the primary is the following (see
Figure3):

IActually, in thestandarcprimary-backugprotocol therequests sentonly to theprimary. We considemherethattherequest
is sentto all thereplicasin orderto becloserto PADRE (Sectiord), in whichinput messagearesentto all replicas.



1. Eachtime arequesis recevedit is processetby the primary Theprocessingomputesanupdate
messagéhatrepresentthestatechangenducedoy theprocessin@f request Theupdatemessage
is VSCastto thecurrentview v;.

2. The primary waits for an acknavledgement(ac) from all backupsin v;, or the installationof a
new view v, 1:

(a) If all acknavledgementarereceved,theprimaryreturnghereplyto therequestndis ready
to handlethe next requeste.g.,thenext registrationrequesin thetrain controlsystem).

(b) If anew view is installedandthe primary remainsthe same,if not all acknavledgements
have beenrecevedin view v;, the primary continueswaiting for anacknaviedgemenfrom
all backupsn v; N v;41, or theinstallationof a new view.

Theprotocolfor thebackupds asfollows:

3. Eachbackupwaitsfor anupdatemessagdérom the primary or the installationof a new view:

(a) If anupdateis VSDelivered,the backupupdatests stateaccordingly and sendsback an
acknavledgemento the primary

(b) If anew view v, isinstalled(updatemessageom view v; will nolongerbereceved)then
the backupassumesherole of primaryin v;11 when:i) v;;; doesnot containthe previous
primary andii) thebackupis thereplicawith the smallesidentificationin v; 1.

It shouldbenotedthattheprotocolremainscorrectif aprimaryis mistalenly suspecte@ndexpelled
from the view. Moreover, the protocolcantoleratethe existenceof two differentprimariesat the same
globaltime ¢, e.g., oneprimary p in view v; anda differentprimary p’ in view v; ;. Thisis because
the primary p, eventhoughit canstill receve registrationrequestsaandprocesghem,will nolongerbe
ableto getacknavledgementd$rom all its backupgqat leastoneof themis in view v;, 1), andsoto send
replies. This guaranteés provided by the “sendingview delivery” property:eventhoughthe primary p
canVSCastupdatemessage view v;, noneof thesemessagewill everbedeliveredin view v;, 1. So
p will wait for acknavledgementsintil it learnsthatit hasbeenexcludedfrom the view.

4 The PADRE protocol

We recallin this sectionthe Protocolfor AsymmetricDuplex Redundang (PADRE) of [5], startingby
highlightingsomeof its systemassumptions.

4.1 Timelinessassumptions

PADRE hasbeenconcevedassuminga systenthatsatisfieseseraltimelinesgproperties Theseproper
tiesarethoseof the Timed Asynchronousnodel[4]: (1) thedrift betweerprocesslocksis boundedand
theboundknown, (2) messagesentover the network have performance/omissiofailure semantics(3)
thereis a knowvn boundfor messagdandlingby processesprocessegitherhandlereceved messages
within thisinterval or halt.



Basedon thesesynchroy assumptionscommunicationdelayscan be evaluatedand a datagram
servicewith timelinesspropertieds assumedevery messageeceved is classifiedas“slow” or “fast”.
Thedatagranserviceensureyalidity andnon-duplicatiorof messageandestablishetheguaranteesf
messagéimelinesg(slov messagearediscarded).

Additionally, PADRE assumeéheexistenceof ahardware bi-stablerelaythatin eachmomentpoints
to one(andonly one)of the processefits useis explainedin the next section).

4.2 Protocol overview

Considerthe architectureof Figure 7. Input messagesarrive from the network to both units, the Pri-
mary andthe Secondary If sometrain 1" in the intersectionlock needsto registerto the controllerof
the new section,a register messagés sent(to the Primary andthe Secondary).This messagés first
receivedby the PADRE layer, andthendeliveed to the application(seeFigure 7). Thetrain 7" is only
“registered”at the Primary(respt. atthe Secondaryupondeliveryof the registermessageA hardware
bi-stablerelay ensureghat only oneunit canbe the Primaryat ary time. If the currentPrimaryfails,
the relay automaticallyswitches leadingthe otherunit to becomethe Primary (if its statepermits,see
Sectior4.2.1).
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Figure7: PADRE architecture

PADRE distinguishedour modesof operationdor eachcontrollerunit: (1) primary, (2) standby
(3) quaranting and(4) failed. A unit in the primary modeactsasthe Primary A unit in the standby
modeactsasthe Secondanandhasits stateconsistentwith the Primary A Secondarywhosestateis
not consistentvith the Primaryis in thequarantinemode.So,in orderto satisfythe Primary/Secondary
consistencygonditionof Section2, theprotocolmustensureghata Secondargwitcheso thequarantine
modeif its statecannotbe madeconsistentvith the stateof the Primary

Basedonthesefour modes PADRE distinguisheswo configurations{1) thenominalconfiguration,
in which one unit is in the primary mode and the other unit in the standbymode, and (2) the safe
configurationjn which oneunitis in the primary modeandthe otheris eitherin thequarantineor in the
failed mode.

4.2.1 The protocolin the nominal and safeconfigurations

Considerthe systemin the nominal configuration. We describethe differentbehaiors of the Primary
andthe SecondaryThe protocolof the Primaryis thefollowing (adaptedrom [5]):



1. ThePrimaryperiodicallysendsamessagéDon’ t switth to quarantine” to the Secondaryandsets
aquarantinetimeoutdelay .

2. Eachtime aninput messageés receved from the network (or from the Secondary)the Primary
forwardsthe messagéo the Secondarysetsa wait timeoutdelay A, andwaits for an acknavl-
edgement:

(a) If theacknavledgemenis receved beforethetimeout A expires,thenthe Primarydelivers
theinput messagéo the application.

(b) If no acknavledgements receved andthe timeout A expires, thenthe Primary (1) stops
sending“Don’t switcth to quarantine” messages(2) stopsforwarding input messageso
the Secondaryand (3) deliversthe input messagédo the applicationafter expiration of the
gquarantingimeout . At this point the systemis expectedto be in the safeconfiguration
with the Secondareitherin quarantineor failedmode.

3. If thePrimaryfails, therelaywill switchthe Secondaryif in standbymode,to the primary mode.
Theprotocolfor the Secondarys thefollowing:

4. The Secondarywaits for the periodic“Don’t switch to quarantine” messagdrom the Primary
Uponreceptionof sucha messageit setsa stayalive timeoutdelaydenotedby I. If no “Don’t
switch to quarantine” messagés receved beforethe timer expires,thenthe Secondarswitches
to thequarantinemode.

5. Eachtime aninputmessagés receveddirectly from thenetwork, the Secondaryorwardsit to the
Primary

6. Eachtime aninput messagés receved from the Primary the Secondarysendsan acknavledge-
mentto the Primary anddeliversthe messagéo theapplication.

No (automaticlactionis takenuponthefailure of the Secondary

4.2.2 Switching from a safeto a nominal configuration

In a safe configurationthe Secondaryis unableto take control shouldthe Primaryfail. To increase
the availability, it is worth returningto a nominal configurationas soonas possible. This is possible
immediatelyif the safeconfigurationis dueto quarantineof the Secondary
Switching from a safeto a nominal configurationrequiresthe Primaryto transferits stateto the

Secondary As soonasthe statetransferis terminatedthe Primary (1) resumedorwardinginput mes-
sagedo the Secondanandwaitsfor acknaviedgemenfrom the Secondanpeforedeliveringthem,and
(2) resumesending‘Don’ t switch to quarantine” messagesThe Secondarnsimply waits for the state
transferto terminate andthenswitchesto the standbymode.



4.3 Obsewation

Whencomparingthe protocolin Section3.4 with theabove PADRE protocol,it is clearthat PADRE is
morecomple. Thisis becausanuchof the compleity of the protocolin Section3.4is hiddenin the
VSC layer (Figure4). We didn't discusgheimplementatiorof the VSC layer

5 PADRE asaninstantiation of the genericprimary-backup protocol

We shav now thatthe VSC primary-backupreplicationprotocolgivenin the previous sectioncanactu-
ally beinstantiatednto the PADRE protocol.We cansplit PADRE in two parts:onepartthatcorresponds
totheupperboxof Figure4 (Primary-backupeplicationlayer)andonepartthatcorrespondso thelower
box of the samefigure (VSC layer). Concerninghe VSC layer, we shaw that1) the bi-stablerelay (Fig-
ure7) andthetiming propertiesof messageallow usto ensurehe propertyof the membershigservice
(agreemenbntheview history),2) theview synchronougropertyof VSCis obtainedor free (only one
backup),and3) the fail-awaredatagram&nsurehe sameview delivery propertyof VSC.

5.1 Primary-backup replication layer

5.1.1 Mapping of the messages

In the VSC primary-backupprotocol (Figure 3), the primary (1) processes client request,and (2)

broadcastan updatemessagéto the membersof the currentview). If the processings deterministic,
stepg(1) and(2) canbedonein thereverseorder In this casetheclientrequesis broadcastandall the

replicasprocesgherequestThisis donein PADRE. Takingthis permutatiorinto accountthe mapping
of themessages assimpleasthis (referto the primary-backumprotocoloverview in Figure3):

o PADRE “input” messagesorrespondo clientrequestsn the primary-backugprotocol.

e PADRE's forwarding of an “input” messagdrom the primary to the secondary(Section4.2.1,
item 2) correspondgo the updateVSCastdoneby the primary in the primary-backupprotocol
(Section3.4,item 1).

e PADRE’sacknavledgementnessageSectiord.2.1,item6) correspondo theacknavledgement
messagem the primary-backugprotocol(Section3.4,item 3).
5.1.2 PADRE ensuresthe reliable broadcastof “input” messages

PADRE ensureshereliablebroadcasbf input messageby having the Primaryaswell asthe Secondary
forwardto the otherunit eachinput messageeceved (Section4.2.1,items2 and5). This is similar to
the standardmplementatiorof reliablebroadcas{Section3.4,first paragraph).
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5.2 VSC layer
5.2.1 PADRE ensuresagreementof the view history

We shav now that PADRE ensureghe agreemenbn the view history To do so, we mustmap the
PADRE controllers’units modesonto membershipsiews. Thenwe shawv thatthis mappingensureghe
view history agreemenpropertyof Section3.2. Let's denoteby A and B thetwo controllerunits. The
mappingbetweerPADRE modesandviews is asfollows (the primaryis thefirst unitin aview):

mode(A) = primary; mode(B) = standby —  View{A, B}
mode(A) = standby; mode(B) = primary —  View{B, A}
mode(A) = primary; mode(B) = failed or quarantine — View{A}
mode(B) = primary; mode(A) = failed or quarantine — View{B}

Moreover, we denotedy | astatein whichthesystenis blocked (i.e., nonew view canbeinstalled).The
mappingof PADRE modechangesnto view changedollows immediately(seeFigure8). Transition(1)
occurswhenthe Secondargwitchesto the quarantinemodeor crashesTransition(2) correspondso a
switchfrom a safeto a nominalconfiguation. Transition(3) resultsfrom the switch of the relay dueto
the crashof A. Transition(4) takesplacewhen A crashesn a safeconfiguration. Transition(5) is the
symmetricof transition(1), (6) the symmetricof (2), (7) the symmetricof (3), and(8) the symmetricof

(4).

2___pominal

{A.B} 4
safe{A} “1 ? {B} safe
I e S BN
blocked nominal "5 blocked

Figure8: Mappingof PADRE modechangesnto view changes

Figure 8 doesnot distinguishthe variousincarnationsof the controller units. Using the notation
introducedin Section3.2, we denoteby A; (respt. B;) the i*" incarnationof A (respt. B), andassume
thatinitial incarnationnumberis O for bothunits. Sotheview vy on which both unitsinitially agreeis
{Ay, By}. Figure9 shaws the possibleview historiesstartingfrom vy.

Theagreemenbn theview history propertyof Section3.2is equvalentto having thetwo controller
units agreeon one path of the possibleview history pathsdepictedin Figure9. To shav that PADRE
ensureghis agreementit is sufficient to shav that PADRE ensuresagreemenbetweentwo nominal
configurationsi.e., from vy, t0 vor 4o (Figure10). Theagreemenon theview historyfollows directly.

We startby consideringhepath{A;, B;} — {B;} — {B,, A;+1} (theeasycase) andthenthepath
{Ai, B;} — {A;} — {A;, Bj11} (thetricky case).
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Figure9: View historytree
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Figure10: Nominalto nominalconfiguration

i) PADRE ensuresagreementon the path {4;, B;} — {B;} — {Bj, Ai+1}

Letunits A and B bebothin view vy, = {A;, B;}. If unit B installsview vo,41 = {Bj;}, it is becausét
hasdetectedhe crashof unit A, thanksto therelay Becauséherelayis reliable, A indeedhascrashed
anddoesnotinstall ary view vy.

If unit B installsview v, 1o = {Bj, Ai+1}, it is becauseét hasdetectedhe recovery of A. Upon
recovery, A will necessarilyadoptthe view vy o Obtainedfrom B, i.e., bothunitsagreeon view vy 5.

i) PADRE ensuresagreementon the path {A;, B;} — {A4;} — {Ai, Bj41}

This caseis moretricky. Figure 11 illustratesdivergencethat mustbe prevented. This canhappenas
follows. Initially both units agreeon theview vy, = {4;, B;}. Thenunit A suspectanit B to have
crashedandinstallsview vy, 1 = {A}. However unit B is not awarethatit hasbeensuspected:B
is still in view vq;. Later A crashestherelayleadsB do detectit, andto install view vo,1 = {B}:
agreemenis violatedon view vag 1.

PADRE ensuresagreementn thepath{4;, B;} — {A;} — {A4;, Bj;1} by preventingthe run of
Figure 11 from occurring. This is done,thanksto the “Don’t switch to quarantine” messagedp the
timeoutsQ, I, andto the parameterg\, p of the Timed Asynchronousnodel(Section4.1). If we have
Q > A(1 + p) + (I + 2p), thenwhenthetimeout@ expireson the Primary the Secondarys in the
guarantine mode,or hascrashedsee[5] for details). In termsof views this meansthat whenunit A
installsview v, 1 = { A}, it knowsthat B will neverinstallview vo;1 = { B} (seeFigure12).
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History of A History of B

+ vy = {4, Bj} vor, = {A;, Bj}
A suspects BY B detects the
4o Vo1 = {4} l
crash of A
S Vorgr = {B;}
time

Figurell: View divergenceto avoid

History of A History of B
T Vor = {AZvBJ} Vo = {AMBJ}

A knows that
A suspects B Bis in
s quarantine,
i.e., that B will
never install
view {B;}

4 U?k+1 = {AJ}

time

Figurel2: Unit A delaystheinstallationof vo 1 to avoid view divergence

5.2.2 PADRE ensuresthe “view synchrony” and “same view delivery” properties

Finally, we shav thatPADRE ensuresview synchroy” and“sameview delivery”. Theview synchroy
propertyis trivially ensuredoy PADRE sincefor all configurationchangeswve have |v; N v;1| = 1.
Indeed,in this casewe have only oneprocessn v; N v;41: violation of view synchroly canonly occur
with aleasttwo processes v; N v;y1.

The “sameview delivery” propertyis ensuredn PADRE by fail-aware datagrams[4]. PADRE
computesainupperboundontherealtransmissiorlelayof eachmessageandclassifieamessageasfast
andslow A fastmessagés a messagehat hasexperienceda “real” transmissiordelay of at mostA
time units? The sameview delivery propertyis ensuredn PADRE by discarding‘slow” messages.

6 Discussion

The VSC primary-backupprotocoland PADRE canbe comparedrom two perspecties: (i) from the
perspectie of the systemmodels,and(ii) from the perspectie of compleity. Fromthe perspectie of
the systemmodels we have on onesideatime-freeprotocol(the VSC primary-backugprotocol)andon

2A is aparametepf the Timed Asynchronousnodel[4].

13



theotheratime-basegrotocol(PADRE). Fromthe point of view of compleity, becausef its multiple
timing parameterst, R, I, w, Q, PADRE is clearlythemorecomple of thetwo protocols.Nevertheless,
we have shavn thatPADRE canbeseenasaninstanceof the VSC primary-backugprotocol. This might
look surprising,but thereis no contradictionhere. PADRE is complex becauset is built on low-level
abstractionand handlegtime explicitly. By comparisonthe VSC primary-backugprotocolis built on
thehigh-level time-freeVSC abstractionSo,muchof the compleity is hiddenin theimplementatiorof
the VSC abstraction. Eventhoughtime hasto betakeninto accountin a protocol, it is betterto keepit
asdeepaspossiblein thearchitectureWe believe thatthis is animportantdesignprinciple thatreduces
therisk of errors,andallows for a betterunderstandingf therole of time in a protocol.

To illustrate this point, we now shav the clarification and improvementsthat we can get from a
carefulcomparisorof PADRE andthe VSC primary-backupprotocol. We shaw (1) a placein PADRE
wherethetiming analysigguaranteesafety (2) aplacein PADRE wherethetiming analysigs notrelated
to safety (3) a placewheretime could be suppressedind(4) anomissionin PADRE thatcanleadto a
catastrophidailure.

Timelinessto guarantee safety: The timing analysisrelatedto the computationof the timeouts(Q
(Sectiord.2.1,item 1) and] (Sectiord.2.1,item 4) is essentiato guarantesafety An inadequatealue
for thesetwo parameterganleadto a catastrophidailure. The dimensioningof Q and I ensurethe
agreemenbn theview history propertyof groupmembershigseeFigureslland12).

Timelinessnot relatedto safety: While the parameters) and/ arerelatedto safety thisis notthe
caseof the timeoutparameterd (Section4.2.1,item 2), which is of a differentnature. Its role is to
implementfailuresuspicionsThisis becauséinput” messageplaytwo rolesin PADRE: (1) application
messageésubjectto the“view synchroy” propertyin theVSC protocol),and(2) failure detection(“are
you alive’) messagesThe failure detectionrole canbe seenin Section4.2.1,item 2b, wherethe non
receptionof the acknaviedgementeadsto the suspicionof the Secondary With this explanation,and
becausd”’ADRE andthe VSC primary-backupprotocoltolerateincorrectfailure suspicionsijt becomes
clearthatthetimeoutA is notsafetycritical. A betterdescriptiorof the protocolwouldleadusto replace
item 2 in Section4.2.1by:

2. Eachtime aninput messages receved from the network (or from the Secondary)the Primary
forwardsthe messagéo the Secondanandwaitsfor anacknavledgement:

(a) If theacknavledgemenis receved, thenthe Primarydeliversthe input messageo the ap-
plication.

(b) If the Secondarys suspectedthenthe Primary (1) stopssending‘Don’ t switch to quaran-
tine” messageqR) stopsforwardinginput messageo the Secondaryand(3) deliversthe
input messag¢o the applicationafterexpiration of thetimeoutdelay Q.

Actually, it makessensdrom animplementatiorpoint of view to have “input” messageplay two roles,
but thisis anoptimization.
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Wheretime canberemoved: PADRE assumethefail-awaredatagranserviceto transmitthe®Don't
switch to quarantin€ messagegenotedD SQ hereafteranddiscardslov messagem orderto guaran-
teethatthe Secondargannotuseanold messagéo refreshits stay-alve timeoutdelay([5], Section5.3).
Thereis a simplersolution,inspiredby the VSC protocol,which doesnot usetime. The solutioncon-
sistsof taggingthe DSQ messagewith the currentview number:while in view #4, the Primarysends
(7, DSQ) to theotherunit. If theotherunitis in standbymode(alsoin view #i), it simply ignoresall
messagenottaggedwith the currentview number If theotherunitis in quarantinanode,it ignoresthe
DSQ messagesOncethe otherunit returnsto the standbymode,the view numberbecomes + 1, and
all old DSQmessageareignored.

Omission in PADRE: One critical casehasbeenoverlooked in [5]. Considerthe beginning of a

nominalconfiguration.The Secondanhasnotyetswitchedonits I timer (Sectiord.2.1,item4) andit is

awaiting thefirst DSQ messagdeforedoing so. If thefirst DSQ messagearriveslate atthe Secondary
it canbe shavn thatthe situationof Figure 11l canhappenwhich mayleadto a catastrophidailure. To

preventthis casethe Secondarynuststartits A timerwithout waiting for thefirst DSQmessage.

To conclude we believe that VSC is a powerful abstractiorin which the primary-backupprotocol
canbe expressedn asimpleway. Wheneer a primary-backupreplicationprotocolhasto be designed
for a specificervironment,a goodprincipleis to considerthe implementatiorof the VSC propertiesin
the specificervironment.Optimizationsshouldbe considerednly afterwards.
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