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Abstract

Time-sensitive networks provide worst-case guarantees for applications in domains such as
the automobile, automation, avionics, and the space industries. A violation of these guarantees
can cause considerable financial loss and serious damage to human lives. To avoid this, it is
crucial to provide a deterministic analysis of time-sensitive networks. Our analysis is based on
network calculus, a framework for computing bounds on delay and backlog by using bit-level
arrival-curve and service-curve characterizations. In this thesis, we focus on the analysis of
time-sensitive networks to address four key requirements, specifically, bounded worst-case
delay and delay jitter (defined as the difference between worst-case and best-case delays),
zero congestion loss, and in-order packet delivery.

In time-sensitive networks, source flows are constrained by the number of packets. A
common approach for obtaining a delay bound is to derive a bit-level arrival curve from a
packet-level arrival curve, and then to use network calculus. However, such a method is not
tight: we show that better bounds can be obtained by directly exploiting the arrival curves
expressed at the packet level. By exploiting the information on the packet transmission rate,
our analysis method also leads to better bounds when flows are constrained with bit-level
arrival curves.

Second, we focus on the computation of delay and backlog bounds for an asynchronous
configuration of IEEE Time-Sensitive Networking with a Credit-Based Shaper (CBS) and
Asynchronous Traffic Shaping (ATS). ATS is an implementation of the interleaved regulator
that regulates traffic in the network before admitting it into a CBS buffer, thus avoiding
burstiness cascades. Due to the interleaved regulator, traffic is regulated at every switch, which
allows for the computation of explicit delay and backlog bounds. Furthermore, we obtain
a per-flow bound for the response time of CBSs by deriving novel results on service curves
and credit bounds for CBSs. We also compute a per-flow bound on the response time of the
interleaved regulator. Using the above results, we compute bounds on the per-class backlogs.
Then, we use the newly computed delay bounds, along with recent results on interleaved
regulators from the literature, to derive tight end-to-end delay bounds; then, we show that
these derived bounds are less than the sums of per-switch delay bounds.

Third, we analyze the effects of re-sequencing buffers, used to provide in-order packet
delivery in time-sensitive networks. To provide worst-case guarantees, up until recently, there
has not been a precise understanding of per-flow reordering metrics or of the dimensioning of
re-sequencing buffers. We show that a previously proposed per-flow metric, called reordering
late time offset (RTO), determines the timeout value. If the network is lossless, another
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Abstract

previously defined metric, called reordering byte offset (RBO), determines the required buffer.
If packet losses cannot be ignored, the required buffer can be larger than RBO, and depends on
the jitter, on the arrival curve of the flow at its source, and on the timeout. Then, we develop a
calculus for computing the RTO for a flow path. Our method uses a novel relation with the jitter
and the arrival curve, together with a decomposition of the path into non-order-preserving
and order-preserving elements. We also analyze the effect of re-sequencing buffers on the
worst-case delay, the jitter, and the propagation of arrival curves. We show in particular that,
in a lossless (but non-order-preserving) network, re-sequencing is “for free”, in other words,
it does not increase worst-case delay or jitter, whereas in a lossy network, re-sequencing
increases the worst-case delay and jitter. We apply the analysis to evaluate the performance
effect of placing re-sequencing buffers at intermediate points and illustrate the results on two
industrial test-cases.

Finally, we focus on the analysis of dampers as asynchronous mechanisms for reducing
delay jitter by delaying packets for the amount written in packet headers. Dampers have
the potential to solve the burstiness cascade problem of time-sensitive networks; this can be
done in a scalable way, as dampers can be stateless. Dampers exist in several variants: Some
apply to only the earliest-deadline-first schedulers, whereas others can be associated with
any packet schedulers; some enforce FIFO ordering, whereas some others do not. Existing
analyses of dampers are specific to some implementations and some network configurations;
also, they assume ideal, non-realistic clocks. We provide a taxonomy of all existing dampers
in general network settings and analyze their timing properties in presence of non-ideal
clocks. We give, in particular, formulas for computing residual jitter bounds of networks with
dampers of any kind. We show that non-FIFO dampers can cause reordering due to clock
non-idealities and that the combination of FIFO dampers with non-FIFO network elements
can very negatively affect the performance bounds. Our results can be used to analyze timing
properties and burstiness increases in any time-sensitive networks, as we illustrate on an
industrial case-study.

Keywords: Network calculus, Time-Sensitive Networking, Deterministic Networking, Asyn-
chronous mechanisms, Delay bound, Zero congestion-loss, Jitter, In-order packet delivery,
Burstiness cascade, Packet-level constraint, Bit-level constraint, Interleaved Regulator,
Damper, Credit-based shaper, Re-sequencing buffer, Non-ideal clocks
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Résumé

Les réseaux temps-réel fournissent des garanties pire-cas aux applications dans les domaines
tels que I'asservissement, I’avionique, les industries automobiles et spatiales. Le non-respect
de ces garanties peut entrainer une perte financiere considérable ou mettre en péril des vies
humaines. Pour éviter cela, il est crucial de réaliser une analyse déterministe des réseaux
temps-réel. Notre analyse est basée sur le calcul réseau, une théorie pour obtenir des bornes
de latence et de backlog grace aux représentations que sont les courbes d’arrivée par bits et les
courbes de service. Dans cette thése, nous nous focalisons sur I'analyse des réseaux temps-réel
pour évaluer quatre exigences clés : un délai pire-cas borné, une gigue bornée (définie comme
étant la différence entre le délai pire-cas et le délai minimal), aucune perte par congestion et
une préservation de I'ordre des paquets.

Dans les réseaux temps-réel, les flux sont contraints a leur source en termes de nombre de
paquets. Une approche classique pour obtenir des bornes de délai est alors de construire une
courbe d’arrivée par bits grace a la courbe d’arrivée par paquets et d’utiliser le calcul réseau
par la suite. Cependant, cette technique n’est pas précise : nous montrons que de meilleures
bornes peuvent étre obtenues en exploitant directement les courbes d’arrivée exprimées
au niveau des paquets. En utilisant 'information sur le taux de transmission des paquets,
notre analyse améliore également les bornes lorsque les flux sont contraints par des courbes
d’arrivée par bit.

Ensuite, nous nous intéressons au calcul de bornes de délai et de backlog pour une configu-
ration asynchrone de IEEE Time-Sensitive Networking avec Credit-Based Shaper (CBS, lissage
par crédit) et Asynchronous Traffic Shaping (ATS, lisseur de trafic asynchrone). ATS est une
implémentation du régulateur entrelacé (interleaved regulator) qui lisse le trafic dans le réseau
avant de I'admettre dans un buffer CBS, évitant ainsi les cascades de burst. Grace au régulateur
entrelacé, le trafic est lissé a chaque commutateur, ce qui permet le calcul de bornes de délai
et de backlog explicites. De plus, nous obtenons une borne pour chaque flux sur le temps
de réponse des CBSs grace a des résultats originaux sur les courbes de service et les bornes
de crédit des CBSs. Nous calculons aussi une borne sur le temps de réponse du régulateur
entrelacé pour chaque flux. En utilisant ces résultats, nous obtenons les bornes de backlog
pour chaque classe. Ensuite, nous combinons ces nouvelles bornes de délai avec des résultats
récents de la littérature sur les régulateurs entrelacés pour obtenir des bornes précises sur la
latence de bout en bout. Nous montrons également que ces bornes sont inférieures a celles
obtenues en sommant les bornes de délai obtenues pour chaque commutateur.

Puis nous analysons les effets des buffers de re-séquencement utilisés dans les réseaux



Résumé

temps-réel pour garantir la distribution des paquets dans I’ordre. Jusqu'a récemment, il n'y
avait pas de compréhension précise —ni sur les métriques de ré-ordonnancement, ni sur le
dimensionnement des buffers de re-séquencement — qui permette 'obtention de garanties
pire-cas. Nous montrons que le reordering late time offset (RTO), une métrique par flux définie
dans la littérature, fournit la valeur de timeout. Si le réseau est sans pertes, une autre métrique
de la littérature, le reordering byte offset (RBO) fournit la taille requise du buffer. Si les pertes
de paquets ne peuvent pas étre négligées, la taille du buffer requise est plus grande que le RBO
et dépend de la gigue, de la courbe d’arrivée du flux a sa source et du timeout. Ensuite, nous
développons une théorie de calcul du RTO pour le chemin d'un flux. Notre méthode utilise une
nouvelle relation avec la gigue et la courbe d’arrivée, ainsi qu'une décomposition du chemin
en segments, selon qu’ils préservent ou non I'ordre de paquets. Nous analysons également
I'effet des buffers de re-séquencement sur le délai pire-cas, la gigue et la propagation des
courbes d’arrivée. Nous montrons en particulier que le re-séquencement est “gratuit” dans les
réseaux sans pertes de paquets, c’est a dire qu’il n'augmente pas les bornes de délai pire-cas
ou de gigue. En revanche, dans un réseau avec pertes, le re-séquencement augmente le délai
pire-cas et la gigue. Nous appliquons notre théorie pour évaluer I'effet sur les performances
d’un placement des buffers de re-séquencement aux points intermédiaires du réseau et nous
illustrons nos résultats sur deux études de cas industrielles.

Enfin, nous nous intéressons a I'analyse des amortisseurs (dampers). Ce sont des méca-
nismes asynchrones qui réduisent la gigue en retardant les paquets selon une durée inscrite
dans leur en-téte. Les amortisseurs ont le potentiel de résoudre le probleme de cascade des
bursts dans les réseaux temps-réels. Ils peuvent passer a I’échelle car il ne conservent pas
d’état pour les flux. Il existe plusieurs variantes d’amortisseurs. Certains n’existent qu’en com-
binaison avec un ordonnanceur de type earliest deadline first (EDE plus proche date limite
en premier), tandis que d’autres peuvent étre associés avec n'importe quel ordonnanceur de
paquet. Certains assure la conservation de I'ordre des paquets tandis que d’autres ne I’assurent
pas. Les analyses existantes des amortisseurs sont limitées a certaines implémentations et
configurations de réseau. Elles supposent en outre des horloges idéales donc non-réalistes.
Nous fournissons une taxonomie des amortisseurs existants dans des réseaux aux parametres
généraux et nous analysons leurs propriétés temporelles en présence d’horloges non-idéales.
En particulier, nous donnons les formules pour calculer la gigue résiduelle dans les réseaux
avec amortisseurs, quelque soit le type de ces derniers. Nous montrons que les amortisseurs
non-FIFO peuvent amener a un ré-ordonnancement des paquets en raison des imperfections
des horloges et que I'association d’amortisseurs non-FIFO avec des éléments de réseau FIFO
peut affecter tres négativement les bornes de performance. Nos résultats peuvent étre utilisés
pour analyser les propriétés temporelles et 'augmentation de burst dans n'importe quel
réseau temps-réel, ce que nous illustrons avec un cas industriel.

Mots-clés : Calcul réseau, Réseaux temps-réel, Réseaux déterministes, Mécanismes asyn-
chrones, Bornes de délai, Absence de perte par congestion, Gigue, Distribution des paquets
dans l'ordre, Cascade de bursts, Contraintes de niveau paquet, Contrainte de niveau bit,
Amortisseur, Lissage par crédit, Buffer de ré-séquencement, Horloges imparfaites
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|§ Introduction

Make everything as simple as possible, but not simpler.
— Albert Einstein

Classic communication networks were designed to provide statistical guarantees in terms of
average delay, bandwidth, and packet loss to the end users for the applications such as internet
surfing, file transfer, and e-mail services. In contrast, a set of other applications requires
deterministic guarantees in the services offered to them: For example, the transmission of
safety-relevant control messages in automotive networks requires a worst-case delay of 1 ms
[4], the transmission of event-based control messages in industrial environment must be done
within 10 ms [5], parametric data for fly-by-wire system in avionics networks must be delivered
within 2 ms [6], and fault detection (e.g., occurrence of short circuits) in power-line equipment
should be taken care of within 100 ms [7]. In these applications, a violation of the delay
constraints or a loss of messages can cause severe damage to the human (e.g., operators and
passengers) and equipment (e.g., electrical systems and machines); we refer to the networks
that provide such guarantees as time-sensitive networks'.

Time-sensitive networks aim primarily to provide deterministic guarantees on delay upper-
bounds, in contrary to classic networks that focus on average delays. Moreover, due to the
criticality of the applications, time-sensitive networks also guarantee zero congestion-loss
by setting enough buffer spaces at the intermediate systems. However, feedback that slows
down the flow of messages to avoid congestion is not an option for the applications in such
networks. Today, with the emergence of applications, such as the tactile Internet, industrial
Internet of Things [8], electricity distribution[9], and Industry 4.0 [10], the need for worst-case
performance guarantees is on the rise. Hence, it is crucial to analyze time-sensitive networks
by using proper methods and tools in order to achieve deterministic guarantees as required in
such networks.

1The term "time-sensitive network" is not equal to IEEE Time-Sensitive Networking (TSN), but it does cover
any network implementing IEEE TSN.
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1.1 Background and Motivation

Traditionally, time-sensitive networks were built over field buses such as controller area net-
work (CAN) [11] and FlexRay [12]. These technologies have limitations in terms of scalability
and bandwidth (to the order of a few Mbps). To overcome these limitations, the most promis-
ing solutions were provided as extensions over Ethernet as a well-established technology [13];
extensions such as time-triggered Ethernet (TTEthernet), Ethernet for control automation
technology (EtherCAT), process field net (PROFINET) and Avionics Full-Duplex Switched Eth-
ernet (AFDX) [14, 15, 16]. Ethernet was standardized well in IEEE802.3 [17]. However, it was
not initially designed to provide worst-case guarantees. To this end, the Institute of Electronics
and Electrical Engineers (IEEE) took a step toward the standardization of the requirements
(such as flow behavior and quality of service) and mechanisms (including scheduling, shaping,
and reservation) to provide performance guarantees for multimedia applications; this was
published as IEEE802.1BA Audio Video Bridging (AVB) [18].

Later, due to the increasing need for the standardization of mechanisms for applications
with requirements stricter than the guarantees provided by IEEE802.1BA AVB, e.g., control-
data traffic, the IEEE 802.1 Time Sensitive Networking (TSN) task group [19] is now in the
process of providing standardization for a wider range of applications, including control-data
traffic and multimedia streams over Link Layer (L2) of Internet protocol suite [20]. In fact,
IEEE TSN aims to unify the requirements and mechanisms of the existing Ethernet-based
solutions for time-sensitive networks with interconnections of switches and end systems.
While IEEE TSN mainly considers local area networks (LANs), the Deterministic Networking
(DetNet) working group of Internet Engineering Task Force (IETF) [21] intends to enable
time-sensitive networks on a large scale by incorporating Internet Layer (L3) and by using
IP packets; some applications of such networks are electrical utilities, building-automation
systems, and industrial machine-to-machine(7].

An analysis of time-sensitive networks can be made by measurement or analytical approaches.
The measurement can be done through a real network or by simulation. Even though measur-
ing the metrics over a real network brings realistic measurements, it still requires a complex
setup and access to the network, and this might not be always feasible. To avoid these com-
plications, an alternative is to use software simulators and to implement an abstraction of
the systems in a network, e.g., using NeSTiNg [22]. The main drawback of this method is
the difficulty of detecting rare events (e.g., with probability of 10e-7). In contrast, analytical
methods use mathematical modeling of the systems in a network with a certain level of ab-
straction; they can be probabilistic or deterministic. The probabilistic analytical methods,
such as stochastic network calculus [23, 24], perform stochastic modeling of the systems and
provide probabilistic measurements (e.g., probability of missing a deadline is 10e-6). Whereas,
deterministic analytical methods model the systems based on their worst-case behaviors and
obtain bounds on the metrics of interest. As a result, if the bounds are tolerable by the appli-
cations in time-sensitive networks, the performance guarantees are achieved; otherwise, a
configuration change or extra resource allocation will be necessary to make it possible. In this
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thesis, we follow this approach by using deterministic network calculus [25, 26]; hence, we can
provide proven performance guarantees within time-sensitive networks because, otherwise,
it could lead to high financial losses, as well as dangers for humans and the environment.
In the remainder of this document, by "network calculus" we mean "deterministic network
calculus".

Network calculus is a mathematical framework with a set of tools and results for computing
delay and backlog bounds by the means of arrival envelopes and service abstractions of the
systems. The fundamentals were established by Parekh and Gallager [27] and Rene Cruz
[28, 29, 30], then it was extended by [31]. Le Boudec and Thiran [25], as well as Chang [26],
introduced the concepts of arrival and service curves that are the main building blocks of the
currently-known network calculus: A service curve is an abstraction of a system, and an arrival
curve is a bound on the amount of input traffic to this system within any duration of time.
The network calculus tool-set in [25] enables us to compute delay and backlog bounds for a
system by using the arrival and service curves. Moreover, the theory presented in [25] eases
the analysis of systems in sequence by the means of service-curve concatenation, shaping
and arrival-curve propagation. This makes network calculus a proper choice to be used in
time-sensitive networks. Over several years, a plentiful of research papers and tools were
published based on network calculus; the textbook by Bouillard et. al. [2] is the most recent
collection of methods and results in this domain.

1.2 Challenges

According to the published and draft documents on time-sensitive networks [32, 33, 34, 35,
36, 37], the performance guarantees in such networks are defined in terms of worst-case
delay, zero congestion-loss, jitter, as well as in-order packet delivery and seamless redundancy.
Packet losses in networked systems could stem from buffer overflow (as a result of network
congestion), transmission failure, network-element malfunction, etc. In time-sensitive net-
works, the goal is to avoid congestion losses by a proper configuration of buffer sizes and to
recover from other possible network failures by the use of redundancy methods.

To this end, the documents on time-sensitive networks specify a number of scheduling mech-
anisms, redundancy methods, and packet ordering functions [35, 37]. In the analysis of
time-sensitive networks, we first need a proper abstraction of these scheduling mechanisms
in isolation, and their input traffic, by means of service and arrival curves; then, we can obtain
delay and backlog bounds for a network element in isolation using network calculus. Sec-
ond, we need to extend the analysis for an interconnection of such mechanisms to obtain
end-to-end bounds. Finally, we need to capture the effect of redundancy methods and packet
ordering functions on the other metrics of interest in time-sensitive networks. Hereafter, we
discuss the challenges and the open problems in the analysis of the aforementioned metrics
in time-sensitive networks.
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1.2.1 Worst-Case Delay

The “worst-case delay" of a flow is the maximum delay of all non-lost packets sent by the
flow during its lifetime; it is one of the most common requirement across time-sensitive
applications. To this end, the documents in time-sensitive networks specify a number of
per-class queuing and scheduling mechanisms such as credit-based shaper [35, Annex L] and
strict priority. Because the mechanisms are per-class, one key issue in this context is knowing
how to deal with the burstiness cascade: individual flows that share a resource dedicated to a
class can see their burstiness increase, which can in turn cause increased burstiness to other
flows downstream of this resource; as a consequence, this can lead to increased delay bound
at the downstream systems. Another key issue in this context is cyclic dependency: some flows
partially share their paths with other flows and form a cycle. The presence of the burstiness
cascade in a network with cyclic dependencies can make the computation of end-to-end delay
bounds hard and can lead to network instability [38, 39].

In this thesis, we focus on the analysis of two mechanisms, interleaved regulators and dampers.
They break cyclic dependencies and avoid the burstiness-cascade issue by recreating arrival
curve of flows according to their sources.

1.2.2 Zero Congestion-Loss

A congestion occurs when the input rate to an output queue exceeds the output rate for a
sufficient amount of time; this in turn causes the queue to be overflowed and packets to be
discarded. Time-sensitive networks seek to avoid such phenomenon as one of its goals called
“zero congestion-loss". To provide such a guarantee, it is necessary to compute an upper
bound on the backlog present in any queuing system within a flow path; then, the queue size
should be set at least as much as the backlog bound. We can compute backlog bounds for any
queuing system by using network calculus, as long as we know an arrival curve of the input
traffic and a service curve offered to this queue.

1.2.3 Worst-Case Jitter

The “delay jitter" (also called “jitter") for a given flow is the difference between the worst-case
delay and “best-case delay" (i.e., the minimum delay of all packets sent by the flow during its
lifetime); it is referred to as IP Packet Delay Variation in RFC 3393 [40].

Most of the mechanisms proposed in time-sensitive networks such as a credit-based shaper,
IEEE802.1 Qcr Asynchronous Traffic Shaping [41], and deficit round-robin [1] are designed
to provide guarantees over worst-case delays. These mechanisms, on their own, do not
provide low jitter as required by a set of applications that include industrial automation([5] and
avionics [6], and by the emerging applications in large-scale time-sensitive networks, such as
the industrial Internet of Things [8] and electricity distribution[9]. This issue can be addressed
with dampers that are asynchronous mechanisms to reduce delay jitter [42, 43, 44]. A damper
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delays every time-sensitive packet by an amount written in a packet header field that carries
an estimate of the earliness of this packet with respect to a known delay upper-bound of
upstream systems. The main challenge with respect to dampers is the lack of a proper analysis;
in the existing works, the analysis is done under limited assumptions on the network settings.
Also, the existing analyses assume that the network operates with one ideal clock. Whereas, in
practice, this assumption does not hold and can have non-negligible side effects [45].

In this thesis, we focus on the analysis of dampers, as asynchronous jitter-reduction mecha-
nisms. The analysis of time-triggered mechanisms, such as cyclic queuing and forwarding
[46] and time-aware shapers, [47] are out of the scope of this thesis.

1.2.4 In-Order Packet Delivery

Time-sensitive networks permit some limited amount of packet reordering. This can occur
due to parallelism in network elements such as switches and routers, the routing of packets
via different paths, or packet duplication [48, 49, 50]. The IETF DetNet states in [37] that the
amount of reordering is a key quality-of-service attribute of a flow; but neither IETF DetNet
nor IEEE TSN specify the meaning of this in detail. If a time-sensitive flow is subject to possible
reordering and the application requires in-order packet delivery, a re-sequencing buffer is
used to restore packet order [51]. The buffer is typically placed at the final destination, but it
is also proposed in [37] to be placed at intermediate points inside the network. This would
be done, for example, when the network path between the re-sequencing buffer and the
destination preserves order, or simply in order to reduce the amount of reordering.

Are-sequencing buffer stores the early packets until all packets with smaller sequence numbers
arrive [51, 52, 53, 54]. A timer is used to limit the waiting time of a packet in the re-sequencing
buffer because, otherwise, the loss of a packet in the network would cause indefinite holding
of the packets with larger sequence numbers. A challenge in this context is to analyze the
effect of placing re-sequencing buffers on the computation of worst-case delay and jitter.
Surprisingly, such computations are currently done without taking into account the effect of
re-sequencing buffers. Therefore, in this thesis, we fill this gap.

1.2.5 Seamless Redundancy

Due to the criticality of the applications in time-sensitive networks, redundancy mechanisms
are provided in order to recover from potential network failures such as broken transmission
links. The existing mechanisms are the high-availability seamless redundancy (HSR) and
parallel redundancy protocol (PRP) [55]. In both mechanisms, a source replicates any packet
and sends it through all of its ports; then the replicates are eliminated at destination. Newer
methods, i.e., IEEE802.1CB frame replication and elimination for redundancy[56] and DetNet’s
packet replication and elimination functions (PREF)[57], suggest to replicate and to eliminate
packets also at intermediate switches or routers.



Chapter 1. Introduction

A challenge of such redundancy protocols is knowing how to analyze their effect on other
metrics, i.e., bounds on delay, jitter, backlog, and the amount of packet reordering: As a packet
might be replicated and eliminated at multiple points, each replica experiences different
delays. At the intermediate points, this in turn causes the flows to have increased burstiness,
which ultimately leads to an increase of worst-case delay, jitter, and backlog; also, as a direct
side-effect of such delay variations, the order of packets might not be preserved. An analysis
of time-sensitive networks in the presence of such redundancy protocols is done in [58] and is
out of the scope of this thesis.

1.3 Contributions

In this dissertation, we provide a network-calculus toolbox for analyzing asynchronous mech-
anisms in time-sensitive networks, and we address the challenges mentioned in the previous
section, in particular the following:

1. We derive novel delay bounds for flows with packet-level constraints; these flows share
a FIFO system with a known service curve and a fixed transmission rate. Our bounds
dominate the existing ones in time-sensitive networks; these bounds are obtained by
deriving bit-level arrival curve from packet-level constraints.

2. Using this method of proof, we obtain improved delay bounds for flows with other
regulation constraints, i.e., bit-level arrival curves (e.g., token bucket) and g-regulation
(e.g., length-rate quotient).

3. We derive and formally prove credit upper-bounds for the credit-based shaper (CBS) in
a TSN scheduler, in the presence of a higher priority class for control-data traffic; our
bounds improves on the existing bounds.

4. Using the computed credit bounds, we obtain a service curve for every AVB (audio-video
bridging) class at a CBS system in a TSN scheduler.

5. We obtain delay and backlog bounds for an interleaved regulator that is followed by a
FIFO system with CBS. We show numerically that the obtained delay bound is tight.

6. We show that one of the metrics in RFC4737 [59], the reordering late time-offset (RTO),
equals the minimal timeout value for a re-sequencing buffer such that no packet is lost
due to spurious timeout and such that packets are delivered in-order.

7. We show that another metric in RFC4737, the reordering byte offset (RBO), is equal
to the required size of the re-sequencing buffer when the network can be assumed
to be lossless. Otherwise, we show that, if packet losses cannot be ignored, the RBO
underestimates the required buffer size for which we give a formula that involves the
RTO.
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11.
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1.4

. We show that, if a flow is lossless between its source and a re-sequencing buffer, the

worst-case delay and the delay jitter are not increased by the re-sequencing buffer (i.e.,
re-sequencing is "for free“ in terms of delay in the lossless case). In contrast, if the flow
can be subject to packet losses on its path from the source to the re-sequencing buffer,
then the worst-case delay can be increased by an amount up to the timeout value of the
re-sequencing buffer.

. We evaluate the value of re-sequencing buffers at intermediate points, in addition to

the destination. We find that the placement of re-sequencing buffers— after every non-
order-preserving element (typically a switching fabric)— does not improve the worst-
case delay or the delay jitter if the network is lossless. But, in the presence of network
losses, it does reduce the worst-case delay, delay jitter, and RTO at the destination.

We present a taxonomy of dampers that classifies the existing implementations as
dampers with or without FIFO constraint.

We provide formulas for computing tight delay and jitter bounds for dampers without
FIFO constraints under general network configuration with non-ideal clocks. We see
that the effect of non-ideal clocks can be non-negligible in cases with low jitter require-
ments. As a result of this analysis, we derive conditions in which clock synchronization
throughout a network does not affect the performance of dampers.

We capture the propagation of arrival curve at the output of dampers and see how
dampers can solve the burstiness cascade issue.

We show that existing implementations of dampers without FIFO constraints might
cause undesired packet reordering due to clock non-idealities, even in synchronized
networks. This problem is avoided with dampers that enforce FIFO constraints.

We model two classes of dampers with FIFO constraints: re-sequencing dampers and
head-of-line dampers. For the former class, we show that when all network elements are
FIFO, the delay and jitter bounds are not affected by the re-sequencing operation. For
the latter class, there is a small penalty, which we quantify exactly, due to head-of-line
queuing. In contrast, if some network elements are non-FIFO, the jitter bounds for
dampers with FIFO constraints can be considerably larger.

Roadmap

This thesis is organized as follows.

In Chapter 2, we explore the literature on the analysis of various aspects of time-sensitive

networks such as traffic specification, scheduling mechanisms, and traffic regulation and

dampers. In Chapter 3, we provide the necessary mathematical background, as well as

network-calculus concepts and existing results.
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In Chapter 4, we present a novel delay bound in time-sensitive networks; it improves the delay
bound obtained by classic network-calculus. The main result of Chapter 4 is the derivation of
delay bounds for flows with packet-level constraints that are aligned to the traffic specification
in time-sensitive networks. Currently, an approach for obtaining a delay bound is to derive a
bit-level arrival curve from a packet-level constraint then to apply the classic network-calculus
delay bound. We show that such a method is not tight and that better bounds can be obtained
by directly exploiting the arrival curves expressed at the packet level. Our analysis method also
obtains better bounds when flows are constrained with bit-level arrival curve and g-regulation,
such as the recently proposed length-rate quotient rule. The content of this chapter was
published in [60, 61].

In Chapter 5, we study an asynchronous configuration of IEEE TSN scheduling with CBSs and
in the presence of interleaved regulators. In this chapter, we first derive and formally obtain
novel credit upper-bounds for the CBS; our bounds improve on existing bounds. Then, by
applying the obtained credit bounds, we derive a service-curve characterization for a CBS and
obtain a per-flow bound for the response time of the CBS. We also compute a per-flow bound
on the response time of an interleaved regulator. Using the above results, we compute bounds
on the per-class backlogs. Then, we use the newly computed delay bounds, along with recent
results on interleaved regulators from the literature, to derive tight end-to-end latency bounds
and to show that these are less than the sums of per-switch delay bounds. The content of this
chapter was published in [62, 63].

In Chapter 6, we analyze time-sensitive networks for when in-order packet delivery is required.
This is typically done by the means of re-sequencing buffers with two parameters, time-out
value and buffer size. First, we show that a previously proposed per-flow metric, reordering late
time-offset (RTO), determines the timeout value. If the network is lossless, another previously
defined metric, the reordering byte offset (RBO), determines the required buffer. If packet
losses cannot be ignored, the required buffer might be larger than RBO and depends on jitter,
an arrival curve of the flow at its source, and on the timeout. Then we develop a calculus to
compute the RTO for a flow path: the method uses a novel relation with jitter and arrival curve,
together with a decomposition of the path into non-order-preserving and order-preserving
elements. We also analyze the effect of re-sequencing buffers on worst-case delay;, jitter, and
the propagation of arrival curves. We show in particular that, in a lossless (but non order-
preserving) network, re-sequencing is “for free”, in other words, it does not increase worst-case
delay nor jitter; whereas, in a lossy network, re-sequencing increases the worst-case delay
and jitter. We apply the analysis to evaluate the performance impact of placing re-sequencing
buffers at intermediate points and illustrate the results on two industrial test cases. The
content of this chapter was published in [64].

In Chapter 7, we focus on dampers and provide a taxonomy of all existing implementations
in general network settings and analyze their timing properties in the presence of non-ideal
clocks. We give, in particular, formulas for computing residual jitter bounds of networks with
dampers of any kind. We show that non-FIFO dampers can cause reordering due to clock
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non-idealities and that the combination of FIFO dampers with non-FIFO network elements
can very negatively affect the performance bounds. Our results can be used to analyze timing
properties and burstiness increase in any time-sensitive networks, as we illustrate on an
industrial case-study. The content of this chapter was published in [65].

We conclude this thesis in Chapter 8 by summarizing our results. The proofs of theorems,
propositions, and lemmas are given in the appendices.






YA Time-Sensitive Networks

The science of today is the technology of tomorrow.
— Edward Teller

As mentioned in Chapter 1, the applications in time-sensitive networks require guarantees in
terms of delay and delay-jitter bounds, zero congestion-loss and in-order packet delivery. Such
guarantees are different across applications[66]: For example, audio and video applications
require delay bounds of, respectively, 2 ms and 50 ms with a jitter not more than 100 us for
a proper interactive communication, and in the automotive industry, the requirement on
delay bounds is sub-milliseconds and on the delay jitter is a few microseconds. Therefore,
time-sensitive networks should be able to provide a wide range of QoS guarantees.

Being able to provide such guarantees depends on the behavior of the flow sources and the
intermediate systems that are in charge of forwarding the flows of data to their destinations.
In time-sensitive networks, a flow is characterized with certain traffic specification (TSPEC),
e.g., the classic token-bucket and periodic data-generator. The coexistence of numerous flows
raises the need to share the network resources, in particular the physical transmission line.
This leads to queuing within intermediate systems (also sources, if they generate multiple
flows) that, in turn, affect the end-to-end delay. The queuing inside intermediate systems is of-
ten per aggregate rather than per flow. To arbitrate among the flows, a scheduling mechanism
is placed before the shared medium to decide which queue can use the link. Strict-priority and
round-robin scheduling, as well as weighted fair queuing, are examples of such scheduling
mechanisms. As mentioned in Chapter 1, the burstiness cascade and the circular dependen-
cies make the computation of delay bounds difficult in networks with aggregate queuing. To
avoid them, a solution is to regulate flows at intermediate systems [67, 43].

A regulator, called a shaper in RFC 2475 [68]', delays some or all of the packets of a flow in

In time-sensitive networks, the word "shaper" is commonly used in some scheduling mechanisms such as
"credit-based shaper” and "time-aware shaper, which do not perform as shapers defined in RFC2475. Moreover,
the term "regulator” has been used frequently in the literature especially with the emergence of "interleaved

11
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order to bring it into compliance with a traffic profile, typically the same as the flow TSPEC. A
damper delays the packets of the flows in order to preserve their inter-spacing hence is able
to provide low jitter. Therefore, regulators and dampers break the cyclic dependencies and
avoid the burstiness cascade, and facilitate achieving the QoS guarantees in time-sensitive
networks.

In this chapter, we provide an overview of the most common TSPEC and scheduling mecha-
nisms, as well as traffic regulation and dampers in time-sensitive networks.

2.1 Traffic Specification

Token (leaky) bucket is among the first regulation considered for real-time application, such
as audio and video, in communication networks[69, 27, 70]. A token-bucket regulator has two
parameters, rate r and bucket size b. It is often seen as a bucket with size b that is filled with
tokens by rate r. A source with token-bucket TSPEC can generate traffic only as much as the
amount of tokens stored in the bucket. Parallel to the token-bucket regulator, the generic cell
rate algorithm (GCRA) was used within ATM? networks [71], and has two parameters: drain
rate r, and bucket depth b. In ATM networks, a flow is characterized by a peak cell rate, a
sustainable cell rate, a maximum burst size and a cell delay variation tolerance [72, 73]. Then
the source of a flow is tested with two GCRAs: The first is with r= peak cell rate and b=cell delay
variation tolerance, and the second is with r=sustainable cell rate and b=burst tolerance+cell
delay variation tolerance. The integrated service (IntServ) unifies the token bucket and GCRA,
and it defines the general TSPEC with four tuples, burst tolerance b, sustainable rate r, peak
rate p and maximum packet size L [74]. The IntServ TSPEC, called a dual token-bucket in [23],
can be interpreted as two token buckets, where the first has size L and rate p, and the second
has size b and rate r.

In industrial communication, as well as in the automotive and aerospace industries, sources
of flows can generate periodic messages such as command and control data or non-periodic
messages, e.g., even-based control, alarms and warnings [33, 32, 75, 66, 76, 77, 78, 79]. The
message periods are different based on application, e.g., parametric data for fly-by-wire or
military sensing in aerospace has a period in range 1 — 10 ms, the safety-relevant commands
in automotive network are sent with a period within 1 —20 ms, and isochronous traffic in
industrial communication is generated within a period less than 2 ms.

IEEE TSN unifies the TSPEC from various industries, by using three terms: MaxIntervalFrame
(MIF), MaxFrameSize (MFS), and Class Measurement Interval (CMI) [35, Section 34.6.1].
According to TSN TSPEC, a falker (the TSN term for a source) can generate up to MIF frames
with a maximum size of MFS, within each duration equal to a CMI. In IETF DetNet, the TSPEC
is defined with more terms due to a vast variety of applications that DetNet intends to cover[7].
The DetNet TSPEC consists in Interval, MaxPacketsPerInterval (MaPPI), MaxPayloadSize

regulators“. Hence to avoid possible confusion regarding the term "shaper“, we decided to use “regulator*.
2 Asynchronous Transfer Mode
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2.2 Scheduling Mechanisms

(MaPS), MinPayloadSize (MiPS), and MinPacketsPerInterval(MiPPI) [80]. The Interval is the
period of time in which the TSPEC is specified; MaPS [resp., MiPS] is the maximum [resp.,
minimum)] size of packet that is sent within one Interval; MaPPI [resp. MiPPI] the maximum
[resp., minimum] number of packets that is sent within one Interval.

As we saw, the TSPEC in time-sensitive networks can be periodic or non-periodic and at the
bit level or packet level. In this thesis, we map the TSPEC to arrival curves in order to perform
our analysis. An arrival curve can be at the bit or packet level, hence making a proper choice
affects the delay bounds, as we will explore more in Chapter 4.

2.2 Scheduling Mechanisms

The mechanisms in time-sensitive networks can be categorized into two main families of
synchronous (time-driven) and asynchronous (event-driven) schedulers. The synchronous
schedulers perform the arbitration among the queues, based on a known time schedule,
e.g., IEEE802.1Qbv Time-Aware Shaper (TAS) [81] and IEEE802.1Qch Cyclic Queuing and
Forwarding (CQF)[46]. TAS has a number of gates. Each gate is associated with a queue,
permits packets to pass when opened, and blocks packets when closed. The states of the
gates are determined by the gate control list (GCL). CQF (also known as a peristaltic shaper)
is a two-buffer scheduling mechanism; the buffers operate in cyclic manner: At any cycle
time, one buffer accumulates the received packets and the other one transmits the already
stored packets from the previous cycle. The time-dependency of such schedulers requires time
synchronization and global scheduling throughout network in order to achieve end-to-end
guarantees. The asynchronous schedulers such as a credit-based shaper (CBS), strict priority
(SP) scheduler, and a deficit round-robin (DRR), run independent of time schedules. Their
operations rely on packet arrivals/departures, as well as scheduler parameters and variables,
e.g., an idleslope and credit value for CBS, a priority value for SP, and a quantum value for
DRR. In this thesis, we focus on asynchronous mechanisms. Further studies of synchronous
mechanisms are beyond the scope of this thesis and can be found in [82, 83, 84, 85].

In the rest of this section, we explore the most common asynchronous scheduling mecha-
nisms in time-sensitive networks. From the network-calculus perspective, we abstract these
mechanisms by using service curves (see Section 3.2), as we will see in Chapter 5.

2.2.1 Strict Priority

Strict-Priority (SP) scheduling is among the simplest schedulers used in time-sensitive net-
works and has been extensively studied [86, 87, 88, 89]. In this scheme, each queue is associ-
ated with a priority level. Whenever one or multiple queues have packets to transmit, the SP
scheduler selects the one with highest priority to send its head packet. This process is repeated
at the end of each packet transmission, until all queues become empty. This is referred to as a
non-preemptive SP, as the transmission of a packet is not interrupted until it is completed.
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Chapter 2. Time-Sensitive Networks

On the contrary, a preemptive SP interrupts the packet transmission, when a queue of higher
priority has packets to send, and then starts the transmission of the head packet from the
higher priority queue.

The SP scheduling enforces a priority queue to wait until all the higher priority queues (if
any) are empty. Therefore, providing guarantees for a priority queue, except the highest, is
dependent on the input traffic of higher priority queues. Such guarantees are only possible
when the traffic of higher priority queues is regulated. This is the reason that an SP is often
used in combination with other mechanisms such as CBS and BLS (see Section 2.2.3).

2.2.2 Fair Queuing

Generalized processor sharing (GPS) is a theoretical scheduling policy proposed for providing
minimum rate guarantees [90, 91, 92]. With the GPS, each queue is assigned a weight used to
tune the minimum rate offered to each queue. The rate guarantees provided by the GPS are
based on the assumption of a fluid flow of data; in practice, this assumption does not hold as
flows are often packetized. Therefore, several packet-based approximations of this policy are
proposed, among which is the packetized GPS (PGPS), also known as weighted fair queuing.

PGPS operates as follows. When the server is ready to transmit the next packet (either at
the start of a backlog or at the end of a packet transmission), a theoretical finish time is
computed based on the GPS policy for all packets in the queues and in the absence of future
arrivals. Then, the scheduler selects a packet, with smallest finish time among all packets,
for transmission. Compared to the GPS, the PGPS increases the worst-case delay, only by
the transmission of one maximum packet size [91, Theorem 1]. Even though the PGPS is a
practical approximation of the GPS, its implementation is still hard due to the complexity of
selecting a packet with smallest finish time [93].

Round-robin (RR) scheduling resembles the GPS policy and provides minimum rate guaran-
tees among the queuing systems [94, 95]. The original RR scheduling arbitrates among the
queues in a circular pattern and gives a fixed time to each queue with packets to send them.
When queues are subject to addressing various QoS requirements, a proper arbitration is to
treat them differently by allocating weights; the scheme that is referred as Weighted RR (WRR)
[96, 97]. The classic WRR assigns a weight, in unit of packet, to each queue. When a queue is
selected for transmission, the scheduler sends packets up to the assigned weight or the end of
queue. This behavior of WRR makes it a simple work-conserving scheduler. However, multiple
packets (up to the weight) can be served consecutively for each queue, which causes a large
worst-case waiting time for other queues [98]. Interleaved WRR (IWRR) is an implementation
of WRR that avoids this issue [96]. With IWRR, each cycle is split into a number of rounds
equal to the maximum of the weights assigned to the queues. At any round r, a queue can
send one packet, only if r is less than its weight. Compared to WRR, IWRR has smaller packet
bursts, which causes smaller worst-case delays for the queues. As both WRR and TWRR assign
weights in units of packets, these schedulers are good approximations of the GPS in providing
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minimum rate allocations, but only when the packets are of the same size, e.g., in classic ATM
networks. In time-sensitive networks, this assumption often does not hold as packets can have
variable lengths. The deficit RR (DRR) scheduling [99] is proposed to address this limitation of
WRR and IWRR, by keeping track of the transmitted traffic, at the byte level, for each queue.

In DRR, each queue has a parameter quantum and a variable deficit counter, both in bytes. At
each cycle, when a queue is not empty, its deficit counter is increased by the quantum (the
value of deficit counter expresses the maximum amount of data, in bytes, that a queue can
send at each cycle). Then, if the size of the head packet is not larger than the deficit counter, it
is emitted and the deficit counter is decreased by the size of the packet. This continues until
the deficit counter is smaller than the size of the head packet and then the scheduler moves to
the next queue. The deficit counter of a queue remains for the next cycle, except when the
queue becomes empty that resets the deficit counter to zero.

Among the RR scheduling mechanisms, DRR catches the most attention in time-sensitive
networks due to adaptive rate guarantees among the queues, by means of the quantum values,
and O(1) complexity (under the condition that the quantum value of each queue is larger
than the maximum packet length). However, achieving low delay bounds and a proper tuning
of the quantum values are the known issues [100]. A worst-case analysis of DRR has been
done extensively in literature [100, 101, 1], among which [1] gives the most recent results using
network calculus.

2.2.3 Credit-Based Mechanisms

As mentioned in Section 2.2.1, SP scheduling can provide guarantees only when the traffic
of higher priority queues is well-behaved. To this end, mechanisms such as CBS and BLS are
proposed to make the guarantees for a priority queue, in SP scheduling, independent of the
input traffic of the higher priority queues. We explore them hereafter.

Credit-Based Shaper

In time-sensitive networks, CBSs are initially proposed in IEEE802.1BA AVB [18] to control
the guaranteed rates given to the two highest priority classes that are dedicated to audio and
video traffic. CBSs are placed behind the SP scheduler. For any queue with a CBS, packets are
sent according to the available credit for that queue. Each CBS is assigned two parameters,
idleslope and sendslope, and it has a counter to keep track of the available credit [35, Annex L]:
The credit of a queue increases with the rate of the idleslope when the queue is non-empty
and the other queues with CBSs transmit packets; the credit decreases with the rate of the
sendslope when the queue is sending packets. A detailed description of CBS is covered in
Chapter 5.

There are a number of works on the analysis of CBS [13, 102, 103, 104, 79, 105, 106]. Among
them, some use network calculus to perform the analysis: [13] is the primary work on the
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Chapter 2. Time-Sensitive Networks

analysis of CBS in IEEE802.1BA AVB [18]; [103, 79] perform the analysis on a IEEE TSN sched-
uler, in which the highest priority class is without a CBS; and [104] extend the analysis in the
presence of multiple queues with CBSs in a TSN scheduler.

Burst-Limiting Shaper

BLSs are primarily presented to be used for the highest priority class, namely Control Data
Traffic (CDT), in IEEE TSN [107]. Their purpose is to provide fairness among CDT and lower
priority classes, such as audio and video, while still guaranteeing a low latency to the CDT
class. Differently from the CBS, the BLS alternates the priority of the queues, seen by the
non-preemptive SP, between the highest value and a lower value. This alternation is done
based on the amount of BLS’s credit and on its low- and high-threshold parameters: If the
credit reaches the high threshold, the queue is given the low priority, and if it reaches the low
threshold, the priority of the queue is set to high; in other cases, the priority is unchanged.

The credit evolution in BLS is as follows. The credit of a queue increases with the rate of
the sendslope, when the queue transmits packets; it stops when the credit reaches the high
threshold, and stays at this level until the end of transmission of the current packet. If the
queue does not transmit packets, its credit is decreased with the rate of the idleslope until it
reaches 0. Note that the priority change occurs as soon as the credit value reaches the lower
threshold, a further decrease is often due to an ongoing packet transmission of other queues.
We see that the credit in BLS evolves in the opposite manner than in CBS: In BLS, sending
packets results in an increase of credit, whereas in CBS it leads to a credit reduction.

An analysis of BLS is conducted in several studies [108, 109, 110, 111]. [108] presents the very
first results on the performance of BLS; a formal analysis of BLS is made in [109], assuming
zero interference from higher priority queue. A more general, yet formal, analysis is performed
by [110]. [111, 112] analyze BLS in the presence of a mixture of critical flows by using a
network-calculus approach. [113, 114] provide the timing analysis for multiple queues with
BLSs.

2.2.4 TSN and DetNet

IEEE TSN specifies a number of per-class scheduling mechanisms, called Transmission Se-
lection Algorithm in [35]. In the current version of the IEEE 802.1Q document [35], there are
three scheduling algorithmss, i.e., SP CBS, and Enhanced Transmission Selection (ETS), and
one enhancement to be used for time-triggered traffic. The ETS is added to the document
in order to provide an allocation of bandwidth to less sensitive traffic classes with larger
bandwidth requirements so that these classes can coexist with low delay traffic (which use SP
and CBS). The ETS includes any scheduling mechanisms, such as the family of fair queuing

3These mechanisms are agreed to be a part of TSN document. The working group still permits the vendors to
implement their own scheduling mechanism, as stated in [35, Table 8.6].
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(Section 2.2.2), able to provide the required performance guarantees. The TSN enhancement
for time-triggered traffic uses the IEEE Time-Aware Shaper that is a synchronous mechanism.
This TSN enhancement is called "enhancement" because a set of TAS is added in front of
the aforementioned scheduling mechanisms to enable transmission of the traffic scheduled
relative to a known timescale.

Contrary to IEEE TSN, the DetNet working group of IETF does not focus on the standardization
of specific queuing and forwarding mechanisms; rather, the group discusses the requirements
for the forwarding behavior of DetNet systems([21].

2.3 Flow Regulation and Dampers

Zhang and Ferrari propose the concept of regulators as a part of the rate-control service
discipline (RCSD) for real-time flows [115]. Each regulator in RCSD scheme monitors one flow
and forces it to follow a desired traffic pattern. An end-to-end delay bound is then computed
by summing up the delay bound of each individual system in a flow path. Then, it is proved
in [116] that using per-flow regulation leads to improvement over the bounds obtained by
[115]. A first formal analysis on regulators was done by Cruz, with a focus on token-bucket
regulators [30]. A generalization of the flow regulators is then defined within network calculus
as a bit-processing device that forces its output to conform an arrival curve [117, 118]. Later, it
was shown that obtaining end-to-end delay bounds in a network with aggregate scheduling is
difficult unless flows are regulated [67]. In time-sensitive networks, flow regulation is used as
a method for addressing the issue of burstiness cascade and for avoiding cyclic dependency
(discussed in Chapter 1) and is studied in various domains, e.g., embedded real-time systems
[119], automotive communication [120], and avionic communication [121].

Traffic regulation using per-flow queues, as in the original RCSD scheme, has scalability issues
in time-sensitive networks. This was the inspiration for the introduction of the urgency-based
shaper (UBS) as a per-flow regulator with aggregate queuing [122]. The UBS is standardized
within TSN under the name of IEEE802.1Qcr Asynchronous Traffic Shaping (ATS) [41]. The
analysis of UBS in the original paper is limited to two regulation algorithms: token bucket
and length-rate quotient (Section 4.2.2). UBS, as well as ATS, are formally analyzed under a
general family of interleaved regulators (IR) [123]. With IR, the packet at the head of the queue
is regulated based on its regulation constraints (e.g., token bucket); the packet is released
at the earliest time possible, without violating the constraint. One key feature of the IRs is
their "for-free" property, i.e., when an interleaved regulator is appended to a FIFO subsystem,
it does not increase the worst-case delay of the latter [123, Theorem 5]. Using IRs within
time-sensitive networks is a sound choice, as the IRs address the burstiness cascade and cyclic
dependency issues with aggregate queuing (instead of per-flow queuing) and they have the
"for free" property.

Dampers are introduced to reduce delay jitter in time-sensitive networks [42, 43, 44]. A damper
delays every packet by an amount written in a packet-header field, called the damper header:
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The damper header of a packet is an estimate of the earliness of this packet with respect
to a known delay upper-bound of upstream systems. Similarly to IRs, dampers address the
burstiness cascade and cyclic dependency issues. Unlike IRs, the dampers do not need any
flow-state information at the intermediate systems as the required information is carried
over in the packet header. This makes dampers a more scalable solution for time-sensitive
networks. Using dampers or IRs adds hardware complexity to intermediate systems: Dampers
require time stamping of packets at their arrival, and IRs need to modify the flow information
for every packet. Furthermore, with dampers, a packet-level modification for the flows is also
needed in order to carry the damper header. Chapter 7 gives details about dampers, including
existing implementations.

2.4 Conclusion

In this chapter, we have explored the literature on the TSPECs of flows and scheduling mech-
anisms commonly used in time-sensitive networks. We have further investigated the flow
regulation and dampers as asynchronous mechanisms for tackling the issues of burstiness
cascade and cyclic dependencies. In this thesis, our analysis is based on network calculus, and
uses the arrival-curve mappings for the TSPECs of flows and the service-curve characteriza-
tions for the scheduling mechanisms in systems within time-sensitive networks.
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8] Technical Background

Mathematics is the queen of science, and arithmetic the queen of mathematics.
— Carl Friedrich Gauss

In this chapter, we cover the general technical concepts in order to follow the subsequent
chapters of this thesis. It consists, in particular, in mathematical concepts such as pseudo-
inverse functions and a general overview of min-plus algebra as the foundation of network
calculus. Finally, we provide a summary of network-calculus, including the most important
concepts and results used throughout this thesis. The necessary notation and symbols used in
this chapter are given in Section 3.4.

3.1 Mathematical Foundation

In this thesis, we often use wide-sense increasing functions. A function w is wide-sense
increasing if and only if Vs < ¢ : w(s) < w(f). Then, g'“i?lc is the set of wide-sense increasing
functions w : [0, +oo0) — [0, +o0o] such that w(0) = 0.

3.1.1 Pseudo-inverse Functions

Consider a function w € f/"i(r)lc. Then, the lower pseudo-inverse of w is w', defined as

w! () inf(s > 0| w(s) > x} = sup{s = 0 | w(s) < x}. 3.1)
and the upper pseudo-inverses is w!, defined as

w! (1) L sup(s =01 w(s) < x} =infls >0 | w(s) > x}. (3.2)

Figure 3.1 illustrates the pseudo-inverse functions and the differences between them. The
pseudo-inverse functions are obtained by flipping the graph of w around the line y = x.
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The resulting graph does not correspond to a function as the plateau part of w i.e., x; to x»,
causes ambiguity. With the lower pseudo-inverse (left figure), w', the ambiguity is resolved by
selecting the infimum, i.e., w'(y1) = x;. With the upper pseudo-inverse (right figure), w!, the
ambiguity is resolved by selecting the supremum, i.e., w'(y;) = x,.

V4

V1

v
=

X1 X7 - X X1 X3

Figure 3.1: Illustration of pseudo-inverse functions.

By [124, Section 10.1]:

 w! is non-decreasing and left continuous.

 w! is non-decreasing and right continuous.

Some of the common functions and their lower-pseudo inverses are

| i x-b]"
F()=rt+bt>0;F0)=0 = F'(x)=F'(x) = —1
F(r):brf1 — Fl(x)zrrx;b1,x>o;Fl(0)=o, FT(x)=rl)—I;J,
X X
F(H)=R[t-T)" = Fl(x)= T+§,x>O;F1(O):O, Flx) = T+E. (3.3)

3.1.2 Min-plus Algebra

A min-plus algebra refers to a dioid (RU {+o0}, A, +) [25, Chapter 3.1][124, Chapter 9], where
the operations are the minimum (A) and the addition (+), and R is the set of real numbers. In
network calculus, the commonly used operations of min-plus algebra are the convolution and
deconvolution of functions that are defined as follows.

Definition 3.1 (Min-plus Convolution and Deconvolution). Consider two functions w, w' €
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9& o The min-plus convolution and deconvolution of w and w' are respectively defined as
(wew)(n = inf (w(t—s+w ) (3.4)
=s=
(wo w6 Esuplw(t+s) - w'(5)}, 3.5)
$=0
forallt=0.

The sub-additive functions are another set of important functions used in network calculus. A
function w e gigc is sub-additive if and only if

w(t)+w(s)=w(t+s) Vs, t=0. (3.6)

. . 0
For a given function w € & ,

volution on w, tends to decrease the function each time until it converges to some function

0 < w® w < w. The sequential application of min-plus con-

referred to as sub-additive closure that is defined formally as follows.

Definition 3.2 (Sub-additive closure). Consider a function w € gv“i?m. Then, the sub-additive
closure of w is defined as

S AwA (WO W) AW we W) A..., 3.7)
where d is the impulse function with Ty = 0 defined as

0 t< T()
&1, (8) = . 3.8)
+oo >0

Two important quantities in network calculus are the maximal vertical and horizontal devia-
tions between two wide-sense increasing functions. The mathematical definitions for these
quantities are as follows [25] and illustrated in Figure 3.2.

Definition 3.3 (Vertical and horizontal deviations). Consider two functions w, w' € gi?lc. The
vertical deviation v(w', w) and the horizontal deviation h(w', w) are defined as

v, w) supiw' (5 — w(t), (3.9)
t=0

hw',w) = sup{w! (w' (1) - ¢} (3.10)
t=0

The vertical and horizontal deviations can be expressed with min-plus deconvolution. Specifi-
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Figure 3.3: A c-Lipschitz function w (left, DRR service curve in [1]) and a non c-Lipschitz
function w’ (FIFO residual service curve in [2, Section 7.3.1]). The slope of the function is
within [—c, c] at any point in time for w. The function w' is not continuous at time 6.

cally,
v(w', w) = (w' o w)(0), (3.11)
(3.12)

h(w', w) = ((w’l o w) @Al) ),

where 1,(¢) = t.
3.1.3 Additional Definitions
Definition 3.4. A function w € 91?1 c is called c-Lipschitz (for c = 0) if V1, t, € R [125, Section

41.5]:
lw(t) —w(t)l < cliz - 4l (3.13)

A c-Lipschitz function is necessarily continuous, and the slope of the function is within [—c, c]
at any point in time. Fig. 3.3 shows examples of a c-Lipschitz and non-c-Lipschitz functions.
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For w e ,?i‘r)l o W' and w™ are the right and left limits, defined as

VxeR" :w*(x) =£in6 w(x+¢), (3.14)
>0

VxeR :w (x) = iir% w(x—e). (3.15)
>0

3.2 Network Calculus

Network calculus is a theory designed to compute backlog and delay bounds in networks by
the means of arrival and service curves. In this section, we first provide a summary of the basic
concepts in network calculus; then, we present the main theorems for obtaining backlog and
delay bounds for a system in isolation. Finally, we give a list of methods and techniques to
compute end-to-end delay bounds within a network.

3.2.1 Flow Model

In network calculus, a common approach to modeling the data flows is to use cumulative
functions [25]. A cumulative function </ (f) € 51?1 . is the number of bits observed on the flow
within an interval [0, #). By definition, this function is necessarily wide-sense increasing. The
cumulative functions are a general way to model flows at the bit level; however, a flow is often
made of packets with specific lengths. To this end, network calculus defines the concept of
packetizers. A packetizer is a server that groups the bits of a flow into packets. More specifically,
it stores the bits of traffic until the last bit of the packet is arrived; then it releases the whole
packet. Let £ (n) be a cumulative length of the first n packets, i.e., £ (n) = ZZ:I I, £(0) =0,
where [ is the length of packet k. Then an .£-packetizer for < is defined as [2, Section 8.1]:

PZ(et)(0)=0, PZ(L)()= sup {Ln) |Fu<t,od(u)=L(n)} Yi>0. (3.16)
neNu{0}

Aflow of is &-packetized if of = PZ (o).

To model a packetized flow, another alternative is to use packet sequence (called marked
point process in [126]). A packet sequence (A, L) consists of two sequences of variables
A={A1, Ay, As,..}and L= {1, 15, 13,...}, where A, and [, are the arrival time and the length of
packet n.

For a packetized flow, these two models can be derived from each other. Assume a flow
modeled as a packet sequence (4, L). Then, the corresponding £-packetized cumulative
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function is </, obtained as

A=) lnlia,<n
neN
n
Z0)=0, L(n) = I YVneN. (3.17)
k=1

Now consider an £ -packetized flow «/. Then, the corresponding packet sequence model is
obtained as

L=inf{s=>0]|o4(s) = L)} = (L(n)) VneN,

Ih=%n)-ZLn-1) VneN. (3.18)

Using the aforementioned models, we present the main building blocks of network calculus,
i.e., arrival and service curves.

3.2.2 Arrival and Service Curves

In network calculus, flows are constrained by the mean of arrival curves, defined as below [25].

Definition 3.5 ((Bit-level) arrival curve). Consider a flow expressed as a cumulative function

o € gi(r)lc' The flow is constrained by a bit-level arrival-curve @ € gi?lc if and only if

(1) < (4 ®a)(l) Vi=0. (3.19)

As shown in [123], for a packet sequence (A4, L), the above definition of arrival curve is equiva-
lent to

n
Y hksa®(An—Ap) Vm,neN,m<n (3.20)
k=m
The above equation is also equivalent to

n
Ap=Amza' (Y I vm,neN,m< n. (3.21)

k=m

Frequently used arrival-curves are [25, 1.2.2]

¢ the token-bucket (or leaky-bucket) arrival-curve with rate r and burst b, defined by
at)=rt+b;t>0,a(0)=0;

¢ the staircase function with burst b and interval 7 defined by a(t) = b[%]. It expresses
the constraint that the flow has at most b bits within any interval of duration 7.
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Figure 3.4 illustrates the two arrival curves.

Token bucket (r, b) Staircase(t, b)
© ©
© ©
(@] r (@]
| ! '
b| Time b| ' Time

T 2T 3T

a(t)y=rt+b,t >0 [t
a(0) = 0 () = bH

Figure 3.4: Token-bucket (r, b) and staircase (z, b) arrival curves.

Whereas arrival curves are used to deliver information on the input traffic to a system, service
curves provide an abstraction of the system and the service offered to the input traffic.

Definition 3.6 ((Minimum) Service Curve). Let <f,2 € gi?lc be such that <f (t) [resp. D(t)]
denotes the cumulative number of bits arrived in [resp. departed from] a system until time t
(excluded). A function € 91% . Is a (minimum) service curve for the system if

2(1) = (£ ® B) (1) Vi=0. (3.22)

The above definition is equivalent to

D)= P(t—95)+A(s) Vi=0,3s€(0,]. (3.23)

A service-curve characterization is available for many systems, see for example [103, 127, 111,
128, 129]. Rate-latency service curves are functions of the form §(t) = R[t— T]" with R, T
being the rate and latency terms. A system that offers a rate-latency service curve can be
interpreted as behaving, for the flows of interest, as if it would be a server with rate R and
vacation T. The rate R is the rate guaranteed to the flow and is typically less than the line rate c.
Rate-latency service curves are often used because of their simplicity, but better delay bounds
can also be obtained with more complex service-curves [1]. Figure 3.5 shows a rate-latency
service curve and the best existing service-curve for a deficit round-robin scheduler.

In the analysis of networks, we might encounter a number of systems where we know only an
upper bound on the delay, e.g., switching fabric, and the network backbone. The question is
how to abstract a service curve for such systems. Assume a system with delay bound D. Then,
for this system we have

92()z4(t—-D), Vt=0. (3.24)
The definition of the impulse function in 3.8 implies that </ (f— D) = («f ® §p)(¢), thus
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Figure 3.5: Rate-latency service curve with rate R and latency T (left), and a DRR service-curve
connected to a physical link with rate ¢ [1] (right).

9 = o ® Op; hence, d p is a service curve for this system.

The concept of strict service-curves is less general than the minimum service-curve. However,
as we will see later, it is needed for some analysis. To define strict service-curves, we first need
to define backlog period: an interval of time (s, ] is a backlog period when </ (s) = 2(s) and
Yue(stl: (u)—-2w)>0.

Definition 3.7 (Strict Service-Curve). Let</,9 € gi%C be such that </ (t) [resp., D(t)] denotes
the cumulative number of bits arrived in [resp., departed from] a system until time t (ex-
cluded). A function € 9«"1?1 . Is a strict service-curve for the system if for any backlog period (s, t],
D) -A(s)=P(t—25).

One of the strongest results of network calculus is the service-curve concatenation for a
tandem of systems [25].

Theorem 3.1 (Service-Curve Concatenation). Assume a flow traverses a sequence of M systems
where systemi € {1,2,..., M} offers a service curve 3; € Ei?lc to this flow. Then, the concatenation
of the systems offers a service curve f = 1 ® B2 ® --- ® B to the flow.

Let us observe this result in an example. Assume two systems where system i € {1, 2} offers a
rate-latency service B; () = R;[t— T;]". Then, the concatenation of the two systems offers a
service curve:

B(t) = (B1®B2)(t) = Rt - T1", R=min(R,Ry), T =T + T>. (3.25)

3.2.3 Local Analysis

As discussed in Chapter 1, obtaining bounds on backlog and delay is crucial in time-sensitive
networks. The goal of this section is provide these bounds for a single system in isolation by
the means of network calculus. In this context, the backlog of a flow is the amount of bits held
in a system, and the delay is defined as the minimum time to serve a bit, provided that all the
bits received earlier are served before it. They are defined mathematically as follows.
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Definition 3.8 (Backlog). Let</,2 € ,91?1 . be such that </ (¢) [resp. 2(t)] denotes the cumulative
number of bits arrived in [resp., departed from] a system until time t (excluded). The backlog
b(¢t) at any given time t = 0 is defined as

b E a0 - 2. (3.26)

Alternatively, for a packetized flow, let (A, L) [resp., (D, L)] be the arrival [resp., departure] packet
sequence. Then, the backlog b(t) at any given time t = 0 is defined as

def
b= Y nlp,<n = ) lnlia,<n- (3.27)
neN meN
Definition 3.9 (Delay (Latency)). Let</,9 € gi?m be such that </ (t) [resp., 2(t)] denotes the
cumulative number of bits arrived in [resp., departed from] a system until time t (excluded).
The delay of a bit arriving at any given time t = 0 is d(t), defined as

dit) Einfir20: 2(r+1) = L (1)), (3.28)

Alternatively, for a packetized flow with arrival [resp., departure] packet sequence (A, L) [resp.
(D, L)], the delay of a packet n is defined as

dy =Dy, — A, (3.29)

Definition 3.10 (Delay-Jitter (Jitter)). Let<f/,9 € gi(r’l . be such that &/ (1) [resp. 2(t)] denotes
the cumulative number of bits arrived in [resp., departed from] a system until time t (excluded).
Also, let d(t) be the delay of a bit arriving at any given time t = 0 as defined in (3.28). Then, the

“delay jitter" is defined as

V =sup{d (9} —inf{d(s)}. (3.30)
20 §20

Alternatively, for a packetized flow, let (A, L) [resp., (D, L)] be the arrival [resp., departure] packet

sequence. Also, let d,, be the delay of the packet n as defined in (3.29). The worst-case delay

of the flow is max,{d,} where the max is over all packets sent by the flow during its lifetime.

Similarly, the ‘best-case delay of the flow is min,{d,,}. The delay jitter is the difference, i.e.,

V= m’?x{dn}—mniqn{dm}, (3.31)

sothatd,—d, <V forany m,n.

Delay jitter is called, in RFC 3393 [40], IP packet delay variation. In the definitions of delay and
delay jitter, times are assumed to be measured according to the true time, i.e., the international
atomic time (temps atomique international, TAI). In reality, times are measured with local
clocks that might not be synchronized. Some small corrections could need to be applied to
delay and jitter bounds [45].
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The primary results on network calculus use the vertical and horizontal deviations to obtain
backlog and delay bounds as stated below [25].

Theorem 3.2 (Backlog Bound). Assume a flow, constrained by an arrival curve a € 5"71(1)1 o tra-
verses a system that offers a service curve 3 € gi(r’l . to this flow. Then the backlog at the system is

bounded by the vertical deviation, v(a, B), defined in Definition 3.3.

Theorem 3.3 (Delay Bound). Assume a flow constrained by an arrival curve a € 91?1 . traverses

a system that offers a service curve € 9}% . to this flow. Then the delay of the flow is bounded by
the horizontal deviation, h(a, B), defined in Definition 3.3.

As proven in [25], the above theorems provide tight bounds. The tightness means that there is
a causal system with an input flow o/ and output flow &, where the input is constrained by an
arrival curve a and offered a service curve 3, where the bounds are achieved. A causal system
means & < 9.

The third important result is the obtainment of an arrival curve at the output of a system.
The result is useful for obtaining backlog and delay bounds for downstream systems and
end-to-end analysis of complex networks.

Theorem 3.4 (Arrival-Curve Propagation). Assume a flow constrained by an arrival curve
0 : 0 ;

a € F, . traverses a system that offers a service curve € &, . to this flow. Then, at the output of

the system, the flow is constrained by an arrival curve a* = a @ S.

Let us now examine the above results in a simple example. Assume a flow constrained by
token-bucket arrival curve a(f) =rt+ b, t > 0,a(0) = 0 traversing a system that offers a rate-
latency service curve B(t) = R[t— T]™ to this flow, where R = r. Then, by Theorem 3.2, the
backlog at this system is

B=v(a,p) =supia(t)—-B()}=0Vv ( sup {rt+ b—O}) Y (sup{rt+ b—-R(t—-T)}
=0 0<t<T t>T

=0v(@T+b)v (sup{(r—R)t+b+RT}) =T+b)v(r—RT+b+RT)=rT+b, (3.32)
t>T

where Vv is the maximum operator. The delay bound for this flow is obtained by applying

Theorem 3.3:

5=ha,p) = sup{ﬁl (@(t) - t} = 0vs.up{,6l (@) - r} =0v (sup{T+ % - t})

=0 >0 >0
rt+b b rt—Rt b

=0V |supyT+ —t¢|=0VvV|T+—=+sup =T+ —. (3.33)
R R R R

>0 >0
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And finally, the propagated arrival curve of the flow is obtained by Theorem 3.4 as
a*(t) = (aoP)(t) =supla(t+s)— ()} =0V ( sup {a(t+s) — [3(3)}) \Y; (sup{a(t+ s)—B(s)}
s=0 0<s<T s>T

:Ov( sup {r(t+s)+b—0})V(sup{r(t+s)+b—R(s—T)}) =0V (rt+b+rT)

0<s<T s=T

\%

rt+b+RT+sup{rs—Rs}) =(rt+b+rT)vV(@t+b+RT+rT—RT)=rt+b+rT.

s>T

(3.34)

3.2.4 End-to-End Analysis

In the previous section, we have seen how to obtain delay and backlog bounds for service-
curve elements. In practice, a flow typically passes by a sequence of systems from its source to
its destination. The question is how to obtain end-to-end delay bound for the flow under such
condition. Hereafter, we explore various techniques and methods for obtaining end-to-end
delay bounds.

Total-Flow Analysis (TFA)

The TFA algorithm uses the primary network-calculus theorems to obtain end-to-end delay
bound, within a feed-forward network '[131]. The TFA algorithm, first sums up the arrival
curves of the flows that share a service-curve element. Then, it computes backlog and delay
bounds for each individual system by applying Theorems 3.2 and 3.3. Finally, it computes
a propagated arrival-curve of every flow at the output of each system (i.e., entrance of the
downstream system) by using Theorem 3.4. An end-to-end delay bound is computed as the
sum of each individual delay bound.

TFA++ is an improved version of the original TFA algorithm [132]. The main idea in TFA++ is to
exploit the information on the physical-line rate to improve the aggregate input arrival-curves,
as well as per-flow propagated arrival-curves.

As both TFA and TFA++ can be applied only to feed-forward networks, the fixed-point TFA
(FP-TFA) algorithm is proposed to overcome this limitation [133]. The FP-TFA algorithm
initially performs cuts in a network with cyclic dependencies to make it feed forward. The next
steps are iterative: (1) Assuming an initial vector of bursts for the flows at the cuts, it computes
the local delay bounds and the propagated arrival curves using TFA++ and the improvement
due to the effect of packetization [133]. (2) It compares the propagated arrival curves at the
cuts with the initial vector; if it is larger, it redoes the iteration using the new vector of bursts,
otherwise, the obtained delay bounds are valid and the iteration is over. Finally, an end-to-end
delay bound is computed by summing up the local delay bounds.

1A network is feed forward, if there exists a numbering of its links where for any flow there is an increasing
sequence of links the flow traverses [130].
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Separated-Flow Analysis (SFA)

The SFA algorithm performs the end-to-end analysis by isolating the arrival and service curves
for each individual flow in feed-forward networks. For any flow, SFA first computes the aggre-
gate arrival-curve for the competing flows by summing the individual arrival-curves. Second,
it obtains the residual service-curve for the flow within its path by using residual service-
curves [2, Theorem 7.5]. Then, it uses the concatenation result in Theorem 3.1 to compute an
end-to-end service curve for the flow. Finally, the SFA algorithm applies Theorem 3.3 using
this service curve and the flow arrival-curve at the source, and computes an end-to-end delay
bound for the flow.

Pay-Multiplexing-Only-Once (PMOO)

The PMOO analysis consists in a smart way of aggregating the flows that share the same
path, and applying the concatenation result in Theorem 3.1 [130]. Specifically, the PMOO
analysis tries to group together the flows that share a consecutive sequence of systems and to
obtain an aggregate arrival-curve for each group. Then, it computes a residual service-curve
[2, Theorem 7.5] for the group of the flows and applies the concatenation result in Theorem 3.1
to obtain a service curve for a sequence of systems. Finally, for the flow of interest, it computes
aresidual service-curve for the concatenated systems. With PMOO analysis, the burst of the
competing flows is accounted once within a flow path hence improves the end-to-end delay
bound.

Machine-Learning-Based Analysis

As we have seen in the previous analysis methods for computing end-to-end delay bounds,
a proper concatenation of systems and an aggregation of interfering flows can lead to an
improvement in the computation of delay bounds, due to the PBOO and PMOO effect. The
exhaustive search to find the best flow aggregation and system concatenation is time con-
suming [134]. One way to tackle this issue is to use machine learning to find out an efficient
composition for computing end-to-end delay bounds. DeepTMA [135] and DeepFP [136] are
two such methods based on graph neural networks and reinforcement learning.

Optimization-Based Analysis

A number of analysis methods use linear programming to compute worst-case delay. The
main idea in these approaches is to transform the network-calculus relations, including arrival
and service curves, into linear constraints and to maximize the delay. A least upper delay
bound (LUDB) [137] obtains a number of linear programming (LP) problems by using the
arrival and service curves in a tandem network; solving each one of the LPs produces an upper
bound on the worst-case delay. Then, the least upper bound is given by solving each individual
LP problem and by taking their minimum. LUDB provides tight delay bounds for certain
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scenarios in tandem networks; then the mixed-integer LP (MILP) method in [138] fills in the
gap by obtaining worst-case delays in FIFO tandem networks. As the method contains integer
variables, it can be applied to only small networks in practice. Hence, [138] also proposes a
relaxed LP version of the MILP method that leads to a delay that is close to the worst-case
delay. However, these approaches are still costly due to an exponential number of variables.

The most recent approach is the polynomial-size LP (PLP) [139] that keeps the number of
constraints and variables polynomial in network size. Keeping this number polynomial can
lead to pessimism. However, the PLP method incorporates the delay bounds obtained by the
SFA and TFA++ algorithms in order to improve the delay bounds.

3.3 Conclusion

We have presented a summary of required mathematical backgrounds, including pseudo-
inverse functions, Lipschitz continuity, and min-plus algebra. We have given an overview of
the main network-calculus concepts, including flow models, arrival and service curves, and
the classic results to compute backlog and delay bounds. Finally, we have presented a list
of methods for computing end-to-end delay bounds, among which we will use the FP-TFA
method to perform our evaluations as we consider networks with cyclic dependencies.
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3.4 Notation

Term Description

b The burst of arrival curve, when «a is token-bucket.

h(w',w) | The horizontal deviation from function w’ to function w (Definition 3.3).

r The rate of arrival curve, when «a is token-bucket.

v(w',w) | The vertical deviation from function w’ to function w (Definition 3.3).

R The rate of service curve, when g is rate-latency.

T The latency of service curve, when f is rate-latency.

Z(n) The cumulative length of the first n packets.

PZ (o) | The ¥-packetizer for a cumulative function <.

a The arrival curve of at the entrance of a system.
B The service curve of a system.
9& c The set of wide-sense increasing functions such that Vw € 91% .- w(0)=0.
N The set of positive integers, i.e., {1,2,...,}.
wt The right limit of function w (Section 3.1.3).
w- The left limit of function w (Section 3.1.3).
w! The lower pseudo-inverse of function w (Section 3.1.1).
w! The upper pseudo-inverse of function w (Section 3.1.1).
[x] The ceiling of x.
Lx] The floor of x.
[x]™ max{x, 0}.
A The minimum operator.
v The maximum operator.
® The min-plus convolution operator (Definition 3.1).
@ The min-plus deconvolution operator (Definition 3.1).
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Novel Network Calculus Delay Bounds
in Time-Sensitive Networks

All truths are easy to understand once they are discovered;
the point is to discover them.
— Galileo Galilei

As mentioned in Chapter 1, one of the main goals in time-sensitive networks is to provide
guarantees on worst-case delay, and not average delay. In order to obtain such guarantees,
flows are assumed to be regulated at the sources. A classical form of source regulation is the
bit-level arrival curve constraint. As described in Chapter 3, formally proven delay bounds
can be obtained by using classical network calculus by taking the horizontal deviation of the
arrival and service curves.

As discussed in Chapter 2, in time-sensitive networks, flow regulation at sources is often
expressed in terms of number of packets rather than number of bits [80] [35, Section 35.2.2.8.4];
for example in TSN, the number of packets observed within any fixed class measurement
interval is upper-bounded by a constant value. To obtain delay bounds for such flows, network
calculus is often used [140], for which a bit-level characterization is required. Hence, a
common approach is to derive a bit-level arrival-curve from the packet-level constraint and
then apply network calculus [141, 142]. However, as we show in Table 4.1 and Section 4.7, this
leads to delay bounds that can be improved. Indeed, our main result, in Theorem 4.1, is a
novel delay bound for flows regulated with packet-level constraints, which improves on the
one that is obtained by deriving a bit-level arrival-curve from the packet-level constraint. We
show that the obtained delay bound is tight at least for c-Lipschitz [125] service curves where
c is the physical line-speed (theorems 4.2 and 4.3).

Our method uses a novel modelling of packet-level constraint with g-regulation (Proposition
4.2). The concept of g-regulation was introduced by C.S. Chang [126] as an alternative to bit-
level arrival-curve and uses max-plus algebra, whereas results for bit-level arrival-curves tend
to use min-plus algebra. Our improvement in the delay bound is made possible by combining
min-plus representation of service curves and max-plus representation of the input traffic to
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obtain a bound on the queuing delay (Lemma 4.1).

As a by-product of our method of proof, we also obtain delay bounds for flows with g-regulation
which share a FIFO system with known service curve (Theorem 4.4). The most common form
of g-regulation is length-rate quotient (LRQ) [122] that is among the simplest regulation
constraints to control flow rate. These bounds improve on the ones obtained by deriving a
bit-level arrival curve from g-regulation and then using the classic network-calculus bound.
Moreover, it generalizes the results by [122] that was specifically applicable to flows with
LRQ constraints and priority queues with constant rate servers. Moreover, using the same
method, we provide a delay bound for flows with bit-level arrival curve that improved the
bound obtained by classical network calculus presented in Chapter 3 (Theorem 4.5). We
already published a subset of these results for bit-level arrival curve and rate-latency service
curves [60]; in this chapter, we present the generalized result that can be applied to a wider
family of service curves than rate-latency ones.

The rest of this chapter is organized as follows. Section 4.1 presents the state-of-the-art and
related works. Section 4.2 includes the system model, notation, and the definition of the
considered flow regulation constraints. Section 4.3 presents the relations among different
regulation constraints. In Section 4.4, we present the main contribution of this chapter, namely,
novel delay bounds for flows with packet-level constraints, and we show that these bounds are
tight. Section 4.5 gives a generalization of the existing delay bounds for flows with g-regularity
constraint and bit-level arrival-curve, as a by-product of our method of proof in Section 4.4.
Section 4.6 shows that the best delay bound for a given flow is obtained by directly applying the
theorem corresponding to its initial constraint. Section 4.7 provides a numerical illustration of
the theorems presented in this chapter and Section 4.8 concludes the chapter. For the reader’s
convenience, Section 4.9 gives the notation used throughout this chapter. Appendix A gives
proofs.

4.1 Related Works

As we saw in Chapter 3, the classical network-calculus proves delay bounds for a FIFO system
with bit-level arrival and service curves [25, 2]. Specifically, for a flow with bit-level arrival-
curve a that enters a FIFO system with service curve 3, the bound is obtained by taking the
horizontal deviation between the two curves, i.e., h(a, §), which is defined in Definition 3.3.
For example, when a flow has leaky bucket arrival curve a(t) = rt + b and the FIFO system
has rate-latency service-curve (t) = max (R(t — T),0), we have h(a,p) =T + % provided that
r < R. This bound is tight if only arrival and service curves are known. However, we often have
more information, specially in the context of time-sensitive networks, e.g., TSN schedulers
with credit-based shapers [63] and DRR schedulers [1]: when a packet starts its transmission,
it is transmitted with full line rate. In our initial result, such information was exploited for rate-
latency service-curves to provide a delay bound that improves the classical network-calculus
1_1

bound [62]; more precisely, the classical network-calculus bound is reduced by [min (F - E)’
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where c is the physical line-rate and L™" is the minimum packet length of the input traffic.

While rate-latency service-curves are commonly used in the literature, they may not provide
a perfect characterization of a system. A number of works provide more complex service
curves that in turn leads to better delay bounds. In [1], the authors obtained a non rate-latency
service-curve for DRR schedulers that can incorporate the arrival curves of the interfering
flows. Such non rate-latency service-curves are obtained as well for weighted round-robin
[2, Section 8.2.4] and interleaved weighted round-robin [98]. Hence, the improvement of [62]
does not apply to these service curves. In this chapter, we present a generalized version of the
results of [62] to improve delay bounds for non rate-latency service-curves. Furthermore, we
improve the bounds in [62] when the flows have packet-level constraints.

A number of other works focus on improving the arrival curves of the flows in time-sensitive
networks by taking advantage of input-line shaping effect. For example, for a flow with leaky-
bucket arrival curve a(t) = r ¢ + b that passes a physical line with rate ¢, we can obtain a better
arrival curve () = min(rt+b, ct). In [141, 142], the authors study a TSN network and assume
the input traffic has packet-level constraint [35, Section 35.2.2.8.4]. To obtain delay bounds,
they first derive a bit-level arrival-curve from the packet-level constraint; then they exploit
input-line shaping to improve the obtained arrival curve. Finally, they use network calculus to
obtain delay bounds. The improvement by the input-line shaping effect is complementary to
the improvements shown in this chapter.

Recently, LRQ was introduced in the context of interleaved regulators in [122] as a per-flow
regulation constraint that is simpler to implement than token-bucket. LRQ is in fact a spe-
cific case of a shifted-rate regulator (when the delay term is set to zero) [126, Section 6.2.1],
which belongs to the family of g-regulation. [122] obtains delay bounds for flows with LRQ
constraint within constant-rate servers and strict-priority queuing. This analysis was extended
for guaranteed-rate servers [143]. Unlike the previous works, our results on g-regulated flows
cover the whole family of g-regulation (i.e., are not limited to LRQ constraint) and apply to a
broader class of network nodes (i.e., nodes with arbitrary service curves).

4.2 System Model

We study a FIFO system with a queue and a transmission link, as in Fig. 4.1. Each queue is
shared among a number of flows. Upon arrival, packets of different flows enter the queue and
are stored in FIFO order. A scheduler decides when the packet at the head of the queue is
selected for transmission. The scheduler typically arbitrates between this queue and other
queues (not shown), therefore the packet at the head of the queue may have to wait even if
there is no packet of this queue in transmission. When the packet at the head of this queue is
selected for transmission, it is transmitted at a constant rate ¢ until it is completely transmitted,
i.e., there is no preemption.

Every flow is assumed to be constrained by either bit-level arrival curve (Section 3.2.2), g-
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Figure 4.1: The considered FIFO system.

regulation (Section 4.2.2) or packet-level arrival curve (Section 4.2.3). For each flow f, let Lr]{’in
and L’]?ax denote the minimum and maximum packet lengths, in bits. We also assume that
the total flow of all incoming packets is packetized, i.e., we consider that all bits of any packet
arrive at the same time instant.

Let A, be the arrival time of packet n to the FIFO system, where the numbering of packets is
by order of arrival and Q;, be the time at which packet 7 is selected for transmission. The FIFO
assumption means that Q; < Q,+1. We call Q; — A, the queuing delay of packet » in the FIFO
system. Let [,, be the length in bits of packet n and assume that it belongs to flow f, so that
L0 < [ < [ then packet n leaves the system at time D, = Q,, + l?” We call D, — A,, the

f f
response time of the FIFO system for packet n.

We assume that the scheduler is such that the FIFO system offers to the total flow of all
incoming packets a service curve f, defined in Section 3.2.2.

4.2.1 Bit-level Arrival Curve

We follow the definition of bit-level arrival curve as in Section 3.2.2. Moreover, we know by
[25, Lemma 1.2.1] that if a is an arrival-curve for a flow, then so is its left limit, i.e., ™. Also,
since input is packetized, a* (0) is an upper bound on the size of any packet. Therefore, in this
chapter, we assume that « is left-continuous and a* (0) = L™,

4.2.2 g-regulation

The g-regulation constraint was introduced in [126]; it specifies that the time inter-spacing
between packets is lower bounded by a left-continuous function g € g;i%c 11126]. A packetized

IThe original g-regularity in [126] uses functions defined on N U {0} but it is simpler to consider functions
defined on R*.
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input has g-regulation constraint if and only if for any packet indices m, n, where m < n:
n-1
An—Ang(Z lk). 4.1
k=m

Note the difference between the bit-level arrival-curve in (3.21) and the g-regulation in (4.1):
for the g-regulation the length of the last packet, i.e., [,;, does not play a role in (4.1) while it
isincluded in (3.21). Since the argument of the function g only takes values in a discrete set
containing sums of packet sizes, we assume g is left continuous at each point in this set.

Shifted-rate regulation [126, Section 6.2.1] is a type of g-regulation with g(x) = %[x —-d]",
where r is the regulation rate and d is the regulation delay, i.e., the constraint is

)

Length-rate quotient, introduced by [122], is a traffic regulation which specifies the minimum

+
1
Ap—Ap =~
-

,Vm,neN,m<n. 4.2)

interspacing between two consecutive packets as a function of a regulation rate r and the
length of the earlier packet. i.e. the constraint is

LD}

Ap—Ap_1 = , YneN,n=2. (4.3)
By LRQ, the arrival of packet n is constrained by the regulation rate, the arrival time and the
length of the previous packet; the fact that there is dependency on only the last packet, renders
the implementation of LRQ very simple. It is easy to see that, when d = 0, (4.2) is equivalent to
(4.3), namely, LRQ is shifted-rate regulation with d = 0; therefore, LRQ is a form of g-regulation
with g(x) = 7.

4.2.3 Packet-level Arrival Curve

The packet-level arrival-curve is mainly used in the context of IEEE TSN and IETF DetNet and
expresses traffic constraints at the packet level. More formally, consider a left-continuous
wide-sense increasing function N:R* — Nu {0}, where N(¢) is the cumulative number of
packets observed on a flow of interest until time ¢ (excluded). Then, we say that the flow has a
packet-level arrival-curve api; : R* — N, api(0) = 0, if and only if

N(t)—N(s)S(xpkt(t—s),VtZOandse[O, t]. (4.4)
Similarly to the bit-level arrival-curve constraint, (4.4) is equivalent to

n—m+1sa;kt(An—Am)\-/m,neN,msn. 4.5)
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Figure 4.2: The two interpretations of TSN and DetNet interval.

It is known that an arrival curve can always be assumed to be sub-additive as defined in
(3.6), since otherwise it can be replaced by its sub-additive closure (Definition 3.2)[25]. Also,
following the same steps as the proof of [25, Lemma 1.2.1], we can prove that if apy is a
sub-additive packet-level arrival-curve for a flow, then so is its left limit A Also, since the
input is packetized, a;;kt(O) gives an upper bound on one packet. Therefore, in the rest of this
chapter, we assume that apy is sub-additive, left continuous and a;kt(O) =1.

As discussed in Chapter 2, in IEEE TSN the traffic specifications for a flow is defined as [35,
Section 34.6.1]:

“... during each class measurement interval, it [a source] can place up to MaxIn-
tervalFrames data frames, each no longer than MaxFrameSize into that stream’s
queue.”

Similarly, the traffic specification in IETF DetNet allows packet level constraint [80, Section 5.5]
by the attributes “Interval” as the period of time in which the traffic specification is specified
and “MaxPacketsPerInterval” as the maximum number of packets that a source transmits in
one Interval.

By the above specifications, the interval (i.e. class measurement interval in TSN or Interval in
IETF DetNet) can be interpreted differently as seen in Fig. 4.2:

1. Sliding interval (7, K): the number of packets is limited by K =MaxIntervalFrames (or
MaxPacketsPerInterval) at any sliding interval of duration 7.

2. Fixed interval (7, K): the number of packets is limited by K =MaxIntervalFrames (or
MaxPacketsPerInterval) at any reference interval of duration 7; the reference intervals
are consecutive and non-overlapping.

The first interpretation, sliding interval (7, K), is equivalent to
N(+1)-N({) =<K, Vt=0, (4.6)
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which is also equivalent to saying that the flow has a packet-level arrival-curve given by
t
apke(f) = K[;L 4.7

This is a staircase packet-level arrival-curve with burst equal to K packets and period 7. It is
easy to verify that it is sub-additive and left-continuous. Applying the right limit of (4.7) into
(4.5), (4.6) is equivalent to the following for any packet indices m, n, m < n:
A,—-A
n-m+1<K|—/——2]+K. (4.8)
T
The second interpretation, fixed interval (7, K), is equivalent to saying that there exists some
offset 0 such that:

N(6)=N(0) =0,
NO+({+1)1)-N@O+it)=<K; VieN. (4.9)

As shown in Lemma A.3 in Appendix A, the second interpretation, fixed interval (, K), implies
a packet-level arrival-curve with,

t
Apkt(0) =0, i) = K[=1+K:£>0, (4.10)
T

It is easy to verify that this function is sub-additive and left-continuous. However, the converse
does not hold, i.e., it is not true that all flows that have the packet-level arrival curve in (4.10)
satisfy fixed interval (7, K) (because such an arrival curve allows 2K packets in an interval of
duration less than 7). Nonetheless, we show in Section 5.2 that the delay bound obtained
using the packet-level arrival-curve in (4.10), is tight for flows with the fixed interval (7, K)
regulation constraint.

Another form of packet-level regulation found in the literature is the token-bucket packet-level
constraint [123], which limits the number of packets within any time interval ¢ to pt + B,
where p > 0 and B = 1 are respectively the packet rate and burst. This constraint enjoys
the superposition property, i.e., for an aggregation of flows each with such constraint, the
superposition is constrained by a token-bucket packet-level constraint with p and B equal to
the sum of the packet rates and bursts of the flows respectively. Such a constraint is equivalent
to the following packet-level arrival-curve:

apkt(0) =0, apie(t) = [pt+B—11:1>0. 4.11)

It can be easily verified that this function is sub-additive and left-continuous. Now, by (4.5),
for any packet indices m, n, where m < n, (4.11) is equivalent to:

n-m+1<|p(A,—Ap)+B). 4.12)
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The (A,v)-constraint introduced in [144], is equal to the token-bucket packet-level arrival-
curve with p = A and B =v+1. The staircase packet-level arrival-curve in (4.5) implies a
token-bucket packet-level arrival-curve with p = &, B=K.

4.3 Relations among Flow Regulations

We have seen various families of traffic regulations in Section 4.2. We can find regulation-
specific toolbox for delay analysis, e.g., [25, 2] for bit-level arrival curves. The immediate
question is whether there is a relation among these regulation types. Such relations can open
up new opportunities to apply the existing toolbox of one regulation type to another, that may
lead to delay improvements, as we will see in Section 4.4. The goal of this section is to present
such derivations between the regulation types.

In the next proposition, we present a relation between g-regularity and bit-level arrival-curve.
The derivation of bit-level arrival-curve from g-regularity already exists in literature and we
put it here for completeness [126].

Proposition 4.1. Consider a flow f.
1. If f has a bit-level arrival-curve «(t), it also conforms to a g -regularity constraint with
g(x) = al(x+L™"), x> 0;g(0) =0.

2. If f conforms to a g-regularity constraint, it also has a bit-level arrival-curve a(t) =
g () + L™,

3. The sequential application of items 1 and 2 or items 2 and 1 gives a regulation constraint
that is weaker than the initial one, except if all packets have the same size.

The proof is in Appendix A.2.1. Proposition 4.1 shows that even though bit-level arrival-curve
and g-regularity are two different families of traffic constraints, they can be derived from each
other in items (1) and (2). However, item (3) shows that when packets are of different sizes,
such derivations lead to weaker constraints than the initial traffic constraints.

Proposition 4.2. Consider a flow with packet-level arrival-curve apy, then:
1. The flow conforms to a g-regularity constraint with:
—q 2
gx)= apkt(Lm—ax +1), (4.13)

and to a bit-level arrival-curve constraint, o, with:

a(t) = L™ api(1). (4.14)

2. The g-regularity constraint in (4.13) is stronger than the bit-level arrival-curve constraint
in (4.14); i.e., the sequential application of (4.13) and then item 1 of Proposition 4.1 gives
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(4.14) while the sequential application of (4.14) and then item 2 of Proposition 4.1 gives
a looser constraint than (4.13), except if all packets have the same size.

The proof is in Appendix A.2.2. By item (1), we can use the bit-level arrival-curve and g-
regularity to compute delay bounds for flows with packet-level arrival-curves. In fact, for
TSN/DetNet traffic regulation, such bit-level arrival-curve derivation already exists [141] and
is used for delay-bound computation. While in literature only the bit-level arrival-curve
derivation is used to obtain delay bounds, item (2) shows that the g-regularity derivation is a
stronger constraint, and it leads to delay improvements as we will see in Theorem 4.1.

4.4 Delay Bounds for Packet-level Arrival Curves

The focus of this section is to find delay bounds for flows with packet-level arrival-curve
that share a FIFO system described in Section 7.2. To do so, we use a novel combination of
g-regularity and bit-level arrival-curves derived from packet-level arrival-curves. We start
with a technical lemma about queuing delay.

Lemma 4.1. Consider a FIFO system with service curve 3 € 9‘1?1 o Assume that we know some

we gi?m such that for any two packet indices m, n, m < n, we have
n-1
Y ks w(An—Ap), (4.15)
k=m

where Ay, Ay, are packet arrival times and ly. is the length of packet k. Then, the queuing delay
of the FIFO system is bounded by h(w, B), i.e. for any packet index n:

Qn—An<h(w,p)

where h(.) is the horizontal deviation.

The proofis in Appendix A.2.3; it combines min-plus representation of the service curve and
the max-plus representation of the input traffic in (4.15). Using Lemma 4.1, we obtain our first
result on delay bounds, on which all delay bounds found in this chapter are based.

Lemma 4.2. Consider a FIFO system offering a service curve 3 to the aggregate of the flows
sharing it. Assume that (i) flow 1 is the flow of interest and conforms to a g-regularity constraint,
and (ii) flow 2 represents the aggregate of the remaining flows sharing the FIFO system and has
bit-level arrival-curve «. In addition, assume that as soon as a packet starts to be transmitted, it
is transmitted with rate c. Then,

(i) An upper bound on the response time of a packet with length | of flow 1 at this FIFO system
is:

AAS(D) = h(g! +a+,ﬁ)+é, (4.16)
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(ii) An upper bound on the response time of any packet of flow 1 at this FIFO system is:

max

L
AAG= h(gT +a+,ﬁ)+_1 X (4.17)
Cc

The proofis in Appendix A.2.4. We can now apply Lemma 4.2 to packet-level arrival curves
and obtain the following theorem:

Theorem 4.1. Consider a FIFO system offering a service curve B to the aggregate of the flows
sharing it. Assume any flow f € {1,..., M} has apy r as packet-level arrival-curve at the entrance
of the FIFO system and has maximum packet length L‘]Pax. In addition, assume that as soon as a
packet starts to be transmitted, it is transmitted with rate c. Then,

(i) An upper bound on the response time of a packet with length | of a flow f at this FIFO system
is:

M l
APK(1) = (Zl L™ ag, ; —LF™, ﬁ) e (4.18)
1=

(ii) An upper bound on the response time of any packet of flow f at this FIFO system is:

w3 il
APF = (Zl L™ ag, ; — L7, ﬂ) e (4.19)
1=

Proof. Use item 1 of Proposition 4.2 to derive a g-regularity constraint for the flow of interest
and a bit-level arrival-curve for the competing flows. Then apply Lemma 4.2. O

The delay bound in Theorem 4.1 improves the state-of-the-art delay bounds at least when
packet sizes are different. Let us observe the improvement for a simple case of rate-latency
service-curves in the following example; the bounds are summarized in Table 4.1.

Example. Consider a FIFO system with rate-latency service-curve §(t) = Rt — T]* connected

to a link with transmission rate ¢ > R. Assume flows 1 and 2 have packet-level arrival-curves

apii (1) = K[;tj and aékt(t) = K’L%J respectively (K,K’' €N, 7,7’ > 0). To avoid unbounded
KLIlnaX K’nglax

response time, we assume —— + —;— < R. We want to compute a delay bound for flow 1.

The classical approach is to first derive the bit-level arrival curves corresponding to the two
flows. By Proposition 4.2, they are:

t
a(0) = L™ ap (1) = KLT™ |,

14
o' (1) = L™ ap, ()= K’LIZ“‘“[F I. (4.20)
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Table 4.1: Comparison of the delay upper-bound for packet-level arrival-curve in the example
of Section 4.4.

Approach Delay upper-bound
Classical approach: ANC _ 4 KIP® KL
R

bit-level arrival-curve + classical network-calculus bound

Improved approach: AA = ANC L‘lni“ ( 11 )
bit-level arrival-curve + improved bound in Theorem 4.5 foe

Improved approach: K N
— ANC 1_1
APKE = ANC— [ (3 = 7)

packet-level arrival-curve + new bound in Theorem 4.1

Then, a delay bound is computed by the classical network-calculus bound. For rate-latency
service-curves, the classical network-calculus bound is improved by [62], which is a special
case of our result in Theorem 4.5 (we will see in the next section). Our approach, however, is
to consider the original packet-level arrival-curves and directly apply Theorem 4.1. Table 4.1
shows the obtained bounds for the above approaches.

Comparing the bound of Theorem 4.1 with the improved version of the classical approach, we
have:

. 1 1

APKE_ AR = _(pmax_ pmin) (— - —) <0, 4.21)
R ¢

which implies that the bound obtained by Theorem 4.1 is strictly less than the improved

classical approach, except when all packets of flow 1 are of the same size (LIInin = L.

The novel delay bound in Theorem 4.1 is derived from Lemma 4.2 and thus uses g-regularity
constraint and bit-level arrival-curves derived from the packet-level arrival-curves. Therefore,
it is legitimate to wonder whether it is the best possible bound derived from packet-level
arrival curves. We show in the following theorem that this is indeed the case.

Theorem 4.2. The bound of Theorem 4.1 is tight.

More specifically, consider a c-Lipschitz service curve B, sub-additive left-continuous functions
Qpk, f as packet-level arrival-curves for flow f € {1,..., M}, with maximum packet lengths L;nax,
and a transmission rate c. There exists a simulation trace of a FIFO system, shared between the

M flows, where a packet of flow 1 reaches the bound in (4.19) of Theorem 4.1.

The proofis in Appendix A.2.5; it consists in building a trajectory with greedy sources, i.e. with
sources for which the cumulative packet arrival function N(¢) satisfies N(f) = api( — fp) for
some offset 1.

Recall that there are two interpretations of the packet-level regulation constraint of TSN/Det-
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Net (Section 4.2.3). The former, sliding interval, is equivalent to a packet-level arrival curve
constraint; the latter, fixed interval, implies a packet-level arrival curve constraint but is not
equivalent to it. However, as we show in the next theorem, the delay bound obtained by
using packet-level arrival-curves and Theorem 4.1 is the best possible bound for flows with
TSN/DetNet constraints.

Theorem 4.3. Consider a FIFO system offering a c-Lipschitz service curve B to an aggregate
of M flows, where, as soon as a packet starts to be transmitted, it is transmitted with rate c.
Assume that every flow f € {1,..., M} conforms to either the Sliding interval (t ¢, K¢) or the Fixed
interval (7 ¢, K¢) constraint of TSN/DetNet (Section 4.2.3) and has maximum packet size Ll}la".

For every flow f, we can derive a packet-level arrival curve, by using (4.7) or (4.10), and apply
APRE
f

Then, for every flow f and every € > 0, there exists a simulation trace of this system where a
kt
.

Theorem 4.1 to obtain a delay bound
packet of flow f experiences a delay in the interval [A?kt -&A

The proofisin Appendix A.2.6. The main issue here is that a flow that conforms to Fixed interval
(1, K) has packet-level arrival curve given by (4.10), but a greedy source for this arrival curve
does not satisfy Fixed interval (7, K) (as it generates 2K packets in one interval of duration 7).
We overcome this by considering, for every € > 0, a greedy source for the packet-level arrival
curve K [@] + K, which does conform to Fixed interval (7, K).

4.5 Improvements on Existing Network-Calculus Delay-Bounds

In this section, as a by-product of Lemmas 4.1 and 4.2, we derive novel delay bounds for flows
with g-regularity constraints (Theorem 4.4) and bit-level arrival-curves (Theorem 4.5). The
obtained delay bounds for flows with g-regularity constraint generalize the results of [122],
which are specific to LRQ and strict-priority schedulers. Similarly, for flows with bit-level
arrival-curve, our delay bounds improve on the ones obtained by classical network-calculus
and generalize the results of [62], which are specific to rate-latency service-curves.

Theorem 4.4. Consider a FIFO system offering a service curve 3 to the aggregate of n flows
sharing it. Assume any flow f € {1,..., M} has g¢-regulation constraint at the entrance of the
FIFO system and has maximum packet length Ll}la". In addition, assume that as soon as a
packet starts to be transmitted, it is transmitted with rate c. Then,

(i) An upper bound on the response time of a packet with length [ of a flow f at this FIFO system
is given as follows:

M M 1
AS()=h Zlgg + ZIL?“XI#f,,B 2 (4.22)
= =

(ii) An upper bound on the response time of any packet of flow f at this FIFO system is given as
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follows:
M M Ly
AC=h|Y gl+Y LM™1p,p = (4.23)
=1 iml

The proof consists in two steps; we first take the sum of the bit-level arrival-curves of the
competing flows derived using item 1 of Proposition 4.1; second, we apply Lemma 4.2.

For the most common form of g-regularity constraint, i.e., LRQ, the current available delay
bound is by [122] which only applies to strict-priority schedulers; under the same assumption,
Theorem 4.4 gives the same delay bounds as [122]. The delay bounds presented in [122] do
not apply to a vast majority of schedulers, e.g., WRR, IWRR, and DRR. Theorem 4.4, however,
can be used to obtain delay bounds for such scheduling mechanisms. We provide a numerical
illustration of Theorem 4.4 for a DRR scheduler in Section 4.7.2.

Next, we present the delay bounds for flows with bit-level arrival-curves. It follows from
the definition that the bit-level arrival-curves can be superimposed: an aggregate of flows
conforms to a bit-level arrival-curve equal to the sum of the bit-level arrival-curves of the
flows. Hence, in the next theorem, we assume an aggregate of flows (that share a FIFO system
with the flow of interest) is constrained by one bit-level arrival-curve constraint.

Theorem 4.5. Consider a FIFO system offering a service curve f to the aggregate of the flows
sharing it and such that, as soon as a packet starts to be transmitted, it is transmitted with rate c.
Flow 1 is the flow of interest and flow 2 represents the aggregate of the remaining flows sharing
the FIFO system. Assume that that flows 1,2 have bit-level arrival-curves a, a' respectively;
then,

(i) an upper bound on the response time of a packet with length | of flow 1 at this FIFO system is

AMD=ha"+a -1, + é; (4.24)

(ii) if B is c-Lipschitz, an upper bound on the response time of any packet of flow 1 at this FIFO

system is
min

AY = h(a+a' - L0, B) + lc . (4.25)

The proof is in Appendix A.2.7; it consists in two steps. We first derive the queuing delay
bound for the FIFO system using Lemma 4.1 and then we add the transmission time for the
packet of interests. To obtain the per-flow delay-bound in item (ii), we take the supremum of
per-packet delay-bound in item (i) for all the range of packet lengths, i.e., [L‘lni“, LT**]. When
the service-curve is c-Lipschitz (Definition 3.4), the supremum is achieved at / = L‘lnin (in
Appendix A.3, we show that this does not always hold for a non c-Lipschitz service-curve). The
c-Lipschitz condition in Theorem 4.5 implies that the slope of the service curve is not more
than the transmission rate ¢ at any point in time. In fact, the rate-latency service-curves as
well as the existing service-curves for the common scheduling mechanisms in time-sensitive
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networks, e.g., TSN schedulers with credit-based shapers [63, 145], DRR [1, 127], IWRR[98],
are c-Lipschitz; therefore, the bound in Theorem 4.5 can be applied to such systems.

Theorem 4.5 gives the same delay bound as [62] (our initial result on delay improvement of
service-curve elements) for rate-latency service-curves. For a number of scheduling mech-
anisms, e.g., DRR and IWRR, the rate-latency service-curves are not accurate; to this end,
better non rate-latency service-curves are obtained that provide more precise characterization
for these mechanisms [1, 98]. For such non rate-latency service-curves, the delay-bound
improvement of [62] cannot be used; instead, the existing approach is to use classical network
calculus to obtain a delay bound, which is h(a + a’, B). This bound is improved by Theorem 4.5.
We provide a numerical illustration of Theorem 4.5 for a non rate-latency service-curve in
Section 4.7.3.

4.6 Comparison of the Different Bounds

In sections 4.4 and 4.5 we obtained delay bounds for flows with various regulation types.
Moreover, we showed in Section 4.3 that regulation types can be derived from each other.
Combining the mentioned results, we can derive a regulation type from another and then
apply the corresponding theorem, e.g., deriving bit-level arrival-curve from g-regularity using
item (1) of Proposition 4.1 and then apply Theorem 4.5. Now, the question is how such delay
bounds are compared with the ones obtained by directly applying the theorem to initial flow
constraint. The goal of this section is address this question.

We start with packet-level arrival-curve. Our tight delay bound for packet-level arrival-curves
in Theorem 4.1 uses the g-regularity derivation of Proposition 4.2 for the flow of interests. The
other approach is to use bit-level derivation of packet-level arrival-curves in Proposition 4.2;
this is indeed the state-of-the-art approach. We already showed in Table 4.1 that this leads to
sub-optimal delay bounds for rate-latency service-curves. The following proposition shows
that this is not accidental and is true in general.

Proposition 4.3. Consider the assumptions in Theorem 4.1. Using Proposition 4.2 we can

derive a bit-level arrival-curve and, by applying Theorem 4.5, obtain a delay bound A‘} for

every flow f. Let Al}kt be the delay bound obtained by a direct application of Theorem 4.1. Then

A?kt < A?. Furthermore, if packets of flow f have a constant size (L?lirl = L?ax ) then Al}kt = A?,

else A?kt < A?, in general.

The proofis in Appendix A.2.8. In the above, “in general" means that we can find schedulers
for which the inequality is strict, for example when the service curve is rate-latency with rate
R<ec.

Similarly, we evaluate the delay bounds achieved by deriving g-regularity from bit-level arrival-
curve [resp. bit-level arrival-curve from g-regularity] and then applying Theorem 4.4 [resp.
Theorem 4.5]. Then, the question is whether we obtain the same delay bounds by applying
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theorems 4.4 and 4.5 respectively to the derived g-regularity constraint and bit-level arrival-
curve. The following proposition shows that the answer to this question is negative and the
obtained delay bound is generally worse, except for flows with packets of constant size.

Proposition 4.4. Consider the FIFO system assume in Theorem 4.5.

1. Assume that the flows have bit-level arrival-curves. Then, Theorem 4.5 gives a better
response time upper-bound than the sequential application of item 1 of Proposition 4.1
and Theorem 4.4. Specifically: A} < A]?; furthermore, if packets of flow f have a constant

size (L‘]{lin = L?‘a" ) then A? = Aj(f and else A? < Ajcf in general.

2. Assume that the flows have g-regularity constraints. Then, Theorem 4.4 gives a better
response time upper-bound than the sequential application of item 2 of Proposition 4.1
and Theorem 4.5. Specifically: A < A](f ; furthermore, if packets of flow f have a constant

size (L‘}‘irl = L) then A]’? = A]GC and else A]Gc < A? in general.

The proof is in Appendix A.2.9. Propositions 4.3 and 4.4 indicate that the best delay bound for
a given flow is obtained by directly applying the theorem corresponding to its initial constraint,
as delay bounds obtained from derived flow constraints are pessimistic.

4.7 Numerical Illustration

This section provides three example applications of the theorems presented in this chapter
to commonly used schedulers. To compute the delay bounds, we use the RealTime-at-Work
(RTaW) tool[146] that has efficient implementation of network calculus operations.

4.7.1 Flows with Packet-level Arrival Curve

Consider a FIFO system with TSN scheduler and CBSs with per-class FIFO queuing [63]; from
highest to lowest priority, the classes are CDT, A, B, and Best Effort (BE). The CBSs are used
separately for classes A and B. The CBS parameters idleslopes are set to 50% and 25% of the
link rate, ¢ = 1 Gbps, respectively for classes A and B. The CDT traffic has a token-bucket
arrival curve with rate 6.4 Kbps and burst 64 Bytes. The maximum packet length of class BE
is 1.5 KB. Using the results in [63], a rate-latency service curve offered to class A has latency
T4 =12.5us and rate R4 =499.92 Mbps, and the one offered to class B has Tz = 36.6us and
rate Rp = 249.75 Mbps. There are 5 periodic flows for each of classes A and B; each flow send
1 packet at each period. Table 4.2 shows the flow information. We want to compute delay
bounds for flows 1 and 6 in classes A and B.

The state-of-the-art approach is to obtain bit-level arrival-curve for all flows using Proposition
4.2; then by Theorem 4.5 we obtain a delay bound of 63.58 us for flow 1 (class A) and 158.47 us
for flow 6 (class B). However, we can also directly apply Theorem 4.1 to obtain delay bounds;
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Table 4.2: Flow information for Section 4.7.1.

Class A Class B
id | L™ (Bytes) | period (ms) || id | L™ (Bytes) | period (ms)
1 1442 16 6 1438 64
2 185 4 7 619 64
3 537 16 8 773 128
4 414 4 9 459 128
5 350 8 10 592 128

for flows 1 and 6 we obtain 50.46 us and 126.32 us respectively, which shows 20% improvement
in both cases.

4.7.2 Flows with g-regulation

Consider a FIFO system with aggregate queuing and DRR arbitration policy, with n = 8 queues
sharing a link with rate ¢ = 1 Gbps. Assume all flows have maximum packet length of L™ =
1.5 KB and the queues have same quantum value Q = L™#*. Then, by [1, Theorem 1], we obtain

a service curve offered to any queue,

(1) =(00) (1) +min([cr-2(n-DRL™ ~¢)] " e, (4.26)
with,
G(t):oi?;{ —s+Rl —1)Q}
C(t)z[ct—(n—l)(4Q—€)+€]+,

and we set € = 1 Byte.

Now, assume a flow of interest, conforms to LRQ with rate r, shares a queue with a number of
other flows with LRQ regulation where the sum of their maximum packet lengths is 5 KB. Also
assume that the minimum packet length of the flow is 100 Bytes.

We obtain a bit-level arrival-curve constraint for the flows using Proposition 4.1. Then by
Theorem 4.5 we obtain a delay bound of 632.75 us for the flow of interest. Using the results
of this chapter, we can also directly apply Theorem 4.4 to obtain delay bounds that gives
552.74 us, which shows 12.6% improvement.

4.7.3 Flows with Bit-level Arrival curve

Consider a FIFO system with per-flow queuing and DRR arbitration policy, with n = 16 queues
sharing a link with rate ¢ = 1 Gbps. Assume all flows have maximum packet length of L™ =
1.5 KB and the queues have same quantum value Q = L™#*. Then, similarly to the previous
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case, we obtain a service curve f3 as in (4.26) offered to any per-flow queue.

Consider a flow with a(t) = r £ +2L™* and minimum packet length of 0.5 KB. Since, the service
curve is not rate-latency, we cannot apply the improvement in [62]. Hence, the state-of-the-art
approach is to use the classical network-calculus bound, k(«, §); itis equal to 915.88 us. Using
our improved delay bound in Theorem 4.5, the delay bound is reduced to 743.88 us, which
improves the classical network-calculus bound by 18.8%.

4.8 Conclusion

We presented a theory to compute delay bounds for flows with packet-level arrival-curve,
which improves the state-of-the-art bounds. The improvement is made possible by a novel
modelling of packet-level arrival-curve with g-regularity and bit-level arrival-curve together
with exploiting the information on the transmission rate. Our method of proof also led to delay
improvement for flows with g-regularity constraint and bit-level arrival-curve. These results
can be easily integrated with FP-TFA and PLP to improve the end-to-end delay bounds. In
time-sensitive networks, this result can open a discussion on the operation of flow regulation:
even though in such networks the traffic specification at a source is at the packet level, flow
regulation is performed at the bit level, based on a bit-level arrival-curve derived from the
flow constraints at the source. As a result of the analysis of this chapter, using packet-level
traffic regulation leads to better delay bounds at the intermediate routers and switches. As the
operation of bit-level regulation mechanisms is mainly based on full reception of a packet,
e.g., as in IEEE802.1 Qcr Asynchronous Traffic Shaping, an implementation of packet-level
regulation appears to be feasible and even simpler.
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4.9 Notation

’ Term ‘Description

Ay The arrival time of packet 7 to the FIFO system
c The transmission rate of the output link
Dy, The departure time of packet n from the FIFO system
h(w',w) | The horizontal deviation from function w' to function w (Definition 3.3)
K The maximum number of packets in each interval of TSN/DetNet traffic constraint
L?ax Maximum packet length of flow f
L?in Minimum packet length of flow f
Iy The length of packet » in bits
N(1) The cumulative number of packets arrived at the FIFO system until time ¢ (excluded)
Qn The start of transmission of packet 7 from the FIFO system
R Rate of service curve, when f is rate-latency
T Latency of service curve, when f is rate-latency
B The service curve of the FIFO system
AP The response time bound on a flow with bit-level arrival-curve
ANG The response time bound on a flow with g-regularity constraint competing with an
aggregate of flows with bit-level arrival-curve
AS The response time bound on a flow with g-regularity constraint
APt The response time bound on a flow with packet-level arrival-curve
T The interval duration in TSN/DetNet traffic constraint
N The set of positive integers, i.e., {1,2,...,}
Rt The set of non-negative real numbers, i.e., [0,00)
ggl c The set of wide-sense increasing functions such that Vw € 981 s w0)=0
w* The right limit of function w (Section 3.1.3)
w- The left limit of function w (Section 3.1.3)
w! The lower pseudo-inverse of function w (Section 3.1.1)
w! The upper pseudo-inverse of function w (Section 3.1.1)
[x] The ceiling of x
Lx] The floor of x
[x]™ max{x, 0}
o The function-composition operator, i.e., (f o g)(x) = f(g(x))
L Itis equal to 1 when the condition C is true and is equal to 0 otherwise.
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5] Delay and Backlog bounds in TSN
with Interleaved Regulators

Science is bound, by the everlasting vow of honour,
to face fearlessly every problem which can be fairly presented to it.
— William Thomson, 1st Baron Kelvin

As discussed in Chapter 1, the per-class mechanisms in TSN can lead to two key issues of
burstiness cascade and cyclic dependency. To this end, computing delay upper-bounds for
per-class networks is difficult, unless flows are regulated at every hop [67, 147, 16, 148]. This is
why a TSN proposal is to regulate flows at every hop, using the concept of interleaved regulator
introduced in [122] and analyzed in [123] (called IEEE 802.1Qcr Asynchronous Traffic Shaping
within TSN). An interleaved regulator regulates individual flows without per-flow queuing.

In [122], an end-to-end delay bound is computed for a network of FIFO constant rate servers
with aggregate multiplexing that uses interleaved regulators to avoid the burstiness cascade.
However, this does not account for the multi-class nature of a TSN network and for a rep-
resentative combination of queuing and scheduling mechanisms proposed by TSN, called
credit-based shaper. The first goal of this chapter is to extend these calculations to a more
generic TSN network. However, the calculations in [122] are very complex; extending them
seems to be intractable unless some higher level of abstraction is used, as described below.
The second goal of this chapter is to provide backlog bounds, which can be used to dimension
buffers.

To address these goals, we use network calculus concepts such as a service-curve characteriza-
tion of CBS and extend the results in [13] to include high-priority control-data traffic (CDT).
We combine this with the max-plus representation of interleaved regulators proposed in [123].
Further, we use the result of [123] that the upper bound on the delay in the combination of an
interleaved regulator following a FIFO system is no greater than the upper bound on the delay
of the FIFO system. Overall, in this chapter we compute delay upper bounds for the CBS, the
interleaved regulator and end-to-end delay bounds along with backlog bounds for the first
two. Our main contributions are listed below.
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1. we derive and formally prove novel credit upper-bounds for CBS (Theorem 5.1). This is
a general result and is applicable to any number of AVB classes with CBS.

2. We obtain a service curve for every AVB class at a CBS system, extending a similar result
in [13] by accounting for the presence of CDT (Theorem 5.2). The service curves are
used to decouple the interleaved regulator from CBS and are essential to obtain the
other results mentioned below.

3. We obtain a delay bound for the interleaved regulator (Theorem 5.3), by using the delay
bound at a CBS subsystem and that an interleaved regulator does not increase the delay
bound of a FIFO system [123].

4. We use the delay bound of the interleaved regulator to derive a service curve for the
interleaved regulator and hence a backlog bound at the interleaved regulator.

5. We are the first to compute a tight end-to-end delay bound for a TSN network of this
kind. We show that the end-to-end delay bound obtained is less than the sum of delay
bounds computed at every switch along the path of a flow. Ignoring this, as is often
done, leads to a gross overestimation of the worst-case end-to-end latency.

The rest of this chapter is organized as follow. Section 5.1 describes the system model. Sec-
tion 5.2 provides: credit upper-bounds for CBS; a service curve for the CBS subsystem; a delay
bound on the response time in the CBS subsystem; a delay bound for the interleaved regulator;
and a tight end-to-end delay bound. Section 5.3 uses these results to derive backlog bounds.
Section 5.4 provides case studies, shows the tightness of the bounds and the sub-additivity of
the end-to-end delay bound. Section 5.5 concludes the chapter. For the reader’s convenience,
Section 5.6 gives the notation used throughout this chapter. Appendix B gives the proofs.

5.1 System Model

We consider a network with a set . of nodes (switches and hosts) along with a set of flows, F,
between hosts. Hosts are sources or destinations of flows. There are four types of flows, namely,
control-data traffic (CDT), AVB class 1, AVB class 2, and best effort (BE) [149] in decreasing
order of priority. Flows of AVB classes 1 and 2 are often called respectively class A and class B
[150, 13]. We focus on delay and backlog bounds for AVB traffic. We assume a subset of TSN
functions as described next.

5.1.1 Architecture of a TSN node

We assume that contention occurs only at the output port of a TSN node. Each node output
port performs per-class scheduling with eight classes: one for CDT, one for class A traffic,
one for class B traffic, and five for BE traffic denoted as BEO, ..., BE4 (TSN standard [151]).
In addition each node output port also performs per-flow regulation for AVB flows using an
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Interleaved regulators
CDT A | B | BEO
H AN
| | | |
l cis cis Class-Based FIFO System
Transmission Selection (strict priority) ]

Figure 5.1: Architecture of the considered TSN node output port.

interleaved regulator. Thus, at each output port of a node, there is one interleaved regulator
per-input port and per-class [123, 122]. The detailed picture of scheduling and regulation
at a node output port is given by Fig. 5.1. The packets received at a node input port for a
given class are enqueued in the respective interleaved regulator at the output port. Then, the
packets from all the flows, including CDT and BE flows, are enqueued in a class based FIFO
system (CBES). The CBFS includes two CBS subsystems, one for each class 1 (A) and class 2
(B), operation of which is described in [35, Annex L] and recalled in Section 5.1.2. The CDT
and BE(-BE, flows in the CBFS are served by separate FIFO subsystems. Then, packets from
all flows are served by a transmission selection subsystem that serves packets from each class
based on its priority. All subsystems are non-preemptive.

Guarantees for AVB traffic can be provided only if CDT traffic is bounded; we assume that the
CDT traffic from node i to node j has a token bucket arrival curve r;; ¢ + b; j. How to derive
such arrival curves involves other TSN mechanisms and is outside the scope of this chapter.

Fig. 5.2 shows a part of a TSN network with three switches serving four flows of class A. In
switches SW; and SW, two flows are coming from two different input ports, thus, they use
different interleaved regulators. The flows entering switch SW3 from switch SW; are going to
different output ports, and use different interleaved regulators.

5.1.2 Operation of CBS

The CBS of an AVB class x has two parameter, the idleslope and the sendslope, I* > 0. The
sendslope, S* <0, is often defined by I* — §* = ¢, where c is the line transmission rate. The
idleslope is the rate guaranteed to class x. Thus, it is assumed that Zle I' < c with p being the
total number of AVB classes. Packets are scheduled according to the following rules (we repeat
here the description in [152]):

R1: If the transmission line is free, the scheduler transmits a packet of the highest priority
class that satisfies all the conditions: 1) its queue is not empty; 2) it has a non-negative credit
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Figure 5.2: [llustration of the queuing policy in interleaved regulators (IR) by TSN switches for
four flows of class A.

if it is an AVB class.
R2: The credit of the AVB class x reduces linearly with rate the sendslope, S*, if x transmits.

R3: The credit of the AVB class x increases linearly with rate I*, when the following conditions
hold simultaneously for class x: 1) CDT is not transmitting; 2) its queue is not empty; and 3)
other AVB or BE classes are transmitting.

R4: The credit of an AVB class remains constant if CDT is transmitting packets.

R5: Whenever class x has a positive credit and its queue becomes empty, the credit is set to
zero; this is called credit reset. If the credit is negative and the queue becomes empty, the
credit increases with rate I* until the zero value.

Let V() denote the value of the credit counter for AVB class x at time ¢ = 0. We assume that

the system is idle at time 0 and V4(0) = 0. The function V,() can take positive or negative

values and is continuous, except at credit reset times, which by R5, can occur only when the

queue of class x becomes empty. At all other times, it linearly increases, decreases or remains
cVi(1)

constant. Negative credit value is reached when a packet with length larger than — =&~ starts

its transmission at time t.

5.1.3 Flow Regulation

Following [122], we assume that flows are regulated at their source, according to either leaky
bucket (LB) or LRQ. As mentioned in Section 3.2.2, the LB-type regulation forces flow f to
conform to the arrival curve r¢¢ + by. Recall from Section 4.2.2 that the LRQ-type regulation
with rate r¢ ensures that the time separation between two consecutive packets of sizes [,
and [, is at least I,/r¢. Note that if flow f is LRQ-regulated, it satisfies the arrival curve
constraint r¢ ¢+ L where Ly is its maximum packet size (but the converse may not hold). For
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Figure 5.3: Timing Model in TSN

an LRQ regulated flow we set by = L¢. We also call M¢ the minimum packet size of flow f. We
assume that, at the source hosts, the traffic satisfies its regulation constraint, i.e. we can ignore
the delay due to interleaved regulator at hosts.

According to [123], at each switch implementing an interleaved regulator, packets of multiple
flows are processed in one FIFO queue; the packet at the head of the queue is regulated based
on its regulation constraints; it is released at the earliest time at which this is possible without
violating the constraint. The regulation type and parameters for a flow are the same at its
source and at all switches along its path.

5.1.4 Other Notations and Definitions

The indices for nodes, e.g., i, j, k lie in [1,].%]]. A directed link from node i to j is denoted
by (i, j) with a capacity of ¢;;. Also, n € N is used as an index for packets, f € F is used as an
index for flows, and x € {A, B, E} is used as an index for AVB classes A and B, and BE flows,
respectively. The set of packets belonging to flow f is N¢. The set of flows of class x going from
node i to node j is denoted by F lx] and those that continue to node k, by F lx] - The maximum
packet size of flows in F;'; is defined as Lj.“j. The flows in le] ;. use the same CBFS in node i and
interleaved regulator in node j. As mentioned in Section 5.1.1, for each output port, there is a
per-class per-input port interleaved regulator. Thereby, the interleaved regulator in node j
connected to link (j, k) indicates an output port of node j connected to node k.

Fig. 5.3 shows the various delays of a packet n of a flow in lej - We see five important time
instants: (1) Ay is the arrival time of packet n in CBFS, (2) Q,, is the time that packet n starts
transmission from CBFS, (3) D, is the time that packet 7 is received at a node, (4) D% is the
time that packet n is enqueued in the interleaved regulator, and (5) Ej, is the time that packet
n leaves the interleaved regulator.

(D), — Dp,) is the processing time at node j, which is defined as the delay from the reception
of the last bit of a packet, coming from node i, to the time the packet is enqueued at the
interleaved regulator. We assume that D), — D, € [ Tfjmc'min, T})jroc’max] . (D, - Q) is the output
delay for packet n traversing form node i to node j, which is defined as the time required from
the selection of a packet for transmission from a CBFS queue of node i to the reception of
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the last bit of the packet by the node j. Also, D, — Q,, = clT”] + Tl.o;lt'" , where [,, is the length of

packet nand 777" isin [T+ min pout, max)
J ij ij

We compute the following bounds for packets of AVB flows belonging to class x going from

node i to j (see Fig. 5.3):

* S(f,i,j,x): upper bound on the response time for flow f in CBFS, i.e. on (D, — Ap);

e H(f,i, ], k, x): upper bound on the response time for flow f in the interleaved regulator
atnode j 's output port for link (j, k), i.e. a bound on (E,, — D});

e C(i, j, k,x): upper bound for all flows on the response time in the combination of the
CBEFS at node i and the interleaved regulator at node j for link (j, k), i.e. a bound on
(E,, — Ap,) for all flows.

5.2 Delay Bounds in TSN

The aim of this section is to compute bounds on the delays that an AVB flow experiences
through CBFS, S(f,i, j,x), and interleaved regulator at a node, H(f,1, j, k, x). To do so, we
derive a service curve of CBFES for an AVB flow, in presence of CDT with an LB arrival curve;
this is directly affected by the upper bounds on the credit counters values of the CBS, denoted
as credit upper bounds. Therefore, in Section 5.2.1, we first present our novel result on credit
bound and then in Section 5.2.2, we obtain a service curve of CBFS for an AVB flow, in presence
of CDT with an LB arrival curve. Then, in Section 5.2.3, we use this service curve to compute
a bound on the response time for an AVB flow in the CBFS of a node, i.e., S(f, i, j, x). Using
S(f,1i,j,x), we compute C(i, j, k, x). Consequently, we can compute a bound on the response
time of an interleaved regulator, H(f, i, j, k, x) in Section 5.2.4, and therefore we have all the
elements to compute a bound on the delay of a single TSN node. We also compute a tight
end-to-end delay bound for an AVB flow in Section 5.2.5.

5.2.1 Novel Credit Bound for CBS

In this section, we present our novel and general result on credit bound for CBS for multiple

classes x = 1,..., p; in the delay analysis we use part of this result for the two AVB classes!.

Regarding credit upper bounds, two sets of results were published. The first, by J. Cao et
al, (“J-bounds", [153]) provides tight credit upper bounds for the first two AVB classes. Note
that since these bounds are tight, they cannot be improved. The second, by H. Daigmorte
et al (“H-bounds", [152]), applies to any number of AVB classes. For the top priority AVB
class, J- and H-bounds are identical. For the second priority class, J-bounds are smaller than

1 This section is taken from our published paper [62] and it is adapted to the content of this chapter. The results
in the original paper can be applied to several integration policies mentioned in [152] including the preemption or
non-preemption of CDT over the rest of the classes.
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H-bounds. For third and lower priority classes, only H-bounds are available. The credit bound
of a class depends on lower priority classes only via their maximum packet length. Thus, the
J-bounds can be applied for the first two priority classes for any system, independently of the
total number of classes. For the second priority class, the H-bound is larger than the J-bound,
which suggests that the H-bounds can be improved for all classes.

The J-bounds in [153] for the first two AVB classes are,

1

I
Vi(t) < L— = v/™, (5.1)
C

Va(t) < I—Z(LBE+L1+LBE—I1 )-— ymax] (5.2)
2= -st) 2 '
where L and LBF are maximum packet lengths of AVB class i and BE. The H-bounds in [152]
apply to any value of p and give, for x =1, ..., p:
Sx *xx . x1 1j
F—sV(ns—)Y I-) §/—=yril (5.3)
c c i3 o ¢

where L* = max(LB%, L>¥), and L>* is the maximum packet length of the classes having less
priority than class x.

For class 1, the J-bounds and H-bounds are identical, i.e., Vlmax’] = VlmaX'H. For class 2, we have

max,] max,H
V2 < V2 .
Theorem 5.1 (Improved Credit Bounds). The credit of an AVB class x, V(t), is upper bounded,
Vt=0, by:

I* _ xz—:l .
ymax_—_____ — ¥ - SILT. (5.4)
* C(C—E}:% 1) j=1

The proofis in Appendix B.1.

Remark. The bounds are valid for any number of classes, p, existing in the system as long as
L*, Vx is appropriately determined for the corresponding system.

For the two top priority classes, the bounds, V;"®* (Eq. (5.4)), are equal with the J-bounds.
Hence, they are tight for the top two priority classes, i.e., for each set of parameters and each
class 1, 2, there is a scenario for which the credit counter attains the bound. The proof of
tightness is in [153]. Note that, V"®* depends on lower priority classes only through the
parameter L”*, and not on their number. We show that our bounds, V;"®, are always better
than the existing bounds, Vl.maX’H, for classes i = 3.

Proposition 5.1. For any AVB class x = 3, V" < ymact
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Proof. After some algebra we find

=Y, U x1 o oxm1
ymaetl_ymax— = _([xy -y sT1). (5.5)
C(C—Z;;% IJ) =1 j=
By hypothesis, ¢ > 27:1 Il. Since I/ >0, $/ < 0 and x = 2, it follows that ixZ}.:% I -

Z}:i S/LJ >0, thus the last term of Eq. (5.5) is strictly positive. O

5.2.2 Service Curve Offered by CBFS to AVB flows

The following theorem provides service curves offered by a CBFS at a TSN node, for AVB flows
in presence of CDT flows with LB arrival curve. In [13], the authors compute service curves for
AVB flows according to the IEEE AVB standard [18], i.e., in absence of CDT. Note that service
curves for AVB flows in TSN are proposed in [145]; however in their proof credit reset is not
considered, and we show in Section 5.4 that it leads to incorrect response time bound for CBFS.
We obtain different service curves than [145] and we use them to obtain tight delay bounds.

Theorem 5.2. Assume a nodei and a link (i, j), where the CDT has an LB arrival curve with
parameters (rj, b;;) and the line rate is c; ;. Then, the CBFS offers to class A flows a rate-latency
service curve with parameters,

r,-jL,-j)

TA = (I'f‘. +bii+ 5.6

N AR >0
A

a2 Licij—rij) 5.7

A 7 '
ij i)

A A . .
where I i and S; jare theidle slope and send slope, correspondingly, of the CBS for class A and

link (i, j), I:;.“j = max(ij,Lﬁ.), andL;j = max(L;.“].,L?j,L‘fj). Similarly for class B flows, CBFS

offers a rate-latency service curve with parameters,

. i
1 cL’. Fiilis
T8 = L - —L+ b+~ (5.8)
oY Sy Cij
IB(cij—rij)
Rf = (5.9)
I1°. -8
ij = g

where I sz and Sfj are theidle slope and send slope, correspondingly, of the CBS for class B and
link (i, j).

The proof is available in Appendix B.2.
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5.2.3 Upper Bound on the Response Time in CBFS

The rate-latency service curve offered by CBFS at node i for link (7, j) to class x € {A, B} has
parameters Rl?“j, Tl.xj, as calculated in Theorem 5.2. Also, let b;‘]).t’x =X e FX b¢. Then, applying
Lemma 4.2 and Theorem 4.5, we obtain an upper bound on the response time for a flow f ata
CBFS of node i.

Corollary 5.1. A tight upper bound on the response time in the CBES of node i (following the
interleaved regulator) for flow f of class x € {A, B}, going from nodei to j, is:

Oy
S(f.ijox) = Tf +— i

X ..
Rl.j Cij

+ T;’j‘“’max, (5.10)

where the parameter y ¢ depends on the flow f and the type of regulator, namely, for LRQ:
Yr =Lf dl’ldfOf‘LB."(,Uf = Mf.

It is known from [123] that for all flows belonging to class x sharing the same CBFS queue at
node i and interleaved regulator at node j (e.g., for link (j, k)), we have

C(i,j,k,x)= sup S(f,i, j,x)+T}’]F°C’ma". (5.11)

! X
freFf

Therefore, the following Corollary is a direct result.

Corollary 5.2. Assume flows of class x € {A, B}, going from node i to j, and enqueued in the
interleaved regulator at node j for link (j, k). An upper bound, for each flow, of the combina-
tion of the response time in CBES of node i (following the interleaved regulator of i) and the
interleaved regulator at node j for link (j, k) is given by:

tot,x
Cli, j ke x) =T + =Ly poutmax g (Y00 YI7) | pprocimax, (5.12)
] Rx iy .. Rx
ij frers, \ Cij ij

where for LRQ: ¢ = Ly and for LB: y = M.

5.2.4 Bound on the Response Time in the Interleaved Regulator

The following theorem proves an upper bound on the response time in the interleaved regula-
tor, H(f, i, j, x).

Theorem 5.3. An upper bound on the response time for flow f of class x € {A, B} in the inter-
leaved regulator at node j for link (j, k) that follows the CBFS of node i is:

M . .
H( i, j & x) = CG, j, k,x) C—f — qouLmin _ pprocmin (5.13)
1]

The proofis given in Appendix B.3.
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Remark. It is shown numerically in Section 5.4, that H is tight for the flow f that achieves the
maximum response time at the CBFS, i.e., for which S(f, i, j, x) = C(i, j, k, x).

5.2.5 Upper Bound on the End-to-End Delay

Assume an AVB flow f routed through the nodes (i, ..., ix), where the source is i; and desti-
nation is i. It is assumed that the arrival curves of the generated flows in source conform to
the flows’ regulation policies, and thus the flows do not experience delay at the interleaved
regulators of the source nodes. An upper bound on the end-to-end delay for flow f of class x,
namely, D?, is,

k-2
Djﬁ =Y Clij,ij+1,ij+2,%) + S(frik-1, ik, X). (5.14)
j=1

D;ﬁ can be easily computed by using Egs. (5.10), (5.12). In Section 5.4.5, we show numerically
that this bound is tight, in the sense that we exhibit an example that it achieves this bound.

5.3 Backlog Bounds

In this section, we determine an upper bound on the backlog for each AVB class of interleaved
regulator and CBFS.

5.3.1 Backlog Bound on Interleaved Regulator

As mentioned in Section 3.2.3, computing upper bounds on the backlog requires information
on arrival and service curves [25].

Service Curve Offered by Interleaved Regulator

Recall the “impulse” function 6 5(#)? from Section 3.2; it is known that a service curve offered
by a FIFO system which guarantees a maximum delay D is equal to 6 p(¢). The interleaved
regulator is a FIFO system, for which a delay upper bound is computed in Section 5.2.4.
Therefore, a service curve offered by the interleaved regulator for class x, at node j for link
(J, k), that follows a CBFS of node i is 6 p(;, j k,x) (£), where D(i, j, k, x) = SUP prepy, H(f',i,j,1,x)
is computed using Theorem 5.3.

Arrival Curve of Interleaved Regulator Input

The output flows of the upstream CBFS (node i) may not share the same interleaved regulator.
Let us consider the interleaved regulator of node j for link (j, k) that follows the CBFS of node
i. Suppose that ry and b are the sum of rates and bursts of the flows f’ € Fl.xjk for x € {A, B}.

2defined as 6 (1) =0,0< r < D, else 6 () = +oo.
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In addition, r,, and b,, are the sum of rates and bursts of the flows that do not use the same
interleaved regulator in downstream node with the previous flows. The CBFS offers a rate-
latency service curve with parameters (Rx Tx) to the class x € {A, B} (Theorem 5.2). Then,
by Theorem 3.4, the output arrival curve of the former flows is an LB one, rst + by, with
bour = bs+ rS(Tx + —“’)

On the other hand, the upstream line has constant rate, ¢;;. Therefore, it also enforces an
arrival curve to the input of the interleaved regulator equal to ¢;;f +sup s Fgc‘k{L 7
ij

As the CBFS follows the interleaved regulator, the input arrival curve of the interleaved regula-
tor is,

bu
a(®) =min c;jt+ sup {Lp,ret+ b+ ro(TH + 3 —) (5.15)

X
f’eFlﬂC

Backlog Bound on Interleaved Regulator

By Theorem 3.2, the backlog bound is calculated as v(a, B) = sup.o{a(s) — B(s)}, where a(t)
is the arrival curve and f(t), the service curve. By replacing the arrival and service curves
obtained in the two previous subsections, we obtain the backlog bound of the interleaved
regulator for class x € {A, B} at node j for link (j, k) that follows the CBFS of node i, denoted as

Bg.{;cx and given:
. b
B = min(ci; DG, j, k, %) ® sup (LDl k) + bt (T + =) 6ae)
ijk ]

where Tl.xj, Rl?“j are computed in Theorem 5.2.

5.3.2 Backlog Bound on Class-Based FIFO System

Consider all flows f € F lx] The input of the CBFS for class x has an arrival curve equal to
the sum of all a . Using Theorem 5.2 and following a process similar to the one followed for
the interleaved regulator, the backlog bound of the CBFS at node i for link (i, j) and class x,

BCBFS X :

denoted as is

B =Y bpt Y rpTh (5.17)
f’eF" f'eFF,

5.4 Case Study

In this section, we apply the results obtained in the previous sections to practical TSN networks
(Fig. 5.4, 5.6). We highlight the tightness of the delay bounds obtained and the sub-additivity
property of the end-to-end delay bound.
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Figure 5.4: A practical TSN network used for the case study.
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Figure 5.5: Cumulative data input and output curves for the CBFS of H; and interleaved
regulator of switch 1, with respect to Fig. (5.4).

5.4.1 TSN Network Setup and Flows

We use the network shown in Fig. 5.4. It consists of five switches labeled 1-5, and five hosts
(as sources and destinations of flows), namely H; - Hs, with five class-A flows fi- f5. Flow f
is LRQ-regulated with rate r, = 20 Mbps and has maximum packet length L =1 Kb. Flows
f>-f5 are LRQ regulated with rate 20 Mbps and maximum packet length 2 Kb. It is assumed
that on each output port there is a CDT flow with an LB arrival curve (20 Mbps, 4 Kb), and a BE
flow with maximum packet length of 2 Kb. As is shown in the Fig. 5.4, the network introduces
circular dependency among the flows, in which case obtaining end-to-end delay bounds for
the flows without the use of interleaved regulators is difficult.

For ease of presentation, we assume that the CBFS has only three classes: CDT, class A, and
one BE. Moreover, Tl.ojut’max and T lpjroc’max are zero in all switches i, links (i, j) and all packets
of a same flow have the same size. The line rate is equal to 100 Mbps. The parameters of CBS
are [ 14}. =50 Mbps and Sfj = —-50 Mbps, V i, j, H; — Hs. We are interested in studying the worst
case response time of flow f; in CBFS of host H; and its corresponding interleaved regulator
in switch 1. Also, we compute the theoretical end-to-end delay bound of this flow and show its

sub-additivity property.
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5.4.2 Computation of Theoretical Bounds

We compute the obtained upper bounds for the response time in CBFS and interleaved
regulator for flow f;, and the backlog bounds for the host H; and switch 1. According to
Corollary 5.1, the bound on the CBFS response time for flow f; in the host H; is S(f1, H1,1, A) =
140 us. Also, from Theorem 5.3, the bound on the response time in interleaved regulator for
flow fi, enqueued in the output port for link (1,2) on switch 1 is H(f, H,1,2, A) = 130 us.
Also, the backlog bound for the same interleaved regulator (Eq. (5.16)) is 11.4 Kb. The backlog
bound for CBES of class A in host H; is 6.2 Kb (Eq. (5.17)). To compute the end-to-end delay,
we use Eq. (5.14). Using Eq. (5.12), we find that C(H,1,2,A) = C(1,2,3,A) = C(2,3,4,A) =
C(3,4,Hy, A) = 140 us, and S(f1,4, Hy, A) = 140 us. Thus, for flow f; of class A we have the
upper bound on delay D;}l =700 us.

5.4.3 Numerical Example of Tightness

Next, we show how these bounds are tight by presenting a particular series of packet arrivals
as shown in Fig. 5.5. This figure shows the input and output curves related to fi, f>, CDT and
BE flows in host H; and switch 1. A step in the input curve indicates the time of reception
of the entire packet. According to Fig. 5.5a, at time 0, a packet of BE arrives and starts being
transmitted. At time 0%, a burst of CDT traffic arrives and then for time ¢ > 0, CDT traffic
continues to arrive with rate 20 Mbps up to the time 75 us. The transmission of CDT traffic at
time 0" is blocked by the transmission of the BE packet as all switches are non-preemptive. At
time 20 ps, CDT traffic has accumulated a backlog and starts its transmission.

From Fig. 5.5b, we see that time 20 us is the start of the backlog period of class A since a packet
of flow f> and a packet of f; arrive, with first of the two being the former. The first packet of
flow f, reaches at time 95 us the interleaved regulator in switch 1 for link (1, 2) that implies a
response time of 75 us for flow f, in the CBFS of host H;. The first packet of flow f; finishes
its transmission at time 160 us from CBFS in Hj, due to its earlier blockage by the CDT and
f> traffic. This implies a response time of 140 us for flow f; in CBFS of Hy, i.e., equal to the
bound in Section 5.4.2.

Remark. Using the service curve computed in Theorem 1 of [145] gives a bound equals to
135 us for the response time of CBFS for fj. In the described scenario, flow f; faced a response
time of 140 us that is higher than 135 us.

From Fig. 5.5¢, we notice that the worst-case response time in the interleaved regulator for
flow fi at switch 1 is for the packet that arrives at time 230 us. This packet is declared eligible
by the interleaved regulator at time 360 us. This implies the response time of 130 us in the
interleaved regulator that is the upper bound for flow f; as computed in Section 5.4.2. The
maximum response time seen in Fig. 5.5c for flow f> is for its packet that arrives at time 260 us
at the interleaved regulator at switch 1 and is equal to 100 us.

Note that this packet of flow f, could have been declared eligible by the interleaved regulator
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Figure 5.6: TSN network for tightness of end-to-end delay bound.

already at 260 us but is blocked by preceding packets of flow f; that were not yet eligible at
that time. Based on figures 5.5b and 5.5c, we observe that packets of flow f; experience a
maximum delay of 140 us from the time being enqueued in the CBFS of H; to the time being
declared eligible by the interleaved regulator at switch 1 (equal to C(Hj, 1,2, A), computed in
Section 5.4.2).

The maximum observed backlog for class A used in the CBFS at the output port of H; is equal
to 4Kb during times 70 us to 75 us, which is 65% of the computed bound. Furthermore, the
maximum backlog observed in the interleaved regulator at output port of switch 1 is equal to
5Kb during times 230 us to 260 us, which is 43% of the computed bound.

5.4.4 Sub-additivity of End-to-End Delay Bound

In TSN, the common way of computing the end-to-end delay bound is by adding the delay
bounds of each switch in the path of a flow. However, Eq. (5.14) provides a much better upper
bound. To show this, we first compute the delay upper bound for switch i following switch j
and followed by switch k in the path of a flow f of class x. The bound is given by

d;‘lf =Hf, i,k )+ S(f, i, K, ) + TP, (5.18)

where for i being a source, H(f, j, i, k, A) is equal to zero. Considering Tlproc'max equal to zero
in this case, an end-to-end delay bound for flow f; over the path (Hy,1),(1,2), (2,3), (3,4), (4, Hy)

can be computed as (0 + 140) +4 x (130 + 140) = 1220 us.

From Section 5.4.3, we know that an upper bound on the end-to-end delay for flow f; is 700 us
which is 57% of 1220 us, obtained using Eq. 5.18.

5.4.5 Tightness of End-to-End Delay Bound

Consider the network shown in Fig. 5.6, having four switches labeled 1 - 4, and six hosts,
namely H; - Hg, with six class A flows f; - fs. The assumptions on f; — f5, CDT and BE traffic
are as in Section 5.4.1 and fg is similar to f, — fs.

To show the tightness of end-to-end delay bound of Eq. (5.14), we claim that each pair of f7,
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fz atswitch 1, fi, fy at switch 2, fi, f5 at switch 3, and fj, fs at switch 4 experience the same
input/output curves as the pair of flows fj, f> in Fig. 5.5 but appropriately shifted in time,
so that they take place sequentially. Thus, flow fj has a delay of 140 us from the time being
enqueued in the CBFS of H; to the time declared eligible from the interleaved regulator at
1. The same delay is experienced by flow f; at the rest pairs of switches in its path. Similar
to Section 5.4.3, the response time of f; at CBFS of switch 4 is equal to 140 us. Therefore,
the end-to-end delay for f; is equal to 4 x 140 + 140 = 700 us, which is equal to the bound
computed from Eq. (5.14).

5.5 Conclusion

We have provided a set of formulas for computing bounds on end-to-end delay and backlog for
class A and class B traffic in a TSN network that uses CBS and ATS. The bounds are rigorously
proven, while we provide a representative case study that highlights the tightness of the delay
bounds provided and shows the sub-additivity of the end-to-end delay bound.
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5.6 Notation

’ Term ‘ Description
Ap The arrival time of packet n in CBFS.
Cij The rate of link (i, j).
C(i, j, k,x) | Anupper bound on the response time of all flows in the combination of
the CBFS at node i and the interleaved regulator at node j for link (j, k)
(Fig. 5.3).
D, The time that packet 7 is received at a node.
D), The time that packet n is enqueued in the interleaved regulator.
E, The time that packet n leaves the interleaved regulator.
F lx] The set of flows of class x going from node i to node j.
F lx] K The set of flows of class x going from node i to node j and continue to node
k.
H(f,i,j, k,x) | Anupper bound on the response time for flow f in the interleaved regulator
atnode j ’s output port for link (j, k) (Fig. 5.3).
I* The CBS idleslope for class x.
L* The maximum packet size of class x.
Ly The maximum packet size of flow f.
Ly i The maximum packet size of flows in F lx]
My The minimum packet size of flow f.
Iy The length of a packet n.
N The set of positive integers, i.e., {1,2,...,}.
Qx The time that packet n starts transmission from CBFS.
Ny The set of packets belonging to flow f is Ny.
S The set of all nodes.
S(f,i,j,x) An upper bound on the response time for flow f in CBFS of link (i, j)
(Fig. 5.3).
S* The CBS sendslope for class x.
T l.pjmc The processing delay from the reception of the last bit of a packet, coming
from node i, to the time the packet is enqueued at the interleaved regulator
of node j, which is € [T7°™", T2 (Fig. 5.3).
Tl."].Ut The output delay from the selection of a packet for transmission from a
CBFS queue of node i to the reception of the last bit of the packet by the
node j, which is € [T/ ™", 771 ] (Fig, 5.3).
V(1) The value of the credit counter for AVB class x at time ¢ = 0.
vmaxH) | The H-bound, i.e., the credit upper-bound by [152], for AVB class x.
ymas) g The J-bound, i.e., the credit upper-bound by [153], for AVB class x.
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Packet Reordering

There should be a place for everything, and everything in its place.
— Isabella Beeton

As discussed in Chapter 1, re-sequencing buffers are typically used to restore packet order
and provide in-order packet delivery in time-sensitive networks. A re-sequencing buffer uses
the assumption that the source increments a sequence number field by 1 for every packet
of the flow. Early packets are stored until all packets with smaller sequence numbers arrive
[52, 53, 54]. A timer is used to limit the waiting time of a packet in the re-sequencing buffer, as
otherwise the loss of a packet in the network would cause indefinite holding of packets with
larger sequence numbers. In time-sensitive networks, flows require a guarantee on worst-case
delay and delay jitter, together with zero congestion-loss (no packet is discarded due to buffer
overflow). Using network calculus as seen in chapters 3 and 5, the control or management
plane computes worst-case delay and jitter bounds, together with the buffer sizes required for
zero congestion-loss; such computations are currently done without taking into account the
impact of re-sequencing buffers.

The main goal of this chapter is to bridge this gap and provide a theory to compute worst-case
performance guarantees in presence of packet reordering and with re-sequencing buffers.
Specifically, a first issue is to find appropriate per-flow information that enables proper setting
of timeout value and buffer size at a re-sequencing buffer, such that deterministic guarantees
hold for a time-sensitive flow, namely, no packet is lost due to spurious timeout or buffer
overflow and packets are delivered in-order. A second issue is how to compute such per-flow
information. A third issue is the effect of the re-sequencing buffers on worst-case delay and
on delay jitter. Furthermore, an intriguing topic is to study the aforementioned issues in
the interconnection of various network elements and intermediate re-sequencing buffers.
A first challenge is how to systematically compute the propagation of per-flow information
in a sequence of network elements that affect the re-sequencing parameters. The second
challenge is to evaluate the impact of intermediate re-sequencing buffers on the end-to-end
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worst-case delay and delay jitter.

To address the first and second issues, we need appropriate metrics for per-flow reordering.
We show in Theorem 6.2 that one of the metrics in RFC4737 [59], the reordering late time offset
(RTO, the definition of which is recalled in Section 6.2.2), equals the minimal timeout value.
Furthermore, combined with other information on the flow (namely arrival curve at source
and delay jitter), the RTO can be used to derive the required buffer size (Theorem 6.3). In-line
with the operation mode of time-sensitive networks, such a metric, or an upper bound on it,
must be computed by the control or management plane before a flow is set up. This differs
from the intended use of the metrics in RFC4737, which focus on ex-post measurements.
Therefore, we propose a theory to compute tight upper bounds on RTO for flows, given the
information that is otherwise available to the time-sensitive network control or management
plane (Section 6.4). Such information includes bounds on delay jitter, arrival curve constraints
of flows at their sources, and whether a network element is guaranteed to preserve per-flow
order or not.

Another metric in RFC4737 is the reordering byte offset (RBO). We show in Theorem 6.3
that it is equal to the required size of the re-sequencing buffer when the network can be
assumed to be lossless. Otherwise, if packet losses cannot be ignored, we show that the RBO
underestimates the required buffer size, for which we give a formula that involves the RTO.
This closes the first issue.

Concerning the third issue, observe that re-sequencing buffers may delay packets until they
can be delivered in-order, therefore, they may increase the worst-case delay and the delay
jitter. However, we show in Theorem 6.4 that, if a flow is lossless between its source and
a re-sequencing buffer, the worst-case delay and the delay jitter are not increased by the
re-sequencing buffer (i.e. re-sequencing is for free in terms of delay in the lossless case).
In contrast, if the flow may be subject to packet losses on its path from source to the re-
sequencing buffer, then the worst-case delay may be increased by an amount up to the
timeout value of the re-sequencing buffer, which must be at least as large as the RTO between
the source and the input of the re-sequencing buffer. These results are based on a novel
input-output characterization of the re-sequencing buffer.

Finally, our theory also allows to evaluate the value of re-sequencing buffers at intermediate
points, in addition to the destination, in time-sensitive networks. Regarding the first challenge,
our formulas in Section 6.4.2 capture in particular the pattern of RTO amplification by down-
stream jitter: if a non order-preserving element (typically a switching fabric) has very small
RTO but is followed by a per-flow order-preserving element (typically the queuing system on
an output port) with large delay jitter, then the concatenation of the two produces a large RTO.
This motivates some vendors to perform per-flow re-sequencing after every switching fabric.
With respect to the second challenge, we find that such intermediate re-sequencing buffers
do not improve the worst-case delay nor delay jitter if the network is lossless; but they do
reduce the worst-case delay, delay jitter and RTO at destination in presence of network losses.
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To quantify the effect of intermediate re-sequencing buffers, we also need to evaluate how
arrival curves of flows are modified by re-sequencing, since such arrival curves are required to
compute delay and jitter bounds (Section 6.3.3). We illustrate the application of our theory to
two industrial test cases.

The rest of this chapter is organized as follows. The state-of-the-art is presented in Section 6.1.
Common assumptions, including a formal description of the RTO and RBO metrics, are given
in Section 6.2, together with background results on network calculus in non-FIFO networks,
and a notation list. In Section 6.3 we provide a formal input-output characterization of the
re-sequencing buffer, which is then used to establish the link between RTO and its required
parameters, and to establish its effect on worst-case delay, delay jitter and output arrival
curve. In Section 6.4, we show how RTO and RBO can be computed, as required to establish
performance guarantees for time-sensitive flows; the method is in two parts: first, we develop
formulas for an individual network element, given delay jitter and an arrival curve of the
flow; then we develop a calculus to concatenate network elements. In Section 6.5 we apply
the results to analyze the performance of intermediate re-sequencing in two industrial case
studies. Section 6.6 concludes this chapter. For the reader’s convenience, Section 6.7 gives the
notation used throughout this chapter. Proofs of theorems and details of computations are in
Appendix C.

6.1 Related Work

Kleinrock et al obtain the average re-sequencing delay in [154], assuming Poisson arrival
of messages and a number of other simplifying assumptions. A more complete analysis is
then performed in [155], where the distribution of the end-to-end response time, including
re-sequencing delay, is obtained.

Later studies mainly focus on the statistical measurement of the occurrence of reordering in a
communication network; in [156, 48], the authors indicate that the rate of packet reordering
is high inside the network. Later, other works focus on the real-time techniques to measure
packet reordering [157, 158, 159]. In [157], the authors provide a collection of measurement
techniques that can estimate end-to-end reordering rates in TCP connections. In [158], the
authors propose and implement an algorithm to measure reordering at a TCP receiver. The
authors in [159] provide the probability density function for the amount of reordering of an
arbitrary packet, based on received packets.

All the aforementioned works focus on the techniques to capture statistical information on
packet reordering inside the network. Few works study the sizing of re-sequencing buffers:
[54, 53] provide probability distribution of the re-sequencing buffer size. To the best of our
knowledge, there is no prior work that computes the size of re-sequencing buffer and its
timeout value in the context of worst-case performance (as required with time-sensitive
networks) nor the effect of re-sequencing on worst-case delay and delay jitter.
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6.2 Background Information

6.2.1 Network Assumptions

We consider a network that contains a set of nodes, a set of hosts, and a set of links with
fixed capacity. Nodes are switches or routers. A node consists of elements that can be order-
preserving for the flow of interest (e.g. output port FIFO queues) or non order-preserving (e.g.
switching fabric). Every flow follows a fixed path, has a finite lifetime and emits a finite, but
arbitrary, number of packets. We consider unicast flows (extension to single-source multicast
flows is straightforward) with known bit-level or packet-level arrival curves at their sources
(sections 3.2.2 and 4.2.3). A node may also implement a re-sequencing buffer to provide
in-order packet delivery for one or several flows of interest. If a flow requires in-order packet
delivery and if there is at least one non-order-preserving element on its path, then one re-
sequencing buffer is required, and can be placed anywhere after the last non order-preserving
element on the path. In some configurations, we will also consider that some additional
intermediate re-sequencing buffers are placed inside the network.

Hosts are sources or destinations of flows. Packet sequence numbers are written at the
source, starting with number 1 for the first packet sent by the flow. The sequence number
is incremented by 1 for every packet of the flow, i.e., sequence numbering is per-packet per-
flow. If a packet is lost in the network, with most time-sensitive applications, there is no
packet retransmission; instead, the application hides the loss using some application-specific
robustness mechanism (see e.g. [160]). If the source happens to retransmit the missing data,
the resulting packets are assumed to have a new sequence number (larger than the already
sent packets of the same flow).

This section provides a set of general assumptions to present a high-level view of the con-
sidered network. Further details, e.g., scheduling policy inside the nodes, are not required
for understanding the theory presented in this chapter. In Section 6.5 we describe two case
studies; there, we describe the network and flows with all details.

6.2.2 Packet Reordering Metrics

RFC 4737 defines a number of packet reordering metrics, two of which are of interest in the
context of time-sensitive networks: the reordering late time offset (RTO) and the reordering
byte offset (RBO), which we now formally define. Both metrics are defined for a flow and
between an input and an output observation points. When the input observation point is not
specified, it is implicitly assumed that it is the source of the flow.

We call packet with index n the nth packet observed at the input observation point, in chrono-
logical order. If the input observation point is the source, then packet 7 is the packet with
sequence number n. Let E,, be the time at which packet 7 is observed at the output observa-
tion point. If this packet is lost between the two observation points, we take E; = +oco. Note
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that, since some network elements may be non order-preserving, E;,, cannot be assumed to be
a monotonic sequence. Simultaneous packet observations might be possible in some cases
(e.g. if the observation of a packet depends on the realization of a software condition) and
the system must use some tie-breaking rule to determine a processing order for packets; if
this happens, we assume that we modify the timestamps E,, by some small amounts to reflect
the tie-breaking rule i.e. we assume that if j # n then E; # E,. If packet n is not lost, i.e. if
E, < 400, its reordering late time offset is

Apn=Ep— min Ej (6.1)
Jljzn,E;<E,
i.e. 1, is the largest amount of time by which a packet with index larger than n arrives earlier
than packet 7, i.e. the maximum amount of “overtaking” undergone by packet #; if there is no
reordering after packet n, then A, = 0. The reordering late time A1, is undefined if packet n is
lost.

The reordering late time offset, RTO, of the flow between the two observation points is A =
mMaxpy|E, <+00 An. It follows that, if packet 7 is not lost, then for any packet index p = n:

We always have A = 0 and it is easy to see that A = 0 if and only if the network path between
the two observation points preserves the order of packets for this flow.

For the second metric, we need to count misordered bytes; observe that packet  is misordered
between the two observation points if there exists some j > n such that E; < E,. Then, if
packet n is not lost, its reordering byte offset is defined by

= Y (63)

Jlj>n,Ej<E,

where [; is the size, in bytes, of packet j. Thus 7, is the cumulated number of bytes of packets
with index larger than n that arrive earlier than packet r; if there is no reordered packet after
n, then the sum is empty and 7, = 0. The reordering byte offset 7, is undefined if packet n
is lost. The reordering byte offset, RBO, of the flow between the two observation points is
T =MaXp|E,<+oc0 T n-

This definition of RBO is in bytes and not in bits as is often done for buffer and packet lengths
in the context of time-sensitive networks; this is to be consistent with the terminology in
RFC 4737. Also observe that a similar definition could be given by counting packets rather
than bytes, as is done in [52].
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6.2.3 Re-sequencing Buffer

A re-sequencing buffer stores the packets of a flow until the packets with smaller sequence
numbers arrive; then it delivers them in the increasing order of their sequence numbers. A
re-sequencing buffer has two parameters, a size in bytes, B, and a timeout value, T. For any
individual packet that is stored in the buffer, a timer is set that expires after T seconds. Then,
if a timer for a packet expires, all the stored packets with smaller or equal sequence number
are released in-order. Hence, a packet is released if any one of the following conditions holds:
1) all packets with smaller sequence numbers are received, 2) its timer expires or 3) the timer
of a received packet with a larger sequence number expires. A detailed description of the
re-sequencing buffer algorithm is provided in Appendix C.1.

By construction, the re-sequencing buffer delivers the packets that it does not discard in
increasing sequence numbers. Furthermore, a packet is discarded by the re-sequencing buffer
either when the buffer is full or when the sequence number of the arriving packet is less
than the largest sequence number that was already released. The latter occurs when the
timeouts of packets are too early, compared to the lateness of misordered packets. Therefore,
to avoid discarding packets, the re-sequencing buffer size and the timeout value should be
large enough. In Section 6.3, we analyze how to set the parameters such that these conditions
hold.

6.2.4 Assumptions on Arrival Curves

We follow the definition of arrival curve in Section 3.2.2. Without loss of generality [25], the
arrival curve a can be assumed to be sub-additive (Eq. (3.6)) and left-continuous. In this
chapter we assume that entire packets are observed at the observation point, which imposes
that a* = L™# where L™ is the maximal packet size, otherwise no packet of maximal size
can be sent by the flow.

An arrival curve a is “achievable” if, for any sequence of packet sizes between L™" and L™2%,
there is a source with these packet sizes that achieves equality in the arrival curve constraint,
or more specifically, if the sequence of packets obtained by packetizing the fluid source
R(1) = a(1) satisfies the arrival curve constraint a. Note that the fluid source R(f) = a(¢) always
satisfies the arrival curve constraint a since we can always assume that «a is sub-additive;
however packetization may introduce some violations [161]. Any concave arrival curve that
satisfies a(0) = 0 and a(0") = L™ js achievable [25, Theorem 1.7.3][161]. For a flow with
packets of constant size, any arrival curve whose values are integer multiples of the packet size
is achievable as soon as it is sub-additive, left-continuous and satisfies «(0) = 0. Leaky-bucket
arrival curve, a(t) =rt+ b, t >0 and a(0) = 0, is always achievable. The staircase arrival curve,
a(r) = b[L], is achievable if all packets are of size b. If for example, in contrast, b = 1500bytes
but the packets emitted by the source all have a size equal to 1200bytes, then this arrival curve
is not achievable: b should be set to 1200, i.e. @ should be replaced by a smaller arrival curve,
which is then achievable.

72



6.3 Properties of the Re-sequencing Buffer

As we saw in Section 4.2.3, instead of counting bytes, constraints can be expressed in number of
packets using packet-level arrival curves. The common form of such arrival curves use in IEEE
TSN is staircase one defined by api(f) = K [ £], with period 7 and burst of K packets. Packet-
level arrival curves can always be replaced by an integer-valued sub-additive, left-continuous
function that vanishes at zero; it is then always achievable.

Last, we also need two technical assumptions. First, we assume that arrival curves are not
bounded from above, i.e. lim;_. ;o @(#) = +oo. This holds for all arrival curves of interest.
Second, we assume that every flow has a maximum and minimum packet size L™®* and
L™ then the number of bytes observed on any time interval must be an element of 2,
the set of all possible sums of a finite number of packet sizes. If L™® > 2[™" then £ is
made of all numbers = L™"; if [™3 = [M" then % is made of all multiples of L™ = [™in,
Unless otherwise specified, we assume either of these conditions holds, as otherwise £ is
cumbersome and tightness results would become very complex.

6.2.5 Network Calculus Results in Non-FIFO Networks

In a time-sensitive network, the burstiness of a flow may increase at every node, due to
multiplexing and random delays. Thus an arrival curve constraint at the source is usually
no longer valid inside the network. Analysis of time-sensitive networks uses bounds on the
propagation of arrival curves [2]. Such results are based on network calculus theorems that
were derived for order-preserving networks[25, Section 1.4.1], but which can be extended to
non order-preserving networks, as we show next. Specifically, we will use the following two
results, the proofs of which are in appendices C.2.1 and C.2.2.

Lemma 6.1. Assume a flow has arrival curve a at the input of some system ., which needs
not preserve the order of packets of the flow. Assume the delay jitter of the flow through & is
upper bounded by some quantity V. At the output of &, the flow has arrival curve a' given by
a'(t) = a(t + V). The same holds, mutatis mutandi, for packet-level arrival curves.

Lemma 6.2. Assume a flow has arrival curve a at the input of some system ., which needs not
preserve the order of packets of the flow. Assume the worst-case delay of the flow through &% is
upper bounded by some quantity U. At any point in time, the amount of data of the flow that
is present in & is upper-bounded by a(U). The same holds, mutatis mutandi, for packet-level
arrival curves.

6.3 Properties of the Re-sequencing Buffer

In this section we first provide a formal input-output characterization of the re-sequencing
buffer. Then we use it to analyze the optimal parameter setting, assuming that bounds on
RTO and RBO of the flow are known. Last, we characterize the performance effect of a re-
sequencing buffer in terms of delay, delay jitter and arrival curve propagation.
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6.3.1 Input-output Characterization of the Re-sequencing Buffer

We use the notation in Figure 6.1, where packets of the flow of interest are emitted in sequence
by a source. Packet with sequence number 7 is emitted at time A,, traverses a non order-
preserving network, reaches the re-sequencing buffer at time E,,, from which it is released
at time D, If the packet is lost by the network, then E; = D,, = +oc0. If the re-sequencing
buffer discards packet n, then D, = +oo. Recall that a packet may be lost in the network or
discarded by the re-sequencing buffer. The latter may occur either (1) when the packet arrives
after a packet with smaller sequence number was released; this is due to the timeout value T
being too small; or (2) if the buffer size B is too small. In this subsection, we assume the buffer
is large enough, and in Section 6.3.2 we compute the maximum buffer occupancy, which
will give the required buffer size for a given flow. The following theorem characterizes the
departure times from the re-sequencing buffer and is the basis from which the results in the
rest of this section are derived.

Re-sequencing buffer (T,B)
I I I

| | |
Ay E, Dy

Figure 6.1: Notation used in Section 6.3.

Theorem 6.1. Consider the re-sequencing buffer described in Section 6.2.3 with timeout value
equal to T and with infinite buffer capacity B = +oo. See Figure 6.1 for the notation.

1. The packet with sequence number n leaves the re-sequencing buffer at time D, given by

I, ifn=1,
D, = (6.4)
max{Gy, I,} ifn>1

+ooif Ey > minjs,{Ej} + T,

with I, = (6.5)

E,, otherwise
and, forn=2: Gp=min|Dy_1,T+min{E;}]. (6.6)
j=zn

2. Let A be the RTO of this flow between the source and the input of the re-sequencing buffer.
If T = A and packet n is not lost in the network (i.e. E,, < +00) then it also holds that

El ifn= 1,
D, = (6.7)
max{G,, E,} ifn>1

where G,, is defined in (6.6).
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3. If T = A and the network is lossless (i.e. E, < +oo for all n), then it also holds that
Dy = maxg<p {Ex}.

The proof is in Appendix C.2.3. It is based on induction and uses the description of re-
sequencing buffer presented in Section 6.2.3.

6.3.2 Optimal Dimensioning of the Parameters of the Re-sequencing Buffer

Recall that, by construction, the re-sequencing buffer always delivers packets in-order. How-
ever, it may do so by discarding late packets. We can now use the previous theorem to derive
the minimal values of the timeout T and the size B of the re-sequencing buffer, such that it
never discards any packet. We start with the timeout value.

Theorem 6.2. Consider the re-sequencing buffer described in Section 6.2.3 and Figure 6.1, with
timeout value of T and infinite buffer size B = +oco. Let A be the RTO of the flow of interest
between the source and the input of the re-sequencing buffer. The minimum value of T that
guarantees that the re-sequencing buffer never discards packets of this flowis T = A.

The proof of Theorem 6.2 is in Appendix C.2.4. It consists in two steps. First, using Theorem 6.1,
item 2, we show that, if T = A, there is no packet discard due to spurious timeout. Second,
using Theorem 6.1, item 1, we show that, for any A > 0, if T < A we can construct an execution
trace with RTO A such that a packet is discarded due to spurious timeout.

Theorem 6.2 thus establishes the central role of the RTO metric as far as the timeout value is
concerned. For the required buffer size, the results are more complex, as shown in the next
theorem.

Theorem 6.3. Consider the re-sequencing buffer described in Section 6.2.3 and Fig. 6.1, with
timeout value of T and buffer size B. Let A, t and V' be the RTO, RBO and delay jitter of the flow
of interest between the source and the input of the re-sequencing buffer. Assume that T = A. Also
assume that the flow has arrival curve a at its source. The minimal size of the re-sequencing
buffer required to avoid buffer overflow is

1. B =n, if the network in Fig. 6.1 is lossless for the flow;

2. B=a(V+T), ifthe network in Fig. 6.1 is not lossless for the flow.

The proof is in Appendix C.2.5. It consists in four steps. First, assuming the network in
Figure 6.1 is lossless for this flow and using Theorem 6.1, we show that the actual buffer
content is upper bounded by 7, which shows that a buffer of size B = 7 is sufficient. Second,
we show that for any A > 0 and any valid RBO value 7 (a valid RBO value is a number that
can be decomposed as the sum of an arbitrary number of packet sizes) there always exists
one execution trace of a flow with RTO A and RBO 7, that achieves a buffer content equal to
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7; therefore the minimal size cannot be less than . If A = 0, the network preserves packet
order for this flow and thus m = 0 as well and the result is clear. This shows item 1. Third,
using Lemmas 6.1 and 6.2 in Section 6.2.4, we show that, if the network is not lossless for this
flow, the actual buffer content is upper bounded by a(V + T). Fourth, we show that, for any
achievable arrival curve a, RTO A, jitter V and timeout value T, we can construct an execution
trace with RTO A in which the buffer content can become arbitrarily close to @ (V + T). This
shows item 2.

Remark. It follows from Theorem 6.6 that the bound, =, in item 1, is always less than the
bound, a(V + T), in item 2, as expected.

Remark. Loss-free operation is often considered as the normal case in time-sensitive net-
works, since congestion losses are avoided and transmission losses are very rare; a packet
loss might then seen as an exceptional error case, treated by exception-handling routines. If
such an assumption can be made, Theorem 6.3 shows that the required buffer content is only
dependent on the RBO of the flow.

However, such an interpretation should be taken with care. Indeed, the loss of a single
packet before the input to the re-sequencing buffer may delay a number of other packets:
the first arriving packet with sequence number larger than the lost packet is delayed at the
re-sequencing buffer by T, and, depending on the scenario, following packets may be delayed
as well. Thus, the loss of a single packet, even rarely, may impose a delay increase to many
more subsequent packets and may lead to the violation of the bound in item 1. Hence, if the
bound in item 1 is used for dimensioning the re-sequencing buffer, then the loss of a single
packet in the network may cause the loss of many more packets at the re-sequencing buffer
due to an insufficient buffer size (since the bound in item 2 is always larger than in item 1).
Quantifying this in detail is left for further study.

Remark. The RBO and buffer size B in Theorem 6.3 are expressed in bytes. Obviously, a similar
result holds if we count in packets: if the flow is constrained at the source by a packet-level
arrival curve apy, then the size of the re-sequencing buffer, counted in packets, is upper-
bounded by apke(V +T).

6.3.3 Effect of Re-sequencing on Worst-case Delay, Jitter and Arrival Curve

When re-sequencing buffers are used, they may affect packet delay. In this section, we quantify
this effect in the sense of worst-case delay and delay jitter, as required in time-sensitive
networks.

Theorem 6.4. Consider a flow as in Figure 6.1, and let A be the RTO of the flow between the
source and the input of the re-sequencing buffer. Assume that the timeout value T of the
re-sequencing buffer satisfies T = A. The worst-case delay and the delay jitter of the flow

1. are not increased, if the network is lossless;

2. areincreased by up to T, if the network is not lossless.
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Formally, with the notation in Figure 6.1, the theorem means that, if the network is lossless (i.e.
E, < +oo for every n), then

mrng(Dn —Ap) = m,;clx(En — An), (6.8)

m,gX(Dn —Ap)— m,}n(Dn —Ap) = m,;dX(En —Ap) - mnin(En — Ap) (6.9)
as the former is the worst-case delay and the latter is the delay jitter.

In contrast, if there are some losses in the network, the theorem means that

mélx(Dn —-Ap) < mr?X(E" -Ap+T, (6.10)

max(D, —A,) — mrgn(Dn —Ap,) <max(E, - A,) - rnrgn(En -A)+T (6.11)
n n

The proof is in Appendix C.2.6. It uses the input-output characterization of re-sequencing
buffers in Theorem 6.1.

Remark. Item (2) of Theorem 6.4 is tight. Consider a packet n that experiences maximum
delay 6™ while packet n — 1 is lost in the network. Therefore, packet n should wait in the
re-sequencing buffer until its timer expires after T seconds. Then, packet 7 is delayed by
oM+ T.

Remark. Item (2) quantifies the price of misordering under lossy operation: the re-sequencing
buffer, which is caused by the presence of misordering, increases the worst-case delay and the
delay jitter of the flow by an amount (T') that is at least equal to the RTO.

Remark. The same remark about loss-free operation holds as in Section 6.3.2. Specifically, the
loss of a single packet may impose a delay increase to many more subsequent packets (e.g. to
all packets that arrive before timeout). For example, if the flow has packet-level arrival curve
api at the source and jitter V between the source and the input of the re-sequencing buffer, it
can easily be seen, using the same arguments as in the proof of Theorem 6.3, that the loss of
a single packet may cause the delay bound in item 1 to be violated for a number of packets
equal to apke(V +T). This stresses again that the result in item 1 should be taken with care,
and that the delay bounds in item (2) are more realistic.

We can apply Lemma 6.1 to the previous theorem and quantify the propagation of arrival
curves through a re-sequencing buffer:

Corollary 6.1. Consider a flow as in Figure 6.1; assume that it satisfies the arrival curve a at the
source and that the delay jitter between source and input to the re-sequencing buffer is V. Also
assume that the timeout value T of the re-sequencing buffer satisfies T = A, where A is the RTO
of the flow between the source and the input of the re-sequencing buffer. At the output of the
re-sequencing buffer, the flow has arrival curve a' defined by
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1. a'(t) = a(t+ V), if the network is lossless;

2. (1) = a(t+V + T), if the network is not lossless.

The same applies, mutatis mutandi, to packet-level arrival curves.

Remark. Part (2) of the corollary is tight. This can be shown using the same arguments as in
step (4) of the proof of Theorem 6.3. Specifically, the bound is achieved in a scenario where an
isolated packet loss occurs, followed by a burst of in-order packets.

6.4 Computing RTO and RBO

In the previous section we saw how to dimension a re-sequencing buffer in the context of
time-sensitive networks, assuming that we know the RTO of the flow and, to the extent that
lossless metrics are of interest, its RBO. It remains to see how the RTO/RBO, or bounds on
them, can be estimated by the control or management plane in order to setup the flow. To this
end, we decompose a network path into elements that are either per-flow order-preserving or
not. Examples of the former are the IEEE TSN class-based queuing subsystems [63]; examples
of the latter are some switching fabrics which use parallel paths to improve throughput [162].
In Section 6.4.1 we give tight RTO and RBO bounds for network elements; in Section 6.4.2 we
show how to concatenate them.

6.4.1 RTO and RBO for Network Elements

Theorem 6.5. Consider a flow that traverses a system, with delay jitter upper-bounded by V.
Then an upper bound on the RTO of this flow between the input and the output of the system is:

1. [V- al(2Lmin ] . if the flow has arrival curve a at the input of the system;

+
2. [V -« Il) Kt (2)] , if the flow has packet level arrival curve apy at the input of the system.

The bounds are tight, i.e. for every achievable arrival curve and every value of L™™ and V there
is a system and an execution trace that attains the bound.

The proofis in Appendix C.2.7. It consists in two steps. First, based on the definition of jitter in
Definition 3.10 and the alternative definitions of arrival curves in Sections 3.2.2 and 4.2.3, we
show that the RTO is not larger than the bound in Theorem 6.5. Second, we show that there
always exists one execution trace of a flow that its RTO is equal to the bound. Specifically, the
bound is achieved in a scenario where the two packets enter a system in a greedy manner and
the first one experiences the worse-case delay and the second one experiences the best-case
delay.
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Remark. If no arrival curve is known for the flow, we can always take a(f) = +oo for ¢ > 0 and
then a! (x) = 0; this gives the RTO bound A = V, i.e. jitter is a valid RTO bound for any system
and any flow.

Remark. If a'2L™M) > V or a 113 1(t(2) = V then the RTO bound given by the theorem is 0, i.e.,
there is no reordering for this flow. Thus, the theorem captures the cases where the packets
sent by the flow are rare and the delay jitter of the non order-preserving system is small, so
that reordering is impossible. See the next two examples.

Remark. If the RTO of the flow is larger than zero, according to the theorem at@Lminy < v
or (xll)kt(Z) < V. Then by [124, Property P7, Section 10.1], we have a(V) = 2[min o apie(V) = 2.
This implies that if a flow has reordering, the input generates at least two packets within the

duration of V.

Hereafter, we provide examples on computation of RTO for multi-path connections and
common forms of arrival curves, i.e., staircase and leaky bucket.

Example. Consider an interconnection system with K paths. Every path k has a worst-case
delay d;"* and a best-case delay d,‘cnin. The delay jitter of this interconnection system is
V =maxy-1_ g d;:‘ax —ming-;_x d,‘cmn ; the RTO for a flow at the output of this interconnection
is then given by Theorem 6.5. Non order-preserving switching fabrics fall into this category;
here, the delay jitter, and hence the RTO, are typically very small.

Example. Consider a flow that has packet-level arrival curve apy(f) = K [%], expressing that
at most K packets are allowed in any time window of 7 seconds. Here we have a 11) i (X) =
T [%(],x > 0 and Theorem 6.5 gives an RTO bound equalto A = [V -1 [%]r.

Applying this with K = 1 gives that, for a flow that generates at most one packet every ©
seconds:

1. if T = V, the flow experiences no reordering, i.e., A = 0.

2. if T < V, the flow may experience reordering, and A = V — 7.

Example. Consider a flow that has a leaky bucket arrival curve, i.e., ®(f) = rt+b, t > 0, with rate
+

r and burst b = L™, Then, we have a! (x) = and the RTO bound given by Theorem 6.5

x—b
r

isA= [V— [wrr. It follows that:

1. ifb<2L™Mand V < m#, the flow experiences no reordering, i.e., A = 0;

2. if b< 2™ gnd V > &:‘b, the flow may experience reordering, and the RTO is
bounded by A = V — 2L—=0;

3. if b= 2L™" the flow may experience reordering, and the RTO is bounded by A = V.

The first case requires L™® < 2™, which we excluded when L™# > 21™" but it may occur
when packets are all of the same size /; then reordering is impossible if the delay jitter is < Lr_b.
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Theorem 6.6. Consider a flow that traverses a system, with delay jitter upper-bounded by V
and with RTO upper-bounded by A > 0. Then a bound on RBO of the flow between the input
and the output of this system is:

1. a(V)—L™" if the flow has arrival curve a at the input of the system and a(V) = 2L™",
and 0 ifa(V) < 2L™n;

2. LM (apkt(V) —1), if the flow has packet-level arrival curve Qpke at the input of the system
and apkt(V) =2, and0 ifapkt(V) <2.

The bounds are tight, i.e. for every achievable arrival curve and every value of L™, L™ \/
and A > 0 there is a system and an execution trace such that the RBO of the flow is arbitrarily
close to the bound.

The proofis in Appendix C.2.8. It consists in two steps. First, based on the definition of jitter
in Definition 3.10 and the alternative definitions of arrival curves in Sections 3.2.2 and 4.2.3,
we show that the RBO is not larger than the bound in Theorem 6.6. Second, we show that
there always exists one execution trace of a flow that its RBO is arbitrary close to the bound.
Specifically, it is achieved in a scenario where a sequence of packets enter a system in a greedy
manner and the first packet experiences the worst-case delay while the other packets already
left the system.

Observe that we must have a* (0) = L™ and a;kt (0) = 1, therefore the expressions in items (1)
and (2) are always non-negative. Also notice that the RBO bounds do not depend on A but
require that A > 0; otherwise, namely if A = 0, there is no reordering and the RBO is 0. Last,
observe that the tightness result implies that the RBO can be extremely large if the arrival curve
can also be large. In other words, it is not possible to bound the RBO solely by constraining the
delay jitter; for example, a non order-preserving switching fabric can have a very large RBO,
limited only by the speed of the input ports, if the flows are not otherwise constrained.

Example. Consider a flow that has a packet-level arrival curve ap (1) = K [f], expressing
that K packets are observed in any time window of T seconds. An RBO bound for this flow is
= KLmaX[g] — L™ except if K =1 and V < 7 in which case it is 0.

Example. Consider a flow that has a leaky bucket arrival curve, i.e., a(t) = rt+ b, t > 0, with
rate r and burstiness b = L™#*. Applying Theorem 6.6 for a system with jitter bound V, an RBO
bound for this flow is 7 = rV + b— L™™,

Remark. If we count reordering offset in packets instead of bytes as in [52], the bound in item
(2) should be replaced by apke (V) — 1.

6.4.2 Concatenation Results

So far, we are able to compute RTO and RBO of a flow with known arrival curve for any system
with known delay jitter. In practice, a flow typically traverses a sequence of network elements,
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of which some cause packet reordering and the rest preserve order. We are interested to
compute RTO and RBO of the flow under such situation. To tackle this problem, a trivial
method is to concatenate all the elements as a single system with a delay jitter equal to the
sum of delay jitters of each network element; then by applying theorems 6.5 and 6.6, we
compute RBO and RTO of the combination. However, we can do better, in two ways. First, as
shown in Corollary 6.2, we can ignore all prefix order-preserving elements when computing
RTO and all suffix order-preserving elements when computing the RBO of the sequence.
Second, we can use extra information about the RTO of every network element, as shown in
Theorem 6.7.

Order preserving or
non order-preserving

Arrival 51 S Se Set1 Sk

Se_, S
a

S V) [ Y -
J

\ ~ N J
Order preserving Non Non Order preserving
order-preserving order-preserving

Figure 6.2: Notation for the sequence of network elements used in Section 6.4.2. S; and S, are
respectively the first and the last non order-preserving elements in the sequence. a and a are
arrival curves at the entrance of S; and S; respectively.

Corollary 6.2. Consider the notation in Fig. 6.2. An upper bound on the RTO of the flow between
the input and the output of the sequence Sy, ..., Sk, denoted as A’ (K), is obtained by applying
Theorem 6.5 only to Ss, ..., Sk. Specifically:

N(K) = 3 Vi, — alL™m), (6.12)
h=s
where a; is an arrival curve of the flow at the entrance of S;.
Moreover, an upper bound on the RBO of the flow between the input and the output of the
sequence S, ..., S is obtained by applying Theorem 6.6 and setting the jitter termasy.; _, Vj,
and the arrival curve term as the one at the entrance of Sy .

The proof of the Corollary is immediate: the RTO bound is justified by the definition of RTO
and Sy, ..., Ss—1 being order preserving. Similarly, since S¢.41, ..., Sk are order preserving, they do
not affect the RBO of the whole sequence. In (6.12), note that since S is non order-preserving,
Vs —ai(2L™™) >0, thus ¥X_ v, —al@L™™ > 0.

The bounds in Corollary 6.2 only exploit the information on the jitter of each element. However,
as we now show, there are cases where an RTO bound A}, for each element S;, can also be
provided such that 15, < 1/, where )Uh is obtained by Theorem 6.5 using V}, and an arrival curve
at the entrance of Sj,. Let us see the following example to see how this extra information can

81



Chapter 6. Packet Reordering

be available. Consider a switch with different internal elements including order-preserving
input processing units with jitter V;, non order-preserving switching fabric with jitter V5,
and order-preserving output ports with jitter V3. The jitter of the switchis V=V, + V> + V3
and, a bound on the RTO of a flow with arrival curve a at the entrance of the switch is
A= [V2 + V33— at (2Lmin))] " (Corollary 6.2). If only the jitter V is exported by the switch, the
RTO bound that can be computed by the control plane is A’ = [V —at (2Lmin))] Tand A > A
in most cases (i.e whenever a'!(2L™") < V)., Therefore, it is desirable that this switch exports
both its jitter bound V and its RTO bound A.

This asks the question of which best RTO bound can be obtained from a concatenation of
network elements, for each of which both jitter and RTO bounds are known. The answer is
provided by the following theorem.

Theorem 6.7. Assume that for every network element Sy, and for the flow of interest, we know a
bound Vy, on the delay jitter and a bound Aj, on the RTO between the input and the output of
Sp. Let S¢ be the first network element in the sequence that has As > 0. Then the RTO of the flow
between the input and the output of the sequence is upper-bounded by

K
AK) =Ag+ )Y, Vp. (6.13)
h=s+1
The bound is tight, i.e., for every pair of sequences Vi, A;, there exists a system and an execution
trace that comes arbitrarily close to the bound.

The proof is in Appendix C.2.9. Obviously, we can assume that V; — aﬁ(ZLmi“) >0, since S; is
not order preserving for this flow, and, furthermore, that A, < V;—a ﬁ (2L™") since otherwise,
by Theorem 6.5, we can replace A by Vs — aﬁ(ZLmin). It follows that the RTO bound given by
Theorem 6.7 is always at least as good as that of Theorem 6.5, and improves on it whenever
As < Vg — aﬁ(ZLmin), i.e. whenever the RTO bound exported by S; does improve over the
knowledge of its jitter alone.

Remark. Theorem 6.7 indicates that the only RTO that matters is that of the first non order-
preserving element in the sequence (i.e. S;). For subsequent network elements, it is their
delay jitter V},, not their RTO Ay, that matters. Observe that RTO is always upper bounded by
delay jitter (see remark after Theorem 6.5). Therefore, the RTO of the flow through a sequence
of nodes may be larger than the sum of the RTOs of the flow through each individual node.
This can be explained as follows: if packet 2 overtakes packet 1 at node S by a small amount
up to Ag, it may still happen that the delay of packet 2 through the subsequent nodes is
much less than the delay of packet 1, by an amount up to the delay jitter ZIh(: s+1 Vh- Thus, as
destination, we observe that packet 2 overtakes packet 1 by an amount up to A + ZIh(:S 1 Va
Imagine that all non-order preserving network elements are switching fabrics, for which the
RTO is tiny (sub-microseconds) and that other network elements are class-based queuing
subsystems, which preserve packet order for every flow, but may have a much larger delay
jitter (milliseconds or more). The end-to-end RTO is then of the order of milliseconds, orders
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of magnitude larger than the amount of reordering introduced by any single network element.
This is the pattern of “RTO amplification by downstream jitter”.

Similarly, we can ask whether the information on RTO bound of every element can improve
the RBO bound presented in Corollary 6.2. The following theorem shows that the answer is no.

Theorem 6.8. The RBO bound in Corollary 6.2 is tight, i.e., for every pair of sequences Vi, 1,
and every achievable arrival curve there exists a system and an execution trace that comes
arbitrarily close to the bound.

The proof of tightness is similar to the proof of tightness in Theorem 6.6.

6.5 Application to Performance of Intermediate Re-sequencing

In this section we illustrate how the results in the previous sections can be combined in order
to evaluate the performance impact of intermediate re-sequencing.

6.5.1 Methodology

For a flow that requires in-order delivery but traverses a network where some elements do
not preserve packet order, re-sequencing can be performed at the destination, but it is also
possible to insert re-sequencing buffers at intermediate points. For example if one is placed
for every flow at the output of every non order-preserving switching fabric, then the network
becomes order-preserving and the end-system is relieved from the need to re-sequence. Every
choice obviously comes with a different implementation cost; here we do not address such a
cost. Instead, we focus on the performance impact, primarily in terms of end-to-end worst-
case delay and delay jitter. In this illustration, we consider networks that do not perform flow
regulation inside the network.

Iflosses in the network are rare enough to be ignored for standard operation, the conclusion
is straightforward. Indeed, we know from Theorem 6.4 that, under such an assumption,
re-sequencing does not increase the worst-case delay and the delay jitter.

In contrast, if lossy operation cannot be ignored, we also know from Theorem 6.4 that re-
sequencing adds a penalty to worst-case delay and jitter that is at least equal to the upstream
RTO. Furthermore, the pattern of RTO amplification due to downstream jitter may mean that
the RTO at the destination is very large, even though RTOs at non order-preserving elements
are minuscule. This suggests that intermediate re-sequencing may be beneficial. However,
intermediate re-sequencing also introduces a delay penalty and modifies the propagated
arrival curves, which must be accounted for.

To fix ideas, we consider a prototypical scenario as in Figure 6.3, where the path of the flow
of interest goes through three subnetworks, with jitters {Vl—}?:1 and RTOs {/11-}?:1. The first
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(87, V1, A1) (63, V2, 22) (852, V3)
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Subnetwork 1 Subnetwork 2 Subnetwork 3
as non order-preserving element  as non order-preserving element as order-preserving element
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Figure 6.3: A prototypical scenario used to analyze the performance impact of intermediate
re-sequencing. Potential placements of re-sequencing buffers are at points 1, 2, or 3.

subnetwork may for example represent the source output queuing, a transmission link and
the switching fabric of the next node. The second may represent the output queuing that
follows this switching fabric, plus transmission links and the switching fabric of the following
node. The third may represent the output queuing that follows the second switching fabric,
plus transmission links to the final destination. By Theorem 6.7, we would have 1, << V; and
A2 << V,. We consider the following possible placements of re-sequencing buffers:

* Only at 3 (at destination end-system).

¢ Only at 2 (at destination edge-switch). This is the case where the last edge-switch per-
forms re-sequencing on behalf of the destination, just after the last non order-preserving
element.

e At1 and 2 (at every switch). This occurs when the network wants to guarantee that all
switches preserve per-flow order, as some vendors do.

e At 1 and 3 (at the first switch and the destination end-system). This occurs when
the network wants to guarantee that all switches except the destination edge-switch,
preserve per-flow order. Then the destination performs re-sequencing with smaller
timeout value.

We take as baseline the case where no re-sequencing is applied and compute the increase
in worst-case delay and delay jitter with respect to the baseline, for each of the placements.
We give the details for delay jitter, the computations are similar for the worst-case delay. We
assume the timeout values are optimal, as given by Theorem 6.5. The delay jitter of the baseline
isVi+ Vo + V3.

For the first placement (only at 3), the re-sequencing buffer at destination increases the delay
jitter in the lossy case by T3, the timeout value of the re-sequencing buffer at point 3, which is
equal to the RTO between the source and point 3. By Theorem 6.7, itis equal to A} + V5 + V3.
By Theorem 6.4, the increase on jitter is also Ay + V> + V3.

For the last placement (at 1 and 3), the re-sequencing buffer at 1 modifies the arrival curve
of the flow. This affects, in general, the downstream worst-case delay and jitter. We call AV,
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Table 6.1: Re-sequencing buffer optimal timeout value and increase on end-to-end jitter and
delay upper bound (with respect to the baseline with no re-sequencing buffer) for the four
placement strategies in Section 6.5.1. T is the timeout of re-sequencing buffer placed at point
i. We see that placing re-sequencing buffers at 1 and 2 provides better end-to-end delay and
jitter comparing to the placement at 1 and 3.

Timeout Increase to end-to-end jitter and delay with
Re-sequencing | T} ‘ T, ‘ Ts respect to no re-sequencing buffer at all.
Lossless and lossy Lossless Lossy
Onlyat3 - - M+ Vo+ V3 0 M+ Vo+ V3
Only at 2 - A+ Vs - 0 M+ Vo+AV;
At1and?2 A1 A2 - 0 M+ +AVo+AV3
At1land3 M - Ao + V3(+AV3 for lossy) 0 M+ +V3+ AV +2AV3

and AVj the increase on delay jitter at subnetworks 2 and 3 with respect to the baseline. In
the following subsection we estimate these increases numerically on two industrial cases.
The re-sequencing buffer at 1 has timeout 77 = 11, given by the RTO of subnetwork 1. For
the RTO at point 3, observe that the subnetwork 1 combined with the re-sequencing buffer
at point 1 is an order-preserving element; this causes the RTO at point 3 to be independent
of subnetwork 1 (Theorem 6.7). We obtain the timeout value T3 = A, + V3 + AV3. Finally,
the end-to-end delay jitter is increased by T at point 1 and T3 at point 3, thus it is equal to
Vi+ T1 + Vo + AV, + V3 + AV3 + T3, which gives an increase with respect to the baseline equal
to A1+ Ao + V3 + AV, +2A V3.

The reasoning is similar for the two other placements. The results are given in Table 6.1. A
similar line of reasoning can be used to compute the required sizes of re-sequencing buffers.

We observe the following. In this scenario, we expect 1; to be much smaller than V;, so if AV;
is small, it is beneficial to place an intermediate re-sequencing buffer, and it is also beneficial
to place one at the edge-node rather than at the destination. This is because intermediate re-
sequencing reduces the downstream RTO and avoids the RTO amplification pattern. However,
if AV; is large this benefit may be lost due to the burstiness increase caused by re-sequencing
under lossy operation. In the numerical examples of the next sections, we find that, except
in one case, the former effect is largely dominant. Also note that if per-flow regulation were
performed at every hop, the latter effect would disappear and intermediate re-sequencing
would reduce the worst-case delay and jitter under lossy operation.

6.5.2 Case Study 1: Automotive Network

We apply the methodology in Section 6.5.1 to the double star automotive network of [3]
depicted in Fig. 6.4. To obtain the re-sequencing buffer size and timeout, as well as the
jitter and delay upper bounds, we used FP-TFA [133, 132] (details of computations are in
Appendix C.3).

The network consists of two switches and eight hosts and the rates of the links are ¢ = 1 Gbps.
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N . Switching fabric

P Re-sequencing buffer

: FIFO output port
i

Figure 6.4: Double star automotive network [3].

Table 6.2: Bounds on end-to-end jitter and worst-case delay for case study 1 with the four
placement strategies in Section 6.5.1, under both lossless and lossy network conditions, fol-
lowed by timeout value and size of the re-sequencing buffers.

Re-sequencing buffers H Lossless H Tossy ‘ Re—seql{encmg Lossless and Lossy ] Lossless ] Lossy
lacement | Delay (us) | Jitter (us) [| Delay (us) | Jitter (us) | bulfers Timeout T (1) Size B (bytes) Size B (bytes)
}()) o placement S1 Sy hy Sa Sa hy S1 S2 ha
nly at /i, 95.22 92.69 124.72 122.19 Only at s — o T = - Tess T — T - Tsio0
Only at S 95.22 92.69 127.22 124.69 Onlyats 15.99 6336 6400
a 2 - b - - - - -
2 21 :2‘; :2 :2;2 gjgg 191;'2722 19069;3199 AtS;and b, || 0.98 | — | 14.49 || 6336 | — | 6336 || 6400 | — | 6400
! 2 : - : - AtSiandS; |[098| 098 | - [/ 6336|6336 | - || 6400 | 6400 | —

The output ports are FIFO and the scheduling mechanism is non-preemptive strict priority.
The output ports of h;, S; and S, offer the same service curve §(t) = 125e6[r — 12u]* bytes
to the highest priority queue. In each switch, the switching fabric is implemented in parallel
stages, i.e., reordering of packets may occur. The delay of switching fabrics is between 0.5us to
2us [163].

According to [3], the traffic is made of various flows with different priorities. In our example,
we focus on ControlData flow as the only highest priority flow; it is shown as flow f in Fig. 6.4
and the path is taken from [3]; the flow is initiated by Control Data Unit (h;) and destined to
Control Unit (k) in the network. The source arrival curve for flow f is leaky bucket with rate
6400 bytes per second and burstiness 6400 bytes. All packets are the same size and equal to
64 bytes.

We implemented the four placement strategies in Section 6.5.1. The results are in Table 6.2. We
see that re-sequencing at every switch fabric significantly reduces delay and jitter bounds. In
contrast, re-sequencing at edge node (S, only) is not beneficial: this is an instance where the
burstiness increase due to re-sequencing does have an impact. We also see that the required
size of the re-sequencing buffer is independent of the placement strategy.

86



6.5 Application to Performance of Intermediate Re-sequencing

6.5.3 Case study 2: Orion network

We now consider the Orion crew exploration vehicle network, as described in [164] and
depicted in Fig. 6.5. For the delay and jitter analysis, we used FP-TFA [133, 132] as there are
cyclic dependencies in the placement of flows. The output ports in the hosts and switches are
connected to the links with a rate of 1 Gbps. The output ports use the non-preemptive TSN
scheduler with CBSs with per-class queuing as in Chapter 5; from highest to lowest priority, the
classes are CDT, A, B, and Best Effort). The CBSs are used separately for classes A and B. The
CBS parameters idleslopes are set to 50% and 25% of the link rate respectively for classes A and
B [103]. In each switch, the switching fabric is implemented in parallel stages, i.e., reordering
of packets may occur. The delay of switching fabrics is between 0.5us to 2us [163]. The CDT
traffic has a leaky bucket arrival curve with rate 6.4 kilobytes per second and burst 64 bytes.
The maximum packet length of classes B and BE is 1500 bytes. We focus on class A. Using
Theorem 5.2, a rate-latency service curve offered to class A is (1) = 62.49e6[t — ty]* bytes with
fo =12.5us.

(cmicA)(cMICB)(SMICA](SMICB]

P

SBAND; - (CMRIU, | (FCM, )(LCM, J[RCM; }[ SW4; fe—f SW5;
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MIMU; Joi SW13 [FCMZ][LCMz][RCMZ] SWas | SWs,
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MIMU, 22 | 32 l 2 |

Legend:[ ] | |

—
- Physical link
End system  Switch

Figure 6.5: The Orion crew exploration vehicle network.

Class A contains 30 flows with constant packet size 147 bytes, which transmit 3 packets every
8 ms. Among these flows, 10 require in-order packet delivery. The flows traverse between 2 to
7 hops. We apply two placement strategies for re-sequencing buffers: at destinations only, and
at every switch (immediately after the switching fabrics).

Fig. 6.6 shows the end-to-end delay and jitter bounds for the flows with in-order delivery
requirement, for both strategies under lossy condition. The figure also shows the delay and
jitter under lossless conditions, which are the same for both strategies and, as we know from
Theorem 6.4, are also equal to the values when there is no re-sequencing buffer. First, we
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Comparison of End-to-end Jitter and Delay Bounds between Ins‘%l'omediate and Destination Re-sequencings
T T T T T T T T

T T T T T T
— Lossless (lossy) —— Destination (lossy)] A [—Lossless (lossy) —— Destination (lossy)]

End-to-end delay bound (microseconds)

Flow ID Flow ID

Figure 6.6: The end-to-end delay bounds (left) and jitter bounds (right) for the flows with
in-order delivery requirement for the two strategies, i.e., placing re-sequencing buffers at the
destinations or at every switch. In the lossless condition, the delay and jitter bounds do not
depend on the strategy.

see that if re-sequencing is at destinations only, the effect on delay and jitter under lossy
conditions is large: for more than half of the flows, the re-sequencing buffer doubles the delay
and jitter, the increase being of the order of 100us. This occurs even though the amount of
reordering late time offset at every switching fabric is minuscule: every flow has at most 7 hops
and the switching fabric re-orders packet by at most 324 ns at every hop (by Theorem 6.5 this
is less than the jitter of the switching fabric). This illustrates the pattern of RTO amplification
by downstream jitter. Second, we see that if re-sequencing is performed at every switch, the
increase in delay and jitter under lossy conditions is negligible, as expected from Section 6.5.1,
because such a strategy prevents amplification of RTO.

We also find that the size of re-sequencing buffers are the same for the two strategies; this
implies that intermediate re-sequencing does not provide any benefit in terms of buffer size.
It is equal to two packet size, i.e., 294 bytes, under lossless network condition; and it is equal
to three packet size, i.e., 441 bytes, under lossy network conditions.

6.6 Conclusion

We have developed a theory of packet reordering in the context of time-sensitive networks,
i.e. in networks where worst-cases are more relevant than averages. We showed that, if the
network can safely be assumed lossless, re-sequencing does not modify worst-case delay nor
delay jitter. In contrast, if performance under lossy operation is relevant, then re-sequencing
comes with a penalty on delay equal at least to the RTO of the flow being re-sequenced. We
showed that the RTO may be very large even though the RTO of every individual non order-
preserving element is very small, due to amplification by downstream jitter. We provided a
calculus to capture the RTO and RBO of a flow, given its arrival curve and simple properties of
the network elements that are on its path. We applied the theory to evaluate the performance
of re-sequencing strategies in industrial networks without flow regulation.
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6.7 Notation

Packet n is the packet with sequence number 7 if the input point of observation is the source
of the flow, otherwise it is the nth packet in chronological order at the input of the system of
interest.

’ Term ‘ Description

A, | The time at which packet 7 is released by its source.

B The size of re-sequencing buffer.

D, | The departure time of packet n from a re-sequencing buffer.

E, | The exit time of packet n from a non order-preserving or order-preserving element.

L™& | The maximum packet length of a flow, in bytes.

L™ | The minimum packet length of a flow, in bytes.

In The length of a packet n, in bytes.

T The timeout value of a re-sequencing buffer.

A The reordering late time offset (RTO) of a flow.

7 The reordering byte offset (RBO) of a flow.

w' | The lower pseudo-inverse of function w (Section 3.1.1).

+

w The right limit of function w (Section 3.1.3).

[x] The ceiling of x

[x]* | max(0,x)
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d Analysis of Dampers in Time-
Sensitive Networks with Non-ideal
Clocks

Patience is bitter, but its fruit is sweet.
— Jean-Jacques Rousseau

As mentioned in Chapter 1, the emergence of applications with low jitter requirement in
large-scale time-sensitive networks, such as industrial Internet of Things [8] and electricity
distribution[9], questions the performance of existing queuing and shaping mechanisms such
as credit-based shaper, IEEE 802.1Qch Cyclic Queuing and Forwarding [46], and deficit round
robin [1]. This issue can be addressed with dampers, which are asynchronous mechanisms to
reduce delay jitter in time-sensitive networks [42, 43, 44].

A damper delays every time-sensitive packet by an amount written in a packet header field,
called damper header, which carries an estimate of the earliness of this packet with respect
to a known delay upper-bound of upstream systems. This ideally leads to zero jitter; in
practice, there is still some small residual jitter, due to errors in acquiring timestamps and in
computing and implementing delays. As a positive side effect, dampers create packet timings
that are almost the same as at the source, with small errors due to residual jitter, and thus
cancel most of the burstiness increase imposed by the network. [64, Lemma 1]. The residual
burstiness increase that remains when dampers are used is not influenced by the burstiness of
cross-traffic. Thus, dampers solve the burstiness cascade issue [165] described in Chapter 1:
individual flows that share a resource dedicated to a class may see their burstiness increase,
which may in turn increase the burstiness of other downstream flows. Furthermore, dampers
are stateless, unlike some TSN regulation mechanisms, e.g., Asynchronous Traffic Shaping
[41]. Solving the burstiness cascade in a stateless manner makes the dampers of interest for
large-scale time-sensitive networks.

Several implementations of dampers have been proposed; the older ones are associated with
specific schedulers such as earliest-deadline-first [42, 44] and static priority [43]; the recent
implementations can coexist with any scheduling mechanism [166, 167, 168]. Some of these
implementations enforce dampers to behave in a FIFO manner [44, 168, 166] and some do not
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[43, 167]. Analysis of damper is crucial to provide guarantees for applications in the context of
time-sensitive networks. In the existing works, [167, 168] did not provide any analysis; others
analyze only their implementation and under limited assumptions on the network settings.
Also, existing analyses assume that the network operates with one ideal clock; in practice, this
assumption does not hold and may have non-negligible side effects. Recently, the effect of
non-ideal clocks on regulators was analyzed and a clock model was proposed in the context of
time-sensitive networks [45], which we use in this chapter.

We first present a taxonomy of dampers that classifies the existing implementations into
dampers with or without FIFO constraint. Then, under general network configuration with
non-ideal clocks, we provide formulas to compute tight delay and jitter bounds for dampers
without FIFO constraint (Theorems 7.1 and 7.2); we see that the impact of non-ideal clocks
can be non-negligible in cases with low jitter requirements. As a result of this analysis, we
derive conditions in which clock synchronization throughout a network does not affect the
performance of dampers. Moreover, we capture the propagation of arrival curve at the output
of dampers and see how this can solve the burstiness cascade issue. Next, we show that existing
implementations of dampers without FIFO constraints may cause undesired packet reordering
due to clock non-idealities, even in synchronized networks. This problem is avoided with
dampers that enforce FIFO constraints; however, the effect on their timing properties was
not analyzed in the literature and we bridge this gap in this chapter. We model two classes of
dampers with FIFO constraint: re-sequencing dampers and head-of-line dampers. For the
former class, we show that when all network elements are FIFO, the delay and jitter bounds
are not affected by the re-sequencing operation (Theorem 7.3). For the latter class, there is
a small penalty due to head-of-line queuing, which we quantify exactly (Theorem 7.4). In
contrast, if some network elements are non FIFO, the jitter bounds for dampers with FIFO
constraint can be considerably larger (Theorems 7.5 and 7.6). We finally evaluate our results
in an industrial case-study.

The rest of this chapter is as follows. Section 7.1 presents the state-of-the-art. Section 7.2
describes the system model, terminology, clock model and all assumptions. Section 7.3
presents a taxonomy of the existing dampers. The analysis of dampers without FIFO constraint
is presented in Section 7.4. Packet reordering scenarios due to non-ideal clocks are presented
in Section 7.5. The analysis of dampers with FIFO constraint is given in Section 7.6. Section
7.7 provides a numerical evaluation for an industrial case-study and Section 7.8 concludes
this chapter. For the reader’s convenience, Section 7.9 gives the notation used throughout this
chapter. Appendix D gives the proofs.

7.1 Related Works

The concept of dampers was introduced by Verma et. al [42], under the name delay-jitter
regulator, in combination with earliest-deadline-first (EDF) scheduling. In this scheme, a per-
flow regulator is placed at every node to delay a packet as much as its earliness in the previous
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node; the earliness is the time difference between the delay that a packet was supposed
to experience and the actual delay that is measured by time-stamping. Later, Zhang et.
al. [43] proposed rate-control static priority (RCSP) scheduling to avoid coupling of delay
and bandwidth allocation in the EDF schedulers mentioned in [42]. We describe RCSP in
Section 7.3.

The term damper was first used by Rene Cruz [44] as a conceptual network element that slows
down the traffic passing through it. In [44], dampers are used in relationship with service-curve
earliest deadline (SCED) scheduling to avoid extra queuing as was proposed by [43]. With this
scheme, called SCED+, a flow traverses a few virtual paths (each is a sequence of switches)
with guaranteed service curves and damper curves. Then, at the entrance of each virtual path,
for every packet of the flow and every switch in the virtual path, initial and terminal eligibility
times are computed using the service and damper curves; a packet is released from a switch
within its initial and terminal eligibility times.

Recently, a few implementations of damper are proposed that can be used in combination
with any scheduling mechanism. Grigorjew et. al. [166] implement damper as a shaper in
relation with IEEE 802.1 Qcr Asynchronous Traffic Shaping [41]; we refer to their scheme as
jitter-control ATS. It is assumed in [166] that the input flows are constrained by leaky-bucket
arrival curve and all the elements inside the network, including the switching fabrics, output
port queues and the ATS, are FIFO for the packets that share the same queues inside ATS.
Rotated gate-control-queues (RGCQ) [167] is an implementation of a damper integrated with
the queuing system of a scheduler. Flow-order preserving latency-equalizer (FOPLEQ) [168] is
an extension of RGCQ to preserve the per-flow order of the packets according to its entrance
to FOPLEQ. Section 7.3 describes the details of these implementations. These previous works
do not provide delay analysis or do it in restricted settings. In particular, clock non-idealities
are ignored. In [45] clock non-idealities are modelled in the context of time-sensitive networks
and the impact on timing analyses is explained in detail. In this chapter, we apply this clock
model to networks with dampers of various kinds.

7.2 System Model

We consider a network that contains a set of switches or routers, hosts and links with fixed
capacity. Every flow follows a fixed path, has a finite lifetime and emits a finite, but arbitrary,
number of packets. We consider unicast flows with known arrival curves at their sources (i.e.
there are known bounds on the number of bits or packets that can be emitted by a flow within
any period of time).

7.2.1 Terminology

We call jitter-compensated system (JCS) any delay element or aggregate of delay elements with
known delay and jitter bounds, for which we want to compensate jitter by means of dampers.
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This is typically the queuing system on the output port of a switch or router used in time-
sensitive networks. It can also be a switching fabric or an input port processing unit, or even
a larger system. For time-sensitive flows, a JCS should be able to time stamp packet arrivals
and departures using the available local times. It should also increment the damper header
field in every time-sensitive packet (if one is present) by an amount equal to an estimate of
the earliness of this packet with respect to the known delay upper-bound at the JCS for the
class of traffic that this packet belongs to. If no damper header is present, it inserts one, with a
value equal to the estimated earliness.! The operation of the damper header update (DHU)
unit is described in Section 7.3.3. When a time-sensitive flow crosses a JCS, for actual jitter
removal to occur, there must be a downstream damper on the path of the flow. For example, if
the JCS is a switch output port, the next downstream damper is typically located on the output
port of the next downstream switch.

It is generally not possible, or required, to remove delay jitter in all network elements, because
time stamping and DHU come with a cost. Therefore, it is required, for our timing analysis,
to consider what we call bounded-delay systems (BDSs), defined as any delay element or
aggregate of delay elements with known delay and jitter bounds, and for which we do not
compensate jitter. Constant delay elements (e.g. an output link propagation delay), variable
delay elements with very low jitter (e.g., very high speed backbone network) and other delay
elements without DHU unit are examples of BDSs.

A damper is a system that delays every time-sensitive packet, using its local clock, for a
duration approximately equal to the damper header (if any, else the damper does not delay
the packet). Such a damper header was inserted/updated in the upstream JCSs between
this damper and the previous upstream damper or the source of the flow. The damper also
resets the damper header, so that the next downstream damper will see only the earliness
accumulated downstream of this damper. Designing a stand-alone damper is a challenge,
because such a damper may need to release a large number of packets instantly or within a
very short time, which might not be feasible. This is why damper implementations are often
associated with queuing systems; then, the time at which a damper releases a packet is simply
the time at which the packet becomes visible to the queuing system. We classify and model
existing designs of dampers in Section 7.3.

Example 1. Fig. 7.1 shows an example flow path within a local-area time-sensitive network
where we want to compensate the jitter imposed by the output queuing systems and switching
fabrics by means of dampers. A DHU is placed after every switching fabric and every queuing
system. For example, the first DHU, at the queuing system of the source node, writes into the
damper header the earliness of the packet at the queuing system; the second DHU, at the first
switch, increments the damper header by the earliness at the switching fabric. The multiple
DHUs allow to accumulate earliness with non-synchronized local clocks, as packet arrival

1We choose this method of carrying earliness in packet headers for ease of presentation. Another method
consists in each JCS inserting a separate damper header: a packet then has as many damper headers as JCSs
between dampers, and the earliness to be compensated at a damper is the sum of all these values. The discussion
of such methods is out of the scope of this chapter, as it does not affect the timing analysis presented here.
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Figure 7.1: A local-area time-sensitive network example.

and departure times are measured locally. A damper is placed before each queuing system to
remove the delay jitter imposed by the upstream switching fabric and queuing system. For
example, the damper in the first switch compensates the jitter imposed by the queuing system
of the source and the switching fabric of the first switch. Note that the propagation delay is
constant and seen as a BDS. Here, the different clocks need not be synchronized.
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Figure 7.2: A large-scale time-sensitive network example with no jitter removal at backbone
network.

Example 2. Fig. 7.2 shows an example flow path within a large-scale time-sensitive network.
Assume that the backbone network has relatively low delay (because of high-speed links, e.g.
100 Gbps or more, worst-case delays tend to shrink [169]) and then the main source of jitter is
the access network. For a given class of traffic, we want to remove the jitter imposed by the
access network, in particular the forwarding plane and output queuing of each access router
(each is treated as a JCS); therefore, each of these should have a DHU and a damper upstream
of the output queuing system. In this example, the backbone network is modelled as a BDS;
also, the source is unaware of any downstream damper and does not have a DHU and hence
treated as a BDS. The jitter imposed by the access network is removed, but not the jitter caused
by the backbone. The different clocks need not be synchronized and the backbone nodes are
unmodified.
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Figure 7.3: A large-scale time-sensitive network example with jitter removal at backbone
network.

Example 3. We continue in Fig. 7.3 with the previous example but assume now that, for some
class of traffic with very low jitter requirement, the jitter induced by the backbone should be
compensated. In such a case, we need to treat the backbone network as a JCS, i.e., we need to
time stamp the arrival of each time-sensitive packet to the backbone and modify their damper
header at the departure from the backbone. This can be done as in Fig. 7.3, where, at the
upstream provider edge (PE) router, a time stamping unit should be added that inserts a field
in the packet header equal to the departure time of each time-sensitive packet from the PE
router in its local time (this operation can be done within the upstream DHU unit to avoid
placement of a time-stamping unit); then at the egress of the downstream PE router, a DHU
is placed that reads the departure time of the packet from packet header, removes it from
packet header, computes earliness with its local clock and finally modifies the damper header.
In this case, differently from previous examples, the time stamping and DHU are performed
with different clocks; therefore, the PE routers should be time-synchronized, as otherwise
the computation of earliness is impossible (time synchronization is never absolute and, in
sections 7.2.2 and 7.3.3, we analyze how to account for clock non-idealities). The jitter induced
by the backbone network is compensated in the damper placed in the downstream PE router
and hence removed. The PE routers must be time-synchronized (in provider networks, they
typically are); backbone nodes are unmodified but time-sensitive packets carry an additional
header for timestamps.

7.2.2 Assumptions on the Clocks

We call #7ra;1 the perfect clock, i.e. the international atomic time (TAI?). In practice, the
local clock of a system deviates from the perfect clock [45]. Typically the JCSs upstream
of a damper operate with different clocks than the damper itself, and this can affect the
performance of the damper as we see in Section 7.4. In time-sensitive networks, clocks can be
synchronized or non-synchronized. Non-synchronized clocks are independently configured

2Temps Atomique International
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and do not interact with each other; this corresponds to the free-running mode in [170, Section
4.4.1]. When clocks are synchronized, using methods like Network Time Protocol (NTP) [171],
Precision Time Protocol (PTP) [172], WhiteRabbit [173], Global Positioning System (GPS) [174],
the occurrence of an event, when measured with different clocks, is bounded by the time error
bound (~ 1us or less in PTP, WhiteRabbit, and GPS; ~ 100 ms in NTP).

We follow the clock model in [45], which applies to time-sensitive networks. Consider a clock
#¢; that is either synchronized with time error bound w, or not synchronized (in which case
we set w = +00). Let d”' [resp. d”/™] be a delay measurement done with clock .7; [resp. in
TAI], then [45]:

dJL”TAI _ dﬁi < min((p - l)djfi +77»2w) ’

a7 — g7 z—min((l—l)d”i+ﬁ,2w), (7.1)
p P

where p is the stability bound and 1 the timing-jitter bound of the clock .#¢;. Note that this set

of bounds is symmetric, i.e. we can exchange the roles of #; and a1 in (7.1). We assume

that the parameters w, p,n are valid for all clocks in the network, i.e. we consider network-wide

time-error, stability and time-jitter bounds. When a flow has a”i as arrival curve with clock

J;, then an arrival curve in TAI is [45]:

a”fm . g (min{pt+n,t+2w}). (7.2)

In a TSN network, p—1 = 10~* [175, Annex B.1.1] and 1 = 2ns [175, Annex B.1.3.1]]; if the
network is synchronized with gPTP (generic PTP) then w = 1us [175, Section B.3] and if it is
not synchronized then w = +oo.

7.3 Taxonomy of Dampers

As mentioned earlier, designing a damper is a challenge and there exist very different imple-
mentations. In this section we classify such implementations in a manner that will be useful
for our timing analysis. In the rest of this chapter, we call “eligibility time" the time at which a
damper releases a packet, as in most implementations the packet is not actually moved, but
simply made visible to the next processing element.

7.3.1 Dampers without FIFO constraint

An ideal damper delays a packet by exactly the amount required by the damper header.
Consider a packet n with damper header H, that arrives at local time Q,, to a damper. The
theoretical eligibility time E,, for the packet is:

E,=Qu+ Hy, (7.3)
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and the ideal damper releases the packet at time E,. Jitter-control EDF [42] is an ideal damper,
used in combination with an EDF scheduler.

Many other implementations of dampers use some tolerance for the packet release times,
due to the difficulty of implementing exact timings. We call damper with tolerances (AL, AY) a
damper such that the actual eligibility time E,;, of packet n, in local time, satisfies:

E,—AY<E,<E,+AY. (7.4)

The tolerances can vary from hundreds of nanosecond to a few microsecond based on imple-
mentation. Hereafter, we study two instances of dampers with tolerances (A%, AY), namely,
RCSP [43] and RGCQ [167].

RCSP is an implementation of a damper in relation with static-priority scheduler; each queue
of the scheduler is implemented as a linked list and the damper is implemented as a set of
linked lists and a calendar queue [176]. A calendar queue contains a clock and a calendar
where each calendar entry points to an array of linked lists (each for one priority queue).
The clock ticks at every fix interval A. On each clock tick, the linked list that the current
clock time of the calendar points is appended to the corresponding priority queue of the
scheduler. Whenever a packet n arrives, its theoretical eligibility time is computed based on
(7.3); then the actual eligibility time of the packet, E, rcsp, is computed by rounding down
the theoretical eligibility time, E,, pcsp = A L%J. Then, if E;, rcsp is equal to the current clock
time, it is appended to the corresponding priority queue of the scheduler; otherwise, it is
appended to the linked list that the entry E,, rcsp of the calendar points to. The computation
of theoretical eligibility time is done with some errors in acquiring true local-time on packet
arrival and in computation due to finite precision arithmetic that is bounded by ¢ (typically, in
the order of a few nanoseconds). We can see that Ercsp satisfies (7.4) when (AF, AY) = (A+¢, ¢).

RGCQ), inspired by the idea of Carousel [177], is an implementation of a damper combined with
a queuing system of a scheduler; in other words, each queue of a scheduler is replaced with an
RGCQ. An RGCQ consists in a timer and a set of gate-control queues (GCQs). By default, the
GCQs are closed and are assigned unique increasing openTimes with interspacing of A. A GCQ
is opened whenever the timer reaches its openTime, and is closed after it is emptied or being
opened for a fixed amount of expiration time; when a GCQ is closed, its openTime is set as the
largest openTime+A. The scheduler selects a packet for transmission from an open GCQ with
smallest openTime. Whenever a packet n arrives, its theoretical eligibility time is computed
based on (7.3); then the actual eligibility time of the packet, E, rgcq, is computed by rounding
up the theoretical eligibility time, i.e., E;, rgcq = A [%]. Then, the packet is enqueued to the
GCQ whose openTime is E; rgcq. Similarly to RCSP, due to timing acquisitions and arithmetic
rounding bounded by ¢, we see that Eggcq satisfies (7.4) when (AY, AY) = (¢,A +¢).
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7.3.2 Dampers with FIFO constraint

The definition of damper with tolerance given in the previous section does not mention
whether the damper preserves packet order, and the satisfaction of (7.4) does not preclude
packet misordering. Indeed, we show in Section 7.5 that our two examples of dampers with
tolerance, namely RCSP and RGCQ, can cause packet misordering due to clock non-idealities.
Such a behavior is not possible with a class of proposed damper designs, which enforce the
FIFO constraint, and which we now cover.

Re-sequencing damper

We call re-sequencing damper with tolerances (AL, AY) a system that behaves as the concate-
nation of a damper with same tolerances and a re-sequencing buffer that, if needed, re-orders
packets based on the packet order at the entrance of the damper. The packet order is with
respect to a flow of interest.

Formally, a system is a re-sequencing damper if there exists a sequence E,, such that the
release times for the flow of interest, in local time, satisfy:

E,-A\'<E,<E,+AY,
E\=E, E,= maX{En’En—l}, (7.5)

where E,, is the theoretical eligibility time defined in (7.3) and packet numbers n=1,2, ... are
in order of arrival at the damper.

It follows that such a damper is FIFO for the flow of interest and that:

max{E;} - A" < E, s max{E;} + AV, (7.6)
i1=n

i=n

We say that a re-sequencing damper is ideal if has zero tolerances. Hereafter, we describe two
instances of re-sequencing dampers, namely, SCED+ [44] and FOPLEQ [168].

SCED+ is an implementation of a damper in combination with SCED scheduling. The damper
in [44] is defined as a conceptual element with tolerance A. Accordingly, each packet is
assigned an initial eligibility time and a terminal eligibility time where the difference between
the two is A. In SCED+, the damper ensures that the damper is released after the initial
eligibility time and before the terminal eligibility time. In fact, the dampers assigns a tentative
eligibility time, E,, to a packet n, where:

E,—~A<E,<E,. (7.7)

3The converse does not hold, i.e., any system that is FIFO for the flow of interest and satisfies (7.6) is not
necessarily a re-sequencing damper.
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SCED+ assumes that the damper serves packets in FIFO manner; then, the actual eligibility
time of the packet n is:

Ey1=E), Ep=max{Ey,En_1}; n=2. (7.8)

so that SCED+ is a re-sequencing damper with tolerances (A + ¢, €), where € is a bound on the
errors on timing acquisition and arithmetic rounding.

FOPLEQ), similarly to RGCQ, is inspired by the architecture of Carousel [177]. Accordingly, it
has a set of time-based queues along with a table, called eligibility time table (ETT), for the
purpose of preserving the order of packets inside FOPLEQ. Each row in ETT belongs to a flow
that has a packet in the Carousel and stores a tentative eligibility time of the latest packet
belonging to the corresponding flow. The tentative eligibility time of a packet is obtained by
dividing its theoretical eligibility time by A and rounding down the computed value. Consider
a packet n of the flow of interest, where number is in the order of arrival at the FOPLEQ. First
a theoretical eligibility time is computed using (7.3); second, a tentative eligibility time is
obtained by rounding down to a multiple of A, i.e. E, = A L%J; then, the actual eligibility time
of the packet is the maximum of its tentative eligibility time and the stored tentative eligibility
time of the flow of interest in the ETT. The tentative eligibility times correspond to a damper
with tolerances (A +¢, €), where ¢ is a bound on the errors on timing acquisition and arithmetic
rounding, and therefore FOPLEQ is a re-sequencing damper with tolerances (A + ¢, €).

Head-of-line (HoL) damper

The idea is introduced in [166]. An HoL damper is implemented as a FIFO queue. When a
packet arrives, its arrival time is collected and the packet is stored at the tail of the queue.
Only the packet at the head of the queue is examined; if its eligibility time is passed, it is
immediately released, otherwise it is delayed and released at its eligibility time. When the
head packet is released, it is removed from the damper queue and the next packet (if any)
becomes the head of the queue and is examined. When an arriving packet finds an empty
queue, it is immediately examined. By construction, packet ordering is preserved.

As before, the model should incorporate some tolerance to account for the timing inaccuracy
and for processing times. Unlike with previous damper models, these two things cannot be
aggregated because the head-of-line property has the effect that processing times may have
an effect over subsequent packets (this is visible in Theorem 7.4).

Formally, we model a head-of-line damper as follows. It has tolerance parameters AL AU that
account for the accuracy of timings, as well as processing bounds ¢™, ™3 that account
for non-zero processing times. We must have A = 0,AY > 0 and 0 < ¢™" < ¢p™@, Packet
numbering is with respect to the order of arrivals at the damper and is global for this damper
(not per-flow). We say that a system is a head-of-line damper if the release times Ej, in local
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time, satisfy:

E1 - A+ ¢MN < By < By + AY + ™,

max(E, — A" E,_1) + ¢™" < E,, < max(E, + AY, E,_1) + ™, (7.9)
where E,, is the theoretical eligibility time as in (7.3).

The definition in (7.9) can be explained as follows. First, the eligibility times are obtained
with some errors due to timing acquisition and arithmetic rounding. Let E;, be the resulting
tentative eligibility times, so that

E,-AV'<E,<E,+AY. (7.10)

Second, packet n is examined only when packet n — 1 is released, and this action takes a
processing time ¢,, € [¢™", $™2]. The actual release time is therefore

E, =max(Ey, E,_1) + ¢p. (7.11)

Using Lemma D.2 in Appendix D.1 with a = E,_;, x™" = ¢p™in, xMaX = pmax ,min _ f _
AL,y = F 4+ AY, x = ¢, y = E,, and z = E,, we obtain that (7.10) and (7.11) imply (7.9);
conversely, if (7.9) holds, there exists sequences E,, and ¢,, € [¢p™", p™2] such that (7.10) and
(7.11) hold.

If the tolerances and processing bounds are all equal to 0, then the HoL damper is called ideal.
It follows immediately from (7.9) and (7.5) that an ideal HoL damper is the same as an ideal
re-sequencing damper.

In [166], jitter-control ATS is presented as an ideal head-of-line damper in combination with
ATS [41] within a switch where each FIFO queue is shared among all time-sensitive flows that
come from the same input port, have the same class, and go to the same output port. In [166],
the authors implicitly assume that the tolerances and processing times are zero and therefore
ignore them in their analysis. This assumption might not hold in practical cases, specifically
when a large number of packets become eligible at the same time in a jitter-control ATS. The
effect of non-zero tolerances and processing times appear in Theorem 7.4 and is illustrated
numerically in Section 7.7.

7.3.3 Damper Header Computation

In this subsection, we first describe the operation of damper header update unit. Then, we
discuss the possible sources of error in the computation.
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DHU unit operation

The DHU unit of a JCS computes the earliness of a packet and updates the damper header. A
classical approach to compute the earliness is to first measure the actual delay of the packet
in the JCS with the clock of DHU unit; then set the earliness as the difference between the
known delay bound § of the system for this class of traffic and the actual delay of the packet
[42, 43]. More precisely, for a packet n, its arrival time is time stamped with local clock #7rs
and stored locally (Examples 1 and 2 in Section 7.2.1) or delivered by the packet (Example 3 in
Section 7.2.1); let A‘,{f“ denote the stored/delivered value. Then the DHU unit time stamps
the departure time of the packet with its local clock #ppy; let W;l]f PHU denote the departure
time. Then, the DHU unit computes the earliness of the packet as

earliness,, =0 — (W,‘ff DHU _ A‘,]f“) . (7.12)

The last step for the DHU unit is to update the damper header that is equal to the current
damper header incremented by the computed earliness, and write the result in the damper
header field. Then the packet leaves the JCS. In the case that the JCS is connected to an output
link, the departure time of a packet is the complete packet transmission and thus the packet
header is accessible to write the damper header just before packet transmission. Therefore, the
start of transmission time of the packet is time stamped (T;ff PHUY and the transmission time

. - =7£DHU . . .
is inferred as T‘,’;?DHU = {%”} with [, as the packet length and c as the transmission rate.
Then, we set the departure time to W n]f PHU = T;ff DHU f‘,ffDHU and compute the earliness using

(7.12). This method of damper header computation is used in most of the existing damper
variants like RCSP [43], FOPLEQ [168] and jitter-control ATS [166]. We call this the default
method of damper header computation.

Recently, [167] proposed a subtle change in the computation of earliness when a JCS comes
immediately after a damper with tolerances (AL, AY). In particular, they suggest to time stamp
the theoretical eligibility time E,, of packet from the damper instead of the arrival time to the
JCS; as a consequence, the jitter imposed by the tolerance of the damper is compensated by
the next downstream damper. In such proposal, note that the delay upper-bound between the
theoretical eligibility time to the arrival time to the JCS (i.e., the actual eligibility time from
the damper) should be added to the earliness; by (7.4), this upper bound is AY. Hence, the
earliness for theoretical eligibility time stamping is:

earliness,, =0 + AY - (W,;%HU - A‘Zﬁs) . (7.13)

We call this method of damper header computation TE time-stamping.

Errors in damper header computation

The DHU unit computes a damper header equal to the current damper header incremented
by the computed earliness, and write the result in the damper header field. This step is
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imperfect due to finite precision arithmetic and finite resolution of the damper header. The
corresponding error is eypdate,n = Hy — Hy, where Hj, is the theoretical value of the damper
header and H,, is the actual value written in the packet.

In the computation of earliness ((7.12) and (7.13)), when A‘Zﬁs is delivered within a packet
header field (Example 3 in Section 7.2.1), there is some error induced due to the finite resolu-
tion of the header field. The corresponding error is e , = A’ ‘,]lf“ - A‘,’:ﬁs, where A’ ‘,]lfTS is the
time stamped value at the packet arrival to the JCS.

As discussed earlier, when the JCS is connected to a transmission link, the DHU unit can infer
the transmission time by dividing the packet length over the nominal transmission rate of the
link. Due to transmission of preamble and inexact knowledge of actual transmission rate, the

FpHu

§DHU _ T‘,’?DHU, where 77,

inference of transmission time is done with some error eqan,, = 75,
~ 7 . o . .
and 7, "™ are the actual and inferred transmission times. The error ean , can go up to tens

of nanoseconds [178, 179].

Acquiring the true local-time on packet arrival and within the DHU unit usually comes with an
error. We define the clock acquisition error as: eacq,n = (W,‘Zf DHU _ W;l% DHU) + (AZLOTS - A ‘ZfTS) ,

where A‘,f”ﬂ“ and W;l% PHU are the true local times on packet arrival and departures.

The two clocks #pyy and s are often the same (Examples 1 and 2 in Section 7.2.1), but
not always (Example 3 in Section 7.2.1). We select #pyu as the reference clock of a JCS to
compute damper header; then we define the error with respect to the reference clock as:
eclk,n = A‘,{f"”u - A‘,’?TS, where A‘Zf"”u is the time that would be displayed at packet arrival if
J¢puu would be used. If the clocks are the same, e = 0; if the clocks are synchronized with
error w with respect to TAI, |ecx| < 2w; and finally if the clocks are not synchronized, e can
get arbitrary large, which is incompatible with the goal of removing jitter. Therefore, in this
chapter, we assume that both clocks #rs and #pyy are either one and the same, or are

synchronized.

To summarize, the value of a damper header, as written in a packet n, suffers from some error
en equal to: e, = eypdate,n + €ts,n + €tran,n + €acq,n + €clk,n- Each of these sources of error can
be bounded, depending on the technology used by the routers and switches. The variable
denotes an upper bound on the error ey, i.e., |e,| < €. When #ppy and A7 are the same, € is
typically of the order of tens of nanoseconds; if they are synchronized, € is mainly dominated
by the time error bound (e.g. € = 2 us for gPTP).

7.4 Delay Analysis of Dampers without FIFO constraints

In this section we study the end-to-end delay and jitter of a flow when dampers without FIFO
constraint are used. The first step is to decompose a flow path into a set of blocks that can be
analyzed separately. Every block is as in Fig. 7.4; it contains a number of JCSs and BDSs and
ends in a damper with tolerance. The second step, given in the rest of this section, is to give
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delay and jitter bounds for a flow through such a block. The bounds are valid whether the JCSs
and the BDSs of the block are FIFO or not. The last step, to obtain end-to-end results, simply
consists in summing up the delays and jitters of every block and, possibly, of remaining BDSs.
For example, in Fig. 7.2, from source to the first router and from the queuing system of the last
router to the destination are BDSs and the rest are decomposed in blocks as in Fig. 7.4.

In the following, we give delay and jitter bounds for a block as in Fig. 7.4. Theorem 7.1 gives
the result for dampers without FIFO constraint when the default mode of header computation
is used (as explained in Section 7.3.3) and Theorem 7.2 when TE time-stamping is used. In
both cases, we capture the effect of errors and non-ideal clocks. We also illustrate cases where
the errors and non-ideal clocks make a major contribution to the jitter bound.

damper
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Figure 7.4: Structure of a block whose delay and jitter bounds are computed in Theorem 7.1.

Theorem 7.1. Consider a flow of interest that traverses the block in Fig. 7.4. The block contains
a sequence of JCSs and BDSs and terminates in a damper with tolerances (A", AY). Assume that
the clock of every system has stability bound p, timing-jitter bound n and time-error bound
w with respect to TAI (Section 7.2.2). Assume that JCS i has a delay upper bound 6 ;, which is
used for damper header computation, in its local time. Also, assume that the BDS j has delay
lower and upper bounds QJ‘.%TA‘ and ﬁ‘;?”' and jitter bound v‘]%“, allin TAL Then, the delay of a
packet from entrance to the exit of the block, in TAI, is upper-bounded by D, lower-bounded by
D and has jitter bound V, with
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wherey and Y are due to clock non-idealities,
K
w=min((p-D(AY+ Y (5;+€)+ (K +1n,2(K+ Do),
j=1

ﬂzmin((l—%)(—AL+§(5j—€))

L&D e l)w). (7.14)

The bounds are tight, i.e., for any tolerances (A*, AY), every §;, any g‘j]ﬁ“, ﬁfﬁ’“, v‘;%", there is
a system and two individual execution traces such that in one of them a packet experiences a
delay of D and in the other one a packet experiences a delay of D.

The proofis in Appendix D.2.

Remark. The second arguments of the min(,) functions in (7.14) capture the impact of clock
time error bounds when all the K + 1 clocks (K JCSs and one damper with tolerance) are
different from each other. If some systems share a common clock, so that there are X < K
different clocks in total, the second argument of the min(,) functions should be replaced by
2(X+1ow.

Hereafter, we provide an application of Theorem 7.1 to obtain delay and jitter bounds for the
three examples of Section 7.2.1. Then we compare the bounds with the basic bounds obtained
when assuming that clocks are perfect, i.e. by summing the tolerances of dampers and the
jitters of BDSs.

Example 1. Consider Example 1 in Section 7.2.1 for a flow that traverses 6 switches. Assume
that the switching fabrics (as JCSs) have a delay upper-bound of 2 us and the delay bound at
each queuing system (as a JCS) is 250 us. Suppose that the error € = 50 ns and all the dampers
are RCSP with (AL, AY) = (1 us,2 ns). Assume the propagation delay (as a BDS) is fixed and
equal to 5 us for all links. Assume first that the clocks of the switches are not synchronized,
i.e. we set the time-error bound w to co in (7.14). Then, by applying Theorem 7.1 from source
to the output of the first damper, the delay upper-bound is D = 257.13 us; the delay jitter is
V =1.264 us of which 200 ns is due to errors and 62 ns is due to non-ideal clocks. The basic
jitter bound is 1.002 us and is due to the tolerance of the first damper. We can see that the
error and non-ideal clocks add 262 ns (26%) to the basic jitter bound. The end-to-end delay
and jitter bounds are computed by summing up the delay and jitter bounds from the output
of one damper to the output of the next downstream damper until the destination; this gives
an end-to-end delay upper-bound of 1.799 ms and end-to-end jitter bound of 8.834 us. The
values remain the same if we assume next that the clocks of the switches are synchronized
with a time-error bound of 1 us, as is typical in IEEE TSN system:s.

Example 2. Consider Example 2 in Section 7.2.1 for a flow that traverses four access routers
to reach the backbone and traverses four other access routers to reach to the destination.
Assume that 1) the queuing delay at source has a delay upper-bound of 100 us and the jitter
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bound of 80 us, 2) the delay upper-bound at the output queuing and packet forwarding of each
access router are 500 us and 5 us and the output queuing has jitter of 100 us, 3) the backbone
network has a delay upper-bound of 30 ms and jitter bound of 1 ms, 4) the propagation delay
is 10 us, 5) the error € = 50 ns and 6) all dampers are RCSP with AL AY =1 us,2 ns). Then,
by using Theorem 7.1, the end-to-end delay upper-bound is Depe = 34.211 ms; delay jitter
is Veze = 1.190 ms of which 1.5 us is due to the errors and 800 ns is due to non-ideal clocks.
The basic jitter bound is 1.188 ms that is due to the tolerance of the dampers, as well as the
BDSs, i.e., the backbone network, the source output queuing and the output queuing of the
last access router (before the destination). We can see that here the effect of the errors and
non-ideal clocks is negligible due to the jitter of the BDSs captured by the basic jitter bound.

Example 3. Consider Example 3 in Section 7.2.1 for a flow that traverses four access routers to
reach the backbone and then traverses four other access routers to reach to the destination.
Also, consider the same numerical assumptions as the previous example. We want to remove
jitter of the backbone network using time stamping at the upstream PE router. Assume that
the PE routers are synchronized with time-error bound of 1 us; hence the error damper header
computation at the downstream PE router of the backbone network is bounded by 2.05 us (the
error at the other JCSs is bounded by 50 ns). Then, by using Theorem 7.1, the end-to-end delay
upper-bound is Dese = 34.216 mis; delay jitter is Vepe = 21.74 us of which 5.8 us is due to the
errors and 6.92 us is due to non-ideal clocks. Comparing to the previous example, the basic
jitter bound is reduced to 9.02 us as the jitter of the backbone network, queuing at source
and the queuing at the last access router are removed. We can see that the errors and clock
non-idealities add 12.72 us (141%) to the basic jitter bound.

We see from these examples that, when the remaining end-to-end delay-jitter is still large after
applying dampers (ms or more, Example 2) then the timing errors and clock non-idealities do
not play a significant role and can be ignored. In contrast, for very small residual delay-jitter
(Examples 1 and 2, 10 us or less), ignoring timing errors and clock non-idealities can lead to
significant under-estimation.

Remark. In Example 1, we see that the delay-jitter bound is not affected by the time-error
bound, i.e., here, time synchronization does not improve the performance of dampers. We can
easily analyze when this is the case, by comparing the terms in the min(.) functions in (7.14).
We find that time synchronization does not improve the performance of dampers if and only if

K+1

o1 (2w -n)-AY —Ke. (7.15)

K
Y. 8j<
=1

It follows thatif -7, 87 > 52 (2w — 1), the time error bound affects the delay and jitter bounds
of Theorem 7.1; i.e., it is the relation between the delay (not delay-jitter) bound and the time-
error bound that matters (see Table 7.1).

TSN networks are typically synchronized with gPTP (w =1 us) [175, Section B.3]. Three main
delay sensitive classes are CDT, class A for audio traffic and class B for video traffic. According
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Table 7.1: Minimum values of the sum of delay bounds for the JCSs within a block such that
clock synchronization improves the delay and jitter bounds in Theorem 7.1.

Synchronization method | Time-error bound (w) | Minimum value of 25.(:1 1) j

White Rabbit 100ns 3.96ms
gPTP 1us 39.96ms
NTP 100ms 3.99s

to TSN documents [180, 181, 9], the end-to-end delay requirement for CDT, classes A and B
are respectively 100 us in 5 hops, 2 ms and 50 ms in 7 hops. According to Table 7.1, the gPTP
synchronization does not impact the obtained delay bound using Theorem 7.2 for CDT and
class A. For class B, if we consider that for each block the sum of JCS delay bounds is less
than 39.96 ms, similarly the gPTP synchronization does not play a role. This implies when
all switches and the destinations in a TSN network implement dampers with tolerances and
the source performs time stamping (as a JCS), then without gPTP synchronization the same
performance is achieved.

In order to provide delay and delay-jitter guarantees to time-sensitive flows, it is often required
to bound the burstiness of flows inside the network, which is typically larger than at the source.
Finding such bounds may be difficult, and worst-case bounds may be large when there are
cyclic dependencies [133]. Here, dampers can help a lot, as shown by the following Corollary,
which comes by direct application of the jitter bound in Theorem 7.1 and [64, Lemma 1].

Corollary 7.1. Consider Fig. 7.4. Suppose that a flow has a”*™ as arrival curve at the en-
trance of the block. Then an arrival curve at the output of the block, in TAI is given by
a‘f“ (t) = @™ (t + V) where V is the jitter bound of the block defined in Theorem 7.1.

Example. In Example 1 of Section 7.2.1, suppose that the flow has leaky-bucket arrival curve
with rate 16 Mbps, in TAI, and burstiness 10 KBytes at source. We computed that the jitter
bound is 1.262 us from source the output of the first damper. Then the arrival curve at the
output of the first damper has the same rate and the burstiness is increased by 3 Bytes. Without
damper, the burstiness increase would be 515 Bytes: we see that the burstiness increase due
to multiplexing is almost entirely removed.

Remark. The arrival curve constraint at source may be available in its local time rather than
in TAIL Then, we can apply (7.2), to obtain an arrival curve in TAI and then use the result of
Corollary 7.1.

When dampers use TE time-stamping for damper header computation rather than the default
method, the delay and jitter bounds computation with TE time-stamping are slightly different
than in Theorem 7.1. AJCS is affected only when the upstream damper uses TE time-stamping
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(otherwise, the bounds are the same). The next theorem gives end-to-end delay and jitter
bounds when DHU unit uses TE time-stamping.

Block 1 Block 2

__________________________________________________

JCS lllllllllllllllllll JCS
1 folerances olerances N
U
‘ (A}, AY (A%, AY \
N o e D ____ /,\\ _______________ /, N e e e e e e e e e e o2
Y Y
The same clock The same clock

Figure 7.5: The notation used in Theorem 7.2.

Theorem 7.2. Consider Fig. 7.5 where a sequence of N blocks are concatenated and TE time-
stamping is used for damper header computation. Assume that clocks follow the description
in Section 7.2.2 and damper with tolerances at block i (i=1,...,N—1) and JCS i + 1 operate
with the same clock. Assume that there are M JCSs in total. Let us call the sum of the delay
bounds of the JCSs de2e and the sum of delay lower and upper bounds and jitter bound of the
BDSs 7t )., Te2e and Vepe respectively. Then,

N
_ _ U _
Dt = 6eze +Teze + ) Aj +Me+WrE,

j=1
NoL

Drg = eze + Tepe + Z Aj —Ay—Me—¥yy,
j=1

VAE = Vege + A + AR, +2Me + Prg + g, (7.16)

where Y15 and Y. are the errors due to non-ideal clocks:

N
Vg = min((p —1)(Beze+ Y AV + Me) + (M+ N)p, 2(M + N)w),
i=1
N-1
Yop = min((l - %)(5eZe AR+ Y AV + Me) + WM 5w+ N)w). (7.17)
i=1

The proof is available in Appendix D.3.

Example. Let us redo the end-to-end delay and jitter bounds computation for the three
examples of Section 7.2.1 using Theorem 7.2 and compare them with the ones obtained
with Theorem 7.1. Let us consider the same assumptions made when applying Theorem 7.1.
We can see that the delay upper-bounds obtained by Theorem 7.2 are the same as the ones
computed after Theorem 7.1; however, the end-to-end jitter is reduced. Using Theorem 7.2,
the end-to-end jitter bound for Example 1 is Vgx; = 2.834 us, Example 2 is Vgxo = 1.183 ms,
Example 3 is Vi3 = 13.74 ps. The reason for jitter bound reduction by Theorem 7.2 is the
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elimination of the jitter imposed by the tolerances of all the intermediate dampers by the next
downstream dampers. In examples 1 and 3, the jitter bounds are considerably reduced, by
68% and 36%; however, this is not the case for Example 2 as the main sources of jitter are the
BDSs. Furthermore, the jitter imposed by the errors and the non-ideal clocks incorporate
65% and 92% of the the end-to-end jitter bounds computed for examples 1 and 3, which are
respectively 2.8 and 13.74 times the basic jitter bounds.

7.5 Packet Reordering in Dampers without FIFO Constraints

In this Section we show that dampers without FIFO constraint can cause packet misordering,
and we quantify the corresponding reordering metrics.

Obviously, a damper modifies packet order if the sequence of theoretical eligibility times is
not monotonic. Since the theoretical eligibility time is equal to the arrival time at the JCS plus
a constant, this may occur only if the packet order at the entrance to the damper is not the
same as at the entrance to the JCS, i.e. this requires the JCS to be non FIFO. But, as we show
next, this may occur even if the JCS is FIFO, due to timing inaccuracies.

RGCQ and RCSP are two instances of dampers with tolerance; by design, they avoid packet
reordering due to the tolerances by enforcing FIFO behavior after computation of theoretical
eligibility times. However, as we show next, packet reordering may still occur within RGCQ
and RCSP due to the errors of damper header computation and non-ideal clocks.

Clock H, .
—_—
JCS o

Delay upper (AL, AU)

bound §

1
— I

R U
,,,,,,,,,,,,,,,,,,,, L
A W ¢ EE

Figure 7.6: Packet reordering scenario when two packets enter back-to-back to a JCS.

Reordering example with RGCQ. Consider Fig. 7.6 where the damper is RGCQ with tolerances
(AL, AY) and clocks are not synchronized. Assume that the JCS represents a FIFO queue
connected to a transmission line with a fixed rate and the BDS has zero jitter and represents
constant propagation delay (similar to the first hop in Example 1 of Section 7.2.1). Suppose
that two packets 1 and 2 enter the JCS at the same time while 1 is prior to 2. Then packet 1
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leaves before packet 2. The damper headers in the packets are:

Hy =5-7]%,
Hy=86-%/% -2/ = H -0, (7.18)

where f‘l.% is the inferred transmission times of packets i € {1,2} measured with /. Then, the
interspacing of the two packet at the output of the JCS is:
7 Hy _ T
W™ =W =170, (7.19)

where 72‘% is the actual transmission time of packet 2 and I/Vl.‘;‘f0 is the departure time of packet
i € {1,2} from the JCS. Both packets experience the same delay in the BDS. Therefore, the
interspacing between the two packets at the entrance of RGCQ when seen with clock # is:

ZJfl _ 1751 — Tz‘]ﬁl - szfo 4 (TZJfl _TZJfo), (7.20)
where Q‘i]f1 is the arrival time of packet i € {1,2} to RGCQ. Then, by (7.18) and (7.3), the
difference between the theoretical eligibility times of packets 2 and 1 is:

EJfI_EJﬁ: zd"fl_Qeliﬁ_,_Hz_Hl

2 1
= (0] - 7))+ (v) - 2)%). (7.21)

The difference between the theoretical eligibility times is the sum of the error between actual
and inferred transmission time and the measurement difference of packet 2 transmission
time seen from clocks #7 and #. Therefore, if it happens that clock /7 is faster than #;
during the transmission time of packet 2 from the JCS, then 1‘2’?‘ < 12””, hence Ezjf ' — E"f‘ol <0,
i.e. packet 2 has smaller theoretical eligible time than packet 1. Then, by implementation of
RGCQ discussed in Section 7.3, packet 2 leaves RGCQ before packet 1.

Remark. In this scenario, reordering occurs because of the difference of speed between the
two clocks A} and /7 at the microscopic scale and the error in inferring the transmission
time. The earliness of a packet written in the header is measured using the local clock
while the delay imposed to the packet is measured in the RGCQ using the local clock /4.
Even if both systems are time synchronized, there still remains a small difference in the time
measurements performed by the two clocks. Over the transmission time of a packet, there is
equal chance that one clocks ticks slightly faster than the other, i.e. there is 50% chance that
the change of order described in this scenario occurs.

Reordering example with RCSP. Consider Fig. 7.7 where the dampers are RCSP. Assume that
the first JCS represents a router, the second JCS is a FIFO queue connected to a transmission
line with a fixed rate and the BDS has zero jitter and represents a constant propagation delay;
this resembles the first and second access routers in Example 2 of Section 7.2.1. Now, focus on
the first JCS and the first RCSP. Suppose two packets 1 and 2 enter the JCS with interspacing
77m  measured in TAI (e.g. transmission time of packet 2 from source, when packets are sent
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Figure 7.7: A scenario that two packets become back-to-back after an RCSP and reordering
occurs in the downstream RCSP.

back-to-back from source), i.e.,
A2=75TA1 _ A=175TA1 — TJfTAI. (7.22)

Let x denote the delay difference of two packets from entrance of the JCS to the theoretical
eligibility time of the RCSP in TAI, i.e.,

KJfTAI L (E‘ffml _ A{ﬁAI) _ (Esz’TAl _ AszTAl) . (7.23)

|x7m| is less than the jitter bound of Theorem 7.1 when Al = AU = 0; [k ™| < VO =+ + 2¢.
Then by (7.22), we have:

E«IJfTAI _ E”«?”TAI — TJfTAI + KJfTAI' (7.24)

which shows the interspacing between the theoretical eligibility times of two packets at the
RCSP in TAI. Observing this interspacing with %%, we obtain

Ei%’z _ Ezjf’z = 71 4 g Hm +7, (7.25)

where v is the difference in the measurement of the interspacing between #a; and A5,
bounded by (7.1). The actual eligibility times of the packets from RCSP are obtained by
getting the floor of the theoretical eligibility times divided by A (Section 7.3). Hence, if
T7m 4 x#m 4y < AL the two packets may have the same actual eligibility times (leave RCSP
back-to-back). The probability of this phenomenon is

77O 71 4 Y 77l

AL ==

P [backToBack] =1 —

which implies that, the smaller the interspacing of the two packets when entering the JCS,
the larger is the probability of having the two packets with the same actual eligibility time
and leave the RSCP back-to-back. When two packets are back-to-back from one RCSP, then
similar to scenario 1, there is 50% chance of reordering for the two packets at the output of the
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next downstream RCSP. Due to the independence of the two events (being back-to-back at
the output of the RCSP and reordering at next downstream RCSP), the chance of reordering is
0.5(1—r7mi/AL).

One approach to tackle the reordering issue of dampers with tolerance is to place re-sequencing
buffers after the dampers to correct the reordering that they cause. With this approach, it
is crucial to find proper time-out value and size for the re-sequencing buffers. As shown in
Chapter 6, two reordering metrics, namely reordering late-time offset (RTO) and reordering
byte offset (RBO) respectively give the time-out value and size of a re-sequencing buffer. We
obtain these metrics for dampers as a direct application of theorems 6.5 and 6.6:

Corollary 7.2. Consider Fig. 7.4 and a flow that has arrival curve a”™ at the entrance of the
block. Then, the RTO for the flow from the entrance of the block to the output of the damper
with tolerance, measured in TAI is A\™ and the corresponding RBO is (:

! N
ATAI —|lv- (anTAI) L™y | (7.26)

(= afm (V) - [min, (7.27)

where V is the jitter bound of the block, computed in Theorem 7.1, L™ is the minimum packet
length of the flow and (ocj’f)TAI)l is the lower pseudo-inverse function defined as

(a”w)l (x) = inf{t > 0la?™ () > x}.

Example. Consider Example 1 of Section 7.2.1 with the same assumptions made after Theo-
rem 7.1. Suppose that a flow has leaky-bucket arrival curve with rate 16 Mbps, in TAI, burstiness
10 KBytes at source and minimum packet length 100 Bytes. We computed that the jitter bound
is 1.262 us from the source to the output of the first damper. Then the RTO (time-out value) is
1.262 us and the RBO (required buffer size) is 10003 Bytes.

Another approach to tackle reordering is to use dampers with FIFO constraint, as discussed in
Section 7.3 and analyzed in the next section.

7.6 Analysis of Dampers with FIFO Constraints

As mentioned earlier, one way to avoid packet reordering within dampers with tolerance is to
replace them with dampers with FIFO constraint, namely, re-sequencing and HoL dampers.
The goal of this section is to provide delay and jitter bounds when dampers with FIFO con-
straint are used. In this context, “FIFO" and “re-sequencing" are per flow. When all the BDSs
and JCSs within a flow path are FIFO, using re-sequencing or HoL dampers, in contrary to
dampers with tolerances, can provide end-to-end in-order packet delivery. However, this
might impact the delay and jitter bounds computed in Theorem 7.1. To this end, we capture
the impact of using re-sequencing or HoL dampers instead of dampers with tolerances in
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terms of delay and jitter bounds in Theorem 7.3 and Theorem 7.4 when all systems are FIFO.
Then, we see in Theorem 7.5 and Theorem 7.6 that the presence of a non-FIFO system (BDS
or JCS) in the flow path considerably worsens the delay and jitter bounds obtained when all
systems are FIFO. This phenomenon does not occur with dampers without FIFO constraint
because the results in Section 7.4 hold whether the JCSs and BDSs are FIFO or not.

re-sequencing or
' head-of-line
I FIFO > |

~

JCS1
Delay upper
bound §;

Delay upper
bound 8

~

7’

1 Delay lower-bound H(Eﬂ T1jv1),

: Delay upper—bw
' Jitter bound

N e o o o o = = = = = - - = - - - - — - ——————————————

Figure 7.8: The notation used in Theorem 7.3 and Theorem 7.4.

Theorem 7.3. Consider the block of systems in Fig. 7.8 where all the JCSs and BDSs are FIFO
and the damper is an instance of re-sequencing dampers with tolerances (A*, AY). Assume that
the clocks follow the description in Section 7.2.2. Then, the delay and jitter bounds of the block,
in TAI is the same as the bounds in Theorem 7.1.

The proof is in Appendix D.4. It consists in two steps. First, we use an abstraction of a re-
sequencing damper with tolerances (A, AY) as a damper with tolerances (AL, AY) followed
by a re-sequencing buffer that preserve the order of packet at their entrance to the damper
with tolerances. Second, by the re-sequencing-for-free property of the re-sequencing buffers,
discussed in Chapter 6, we obtain the bounds.

Remark. We have seen in the previous section that even if all BDSs and JCSs are FIFO in a
flow path, dampers with tolerance may cause packet reordering due to the tolerances, non-
ideal clocks and errors in packet header computation. Theorem 7.3 indicates that in such a
case, placing a re-sequencing damper avoids packet reordering with the same delay and jitter
bounds as if dampers with tolerances are used.

Theorem 7.4. Consider the block of systems in Fig. 7.8 where all the JCSs and BDSs are FIFO and
the damper is an instance of head-of-line dampers with tolerances (A", AV ) and processing-time
bounds (™", ™). Assume that the clocks follow the description in Section 7.2.2. Then if
¢ =0, the delay and jitter bounds are the same as the bounds in Theorem 7.1. Otherwise, for
a flow with per-packet arrival curve a at the entrance of the block,

1. thedelay upper-bound is increased by 0,

2. the delay lower-bound is increased by ¢p™™,
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3. thejitter bound is increased by 6 — ™™,

where 8 is a delay upper-bound of a single-server FIFO queue with maximum processing time
of o™, computed as

_ max _ |
0= I]rcleall\lx{k(p a (k) + V}, (7.28)

where V is the jitter bound computed in Theorem 7.1 and

a' (k) = inf{t = 0|a(t) = k}.

The proof is in Appendix D.5. The proof consists in two steps. First, we prove that an HoL
damper is equivalent to re-sequencing damper with tolerances (A, AV) followed by a single-
server FIFO queue with service times within ((/)min, ¢™). Second, using the bounds of The-
orem 7.3 and obtaining delay and jitter bounds on the single-server queue, the theorem is
proven.

Remark. HoL dampers, contrary to re-sequencing dampers, impose some queuing delay,
captured by 0 in (7.28). The queuing delay is maximized for the last packet of a packet
sequence when all become eligible at the same time; then since the HoL. damper examines
only the packet at the head of the queue, the last packet of the sequence is delayed as much as
the processing delay of all the preceding packets.

re-sequencing or

! ¢=—— NonFIFO > 1< FIFO —’; head-of-line
with jitter J

JCS K
Delay upper
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Delay upper
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' Jitter bound
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Figure 7.9: The notation used in Theorem 7.5 and Theorem 7.6.

So far we provide delay and jitter bounds when all the systems are FIFO; however, the FIFO
condition might not be always met for all systems such as multi-stage switching fabrics, multi-
path routing of packets or packet duplication [48, 49, 50]. Hence, in the following theorems
we capture the impact of non-FIFO behavior of systems on the delay and jitter bounds when
re-sequencing and HoL dampers are used.

Theorem 7.5. Consider Fig. 7.9 where system e (a BDS or a JCS) is the last non-FIFO system in
the block and the damper is an instance of re-sequencing damper. Let us call ] as the jitter from
JCS 1 to system e (included), in TAL Then, the delay upper-bound and jitter bound of the block,
in TAI, are increased by ] comparing to the bounds in Theorem 7.3.

114



7.7 Numerical Evaluation

The bounds are tight, i.e., for any packet that experiences the delay equal to D, there is system
and an execution trace that another packet experiences a delay equal to D + J.

The proof is in Appendix D.6. The proof has two parts. First, we show that delay upper-bound
is increased by J while the delay lower-bound remains unchanged. Second, we provide a
scenario where two packets with interspacing J enter the block and leave the element e back-
to-back while their order is changed. We show that when the second packet experiences
a delay D, the first packet experiences a delay of D + J and the second packet leaves the
re-sequencing damper before the first packet.

Theorem 7.6. Consider Fig. 7.9 where system e (a BDS or a JCS) is the last non-FIFO system in
the block and the damper is an instance of HoL damper. Let us call ] as the jitter from JCS 1 to
system e (included), in TAIL Then, comparing to Theorem 7.4, the delay upper-bound and jitter
bound of the block, in TAI are increased by J if ™ = 0, and are increased by 2] if ™ > 0.

The proof is in Appendix D.7. The proof consists in two steps. First, similarly to the proof of
Theorem 7.3, we abstract an HoL damper as a re-sequencing damper followed by a single-
server FIFO queue. Second, by summing the bounds obtained in Theorem 7.5 and the bounds
on the FIFO queue, the statement is proven. In the case ¢™#* > 0, the bounds are increased
once by J within the re-sequencing damper and once within the FIFO queue as a result of
propagated arrival curve at the output of the re-sequencing damper.

Remark. Similarly to Corollary 7.1, propagated arrival curve of a flow, with arrival curve
a”’™(¢) at the entrance of a block, is a”™i (¢ + V) at the output of re-sequencing or HoL
damper, where V is the jitter of the block computed by applying the corresponding theorem.

Remark. Theorem 7.5 and Theorem 7.6 show that when there is a non-FIFO system in a
block, placement of a damper with FIFO constraint is counterproductive. First, comparing to
placement of dampers with tolerances, the jitter is increased; in result, it leads to an increase
in the burstiness of the propagated arrival curve. Second, the damper with FIFO constraint
preserves the wrong order of the packets, which occurred within the non-FIFO system.

7.7 Numerical Evaluation

We illustrate our theoretical results on the Orion crew exploration vehicle network, as described
in [164] and depicted in Fig. 6.5. For the delay and jitter analysis, we used Fixed-Point TFA
[133, 132] as there are cyclic dependencies. The device clocks are not synchronized. The
link rates are 1 Gbps. The output ports use a non-preemptive TSN scheduler with CBSs and
per-class FIFO queuing [63, 103]; from highest to lowest priority, the classes are CDT, A, B,
and Best Effort (BE). The CBSs are used separately for classes A and B. The CBS parameters
idleslopes are set to 50% and 25% of the link rate respectively for classes A and B [103]. In each
switch, the switching fabric has a delay between 0.5 us to 2 us [163]. The CDT traffic has a
leaky-bucket arrival curve with rate 6.4 kilobytes per second and burst 64 bytes. The maximum

115



Chapter 7. Analysis of Dampers in Time-Sensitive Networks with Non-ideal Clocks

packet length of classes B and BE is 1500 bytes. We focus on class A. Using Theorem 5.2, a
rate-latency service curve offered to class A is f(t) = 62.49¢6(¢ — tp]* bytes with #, = 12.5 us.

Class A contains 40 flows with constant packet size 147 bytes, which transmit 10 packets every
8 ms. The flows traverse between 2 to 9 hops. We assume all switching fabrics and output
queuing systems implement DHU unit and therefore are JCSs; the propagation delays are
considered as BDSs with zero jitter. We examine the case where no damper is placed and
the case where dampers are placed at every switch and the destinations. For the choice of
dampers, we considered individually the full deployment of RCSP (A" = 1 us, AV = 2 ns),
RGCQ (AL=2ns, AY=1 us) with TE time-stamping, FOPLEQ (Al=1 us, AY =2 ns) and a
head-of-line damper (¢™" = 0,¢p™* =5 ns, AL = AU =2 ns).

Impact of non-ideal clocks and errors in end-to-end jitter bound for RGCQ and RCSP.
T
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Figure 7.10: The end-to-end jitter bounds for RCSP and RGCQ with TE time-stamping using
basic jitter computation and using theorems 7.1 and 7.2.

Fig. 7.10 shows the end-to-end jitter bounds of the flows for full deployment of RCSP and RGCQ
with TE time-stamping. For each of the cases, the basic jitter computation only considers the
jitter imposed by the tolerances of the dampers and ignore the impact of non-ideal clocks
and errors in the computation of damper header. Fig. 7.10 also shows the true jitter bound
for the case of RCSP, using Theorem 7.1, and for the case of RGCQ with TE time-stamping
using Theorem 7.2. We see that non-ideal clocks and errors can increase jitter by 11% in the
case of RCSP and 106% in the case of RGCQ with TE time-stamping. We also see that the
TE time-stamping used with RGCQ can significantly reduce the end-to-end jitter comparing
to the default time-stamping used with RCSP. Fig. 7.11 shows the end-to-end delay and
jitter bounds of the flows when no damper is used and when there is a full deployment as
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Comparison of end-to-end jitter and delay bounds when different dampers are used.
300

T T T T T T > T T
—6- RGCQ with TE time-stamping 1 —— No damper
450 | —*—HoL (FIFO pipeline) Ja(— RCSP/FOPLEQ (FIFO pipeline;
RCSP/FOPLEQ (FIFO pipeline) # 250 |-|===HoL (FIFO pipeline)
400 ~|=No damper 4'/ = =0 = RGCQ with TE time-stamping
350 )VAA ' 200
aa0?
300 W"’

150

100

End-to-end jitter (microseconds)

3
:\ d
R

50

End-to-end delay upper-bound (microseconds)

g
\_\?

. . . . . .
0 5 10 15 20 25 30 35 40 0 5 10 15 20 25 30 35 40
Flow ID Flow ID

Figure 7.11: The end-to-end delay bounds (left) and jitter bounds (right) for full deployment
of dampers and in the absence of dampers. For FOPLEQ and HoL dampers, we assume that
all the elements are FIFO.

above. All switching fabrics are FIFO. We see that without damper, the delay upper-bound
is smaller compared to full damper deployments; this is due to the line-shaping effect when
computing the queuing delay bounds in the absence of dampers. However, as expected, the
full deployment of dampers significantly reduces the jitter bounds. In this computation, the
HoL damper provides quasi similar jitter bound as RGCQ with TE time-stamping and FOPLEQ
gives the exact same jitter bound as RCSP as seen in Theorem 7.3.

(';ZOS%parison of end-to-end jitter bound of FOPLEQ and Head-of-Line damper.
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Figure 7.12: The end-to-end jitter bounds for FOPLEQ and head-of-line dampers when switch-
ing fabrics are FIFO or not.

Fig. 7.12 shows the end-to-end jitter bounds of the flows for FOPLEQ and HoL damper
considering the switching fabrics are FIFO and are not FIFO. The figure shows that with
FOPLEQ the jitter is significantly increased that is due to the jitter imposed by the output
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queuing, as seen in Theorem 7.5. It also shows that jitter bounds are worse in the case of HoL

damper as discussed in Theorem 7.6.

7.8 Conclusion

We have presented a theory to compute delay and jitter bounds in a network that implements
dampers with non-ideal clocks. We have shown that dampers without FIFO constraint can
cause packet reordering even if all network elements are FIFO; re-sequencing dampers and
head-of-line dampers avoid the problem; the former come with no jitter or delay penalty, and
the latter with a small, quantified penalty. However, when a flow path contains non-FIFO

elements, re-sequencing dampers and head-of-line dampers do not perform well.

7.9 Notation

Term Description
a”i The delay measurement with clock /;
E, The actual release time of packet n from a damper
E, The theoretical eligibility time of packet n from a damper
Hy The damper header of packet n
S The clock of a device i or the true time (TAI)
Qn The arrival time of packet n to a damper
a”ti The arrival curve of a flow seen with clock ./4;
oF, The delay upper-bound for JCS i
€ An upper bound on the damper-header computation error
n The clock timing-jitter bound
Vi The delay-jitter bound of BDS j
n j,ﬁ j The delay lower-bound and upper-bound for BDS j
p The clock stability bound
¢™1", ™M | The minimum/maximum processing times of HoL damper
) The clock synchronization time-error bound
AL, AY | Damper tolerances
w! The lower pseudo-inverse of function w (Section 3.1.1)
lig Itis equal to 1 when the condition C is true and is equal to 0 otherwise
Lx] The floor of x
[x]* max(0, x)
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Conclusion and Future Work

What we know is a drop, what we don'’t know is an ocean.
— Isaac Newton

In this thesis, in order to obtain bounds on delay, backlog, and delay jitter, we have provided a
network-calculus-based analysis for asynchronous mechanisms in time-sensitive networks.

The first set of our results is novel delay-bounds based on network calculus, as presented in
Chapter 4. Our obtained bounds supersede the classic network-calculus bounds for scheduling
mechanisms and can be used in the analysis of time-sensitive networks. The bounds were
obtained by decomposing the delay into queuing and transmission delays; this enabled us
to exploit the information on the physical-line rate, hence the improvements in the delay
bounds. Using this method of proof, together with a novel modelling of a packet-level arrival
curve with g-regularity and bit-level arrival curve, we obtain a delay bound for flows with
packet-level arrival curves. This delay bound improves the state-of-the-art approach that is
obtained by only arrival-curve modelling of a packet-level arrival curve. For a proof of concept
for our improved delay bounds, in Chapter 5, we have studied an asynchronous configuration
of TSN with CBSs and ATSs, for which we obtained end-to-end delay and backlog for class A
and class B traffic. The bounds are based on the obtainment of CBS service curves for classes
A and B.

The second set of our results is the analysis of re-sequencing buffers that are used to address
the in-order packet-delivery requirement in time-sensitive networks. Our analysis, presented
in Chapter 6, is the first one performed on this topic. We have shown that the RTO of a flow
determines the timeout value, and that the RBO is used to quantify the size of a re-sequencing
buffer. We have proven that when the network can be assumed lossless (due to a proper buffer
allocation in the systems and redundancy mechanisms), re-sequencing does not modify worst-
case delay or delay jitter. However, if the network is lossy and its performance is of interest, the
re-sequencing comes with a penalty, on the worst-case delay and jitter. The penalty is equal at
least to the RTO of the flow being in-ordered. Furthermore, we have provided a calculus for
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Chapter 8. Conclusion and Future Work

capturing the RTO and RBO of a flow as the main ingredients of our analysis. We have shown
that the RTO can be very large, even though the RTO of every individual non-order-preserving
element is very small, due to amplification by downstream jitter.

Finally, we have studied dampers that are asynchronous mechanisms for providing low end-to-
end delay jitter. The idea of dampers was proposed in the 1990s and recently caught attention
as a solution to be used in time-sensitive networks. Prior to this thesis, a proper analysis
of dampers was missing, i.e., in practice, unlike the literature assumption in the analysis,
dampers operate with clocks that differ from the clocks of other network elements. This makes
the analysis of dampers non-trivial, and we address this in Chapter 7. We have presented a
theory for computing delay and jitter bounds in a network that implements dampers with
non-ideal clocks. We have seen that dampers can be categorized into dampers with FIFO
constraints and those without. We have shown that dampers without FIFO constraints can
experience packet reordering, due to non-ideal clocks and to the errors in the damper-header
computation, even if all the network elements are FIFO. This problem can be avoided by
using re-sequencing dampers and head-of-line dampers: The re-sequencing dampers do not
come with either jitter or delay penalties, and the head-of-line dampers come with only a
small penalty. On the contrary, when a flow path contains non-FIFO elements, re-sequencing
dampers and head-of-line dampers do not perform well, in the sense that they provide a worse
jitter guarantee compared to dampers without FIFO constraints, and that they also preserve
the wrong packet order that occurs in the non-FIFO elements.

Hereafter, we mention a number of open problems and directions for future studies.

(1) A valid question regarding our improved delay bounds in Chapter 4 is about how they
can be used to provide good end-to-end bounds. When all systems implement dampers or
regulators, the question is trivial, as all flows recreate their source constraints. However, in the
absence of these mechanisms, the flow constraints are changed at intermediate systems due
to the input-line shaping. This especially affects the packet-level arrival curves, as the shaping
occurs at the bit level. Analyzing the delay bound by incorporating the input-line shaping
effect with our results (that exploit the information on the output transmission-line) would be
an interesting direction for future research.

(2) As mentioned in Chapter 2, there is also a set of synchronous mechanisms that we have not
studied in this thesis and that can be combined with asynchronous ones (e.g., the considered
TSN configuration in Chapter 5). An example of such a combination is a configuration of IRs,
CBSs, TASs and SP to enable the transmission of time-triggered traffic. The coexistence of
asynchronous and synchronous mechanisms adds more complexity to the computation of
the delay, jitter, and the backlog bounds, and is a challenging research direction.

(3) We have mentioned that the placement of dampers comes with hardware costs. Also,
in Chapter 7, we have shown that dampers can be partially deployed to reduce end-to-end
jitter in time-sensitive networks. This inspires us with the idea of placing dampers at certain
intermediate systems. The immediate question is how to choose these intermediate systems.
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In other words, "What is a proper placement of dampers in a network such that the flows meet
their required performance guarantees?". A similar question regarding the IR placement was
already addressed in [133].
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.\ Appendix (Chapter 4)

A.1 Technical Prerequisites

Consider a function f € %, where %y is the set of wide-sense increasing functions w :
[0, +00) — [0, +00]. Then by [124, Section 10.1][123],

(rHt =1 A1)
(fHr =11, (A2)
(fH =7 (A.3)
=11 (A4)
VyeR : f) <y = x<fl(y), (A.5)
VyeR : f) =y = x=fl(y), (A.6)

where f7 is the right limit of the function f. Furthermore, by [124, Section 10.1][182], if f is
right continuous:

f=uHt, A7)
VW e Fine : (fow) (%) = (w' o fH(), (A.8)
and if f is left continuous:
f=uht (A.9)
Vwe Fine : (fow)'(x) = (w'o fHx). (A.10)

Note that o is the composition operator, i.e., (f o w)(x) = f(w(x)).

LemmaA.1. Consider a left-continuous function f € Finc. Then (( f 1)T) =f.
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Proof. By (A.3), we have:

((fly)_:(((ﬂ)_y) : (A.11)
(7)) = () (a12
((fT)T) :(fT)l:f’ (A.13)

where the last equality is by (A.9) and left-continuity of f. O

Lemma A.2. Let f be a wide-sense increasing and c-Lipschitz function. Then, for x' = x, we

have:
x' -

ffi)-flo= Cx. (A.14)

Proof. According to the definition of Lipschitz continuity and because f is wide-sense increas-
ing, we have for ¢’ >

f()-fw=zct'-0. (A.15)

Assume that f! (x")=1¢"and f }(x) = t. Due to Lipschitz continuity, f is continuous. Therefore,
from (3.1), t = f! (x) = inf{s = 0| f(s) = x} = sup{s = 0| f(s) < x} = sup{s = 0|f(s) < x}. Thus,
f (t) = x. Similarly, we can show that f (t’ ) = x'. Therefore, we obtain

fH)-f x-x

Ly — fl — ¢ _
friA)-frfo=t-t= . — (A.16)

which completes the proof. O

Lemma A.3. A flow with fixed interval (v, K) conforms to a packet-level arrival-curve apy; with

t
pia(0) =0, pia(1) = KT_1+K:1>0. (A.17)

Proof. First, since N(s) — N(s) =0;V¥s=0, by (4.4) apk(0) = 0.
Next we prove the statement for ¢ > 0. For all 7 > 0, there exists some 0 < ¢’ < 7 such that
, TR
t=it+t, i=[-]. (A.18)
T
Now, consider a time instant s. We cover the two cases s < 6 and s > 0 separately.

124



A.1 Technical Prerequisites

* 0<s<6. Then by (4.9) N(s) = 0. Therefore:
N(s+t)—N(s)=N(s+t)<N@O+1). (A.19)
By (A.18):

N@O+t)=N@O+it+t)=[NO+it+1t)-N@O+i1)]
+[NO+it)-NO+(G-1D1)]+---+[NO+71)-N@O)]+N(©O)

Using the definition of fixed interval constraint in (4.9), we have:
NO+H=<({+1DK+N@O)=({0+1)K (A.20)

Since i = [£], by (A.19) we have:

N(s+t)—N(s)SK[£]+K. (A.21)

* s> 0. Then, there exists some 7 € N such that:
O+nr<s<0+m+1)r. (A.22)
Therefore,
N(s+1)-N@)=sNO+n+Dr+1)—N@O + nr). (A.23)
By (A.18), the above equation gives:

NG+t —-NGS)<NO+nm+D)1+it+t)—N@O +nt)
=[NO+n+i+D)1+t)-N@O+n+i+1)1)]+
[NO+n+i+1)1)-N@O+ (n+i)71)]

+--+ [N@ + (n+1)1) = N@ + n1)). (A.24)

Since i = [£], (A.24) gives:
N(s+t)—N(s)S(i+1)K=K|’;]+K. (A.25)

By (A.21) and (A.21), for all s = 0:
N(s+ 1) —N(s) < K[é] +K = ap(D), (A.26)
which proves the lemma. O

125



Appendix A. Appendix (Chapter 4)

A.2 Proofs

A.2.1 Proof of Proposition 4.1

1) Since the flow has an arrival curve «, by (3.20) for any packet index m, n such that m < n,
we have:

Y lLisat(An—Am). (A.27)

i=m

By excluding the last packet from the left hand-side of the inequality, we have:
n-1 .
Y lLisat(Ap—Ap)—lh<a(Ay— Ap) - L™, (A.28)
i=m
We define h(t) = [t — L™"]* and x = Z;‘:_r; l;. Then, (A.28) can be rewritten as:
x<(hoa™)(An—Ap). (A.29)

Applying (A.6) to (A.29):
Ap—Am = (hoa)! (x). (A.30)

Since h is continuous, by (A.8) we have:
Ap—Apz (@M ohh) (). (A.31)

Applying (A.1), we have:
Ap—Apm=(alohh(x). (A.32)

Finally, by (3.1), we have h'(x) = x+ L™" x> 0; k' (0) = 0. Then, for x > 0:
Ap—Ap = a (x+ L™ = g(x), (A.33)

and for x =0:
Ap— A= al (0) =0=g(0). (A.34)

2) By [[126], Lemma 6.2.8], g! (¢) + L™® is an arrival curve for the flow. Since, the left limit of
an arrival curve is also an arrival curve for the flow, we have:

a(t) =limg'(1—e)+ " = (gT)_ (£) + L™ = gl (1) + LM, (A.35)
g—)

>0

The last equality is by (A.3).

3) Assume a flow with arrival curve a and let us first apply item 1 and then item 2. By item 1,
we can find a g-regularity constraint:

g =al(x+ LM = (aloh)(x), (A.36)
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where h(x) = x + L™, Now, we apply item 2 to the obtained g-regularity constraint in (A.36)
and derive an arrival curve a':

&0 =g O+ L™ = (a o )} (1) + LM = ((al ° h)T)_ () + L™, (A.37)

The last equality is by (A.3). Due to left continuity of at, by (A.10) we have:

((al)T)_(t)—Lmin

Note that h!(£) = [£— L™"]* = max(¢ — L™",0). Since a is left continuous and a(f) = L™, by
Lemma A.1 we have:

a'() = ((hT o (al)T)) (£) + LM =

+

+ LM, (A.38)

a' (1) = a(f) — [™D 4 [ (A.39)

Eq. (A.39) shows that by applying item 1 and then item 2, the obtained arrival curve is not the
same as the initial one, i.e., @ # @/, except from the case that L™ = ™" (when all packets
have the same length).

Let us now examine the opposite direction. Assume a flow has g-regularity constraint. By
applying item 2, we can find an arrival curve, a:

at) =g () + L™ = (hogh)(n), (A.40)

where h(f) = t + L™®. Now, we apply item 1 to the obtained arrival curve (A.40) and derive a
g'-regularity constraint:

g (x) = at (x + L™ = (hogh) (x + L™") = ((ho gl)T)_ (x + L™in), (A.41)
By (A.10) and since i (x) = [x— L™®]", we have:
g0 =((g""oh!) 4 L™ =((gh) (bx— Lt + L), (A42)
Since g is left continuous, by Lemma A.1, we have:
g'(x) = g(lx— L™ 4 L, (A.43)

The above equation shows that applying item 2 and then item 1 does not give the same g-
regularity as the initial one, i.e., g # g', except from the case that L™ = ™" (when all packets
have the same length).
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A.2.2 Proof of Proposition 4.2

1) According to the min-plus representation of packet-level arrival-curve in Eq. (4.5), for any
packets m, n with m < n, we have:

n-m+l<at

(B — Em). (A.44)

Now let us multiply both sides of the inequality by L™#*:
(m—-m+1)L™* < Lmaxa;;kt(En —En). (A.45)

For all packet indices i, it holds that /; < L™?*, Thus,

l; < Lmaxa;;kt(En —En). (A.46)

=m
According to (3.20), the flow conforms to an arrival curve a = Lma"apkt.

To obtain g-regularity, we use Eq. (A.45) as well as the fact that /; < L™ for all packets i, and
we have:

(En—Em). (A.47)

n-1
i max max .+
i_zm li+ L™ < L™ a

Now, we divide the both sides by L™ and set x := Z?:‘;Z l;. Then,

X
Tmax * 1< a;;kt(En —En). (A.48)
Using (A.6) and then (A.1):
X
E,—FEp,=> ai‘)kt(Lm_ax +1) = g(x). (A.49)

2) First we show that we can derive (4.14) using (4.13). By item 1, the flow with packet-level

arrival-curve Qpkt conforms to g-regularity with g = aé 1t © f, where f(x) = Lmiax +1. The flow

also conforms to a bit-level arrival-curve &’ that is derived by applying item 2 of Proposition 4.1
to (4.13), i.e., @' (£) = g () + L™; then,

o/ (0= g0+ L™ = (al o f) (0 + LM = ((a;ktof)T)_ (O+I™  (A50)

where the last equality is obtained by (A.3). Now, using (A.10) and left continuity of A’

1
(1) = (fTo(aIl)kt) ) (1) + L™, (A51)
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Since f!(f) = [tL™3 — ™3]+ we have:

T - +
o (1) = [ L™ ((aé ) ) () - L] 4+ L™, (A.52)
Since ay is left continuous, by Lemma A.1:
a' () = L™ apye (1) — LT+ LT, (A.53)

Note that a;kt(t) > 1. Thus a/(1) = a(t) given by (4.14).

Second we show that (4.14) does not give (4.13). By item 1, the flow with packet-level arrival-
curve apy; conforms to bit-level arrival-curve with a = f’ o ap, where f'(¢) = tL™*. In
addition, the flow also conforms to a g’-regularity constraint that derives by applying item of
Proposition 4.1 to (4.14):

g0 = a e+ L™ = (o ap)! (o L) = ) o f1) (o L™, (A.54)

o . . o . Lin

where the last equality is obtained by using (A.8) and continuity of f’. Now, since f"* (x) = i,
we have:

X+ [min
) (A.55)

/ _ )
g )= apkt( [ max
When all packets are of the same size (L™ = Lmin) g' = g. When [min o ymax gince o i) Kt

wide-sense increasing function, we have g’ < g and g’ # g, i.e. g’ is a weaker constraint than g

isa
given in (4.13).

A.2.3 ProofofLemma4.1

Let n be the index of the packet of interest with length /,,. Using Lemma A.4, there exists an
m < n such that:

n—1
BQn—Am)< Y I (A.56)
k=m

where Q,, is the beginning of transmission of packet n. Using (A.5), Eq. (A.56) gives:
n-1
Qu—Am=p'( ¥ U (A57)
k=m

Therefore Q,, satisfies,

n—1
Qns%g{AmwT( y lk)}. (A.58)
- k=m
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Since Y}_1 I < w(A, — Ap), we have:

O smax{Am+ﬁ1(w(An—Am))}. (A.59)
msn

By defining ¢ def A, — A, =0, we further obtain,

Qn—Anssup{—HﬁT(w(t))}. (A.60)
t=0
Applying (A.2) to (A.60):
Qn—AnSsup{(ﬁlf(w(t))—t}. (A.61)
t=0

Next, we use Lemma A.5 and set B! = f; therefore:

Qn—Anssup{ﬁl(w(t))—t}zh(w,ﬁ), (A.62)

t=0

which completes the proof.

Lemma A.4. Ifa FIFO system has (i) § as a service curve, and (ii) packetized input, then for
every packet n, there exists a packet index m < n such that,

n-1
BQn—Am) < Z U,
k=m

where Iy, is the length of the k'"* packet, Q,, is the start of transmission of packet n and A, is the
arrival time of packet m.

Proof. Let I(t) be the number of bits that have arrived up to (excluding) time ¢ and O(t) be the
number of bits that have been served up to (excluding) time ¢. Then by definition of service
curve in Eq. (3.23), the system is said to offer the flow a service curve g if for any ¢ = 0, there
exists an s € [0, t] such that

O(t) = I(s) + B(t—ys). (A.63)

Let n be some packet index. We have O(Q;,) = Z?z_ll l;, since Qy, is the time at which packet n

starts being transmitted and, by the FIFO property, all packets before n have been served by
that time.

Now apply (A.63) with ¢ = Q,,. For the resulting s, let m be the smallest packet index such that,
s< A, and thus I(s) = Zl’.’:ll l;, with the convention that an empty sum is equal to 0 (which
occurs when m = 1). Note that, at this point, we do not know if n < m or if n > m (we know
that s = Qy, but, this does not imply that m < n, for example it is quite possible that A,,+; < Qj
since packets may wait in the queue). But, in any case, since s < A,, and S is wide-sense
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increasing:

B(Qn—35)=p(Qn—Am). (A.64)

By using (A.64) and the expressions of O(Q) and I(s) in A.63, we obtain:

n-1 m-1
2 liz ) L+ BQu—Am). (A.65)
i=1 i=1

If m > n, we obtain 8(Q;, — A,;) <0, which is a contradiction; therefore, m < n. O

LemmaA.5. If f(.) is a wide-sense increasing function and f* (.) is its right-limit, then for any
R>0:
sup(f*(t)—Rt)=sup(f(t)—Rt). (A.66)

=0 =0

Proof. Let K =sup,s (f(t) - Rt) and K’ =sup,-, (f*(t) - Rt). We want to prove that K = K'.
To do so, first we show that K < K'; and second that K = K'.

* K < K': The function f is wide-sense increasing; therefore for any ¢ > 0, we have:
f=f ) = f(o)-Re< f*(r)-Rt. (A.67)
Using (A.67), it is trivially shown that K < K.

* K = K': The function f is wide-sense increasing; therefore for any ¢ > 0 and € > 0, we
have f* (1) < f(t +¢); thus:
ff(—-Rt<f(t+e)—Rt=f(t+¢&)—R(t+¢)+Re
<sup(f(w) - Raw) + Re = K + Re, (A.68)

u=0

i.e.,, K+ Re is an upper bound on f* () — Rt. By definition, K’ is the lowest such upper
bound. Thus K’ < K + Re. This holds for any € > 0, thus K’ < K.

A.2.4 Proofof Lemma 4.2

Let us remind that [; and Ay, are the length and the arrival time of the k" packet with k = 1,2...
(Section 4.2). Let n be the index of the packet of interest belonging to flow 1 with length [,
I, = 1. The sum of all packets can be split in two parts, one with packets belonging to flow 1
and the one with packets belonging to flow 2. Let F(k) be the flow id of k" packet, then for
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any 0 < m < n, we have:
n-1 n-1 n-1
Z k= Z Lirty=13 Ik + Z Lirao=2) Lk (A.69)
k=m k=m k=m
For flow 1 with g-regularity constraint, by applying (A.5) to (4.1), we have:
n-1
Y Lpw=nl < &' (A —An), (A.70)

k=m

For flow 2 with bit-level arrival-curve, using (3.20) we have:
n
Y. Lipw=zlk < a’ (An— Ap). (A.71)
k=m

Note that since packet n belongs to flow 1, ¥1_  1ip@=2lk = X7_) Lipt=2 k. Therefore,
together with (A.70) and (A.71):

n—1 n—-1
Y lrw-nl+ Y. Lipmw=2lk < g (An— Am) + @™ (A, — Ap). (A.72)
=m k=m

Using (A.72) in (A.69):
n—1
Y Lsw(An—Am), (A.73)

k=m

where the function w:R* — R* is w = g' + a*. Then by Lemma 4.1 for packet n, we have:
Ql’l - An = h(w) ﬂ)) (A.74)

where Qj, is start of transmission of packet n. Since the transmission time for the packet of
interest, n,is D, — Qy = %, the delay bound is:

l
Dp-An=Dp-Qu+Qu—Ap=< h(lU:ﬁ)'+ E, (A.75)

max
Ll

c

which concludes the proof for item 1. Now, since [ < LT"*, h(w, ) + is a delay bound for

flow 1 which completes the proof.

A.2.5 ProofofTheorem 4.2

Let us first define the function w as:
M
w(t) =Y L™ apkeu(), (A.76)
u=1

The proofis in two steps: first, we construct a simulation trace; second, we verify its properties.
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Step 1. We start the construction of a simulation trace.

(a) We determine the smallest time instant ¢’ with the following property:

B (w(e) - LP™) = t' = sup { B (w(p) - LP™) - £} = h(w - LT™, p). (A.77)
t20
In fact, the time ¢’ will be the time at which the packet of interest arrives at the system and
experiences the worst-case delay.

(b) Now, we generate the packet sequence for the M flows. Flow 1 has n; = apkt,f“ (t') packets
presented as a pair (Al 1) where Al = (Ai , A;, ey A}h) is the sequence of packet arrival times
and £! = (l%, 121, ety l,lll) is the packet length sequence, defined for all i € {1,...,n;} by:

I} = [max, (A.78)

Al =y+inf{s =0 apx1(s) =i} =7+ all)kt,l(i)'

l !
pkt,1 pkg,1

mentioned packet sequence indicates that the packets have maximum length and the packet
arrival is greedy, starting at time y, and the last packet (packet of interest) arrives at A} =t

wherey =t —a (n7). Lemma A.6 shows that (n1) < ¢’ and hence y = 0. The afore-

Any other flow f, f # 1, has n £ = Qpkt, f+(t’) packets presented as a pair (Af, ) where
Al = (Af,Ag,...,A],;f) is the packet arrival sequence and Pl = (lf, lg,..., l£f) is the packet
length sequence, that are defined forall j € {1,...,n rhas:

f _ pmax
o= e,
AL =inf(s = 0| Qpie f(9) = j} = @pie ' (1) (A.79)

The aforementioned packet sequence indicate that the packets have maximum length and
their arrival is greedy starting at time A{ = Qpk, fl (1) = 0. With the above arrival construction,
we have the cumulative input packet-count function as:

Z?ﬁl ]-A;.l<l’ I= t,

Nu(t)= ,
ny t>r

, Vu=1,2,...,M. (A.80)

Now let us merge the two packet sequences to express the total traffic. We define the pair
(A, &) with arrival sequence A = (A, A, ..., Ay) and lengths sequence £ = (I, b, ..., [) of
total packets and n = 224:1 ni, i.e., (A, %) = Uﬁl (A*, %), Lemma A.6 indicates that for any
f#1L

Al <t'=4AlL.

nf—

In the case A],: ;= A}ll = t/, assume that the last packet of flow 1 is enqueued after the last
packet of other flows; hence, A, = A}ll =t'and ], = LT,
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Apkt
i—‘%ﬂ L h(W - LllnaX’ ﬁ) ! i 'B(t)/,
© v — - i
5 : w® (e) - 1P
w(t") ' H
w(t') — [max /i F(t)

w*(0)

Timet (sec)'

Figure A.1: The execution trace used in the proof of Theorem 4.2. The delay of the packet with
length L™ that arrives at time ¢ is APKL,

The cumulative input function, I(#) is shown as the green line in Fig. A.1 that is obtained as:

M
I(1) = LN (1) =
u=1 k ¢ Zﬁ/lzl n, LM =w* (1) >t

ZO:I Lrl?axl{Ak<[} t<t

(c) For the output, we first construct the fluid output curve F(f) (orange dotted-line in Fig. A.1)
given by

F(n = inf {I(s)+p(t-9)}, (A.81)

so that the service curve property would be automatically satisfied if we would let the output
cumulative function be O(¢) = F(t). However, we cannot take O(¢) = F(t) because F(t) does
not satisfy the condition that packet transmission is at rate c. In order to obtain the output
function O(t), we first observe the start and end of transmission time of a packet /;, i.e., Q;
and D as:

D) =inf{s>0:F(s) = I (A)} = F* (I (A)),
Qi=inf{s=0:F(s)=I"(A})— L;} = F* (I'(A) - ;).

In the above definitions, we have D) = Q;+1 as I'" (A;11) = I (A;) + I; by definition of I. For the
output function O(t), we keep the same time Q); for the start of transmission of packet i, but,
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we let the transmission finish at time D; = Q; + l—c’ Observe that:

l.
Di—D;=F (I"(A)) - |F (I (AD = 1) + —|. (A.82)
c
By Lemma A.7, F(t) is c-Lipschitz. Then using Lemma A.2,
/ Li I
Di-D;==~--L=o. (A.83)
c c

Then, more precisely Vi =1,...,ny+nx and V¢t € [Qi,D;.], O(1) is:

o) =

{C(t—Qi)+F(Qi) Qi<t<D;, (A.84)

FQ)+1; Di<t=<D..
O(¢) is shown with red line in Fig. A.1.

Step 2. We verify that all requirements in the theorem are satisfied. First we show that the
service curve property holds; to do this, since F satisfies the service curve property, it is
sufficient to show that O(#) = F(t) : Vt € [Q;, D;.] forany i =1,..., n. Using Lipschitz continuity
of F for t € [Q;, D),

F(1) = F(Qy) +c(t—Q;) = O(1). (A.85)
For r€ [D;, D;.], by construction:
F(t) < F(Q;)+1; = O(1). (A.86)

The above equations imply O(¢t) = F(t), Vt = 0; therefore, the service curve property is satisfied
when the outputis O(?).

Moreover, by construction the system is FIFO, the input is packetized and packet transmission
occurs at rate c. We need to prove that the input conforms to the packet-level arrival-curve.
For any flow f, f # 1, consider two time instants s,£ =0, s < t.

If t =s=0, then Np(6) = N¢(s) = ape, r(E—5) =0.

If 0 < ¢ < 7/, there exist a packet index m’ where ¢ € (A; ,,A{n 1+1]- Then by Lemma A.8 with
k=0, we have m' = Apk, £ (1). Now if s = 0, we have
Np(t) = Ny(s) = Nf(Af;,H) —N¢(0) = m' = pkt, f (1); (A.87)
otherwise, there exists a packet index m (m < m’), where s € (Af;, A; al Then:
Np() = Np(s) = Np(AL )= Np(Al y=m'—m. (A.88)

135



Appendix A. Appendix (Chapter 4)

By Lemma A.8 with k =0, m' = api, r(£) and m = api, £ (s). Therefore:
Ny(8) = N¢(8) = apke, £ (1) — @pke, £ (8) < Apie, £ (£ —9), (A.89)
where the last inequality is due to sub-additivity of apy, 7.

If t > ¢/, by construction, Ny (f) = ny = a;;kt,f(t’). Now, for s = 0, we have

Np() = Np(s) = np = apie,r (1) < @pie, p(0; V> 1. (A.90)
For 0 < s < t/, there exists a packet index m (m < m'), where s € (Afn,Aan]. Then by
Lemma A.8 with k = 0, we have m = api(s). Therefore,
Np() = Np(s) =np—m=api,f (') = apke, £(5) < Apie, p(E—8); VE> 1, (A.91)
where the last inequality is due to sub-additivity of apy, 7.
For t' <s<t, Ny(s) = ny. Then,
Np(t) = Np(s)=np—np=0< apk,f(£— ), (A.92)

which shows flow f conforms to the packet-level arrival-curve.

For flow 1, similarly to the above computation and using Lemma A.8 with k =y, we obtain
N1 (1) = N1(8) < ape(f—8);Vs< 1,V =0, (A.93)

which shows flow 1 conforms to packet-level arrival-curve.

Last, we show that packet n achieves the delay bound. We have for packet n, A, = t’; then:

Qn=F'UI"(t) -1, = Flw* (') - L"), (A.94)
Furthermore, D, = Q, + l?" =Qu+ L?;ax, therefore,
Lmax
Dp—Ap=F(w () -1 -+ 21— (A.95)
C

By definition of F in (A.81), we have F < 8. Then by [124, Lemma 10.1], F'> [31. Hence:

max max

L L
Dp—Apz B wt (t) - L) — ¢ + L = h(w* - L™ f) + — = APK, (A.96)
C C

By Theorem 4.1, we have D,, — A,, < APX; then together with the above equation, we have
Dy — Ap = APK,
Lemma A.6. Consider a wide-sense increasing function f :R* — Z*, a positive real value t,, a

positive integer n = f* (ty), and a value x = f'(n); then we have x < t;.
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Proof. We have:

x=fHm = fH(f* (o). (A.97)
By (A.1), f! = (f")'. Therefore, x = (f*)! (f*(%)); then using Property (P1) of [124, Chapter
10.1] with F = f*, we have (f")!(f* (ty)) < to which concludes the proof. O

LemmaA.7. Consider two functions f,g where f is L-Lipschitz and g = 0. Then
z(t) = inf {g(s)+ f(t—9)}
O<ss<t

is L-Lipschitz.

Proof. Let us define the set of functions w;(¢) with constant s € R*, as:
ws(t) =g+ f(t—ys). (A.98)

Then, z(t) = infy<s<,{w;()}. First we prove that wy is L-Lipschitz for any s € R*. For any
i, € R* and =1

lws(t) —ws () =18(8) + f(ta—35)—g(s) — f(t1 = 9)|
=ftz—-9)—-f(t1—-9)=Llta—1t1l. (A.99)

The last inequality is obtained as f is L-Lipschitz. Now we prove the lemma. By (A.99), we
have for any s € R*:

ws(t) — Ll — 1] < ws(t2) < ws(t)) + LItz — 1. (A.100)
Using the left inequality, we have:
VseR* : Osigé“ﬁ {wy(t) — LIty — 41} < ws(t). (A.101)
that gives z(#;) — LIt — 11| < w;(t2); therefore,
z(t1) = Litz — 14 SOSiISletz{ws(tz)} = z(t) (A.102)
Using the right inequality in (A.100), we have:
Osiglsftz{ws(tz)} =< Osiglsft2 {ws(t) + LIt - n1l} = Osiglsft1 {ws (L)} + LItz — 11, (A.103)
that gives z(fp) < z(;) + LIty — t1]. Then, together with (A.102):
z(t)) =Lt — 1 = z(tr) < z(ty) + Lta — 1. (A.104)

Hence, |z(#) — z(t1)| < L|t; — t1], which concludes the proof. O
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Lemma A.8. Consider a left-continuous function a : R* — N and a constant k = 0. Let A =
(A1, Ag,...) be a sequence where A; = k + a'(i). Assume a positive integer m and a time instant
t, such that t € (A, A1), then we have m = a(t — k).

Proof. We prove a(t—k) = m and a(t— k) < m. We have t> A,, = k+a'(m); therefore,
t— k> a!(m). Then, by [182, Proposition 6], we have a/(t — k) = m.

Also, since t < Ap,41, for any € > 0 we have:
f—e<Api =k+a‘(m+1). (A.105)
Therefore,
t—k-e<at(m+1). (A.106)
Then, by [182, Proposition 6], a(t — k—¢€) < m+ 1. Hence:
lii%a(t—k—e)<m+l. (A.107)

As a is left-continuous, we have a(t —k—¢)=a(t—k)<m+1.Sincea(t— k) eN, a(t—-k) <
m. O

A.2.6 Proofof Theorem 4.3

As discussed in Section 4.2.3, the flows can have sliding-interval and fixed-interval regulation
constraints; let F and S be respectively the sets of flows with fixed interval and sliding interval.
By (4.7), if a flow i has the sliding interval (7;, K;) constraint, this is equivalent to have the
following packet-level arrival-curve:

t
@pkt,i (0) =0, Apk,i () = K; f;h t>0. (A.108)
1

By (4.10), if a flow i has the fixed interval (z;, K;), the constraint implies the following packet-

level arrival-curve:

t
@pi(0) =0, @y (D) = KT=1+KG, >0 (A.109)

Then the delay bound obtain by Theorem 4.1 for flow 1 is:

AP =R(Y Ly Kl =1+ 3 Li™Kuluery = LT™, ) + ——. (A.110)

u=1 Tu u=1 ¢
We want to construct a simulation trace where a packet of flow 1 experiences a delay arbitrarily
close to D. To this end, for flows in S, we use (A.108) to construct the input packet sequence as
it is equal to the sliding interval interpretation. For any other flow j with fixed interval (7 j, K;),
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we use the following packet-level arrival-curve:

pkt](O)
[t—e]"

Tj

(0 =K;l

Ty j 1+Kj:2>0,Ye € (0,min{z,)). (A.111)

Lemma A.9 shows that a greedy packet-sequence of a/, starting at #) = max,ep{7,} — €, con-
forms to Fixed interval (7 j, K;).

Now, let:
N
We (1) = Zleax ;kt(t)l{%S} + Z L a f)kt u(Duer
=
N [ max max [t_£]+ N
Z KuF—H {ues) + Z L, Kyl 1Liuer + Y Kulguer;. (A.112)
u=1 u=1 u u=1

The tightness scenario follows the same as Theorem 4.2 by generating a greedy packet-
sequence for every flow using the packet-level arrival-curves in (A.111) for fixed-interval
flows and (A.108) for sliding-interval flows. To create a feasible greedy packet-sequence, we
shift the start of the simulation by #; (as mentioned earlier, this guarantees the existence of
greedy packet-sequence for the fixed-interval flows). Therefore, a packet of a flow of interest,
i.e., flow 1, experiences a delay of d, = h(w; — Lrlnax, B)+ icax as shown in (A.96). By definition
of w, in (A.112), d, is dependent on €. We show next that d, = APKt_ ¢

To this end, let us define the following auxiliary functions:

N

t
f@0) =Y Ly™Kuy[—1ler, t>0; f(£)=0,<0,
u=1 Tu
N N
t
gm=> Lg‘a"KurT—1 Liyesy + Y Kuluer — LT (A.113)
u=1 u u=1

Then we have

we(t) = f(t—e)+g(H) + L™

max
AP = h(f+ g, (A.114)
By Lemma A.10, h(w, — L™, B) = h(f + g, B) — ¢; therefore,
Lmax
1 _ ADkt
de=h(f+g P +—-L——e=AP"_¢. (A.115)
c

Moreover, by Theorem 4.1, d, < APKt hence,

APK _ e < d. < APKL,
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Finally, when & — 0, d, gets arbitrary close to AP,

Lemma A.9. Consider the following packet-level arrival-curve:

apkt(o) = O)
[t—el*

apke (1) = KT 1+K:t>0,Ve€(0,7). (A.116)

Then, a greedy packet-sequence of apy; at any time ty = T — €, conforms to the fixed-interval
(T,K)in (4.9).

Proof. Consider the cumulative packet function N defined as:
N(0) = N(t) =0, N(t)zapkt(t—to), > 1. (A.117)

By definition, the above function is greedy at time #,. Now, in (4.9), let 8 = tp — 7 + €. Since
fo=7—¢€, we have 0 < 0 < 1p; therefore, N(8) = 0. Next, we show that the greedy packet-
sequence conforms to the fixed-interval constraint for any time = 6. For i = 0 in (4.9):

N@+71)-N@O)=N(tp+€) — 0= apk(€) =K, (A.118)
and fori =1:

NO+({+1D1)-N@O+it)=N(fp+e+it) - N(fp+e+ (i —1)7)
= apie(€+iT) —apie(e+ (i —1)7) = ([(K+K) - (i —DK+K) =K.

Therefore, Vi e N:
N@) =0, NO+({@+11)-N@O+it) <K, (A.119)

which shows there exists 0 (= fp — T + €) where the cumulative function N, as a greedy packet-
sequence of apy at f, conforms to the fixed interval (7, K) constraint. O

LemmaA.10. Consider the functions f, g, B € Finc- Let

fe(t)z{g(t_e) =6 (A.120)

t<e.

Then h(f.+g,p)=h(f+g,B) —e.

Proof. We have,

h(f.+g,B) =supip' (fo(0) +g() - 1}
t=0

>sup{f! (fo(t) + g()) — t} =sup{p' (f(t—e) + g(1)) - 1}. (A.121)

t=z€e t=€e
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Since g(.) is wide-sense increasing, g(t) = g(t —¢), Vt = €. Therefore:

h(f.+g B) =supif' (f(t—e) +g(t—e)) -t} = sup{f (f(s) + g(s)) — s —¢}
t=€

$=0

=sup{f (f(s)+g(s))-st—e=h(f+g B —¢, (A.122)
$=0

which concludes the proof. O

A.2.7 Proofof Theorem 4.5

(i) Let us remind that [ and Ay are the length and the arrival time of the k' packet with
k =1,2... (Section 4.2). Let n be the index of the packet of interest belonging to flow 1 with
length [, I, = I. The sum of all packets can be split in two parts, one with packets belonging
to flow 1 and the one with packets belonging flow 2. Let F(k) be the flow id of k*" packet, then:
n-1 n-1 n-1
Y k=Y Lrw=nl+ X Lrm=2lk- (A.123)
k=m k=m

k=m

The flow of interest 1 has a bit-level arrival-curve; using (3.20), for any 0 < m < n, we can write:
n
Z I{F(k):l}lk5a+(An—Am). (A.124)
k=m

By excluding the last packet from the left hand-side of (A.124) (note that /,, = ), we obtain:

n—1
Y Ypm=nlhsa (Ap—Ap) -1 (A.125)

k=m
Similarly, flow 2 has bit-level arrival-curve; thus, using (3.20) for any 0 < m < n, we can write:
n-1 .
2 Lirw=alk <@’ (An = Am). (A.126)

k=m

Note that since packet n belongs to flow 1, the above equation conforms the min-plus repre-
sentation of bit-level arrival-curve in (3.20) for flow 2. Now, we sum up (A.125) and (A.126):

n—1 n—1
Y lpw=nl+ Y. Lrw=alksa* (A= Am) +a" (Ay— Ap) - L (A.127)
k=m k=m

Using (A.127) in (A.123):

n—1
Y ks w(An—Ap), (A.128)

k=m

where the function w = a* + a; — 1. Then by Lemma 4.1 for packet n, we have:

Qn—An<h(w,p), (A.129)
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where Qj, is start of transmission of packet n. Since the transmission time for the packet of

interest, n,is D, — Qy = %, the delay bound is:

l
Dn_An:Dn_Qn"‘Qn_AnSh(w;,ﬁ)'i‘z,

which completes the proof.

(ii) We want to compute

l
bat+a =D —t]+-
sgp(ﬁ(a «a ) ) c

sup {AA(Z)} =sup
1

le[Lipin, [pa]

=sup
t

Since f is c-Lipschitz, by Lemma A.2, it satisfies:
. 1 .
Blaat+a - _glat + o' - = = (- [,
c
This gives,
. 1 .
Bllat+a " - <ptat+a’" - LPN) - Z (1 - [in),
c
By using the last relation in (A.131), we obtain,
min

sup {AA(Z)}:SLIIP Bllat +a' " LMy — ¢+ lc

le[Lipin, [max]

min

:h(a++a’+—Lr1nin,,B)+ lc

sup (ﬁl(cfr +a' =D+ é) - t] .
1

(A.130)

(A.131)

(A.132)

(A.133)

(A.134)

Since f is c-Lipschitz continuous and a, a’ are left continuous, by [2, Theorem 5.6], we have:

h(a*+a™ - L B) = h(a+a - LM, B),

which together with (A.134) completes the proof.

A.2.8 Proof of Proposition 4.3

(A.135)

From Proposition 4.2, any flow u conform to a bit-level arrival-curve a,(f) = pke,u (1) L7,

Then by Theorem 4.5, the delay bound for a packet with size [ of flow 1 is:

U l
A = h(z Apit,uly ™ — l,ﬁ) e
u=1

142
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By [2, Proposition 5.12], &, is monotonically increasing with respect to its first argument;
therefore, AP¥(1) < AA(1). As a result, sup, AP¥ (1) < sup, {A%(D)}, i.e., APK" < A4, Note that, if
LT = L‘lnin (all packets have the same length), then AP¥* = A4, For the general statement, we
show a case that when Lrlnin < L', the per-flow bound in Theorem 4.1 strictly improves A4,

First, for the ease of presentation, let us define w(#) = Zlu]: 1 apkt,uLI,?aX. Next, assume a rate-
latency service-curve §(t) = R[t — T1*, R < c. Then, as [51 xX)=T+ %, Theorem 4.1 gives:

Lmax w(t) _ Lmax Lmax
APk = Hw( -Lma) -l 4+ 1 — = {T+—1—t}+ L
sup (P (w0 )~ =~ T :
1 1 w(t)
=T-L7*¥|—=—-—|+ — —1y. A.137
() ] 137
Using the derived bit-level arrival-curves of flows 1 and 2, Theorem 4.5 gives:
) Lmin w(t) — Lmin Lmin
AP = ! H—-LM) -l L — = T ———— —p+
sup (B! (1w(0) = L") =t} + =~ = sup R c
a1 1 w(t)
=T-L""|=--|+ — 1. A.138
i w139
By (A.137) and (A.138):
pkt A max min, (1 1
AP =AM =—(L7" - L7 ) |z ——| <0, (A.139)
R ¢
as L‘l‘“in<LI1]flax and R<c.
A.2.9 Proof of Proposition 4.4
(i) Theorem 4.5 gives:
l
AMD=h@+a " -1,p+ - (A.140)

From item 1 of Proposition 4.1, g1 (x) = at(x+ Lrlnin) and g (x) = a’l(x+ ernin). By (A.1), we
have:

g1(x) = (@) e+ LP), go(x) = (@)} (x+ L), (A.141)

Since (a*)! and (a'*)! are left continuous, by (A.10):

g{(t) = [((a+)1)7(t) _Lllnin]+’
ORI (CEBUGES SRS (A.142)

As a” and a'" are right continuous and respectively larger than or equal to L™ and L', by
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(A.7) we have:
gl =a"(®-IP", gl =a"* (- L™ (A.143)
Then, by applying Theorem 4.4, we obtain
AS() = h(at +a'" — [P0 — [0 4 pmax gy é (A.144)
Let us compare (A.140) and (A.144). Since [ = LIInin and L™ = lenin, we have:
at+a'" —l<a’+a'" - [0 [ing pmax (A.145)

By [2, Proposition 5.12], h, is monotonically increasing with respect to its first argument;
hence, A4(1) = A°(D).

Since A%(1) < A%(I) holds for all packet sizes 1, it also holds that sup; A%(]) < sup, A%(1), i.e.,
A4 < AC.If [0 = [Inin gpd [ = [0 (the packets of each flow have the same length), then
A4 = AC. For the general statement, we show a case that when LIInin <L or lenin < L7, we
have A4 < AC.

First, for the ease of presentation, let us define w(f) = a(f) + a'(t). Next, assume a rate-latency
service-curve B(t) = R[t— T1*, R < c. Then, as ﬁl(x) =T+ %, Theorem 4.5 gives:

. Lmin w(t) — Lmin Lmin
AA:sup{,Bl(w(t)—LIlnm)—t}+ L :sup{T+—1—t}+ !

20 c =0 R c
Lmin w(t) Lmin
=T-- +sup{——t}+ L (A.146)
=0 4
Using the derived g-regularity constraints of flows 1 and 2, Theorem 4.4 gives:
. . max
AS = sup {,61 (w(t) - L™ — L™ + LY™) - t} + IT
t=
w(t) — Lmin _ Lmin + Jmax Jmax
= sup{ T+ 1 2 IR Vit S
120 R c
Lmin w(t) [max _ Lmin [ max
_r-h +sup{—— }+ R S (A.147)
R =0 R c
By (A.146) and (A.147):
[max _ Lmin [max _ Lmin
AN NG = -2 2 1 L <o, (A.148)

R c

as LT < L™ or LM < L™,
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(ii) Theorem 4.4 gives:
l
AS() = h(gl +g] +L‘2“a",/3)+z. (A.149)

From item 2 of Proposition 4.1, we obtain a(t) = gll 0+ LrlIlax and a'(¢¥) = g2l (1) + ernax. Using
Theorem 4.5, we have:

l
AN = h((ght + (gt + LI 4 [ _ [, B) + Z
l
= h(g| + gl + [P 4 [P B) 4 —. (A.150)
c
Note that by (A.2), (gi)Jr = g[ and (g21)+ = g;. Similarly to the proof of (i), due to monotony of
h with respect to its first argument, AS(I) < AA(]).

Since A°(l) < A4(]) holds for all packet sizes [, it also holds that suplAG(l) < suplAA(l),
ie, A <AA If LT = LIInin (the packets of the flow if interest have the same length), then
A4 = AC. For the general statement, similarly to the proof of item (i), we show a case that when
LIInin < Lrlnax, we have A4 < AG, Considering the same service curve §(t) = R[t— T]1*, R< c as
proof of item (1), we obtain:

a1 1
AS — AA = _(pmax _ pmin) (E - E) <0, (A.151)

as [N < M and R < c.

A.3 Example of non c-Lipschitz service curve

Consider the following function (FIFO residual service curve [2]), where 8 and R are fixed

0 ifr=0,
B =
Rt ift>0.

positive numbers:

It is not c-Lipschitz as it is not continuous at ¢ = 6. Considering the assumptions of item (i) of
Theorem 4.5, the response time of a packet with size [/ of flow 1 is

A1) = sup {! (a+(t)+a’+(t)—l)—t}+£. (A.152)
=0 c

and the delay bound for flow 1 is:

A= sup {AD} (A.153)

le[Lipin, [pax)
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Given that a™ () = LT"™, a/ HOE LY* and [ < L™, we have

+ 1+ _
B (a* () +a'* (1) - 1) = max(@, % (”Jr: -1 (A.154)

Therefore,

+ I+ _
at(H)+a' (1) l)—t}+
R
+ 1o
a (H)+a' (1) l—t)}+
R

AA(l) =sup {max(e,
=0

l
c
!
c

=sup {max(B -,
120

+ 1+ _
:max(sup{G—t},sup{a W+ra @ l— })+
=0 =0 R c

—max(8+£ —£+£) (A.155)
B c’w R ¢/ )

with
{a+(t)+a’+(t) ~ t}

¥ = sup I

After examining all cases and some algebra, we find that

o if Ry —0) < (1 - Zypmin 4 Bpmax then
max
A= sup {AAD}=60+1—
lE[L{mn,LllnaX] C
and the supremum is attained at [/ = L"®;
¢ else
LIl‘IllIl LIl‘IllIl

AA = -t
v R c

and the supremum is attained at [ = Lrlnin and not at [ = L™,

Therefore, the supremum over [Lrlnin, L] to obtain A can be achieved either at [ = LT or

l= Lrlnin, depending on the parameter values.
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B.1 Proofof Theorem 5.1

Consider some fixed time ¢ = 0 and priority x; we show that Vy(#) < V{"®. If V,(¢) <0, since
V& = 0, the result follows trivially. Therefore we consider only the case Vy(¢) > 0. Define
time instant s = sup{u € [0, f] : V(u) = 0}. Based on the definition of s, V(u) #0, Yu € (s, 1.
This implies no credit reset in (s, ], i.e., Vx(:) is continuous during this interval. Therefore,
Yue (s, t]: Vye(u) > 0. Also, CDT either finishes a transmission at s or is not transmitting at s.
Indeed, otherwise, since V(s) =0, and the credit of x is frozen during the transmission of CDT,
it would be true that V,(s*) = 0 and thus, s # sup{u € [0, t] : Vi (u) = 0}.

The class x cannot start a transmission at time s, otherwise, by rule R2 in Section 5.1.2, since
Vi (s) =0, its credit would decrease to negative values, which contradicts our assumption that
Yue (s,t]: Vi(u) > 0. Note that since the credit of class x is positive in (s, ], its backlog is also
positive in (s, 7].

Since Yu € (s, t] : Vy(u) > 0 and due to rule R1, a class with lower priority than x cannot
start a transmission in (s, f]. However, in order to consider non-preemptive AVB and BE
classes, we must account for the case that a lower priority class has initiated a transmission
the latest at s and is still transmitting at s. To do so, we define the time instant #, with s < 1y,
as the end of the transmission of the residual of a lower priority packet after time s. The
latter is denoted by 119 < L*. If there is no transmission of a lower priority packet, then
10 = 0. Let d'° be the aggregated time period that the credit is frozen within [s, y]. Then,
to=s+d"0+ % If tp > t, due to rule R3, the credit of class x increases with rate I* (except
during transmission of CDT), therefore V. (t) = Vi (s) + [*(t —s— dLo). By definition, V(s) =0,
thus, Vi(r) = I*( - s— d*°) < "L and it follows that Vi(#) < V™, which ends the proof in
this case. Therefore, in the rest of the proof we assume #, < t.

The interval [y, f] can be split into a sequence of sub-intervals during which class x alter-
nates between non-transmission and transmission. Let [f, 1], [#1, 2], ..., [tn—1, t] be such
a sequence, with fp < ) < ... < t, = t. We allow ¢y = 1; as this makes it possible to assume
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that class x does not transmit in the first interval [f, ;] (i.e., if class x starts transmission at
time fy we set t; = fp). It follows that for even intervals [fy, 411, with k € {0, 2,4, ...,2L§J}, we
have % Vi(u) =0, Yu € (#, tx+1). Indeed, during non-transmission, the credit either increases
or remains constant, by rules R3 and R4. Conversely, for the odd intervals [#, fx4+1], with
ke{l1,3,5, ...,2[%] — 1}, we have %Vx(u) <0, Vu€ (t, tis1)-

Let us define d as the aggregated time period that the credit is frozen within the even interval
(%, tr+1]. Next, we study the credit variation for all classes, starting with the interval [s, fp],
then following with even and odd intervals in (#, t]. In [s, fp]:

* Each class j < x gains credit if it has backlog or negative credit (rule R3), except if CDT
transmits, i.e.,

Vi(to) = Vj(s) < I (tp—$). (B.1)

By summing up for all j < x, we have

x=1 x=1
Y (Vi -v;9) = ¥ -9, (B.2)
=1 =

¢ (Class x gains credit because it has backlog, as explained above, except if CDT transmits,
ie.,

Vye(to) = Vie(s) = I*(ty — 5) — I*d*0, (B.3)

lLO

and since V. (s) =0 and fy = s+ d0 + —, we get

X LO leO xix
Vi(to) = X (tg—s—d*O) <1 751 — (B.4)

For the odd intervals, [#x—1, Lox), 1< k< |5]):

¢ Since the credit of class x reduces, the higher priority classes do not transmit within
[fok-1, k] and V j < x: Vj(£2x-1) < 0. They gain credit if they have positive backlog or
negative credit, therefore

Vi(tar) = Viltak—1) < I (t21 — tai—). (B.5)

Summing them up for all j < i:

x—1 x=1
> (Vi = Vj(taen)) = X 1tk = g, (B.6)
= j=1

148



B.1 Proof of Theorem 5.1

¢ The credit of class x reduces due to transmission (R2):

Vitar) — Viltog-1) = Si(tak — ta-1)- (B.7)
For the even intervals, [fo¢, f2k41], (0 < k< [ Z7]):

* There exists an AVB class j < x that transmits or all AVB and BE classes wait for CDT
(for an aggregated time dy). Define a; i as the aggregated period of time that class j
transmits packets in [fyk, fx+1]- Then, by using I J — 8/ = ¢, we obtain

Vj(take1) = Vj(tap) < T (Bppes1 — o) — cajor — I dyi. (B.8)

Summing up for all j < x, and considering that for1 — tog = dor + Z;;i aj 2k, we obtain

x-1 x=1 x=1
Y (Vittak) = Viteao)) s =(c= X F) ok — i) + (e= Y. dpr. (BY)
j=1 =1 j=1

* The credit of class x increases or is frozen for an aggregated time dsy, i.e.,

Vi(taks1) — Viltak) = I (tags1 — tor) — I k. (B.10)

Next, we study the credit variation within [#y, £]. First we assume that z is odd. By summing
up the credit variations for all intervals and all classes j < x, we have

g (Vi = Vjto))+ (Vi) = Vi) + o+ (Vi ne1) = Vi a2 + (V) = Vit | <
- (c—xfﬂ')(tl — o)+ ... +xfﬂ'(tn_1 o) - (c—xi1 )ty = t-1)+ (c—xfﬂ) k:ZL%J dor.
=1 j=1 j=1 =1 7 k=0

(B.11)

. k=2
Therefore, by setting a = (fp — 1) + (fa —t3) + ... + (tp-1 — ty—p) and At =, — 1y —Zk:ézj dyj, we
can write,

X1 x-1
Y (Vi) = Vjtt)) < (= Y [pAt+ca. (B.12)
j=1 =1

Next, by summing up the credit variations for all intervals for class x and considering S* =
I*—c,
k=|2]
Viltn) = Ve(t)) = I*(t1 — 1) + T = ) (o — 1) + o 4 I¥ (b — ty-1) = I ) dog = I*At - ca.
k=0
(B.13)
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By [152, Theorem 7]; for x = 1...p:

X Lx x .
Y Vitns—=—) I. (B.14)
‘ c
j=1 j=1
Hence for ¢ = t3, we obtain
x-1 Lx x=1
Z V(o) < —Vy(to) + —Ix+ = Z r. (B.15)
j= ]—1

We lower bound the left-hand side of Eq. (B.12) using the lower bound of Eq. (5.3) and the
bound of Eq. (B.15); therefore,

x-1
Vilto) - K <ca—(c-)_ I)At, (B.16)
j=1
where K = — Z" Lpis S] +L Ix = Z}C;} I/ 2 0. Eq. (B.16) gives an upper bound on At i.e.,

ca + K — V(1)

- Zx IIJ (B.17)
By using Eq. (B.17) in Eq. (B.13), we obtain
ca+ K-V, (t)
V(tn) S’x(z—xleo — ca + Vi(to)
x( K c— zx II] ) (C Zx II] )
= ¥ ———— | + Vi (to) —c (B.18)
c—zjz}n C—ijl f c-YiZ 11
Next, considering 23':1 I/ < ¢, and since by Eq. (B.4) Vi(ty) < i—cxlx, we obtain
I* _ x=1
Veltn) € —————|cK+L¥(c= ¥ 1= ). (B.19)
( Zx 1[]) j=1

By replacing the value of K, the credit of class x at time ¢,, where n is odd, is upper bounded
by V" given in the statement. If n is even, then

Vi(tn) = Vitn-1) + 8" (tn — tn-1). (B.20)

Since S*(t;, — t,—1) <0, then Vi(t,) < Vi(¢,-1). As nis even, n— 1 is odd. We have already
found a bound, i.e. V"*, for #; when k is odd. Since t = ¢,,, and n is either odd or even, it
follows that V(f) < V",
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B.2 Proof of Theorem 5.2

Proof. In this proof, for the ease of presentation, the indices i and j are neglected from the
parameters. For a given class x € {A, B}, V*(u) stands for the amount of CBS credit at time u,
which is less than maximum credit, namely V*™&_ Also, let N*(u), O*(u) be the cumulative
input, output traffic, respectively, for class x at time u and OH (u) the cumulative output CDT
traffic. Given a time ¢, we define the time s, as follows,

szsup{us t| V*(u)=0and Ox(u)sz(u)}. (B.21)

Since s is the last time that the backlog is zero, there is no credit reset in the interval [s, ¢]. In
the rest of the proof, we use At = t — s as the time interval over which the system is analyzed.
For a given class x, we also define the time intervals At*~, At**, and A+, as the aggregated
time periods within At, over which the credit is decreasing (due to packet transmission of this
class), the credit is increasing (due to transmission of BE traffic or AVB traffic except class x in
backlog period of this class or credit recovery), and the credit is frozen (due to transmission of
CDT flows), respectively. Then,

V() = V¥(s) = V(1) = A TP+ A S*. (B.22)

Asforaclass x € {A, B}, At = At* + At* + At*0, then,

A= VE() - AT
- JEr )

At (B.23)
The number of bits served during At for class x € {A, B} is cAt*~. By utilizing Eq. (B.23),

O*(t) — O*(s) = (I*At— V(1) — I*At). (B.24)

Ix — SX
At™ is the aggregated transmission time periods of CDT flows during At; therefore,

x_ 0" -0"(s)
c

At (B.25)

The service curve offered to an aggregate of CDT flows in CBFS at time t > s is g (1) =
clt—L/c]", where L = max(ij, ij, ij). As the CDT queue has an LB arrival curve (denoted
as aff = rt+ b), the following equation holds for the output arrival curve of the CDT queue:

L
o(ry-of(s) < @ e phy(At) =b+ rAr+ ). (B.26)
Therefore, from Egs. (B.25) and (B.26),

b+rAt+L)
AtV ———— €7 (B.27)

(o
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From Egs. (B.24) and (B.27), and knowing that O*(s) = N*(s) (from the assumption for s):

I*(c-1)

O'(-N"(9z ——

Vie b+ '—CL)
. (B.28)

B I*(c—7r) B c—r1

As V*(1) < V¥™& "and using Eq. (B.28), we define the following rate-latency service curve for
class x € {A, B}:
+

F(c-r)
IX_SX

yomax. pi r_CL

_Ix(c—r) c—r

B*(1) =

(B.29)

Finally, we replace in the last equation the credit upper bound given in Theorem 5.1 for each
class x € {A, B}. To simplify, we S§4 =14~ ¢ hence:

A

i
yAmax _ jA__ (B.30)
c
I8 cLP
yhmax— __{pA_ | B.31
p ( A (B.31)
and we obtain the equations in the statement of Theorem 5.2. O

B.3 Proof of Theorem 5.3

Proof. H(f,1i, j,k,x) is an upper bound on E,, — D, for all packets n of flow f. Now

En—D), =(E,—Ay)— (D), — Ap), (B.32)
and
E,-A,=<C(,jk,x). (B.33)

Therefore, for a packet n of flow f:

E,-D), <C(,j,k,x)— inf (D), — Ap), (B.34)
neNg
now
D), - Ap= Mry eubmin . pproc min, (B.35)
cij J ij
O
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C.1 Re-sequencing Buffer Operation

A re-sequencing buffer stores the packets of a flow until the packets with smaller sequence

numbers arrive; then it delivers them in the increasing order of their sequence numbers. A
re-sequencing buffer has two parameters, a size in bytes, B, and a timeout value, T. It is
described in terms of:

 Shared variables, that are manipulated by the code routines. These are 1) a list (buffer),
buf, containing the packets that are waiting for the packets with smaller sequence
number; 2) an integer, N, expressing the next sequence number that the buffer is
expecting to receive

Timers: The re-sequencing buffer sets a timer for each packet stored in the buffer.
The object TimerList is the list of the timers for the packets. It has two functions,
start(pid,deadline) and stop(pid). The former, starts a timer for the packet with
sequence number pid with expiration time deadline. The latter, stops the timer for
the packet with sequence number pid.

Events, which trigger the execution of code routines. The events are packet arrival
(Algorithm 1) and timeout (Algorithm 2). We assume that the execution of the code
routines is serialized, namely, a code routine can start only after the code routine
triggered by the previous event has completed (to avoid race conditions with shared
variables).

When a new packet p arrives, the packet arrival code routine in Algorithm 1 is executed. If the

packet sequence number p.id is smaller than N, then the packet is considered invalid and is

discarded (line 13). This is an error-case: packet N is expected, which means that packet N —1

was delivered. This packet is either a duplicate of packet N —1 or a packet with a smaller

sequence number, and delivering it would violate in-order delivery.
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Algorithm 1 Packet arrival event code routine

Input: packet p
Shared variables: bu f and N

1
2
3
4
5:
6
7
8
9

: if p.id = N then

if p.id > N then
if buf.len() + p.len < B then
TimerList.start(p.id, Time() + T)
buf.enqueue(p)
else discard(p)
end if
else
N —p.id+1
release(p)
CHECK_BUFFER()
end if

: else discard(p)
. end if
: function CHECK_BUFFER(void)

if bu f.contains(N) then
p — buf.dequeue(N)
N —p.id+1
TimerList.stop(p.id)
release(p)
CHECK_BUFFER()
end if

: end function

> if TRUE, p is a valid packet

> ERROR, OVERFLOW

> ERROR, INVALID PACKET

Algorithm 2 Timeout event code routine

Input: packetid pid
Shared variables: bu f and N

1:

8:
9:
10:

2
3
4:
5
6
7

while N < pid do

while !bu f.contains(N) do
N—N+1

end while
p' — buf.dequeue(N)
N<—pl.id+1
TimerList.stop(p’.id)
release(p’)

end while

CHECK_BUFFER()
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If p.id > N (line 2), the packet should wait in the buffer for the packets with smaller sequence
numbers to arrive. Then, it checks the current length of buffer, buf.len(); if addition of
packet p with length of p.len does not exceed the size of the buffer, B, (line 3) a timer for this
packet starts, which expires at time Time()+T (line 4); the function Time() returns the current
time of the buffer. Then, it enqueues the packet in the buffer (line 5). Otherwise, if the buffer
does not have enough capacity, buffer overflow occurs and the packet is discarded (line 6).

If p.id == N (line 8), the packet is the expected one. Then, N is incremented by 1 (line 9)
and the packet is released (line 10). When packet p departs, the buffer should be checked to
release the packets that were only waiting for packet p; this is done by a recursive function
CHECK_BUFFER() (line 15). Accordingly, if the buffer contains a packet with a sequence
number equal to the new value of N (line 16), the packet is dequeued from the buffer (line
17). Then, N is increased to the next sequence number of the flow; the corresponding timer is
stopped; and then the packet is released (lines 18 to 20). It recalls the functions recursively (line
21) and the value of N is increased every time the function executed; the recursion continues
until the buffer does not have a packet with sequence number equal to the last updated value
of N; all the packets with sequence numbers less than the value of IV are already released from
the buffer.

When the timer for a packet with sequence number pid expires, the timeout code routine in
Algorithm 2 is executed. In this condition, the packet with sequence number pid should be
released. To provide in-order delivery, the buffer first releases all the packets in the buffer with
sequence number less than or equal to pid in increasing order. To do so, the loop at line 1 is
executed to iterate the buffer for the packets with sequence number less than pid. The lines
2 to 4, increment N to the smallest sequence number for a packet stored in the buffer; the
function buf.contains(N), returns TRUE if a packet with sequence number N is in the buffer,
otherwise, it returns FALSE. In line 5, the buffer contains a packet p’ with sequence number
equal to N; then, it is dequeued from the buffer; the value of N is incremented by 1; the timer
for this packet is stopped; and it is released from the buffer (lines 5 to 8). Whenever a packet is
released from the buffer, its corresponding timer is stopped. The loop in line 1 is executed at
least once, because when the timeout event occurs for a packet with sequence number pid, it
is already in the buffer; this implies N < p.id. The loop in line 2 is executed at the latest when
N = pid. Inline 10, the buffer is checked to release the packets that were waiting for packets
with id pid and smaller; this is done by the function CHECK_BUFFER().

Observe that a packet is released if any one of the following conditions hold: 1) all packets
with smaller sequence numbers are received, 2) its timer expires or 3) the timer of a received
packet with a larger sequence number expires.

By construction, the re-sequencing buffer delivers the packets that it does not discard in
increasing sequence numbers. Furthermore, a packet is discarded by the re-sequencing buffer
either when the buffer is full or when the sequence number of the arriving packet is less than
N. The latter occurs when the timeouts of packets are too early, compared to the lateness of
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misordered packets. Therefore, to avoid discarding packets, the re-sequencing buffer size and
the timeout value should be large enough.

C.2 Proofs

C.2.1 Proofof Lemma6.1

Let A; < Ay < ... < A,... be the arrival times of packets at .#; here the packet indices are in
order of arrival (and are not necessarily equal to the sequence numbers). Let D, be the
departure time of the packet with index »n; the sequence D,, need not be monotonic. Let
R, R’ be the cumulative arrival and departure functions[123], defined by R() = Y15 In14,<:
and R'(¢) = Z;S’l l,1p, <. Here, I, is the length of packet n and we allow ¢ < 0 (in which case
R(1) = R'(t) = 0). Let ¢(t) be the function R — R defined by ¢(f) =0is t <0 and ¢(¢) = 1 if
t >0, so that
+00 +00
R(t)=) lup(t—An), R(®) =) lp(t—Dpy) (C.1)
n=1 n=1
Let 0 < s < t; the arrival curve constraint at the input means that R(#) — R(s) < a(t —s). This
equation continues to hold if s or ¢ is negative, with the convention that a(t) = 0 whenever
t <0. Therefore
Vs, teR, R(t)—R(s) <a(t—ys) (C.2)

Furthermore,

+00
R(0)-R(s)=)_ ln(e(t—Dp)—@(s—Dy)) (C.3)
n=1

Let d™" be the best-case delay of the flow, so that the worst-case delay is < ™" + V. For every
packet index n, we have

Ap+d™ <D, <A, +d™ +V (C.4)

thus
t—D,<t—A,—d™" (C.5)
s—Dp=s—A,—d™"_v (C.6)

and, since ¢ is wide-sense increasing

@(t—Dp)—@(s—Dy) <@(t— Ap—d™™) —p(s— A, —d™P - V) (C.7)
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Combining with (C.3) and (C.2):

+00
R-R©®<Y ln(q)(t—An —d™MY (s — A, — d™N - V))
n=1

=R(t—-d™™ —R(s—d™—-V)<a(t—s+V) (C.8)

C.2.2 Proof of Lemma 6.2
With the same notation as in the proof of Lemma 6.1, the backlog of this flow at time ¢ is
B(t) = R(t) - R'(1), so that
+00
B(t)=)_ ly(op(t—An) —@(t—Dy)) (C.9)
n=1
We have t— D, = t— A, — U and, since ¢ is wide-sense increasing:

+00
B(< Y Ly(p(t—Ap)—pt—A,—U))=R(t) - R(t-U) < a(U) (C.10)
n=1

where the last inequality is by (C.2). O

C.2.3 Proof of Theorem 6.1
(1) We prove (6.4) by induction on n.

Base case n = 1. According to the description of re-sequencing buffer in Section 6.2, the initial
value of next expected sequence number is N = 1; therefore, packet 1 is never stored in the
buffer.

 If packet 1 arrives at some time E; # +oco. Then, there are two cases for the timers at
time E; of packets with index larger than 1:

— No timer has expired at E;. Then, N =1 and packet 1 is released immediately after
arrival (D; = E7). Since no timer was expired, for any packet p in the buffer, p > 1,
we have E) < E), + T. Thus, based on (6.5), I = E; and finally Dy = I as required.

— A timer has expired, say for packet index p, at E;. Then, N > 1 and packet 1 is
discarded (D = +o0). We have Ey > E, + T, (6.5) gives I) = +oo and finally Dy = I;
as required.

* Else packet 1 is lost (E; = +00). Then it is not released from the buffer (D; = +o0). By
(6.5), I} = E; = +oo and finally D; = I; as required.

Induction step. Suppose that (6.4) holds forall i,i < n—1.
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¢ If packet n arrives at some time E;, # +oo. Then, there are two cases for the value of N:

— N = n. No timer for a packet j in the buffer, j > n, has been expired (otherwise,
the value of N would be increased to the index of the packet with expired timer,
i.e., N > n). Then, we have E,, < Ej+T, therefore, E, < T + min;>,{E;}. Then,
based on (6.5), I, = E;,. Now, the release time of packet n depends on the status of
packet n — 1; there are two possible cases:

» N = n. This implies that packet n—1 is already released, D;_; < E;,. Therefore,
packet n is released immediately on arrival (D, = E,). Then, based on (6.4)
and (6.5), we also have:

I, =Ep, (C.11)

Gy :min{Dn_l,T+min{Ej}} <D, 1<E, (C.12)
j=zn

and then max(Gy, I;) = E,, which shows that the right hand-side of (6.4) is
D, as required.

* N < n. This implies that packet n —1 is not yet released, D,_; > E,;. Therefore,
packet n is stored in the buffer. Packet n is released when:

- The timer for a packet with sequence number larger than or equal to n
is expired before packet n— 1 is released (Dy,-1 = minj>,{E;} + T). Let us
call p, where p = n, as the packet of which the timer is expired before
the others (T + min;>,{E;} = T + Ep). Then, any packet j in the buffer
J < p are released in-order (Algorithm 2, line 8); therefore, D, = T + E), =
T +min;>,{E;}. Then, based on (6.4) and (6.5), we also have:

I,=E,, (C.13)
G, = min{Dn_l, T+min{Ej}} = T+min{Ej}, (C.19)
jzn jzn
and then we have:

max{Gy, I;} = max{T + min{Ej},E,,} =T+ min{Ej} =Dy, (C.15)
jzn jzn

which shows (6.4).

- Or when packet n—1 is released before any timer of packets with sequence
number larger than or equal to n is expired (D,—1 < T+min;>,{E;}). Then
packet n is released immediately after packet n—1 isreleased (D, = Dj_1).
Then, based on (6.4) and (6.5), we also have:

G, = min{Dn_l, T+min{Ej}} =D,_1. (C.16)
j=zn
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Then,
max{Gy, I,} = max{Gy, Ey} = D1 = Dy, (C.17)

which shows (6.4).

— N > n. Then, packet n is discarded (D, = +00). Since N > n, a timer should has
been expired for a packet p in the buffer, p > n such that E,, > E), + T’ then, based
on (6.4) and (6.5), we also have:

I, = +00,max{Gy, I} = +0co = Dy, (C.18)

which shows (6.4).

* Else, packet n is lost (E; = +00). Then it is not released from the buffer (D, = +00).
By (6.5), I, = +oco as well and thus max{Gy,, I,} = +o0, i.e. the right-handside of (6.4) is
equal to D, as required.

(2) Consider Fig. 6.1 and a received packet n. Due to (6.2), for any packet j = n, we have
Eyn < Ej+ A; therefore, E, < minj>,{E;j} + A. Since A< T:

Ep<min{Ej}+ T = I, = Ey, (C.19)
jzn

which proves (6.7).
(3) The proof of item (3) is by induction on n = 1.
Base case n = 1. Then, by (6.7), D, = Ej and the statement is trivially proven.

Induction step. We assume that the statement holds for all packets i with i < n—1. Due to
(6.2):

Vk<nVpzn: Ex<E,+A

thus Vk<n: Ex<T+min{E},
jzn
thus max {Ex} < T +min{E;}
k=n-1 j=zn
thus Dy < T+min{E;}. (C.20)
j=zn

By (6.6) and (6.7):

Gy, :min{Dn_l,T+min{Ej}} =Dy, (C.21)
j=zn
D,, =max(Gy, E;) =max(D,_1,E;) = rnax(krnax1 {Ek},En) = r]?ax{Ek}. (C.22)
=n— =n
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C.2.4 Proof of Theorem 6.2
Consider Fig. 6.1.

First, we prove by induction on n = 1 that

D,> max {D;} (C.23)

i<n|E,-¢+oo

Base case. By Theorem 6.1, n =1, D; = Ej, and then (C.23) is obvious.

Induction step. We assume that (C.23) holds for all packet index i < n. According to Theo-
rem 6.1, for packet n = 2, we have:

G, = min Dn_l,T+min{Ej} . (C.25)
j=zn

Consider the set &, = {i < n|E; # +oc}, i.e. the packet numbers less than n that are not lost
in the network. If &, is empty, the set is empty, (C.23) trivially holds. Therefore, we now
assume that &, is not empty. Let m be the maximum of &,. By the induction hypothesis,
Dy, = MaxXp<m E #£+001Dk}. Then (C.23) gives:

D,= max ({Dy}= max( max {Dy}, max {Dy}
k<n|Ep#+oo k<m|E#+00 m<k<n|Ep#+oo
=max|Dy,, max {Dk}). (C.26)
m<k<n|Ep#+o00

Since m = max{&,,}, we have max,,<x<n|g,#+001Dk} = Dm. Therefore we need to show D,, =
D, to prove the theorem. Due to RTO bound for packet m:

Vji>m: En<Ej+A<E;j+T,
thus Epn < T +min{Ej}. (C.27)
j>m

Since E;, < T + E;;;, then:

Epm < T+ min{E;}. (C.28)
jz=m

By part (2) of Theorem 6.1 for packet m, we have:

G =min|Dy,—1, T+ min{E;} | < T+ min{Ej}, (C.29)
j=m j=m
. Eq. (C.28) .
D,, =max(Gy,, Ej;) < max{T + mln{Ej},Em} — D,,<T+ mln{Ej}. (C.30)
Jjzm jz=m

We consider the two possible cases for m: 1) m=n—-1,2) m<n-1.
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e m=n-1. Since n—1 < n, minj>,1{E;} < min;>,{E;}. Therefore, by (C.29), D;_1 <
T+ minjzn{Ej}. Now, using (C.24):

D;, = max(Gy, E;) = G, =min (Dn_l, T+min{E]-}) =Dj,_1. (C.31)
jzn

e m<n-1.Then E,_; = +oo and in turn, D,,—; = max{G,_1, E;—1} = +oo. By (C.24), we
have:

D,, = max(Gy, E;) = G, = min (Dn_l, T +min{Ej}) = T+min{Ej}. (C.32)
j=zn j=n

Since m < n—1, minj>;,{E;} <min;s,{E;}. Therefore using (C.29) and (C.32), we have:

Dy = T+min{E;} = T+min{Ej} = Dy, (C.33)
jzn jzm

This establishes (C.23).

Second, we show that if for any A > 0, if T < A, there exists a scenario with RTO A where the
re-sequencing buffer discards a packet Consider a trace with two packets 1 and 2, received
at the re-sequencing buffer at a times E» = ty and E; = #, + A for some £y = 0. The RTO of this
trace is A. By Theorem 6.1, D; = I; and I; = +oo because E; > minj>,{E;} + T = E; + T. Thus
packet 1 is discarded by the re-sequencing buffer.

C.2.5 Proofof Theorem 6.3

Item (1). Consider Fig. 6.1. Assume the size of the re-sequencing buffer is unlimited; the
actual buffer content at time ¢ is

L= Y L, (C.34)

Ex<t,Dr=t

First, we show that L(#) < m at all times ¢ that immediately follow a packet arrival; this will
imply that a buffer of size 7 is sufficient to avoid overflow.

Packet 1 is never stored in the buffer. Consider some fixed but arbitrary packet n > 1, with size
I, and define the set of indices & by

x i€z |i<nD;=E} (C.35)

If & is empty then D,_; < E,; observe that D, = max(Ey, ..., E;) = max(D,_1,Ey) = E,, i.e.
packet 7 is not stored in the buffer, and therefore buffer overflow does not occur when packet
n arrives. Hence, we assume that & is not empty and let m = min(%’). The actual content of
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the buffer just after the arrival of packet 7 is

LE)+l= ), L+l (C.36)
k,Ek<EnSDk
= Y L+ Y L+l (C.37)
k<m,Ex<E,<Dy k=m,Ey<E,<Dj
= > htlns ). L+l (C.38)
k=m,Ex<E,<Dy k=m,Ex<E,

where the last equality is because the first sum in (C.37) is 0 by definition of m. By Lemma
C.1, Ej, = Ey; since m # n and we exclude simultaneous packet arrivals at the re-sequencing
buffer, E;, > E,,. Thus

[(kz mand E; < E,)) or (k = n)] — (k>mand Ej < Eyp), (C.39)

therefore

Yo L+l = Y < Y L=mn (C.40)
k=m,Ey<E, k,(k=m,Er<Ep)or(k=n) k>m,Ex<E,,

Combined with (C.36)-(C.38), this shows that
LE)+,<na,<nm (C.41)

LemmaC.1. E,, = Ej,.

Proof. By construction, m € & thus D, = E,. Since D, = maXy<, E, it follows that
Jke{l..m} suchthat E. = E, (C.42)

If m =1 the conclusion follows. Else, m —1 is not in & thus D,,_; < E,,. Since D,,_1 =
maXj<,,_1 E, it follows that Vk € {1...m — 1}, E} < E;;. Combined with (C.42), this shows that
E, = E,. O

Second, we show that for any possible A > 0 and valid RBO value 7 there exists one execution
trace of a flow with packet sizes between L™ and LM with RTO A and RBO 7, that achieves
a buffer content equal to 7. First observe that, by definition, 7 can be written as = = Z?Zl l
for some positive integer k and ¢; € [L™", L™"]. The packet sequence is as follows. It has
k + 1 packets in total. Packet 1 has some arbitrary size [, € [LMin ;min] and s observed at time
Ey = A. Packets 2 to k + 1 have sizes [, = ¢1,...I;+1 = ¢ and are observed at times E; = (jk_:il.
Packets 2 to k + 1 arrive before packet 1, are stored in the buffer until packet 1 arrives, and the
buffer content when packet 1 arrives is Z?Zl l;. The RTOs are 1 = A, A2 = ... = Ap41 = 0 and
the RTO of the trace is A. The RBOs are 71 = Z?:l lj=m, 72 =..=my1 =0 thus the RBO of
the sequence is 7.
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Item (2). First we show that the buffer size is upper bounded by a(T + V). Since delay jitter
from the source to the input of the re-sequencing buffer is V, by Lemma 6.1, the flow has
arrival curve a’' () = a(t + V) at the input of re-sequencing buffer. Also, by Theorem 6.4 (the
proof of which is independent of this result) the delay at the re-sequencing buffer is upper
bounded by the time-out T; by Lemma 6.2, the amount of backlog inside the buffer is thus
upper bounded by a/(T) = a(V + T).

Fix some € > 0, smaller than V and T. By the second technical assumption at the end of
Section 6.2.4, there exists an integer n and a sequence of packet lengths ¢} € [L™, L™®] such
thata(V+T~-¢) =Y} _, ¢k Since the arrival curve is achievable, there also exists a sequence of
emission times t; =0,...t, = V + T — € such that the packet sequence fi,...t5, ¢1, ..., ¢, satisfies
the arrival curve constraint @. We now derive another packet sequence of n + 1 packets as
follows.

1. Packet 1 is emitted at time A; = 0 and has size [; = L™,

2. For k =2...n+1, packet k is emitted at time Ay = fy + tx—; and has size [ = £_;, where
fp is a positive number, large enough so that a () = ZZ:%

because we assume lim;_.o, @(t) = +oo. We have thus A, — A=V + T —¢.

;. Such a number exists

The arrival times of the n + 1 packets to the input of re-sequencing buffer are as follows.

1. Packet 1islost,i.e. E] = +oo.
2. Packet k =2 arrives at time E» = V + Ay — £.

3. If n=2, for k=3...n+1, packet k arrives at time E; = max(Ey_1, Ag) + 3(%1)

We now verify that our scenario satisfies all constraints. There is no simultaneous arrival at
the re-sequencing buffer as required by our modelling assumptions. Obviously Ex = Ay (the
scenario is causal) and Ej > E_; for k = 3 therefore there is no reordering, and any RTO or
RBO constraint is satisfied.

We now verify that the jitter is < V. We first show by induction on k = 2,k < n+1 that

e(k-2)

Ep—Ap<V-—
k= ok 3(n-1)

(C43)

For k = 2 it follows from the definition of E>. Consider now k = 3 and assume it holds for k — 1.
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Then, by the induction hypothesis:

Y PR A )
k-1=ANk-1 3(1’1—1)
e(k-3)
<Ap+V-
3(n—1)
thus Bt <a vtk (C.44)
YOI D 3m-1) :
Also,as V > ¢:
e e(k—2)
A+ <A+ V———-ro. (C.45)
3n-1) 3(n—1)
Then, (C.44) and (C.45) give:
By =max(Er_ A4 —t <Ay EK=2 (C.46)
k — k-1, 4k 3(7’1—1) = /) 3(7’1—1)’ .

as required. It follows from (C.43) that the jitter of the trace is less than or equal to V.

Next, packet 2 arrives at time V + Ay — % and is out of order (due to the loss of packet 1), which
triggers a timeout at time T + V + Ay — £. We now verify that all packets k = 3 arrive before
V+T+ Ay, — fl. To this end, we show by induction on k = 2 that

e2n—-k)

Ep<T+V+Ay——
3(n-1)

(C47)

For k = 2, it follows from the definition of E; and T > €. Assume it holds for k — 1. Then, by the
induction hypothesis

e@2n—k+1)
Ex 1=sT+V+A) - ——
3(n-1)
€ e2n-k)
thusEp_ 1+ —————<T+V+A,——. (C.48)
3(n-1) 3(n—-1)
Also Ay < App1 =T+ V + Ay — ¢, therefore,
eB3n-2) e@2n-k)
A+ <T+V+A)—-———<T+V+A)——, (C.49)
3(n-1) 3(n-1) 3(n-1)
hence,
e2n—-k)
E,<T+V+A)—-——, (C.50)
3(n—1)

as required.
Now 83((2+__1]§) > ¢ for k =3...n+1 thus every packet other than 2 arrives before packet 2 times

out. Thus the buffer content just after the arrival of packet n + 1 is all packets 2to n+1, i.e. its
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sizeisa(V+T—¢) = Zzzl ly.

It remains to verify that the trace satisfies the arrival curve constraint. Let R(¢) be the cumula-
tive arrival function of the trace, i.e. R(¢) = Z;‘fl 1,1 4,<:. First, the sequence of packets 2 to
n+ 1 is obtained by time-shifting by £, a sequence that satisfies the arrival curve constraint,
therefore it also does, namely, R(f) — R(s) < a(f—s) whenever s < ¢, s = fy and ¢ = . [t remains
to see the other cases:

e 0<s<t<ty:thenR(t)—R(s)=0=<a(t—ys)
e 0=s<t<ty:thenR(t)—R(S)=R(t)-RO) =L <a(0+)<a(t-39)
e O<s<tyt:thenR(t)—R(s)=R(t)—R(tp) =a(t—ty) <a(t—2s)

e 0=s<1ty=<t: then R(t) —R(s) = R(t) —R(0) = R(t) —R(tp) + [ < ZZ:} Iy < a(ty) by
construction of #y. Thus R(t) — R(0) < a(ty) < a(?).

This shows that the arrival curve constraint is satisfied.

At this stage, we have shown that, for every € small enough, there is a scenario where the
backlog reaches a(V + T —¢). Thus the minimal bound is atleast sup,,ga(V+T—¢) = a(V+T)
because arrival curves are left continuous.

C.2.6 Proof of Theorem 6.4

Proof. We use the notations in Fig. 6.1. Suppose that the system has 6™ and 6™ as worst-
case and best-case delays, thus, for any packet i, ™" < E; — A; < 6™, Now, consider a
received packet n. Since D, = E,,, D,, — A, = E, — A, = 6™; this shows that the best-case
delay is not decreased.

Part (1). The system is lossless, therefore by part (3) of Theorem 6.1, D,, = max;<,{E;}. There-
fore:

D, — Ay =max{E;} - A, :rlrgax{Ei—An}. (C.51)
I=n 1isn
SinceVie Z*,A; < Aji1:
Dy — A, < max{E; — A;} < 8™, (C.52)
i1<n

which proves that the worst-case delay is not increased. Since the best case delay is not
decreased, the delay jitter is not increased.
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Part (2). The system is not lossless. By part (2) of Theorem 6.1, we have:

Gp=min|Dy_;, T+minE;j|<T+minE; < T+ Ej,

jzn jzn
Dy, =max(Gp, Ep) <max(T + Ep, Ep) =T+ Ej. (C.53)
Thus
D,—A,<T+E,-A,<T+6%, (C.54)
that proves part (2). O

C.2.7 Proof of Theorem 6.5

Proof. First, we obtain an upper bound for RTO of the flow separately for each part of the
theorem. Second we show that each bound is achievable.

Consider a packet n. Let us denote A, as the arrival time of a packet n (with size [,;) into
the system and Ej, as its exit time. Now, consider another packet m such that m < n—-1 and
E, < E;;,. Since V is ajitter bound for this system.

(Em—Am)—(En—Ap) < V. (C.55)
Then:
En—E,<V—(A,—An). (C.56)

If the flow has arrival curve a, then by (3.21), A, — A, = a! (X2, W)
n
Em—EnsV—ai(Z lk). (C.57)

Since a! is wide-sense increasing and m < n — 1:
. . +
Em-E,<V-a'(l,.1+1,)<V-a'@L™) < [V—al(szm) , (C.58)

that proves item (1) in the statement of theorem.

If the flow has packet-level arrival curve apy, then by (4.5), Ay, — Ap =« Il) W m—m+1). Then
from (C.56):

Ep—Ep < V—aékt(n—m+ 1). (C.59)
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Since n is integer and n > m, then n—m = 1:
+
Em-Ep<V-al @< [V—all)kt(Z)] , (C.60)

which proves item (2) in the statement of theorem.

Second, we show that the bounds are achievable by constructing a scenario where the RTO for
a packet of the flow reaches the bound in item (1) of the theorem.

Consider two packets 1 and 2 with sizes I; = I, = L™ and a non order-preserving system with

ajitter bound V. Packet 1 is issued at A; = 0 and packet 2 arrives at Ay = A; + al(lh + 1), ie,
(A2 = ).

Packet 1 experiences a delay of d + V, E; = A; +d + V, and Packet 2 experiences a delay of d,
E> = Ay + d. Then we have:

El—E2:A1+d+V—(A2+d):V—(tz—tl)
=vV-a'(h+b)=V-a@L™, (C.61)

which shows that the RTO for packet 1 is equal to the bound in part (1) of the theorem.

Now, we verify that jitter bound and arrival curve assumptions are not violated. The difference
between the delay of two packets is:

(E1—A)—(E2—A)=d+V)-(d) =V, (C.62)
which is equal to the jitter bound. Also:
Ay—Ar=tr—t =at(l + 1), (C.63)
which shows the arrival curve constraint holds.

The tightness scenario for item (2) of the theorem is similar to the one for part (1). We set
bh=h+a 113 l(t(2), and the rest follows the description of item (1). O

C.2.8 Proof of Theorem 6.6
Proof. First, we show the bounds in items (1) and (2).

Item (1). First observe that, from Theorem 6.5, if a(V) < 2L™" then there is no reordering and
the RBO is 0.

Next, assume that there is some reordering and consider a packet index m such that A,, > 0.
Let &, =1{i € Z*|i > m,E; < Ej;}. Since A, > 0 and there is no simultaneous arrival of packets,
&m is not empty. Then let n = max{&,;}. Due to the jitter bound of this system and since
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E, < E,,, we have:

(Em - Am) - (En - An) = V»
thus An—An<V+(E,—Epn)<V. (C.64)

Since the flow has arrival curve a, then by (3.21), A, — Ay, = a'(X}_, ). Therefore,

n
al(z Le|<Ap—Apm<V. (C.65)

k=m

By [124, Property P7, Section 10.1], we obtain:
n
Y Lk=sa). (C.66)
k=m
We exclude packet m from the left side of the above equation:
n .
Y hsa(V)-ly<a(V)—L™". (C.67)

k=m+1

The reordering byte offset 7, for packet m, defined in (6.3), includes only the packets with
larger index and smaller exit time than packet m. Thus:

n
Tm= Y. s Y I (C.68)
klk>m,Ex<E,, k=m+1
Using (C.68) in (C.67), we have:
T <a(V)— L™ (C.69)

which proves item (1) of the theorem.

Item (2). The flow has packet-level arrival curve apy.. Observe that, from Theorem 6.5, if
apkt (V) < 2 then there is no reordering and the RBO is 0.

Next, since the flow has packet-level arrival curve apy, thenby (4.5), Ay, — Ay = a 11) o (M—m+1).
From (C.64), we have:

U (M=m+1) < Ay = A <V, (C.70)
By [124, Property P7, Section 10.1], we obtain:

n-m+1< apkt(V). (C.71)
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Since for any packet k, [ < L™

n
Y Lke=L™m-m) < L™ (ap(V)-1). (C.72)
k=m+1
Since &, < Z’kl: ml Iy, item (2) of the theorem is proven.

Second, we show the tightness.

Fix some € > 0, smaller than A. By the second technical assumption at the end of Section 6.2.4,
we show the tightness for the two cases, i) L™ > 2[min iy ymin — ymax

Case i) [max > pmin By assumption, we know that a(0%) = L™, therefore, a(0") = 2[min_

By the second technical assumption at the end of Section 6.2.4, there exists an integer n and a
sequence of packet lengths I € [L™™, L™] such that /; = L™" and Yiolhk=alV-g- Lmin,
Since € < A and by Theorem 6.5 1 <V, a(V —¢) = 2L™"; therefore, n = 2. Now, since the arrival
curve is achievable, there also exists a sequence of emission times A; =0,...A; =V —¢ such
that the packet sequence Ay, ...Ay, 1, ..., [, satisfies the arrival curve constraint a.

Next, we construct the exit times of packets k from the system as follows:

(k—2)e

E1=V+¢E=V+ , k=2,...,n. (C.73)

Observethat By < E3<---< E, < E;. Alsonotethat Aj< Ay <---<A,=V—-e<E,=V.

Now, according to (6.3), the RBOs for packet 1 and packet k, k=2,...,n, are:

n .
m= Yy lj=) Lk=aV-g-L™",

jlj>1,E;<E; k=2
me= Y. lj=0. (C.74)
J1j>k,Ej<Eg

Therefore, 7 = max;<j<,{7;} = a(V — &) — L™,

Finally, we verify that the assumptions are not violated: 1) arrival curve, 2) jitter bound, 3) RTO
of the flow.

(1) The arrival curve constraint is satisfied by construction.

(2) For any packet k = 1, we have:

Ep—Ar<E - A =V +e, (C.75)
Er—Ar=E—A,=V—(V-¢) =¢. (C.76)
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Therefore, the jitter is:
ml;clx{Ek—Ak}—mkin{Ek—Ak} <V+e—-€e=YV, (C.77)

which conforms the jitter constraint.

(3) For any packet k = 2, the packets are in order

A=Er— min =E—Er=0. (C.78)
j|j2k,EjSEk
For packet 1, we have:
A1=E1— min =E-E=V+¢e)-V=g¢, (C.79)
jljiz1,E1<E

therefore, A = max;<;<,{A;} = €, that satisfies the RTO constraint.

Thus, we have shown that, for every € small enough, there is a scenario where the RBO reaches
a(V—g)—L™", Thus the minimal bound is at least sup,. o a(V —¢&) — L™ = (V) - L™" because
arrival curves are left continuous.

Case ii) L™ = [™" Then all the packets have the same size [ = L™, By assumption, we
know that a(0*) = 1.

By the second technical assumption at the end of Section 6.2.4, there exists an integer n and a
sequence of packets with length / such that Zzzl lp=a(V—-¢g)-1. Now,if a(V —¢€) < 2l, then
n =1 and therefore no reordering occurs and 7 = 0. Hence, we consider the case a(V —¢) = 21,
then n = 2. Now, since the arrival curve is achievable, there also exists a sequence of emission
times f; = 0,...t;, = V — € such that the packet sequence f1,...t,, 1, ..., [, satisfies the arrival
curve constraint @. The rest of the proof follows exactly as case (i).

The tightness scenario for item (2) of the theorem is similar to the one for case (ii). We set
n=ap(V)andforany k=1,...,n, [ = L™, O

C.2.9 Proof of Theorem 6.7

Proof. First, we obtain an upper bound for RTO of the flow separately for each part of the
theorem. Second we show that each bound is achievable.

Consider Fig. C.1. We denote the arrival and exit times of a packet i at Sy, by E ?‘1 and E lh
Consider two packet indices m and n such that m < nand EX < EX_ Since S; is the first system
with nonzero RTO, for any system Sy, h < s, E, < E. Therefore, ES, ! < ES™!, i.e., at the output
of system S;_; (input of system S;), packet m and n are in-order. Therefore, by definition of
the RTO bound at S,

ES, — ES < A, (C.80)
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St fSs-1 [ So fr{Ser [ Sk

|
1N S AN J
Y Y
All order-preserving The first Non order-preserving
elements (A = 0) nonorder-preserving or order-preserving
element (1, > 0) elements (1 = 0)

Figure C.1: Notation for the sequence of network elements used in Theorem 6.7.

Now, according to the jitter bound for the concatenation of systems S to S, we have:

K
(EN—E3) - (EX-ES)< Y. W (C.81)
h=s+1
Then, we have:
K
EX-EX<(E5,-E))+ Y W (C.82)
h=s+1
Combining with (C.80):
K def
EX-EX <A+ Y v, F AWK (C.83)
h=s+1

Second, we show tightness. We are given a sequence of systems with RTOs 1j, and jitters Vj,
and we construct a scenario that conforms with these parameters and where a packet reaches
the RTO bound in Theorem 6.7 at system K. We use the same notation as before. In particular,
Ss is the first system in the sequence for which 1 > 0. Now, consider a trace with two packets
1 and 2 entering S;. Also, consider a set of positive values {ds, ds+1, ..., dx}.

Packet 1 and 2 arrive at S; at times E; =0 and E; = ¢, with 1; > £ > 0. Each packet then has the
same transfer time through system S; at time ¢;, j € {1,2,..., s — 1}, thus preserving order and
Es'=E+e

2 1 .

The transfer times through S are d;+ A for packet 1 and d; for packet 2, i.e., Ef = Ef_l +dg+ A
and Ej = Eg_l + d;. Packet 1 and 2 experience the delays of dj, + V}, and dj, at system Sy,
he{s+1,s+2,...,K}:

El=El v dy+ vy,
EY=E'l+a,. (C.84)
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Then at the output of system Sk, we have:

K K K
Ef=E+ Y (dn+Vi)=E'+As+ Y dp+ Y. Wy,
h=s+1 h=s h=s+1
K K
Ex=E+ Y dp=E'+e+) dy. (C.85)
h=s+1 h=s

We now verify that the assumptions in the statement of theorem are not violated.

(1) We check that RTOs for all the systems are not violated. For any system S, j < s, packets 1
and 2 preserve order by construction, i.e. 1; =0.

For system S;, according to the departure times of packets 1 and 2 from S, we have:
E§—ES=A°—¢, (C.86)

which satisfies the constraint A5 on RTO conforms to RTO assumption for system S; being the
first system that RTO is equal to A;. At the output of system S; we have E; < Ej, i.e., packet 2 is
prior to packet 1. For system Sy, he€ {s+1,s+1,...,K}, we have

h h h
Ey-Er=Ei ve+ Y di|-|E7 A+ Y di+ Y v
Jj=s j=s j=s+1
h
=e—As— ). Vj<0, (C.87)
j=s+1

that shows Eé’ < E{’, i.e., system Sy, h = s+ 1 preserves the order of its input. Therefore, RTO
for each system Sy, is 0, which satisfies any RTO constraint.

(2) We check that the jitter bounds are not violated.
For systems S; to Ss_1, since both packets experience the same delay, the jitter is 0.

For system S;, we have:
(Bi- B - (BS - B5™) = M.
Now, by Theorem 6.5, A5 < V, thus the jitter bound assumption for S are satisfied.
For any system Sy, where h € {s+1,...,K}, we have:
(B - 1) = (B~ E2Y) = @+ Vid = () = Vi

which shows that the jitter bound assumptions for systems Sg41, Ss+2,..., Sk are satisfied.
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Last,

K
Ef-Ef=As—e+ Y. Wy, (C.88)
h=s+1
thus the RTO for packet 1 is equal to the bound in Theorem 6.7 minus €. Since ¢ can be
arbitrarily small, this shows the result.

C.3 Details of Computations for Case Study 1 in Section 6.5.2

Table C.1: Arrival curve propagation from point 1 to point 9 under lossless network condition.
Arrival curve at point i is a;(¢#) = min(6.4e3 ¢ + b;,125e6 t + M;), where b; and M; are in bytes
and shown in the table. Since under lossless network condition, the re-sequencing buffers do
not increase delay and jitter bounds, the arrival curves are the same for the four placement
strategies.

Burst | 1 [2]3] 4 [5]6]7] 8 |9
b; | 6400 | 6400 [ 6400 | 6400 | 6400
M; | 64 | 251 [ 1751 |64 | 251 | 1751 | 64

In these scenarios, we require arrival curve information to compute RTO, RBO, and delay
upper bounds. Let us call a; as arrival curve of flow f at point i in units of bytes. Tables C.1
and C.2 show the propagated arrival curve at points 1 to 9 in Fig. 6.4. The arrival curve at point
i has the form of a; () = min(r ¢+ b;, ¢ t+ M;), where r = 6400 bytes per second, ¢ = 125e5
bytes per second (i.e. 1Gbps), b; and M; are shown in Tables C.1 and C.2. a(t) =1 t+ by,
where by = 6400 bytes. The arrival curves at point 1, 5, and 9 capture the line shaping and
packetizer effects:

a1 () =min(r t+ by, c t +512),
as(t) =min(r t+ by, c t+512),
ag(t) =min(r t+ bg,c t +512). (C.89)

The arrival curves at points 4 and 8 capture the effect of traversing the output FIFO systems
with service curve B(r) = 125e6(t — Q]* bytes, where Q = 12us:

ays(t) =min(r t+bs+rQ,c t+ Ms+ cQ),
ag(t) =min(r t+b;+rQ,c t+ M7+ cQ). (C.90)

The arrival curves at point 2 and 6 capture the effect of switching fabric with jitter bound Vgt

a(t) =min(r t+ by +rVg, ¢ t+ My + cVip),

ag(t) =min(r t+ bs + r Vg, ¢ t + Ms + c V). (C.91)
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Table C.2: Arrival curve propagation from point 1 to point 9 under lossy network condition.
Arrival curve at point 7 is «;(f) = min(6.4e3 t + b;,125e6 t + M;), where b; and M; are in bytes
and shown in the table.

Re-sequencing | Burst 1 2 \ 3 4 \ 5 6 \ 7 8 \ 9
Only at I b; | 6400 6400 6400 6400 6400
M; 64 251 1751 | 64 251 1751 | 64
Only at S, b; | 6400 6400 6400 6400 | 6400 6400
M; | 64 251 1751 | 64 | 251 [ 2249 | 3749 | 64
b; | 6400 | 6400 | 6400 6400 6400 6400
AtSrand by I —yr =55 626 | 1875 [ 64 2012 1751 | 64
ALS; and S, b; | 6400 | 6400 | 6400 6400 6400 | 6400 6400
M; | 64 | 251 | 626 | 1875 | 64 | 251 | 375 | 1875 | 64

The arrival curves at point 3 and 7 capture the effect of re-sequencing buffer (if any) at switches
S1 and S, with time-out values respectively T and T> under lossy network condition:

az(t)=min(r t+ by +rTy,ct+ My +cTy),

a7(t)=min(r t+bg+rTs,ct+ Mg+ cTh). (C.92)

Under lossless network condition, the re-sequencing buffers do not increase delay and jitter
bounds, hence, a3 = as and a7 = ag.

To compute delay bounds of output FIFO systems we use the results in [60, 25]. Accordingly,
the delay bound of FIFO system of h; is 70 . = 63.2us. Also, the minimum delay for

FIFO, ) .
each FIFO system is the transmission of a packet with minimum length, § Eivno, = 6{:‘;%, s =
6;’;;“0, s, = &cm = 512ns. Now, since we know delay upper and lower bounds for the FIFO

system of hy, its jitter is Vgro,p, = 62.69us. Now we analyze the four strategies separately.

Re-sequencing only at /1,

We first obtain delay and jitter bounds of flow f for the FIFO output ports of S; and S». Using
the arrival curves in Tables C.1 and C.2:

FIF0,s, = OFIF0,s, = 14.01 ps. (C.93)

Since, we already compute the minimum delay for the FIFO systems of S; and Sy, the jitter
bounds are:

VFIro,s, = VFIFO,s, = 13.5 us. (C.94)

Having the knowledge on jitters of each element, we now compute the RTO bound of the flow
at h. To obtain the RTO bound, we use Theorem 6.7. Since the switching fabric (SF) in S; is
the first non order-preserving element, we need to compute its corresponding RTO. Using
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Theorem 6.5:
L1+
Ask,s, = | Vsp,s, — ai @L™)| =1.5us—0.512us =0.988 us. (C.95)
Therefore the RTO at h is:

A(h2) = Asg,s, + VEIro,s, + VsE,s, + VEIFO, s,
=0.988u+13.5u+1.5u+13.5u = 29.49 us. (C.96)

Then T, = A(hy) = 29.49 ps.

Now, if the network is lossless, due to Theorem 6.4, re-sequencing is for free; therefore, the
bounds are:

0,max __ _ _
Oeve = Oprpo,n, +Osks, T OFIFO,s, T Osk.s, T OFIFO,s, = 63-2+2+14.01 +2+14.01 = 95.22 ps,

V02e = Vriro,n, + Vsg s, + VEIFo,s, + Vg, s, + VrIro,s, = 62.69+1.5+13.5+ 1.5+ 13.5 = 92.69 us.

€

Using Corollary 6.2, the RBO bound at h; is:
H(hz) = a(VFIFO,hI + VSF,81 + VFIFO,S1 + VSF,SQ) — Lmin = 05(79.19[,18) — 64 =6336 bytes. (C.97)

Then By, =I1(hy) = 6336 bytes. Note that due to Theorem 6.6, we eliminate the FIFO system at
S, as the switching fabric of S is the last FIFO system.

If the network is lossy, by Theorem 6.4, the jitter and delay worst-case are increased by 77, =
29.49 us; therefore:

MaX _ 124,72, Vepe = 122.19 s. (C.98)

e2e

The size of re-sequencing buffer is:

th = a(VFIFO,hl + Vsg s, + VEIrO, 8, + VsE,s, + VEIFO,S, + T]’lg) = a(122.19 us) = 6400 bytes.

Re-sequencing only at S,

Similarly to the previous scenario, 6;’}%’(‘) § = 14.01 ps and Verro,s, = 13.5 ps; and therefore, we

obtain RTO bound in switching fabric of S; as Asg s, = 0.988 us. Using Theorem 6.7, the RTO
bound after the switching fabric of Sy is:

A(S2) = Asp,s, + Vriro,s, + Vsg,s, = 0.988u+13.5u + 1.5 = 15.99 us. (C.99)

Then Ts, = A(S2) =15.99 ps.

Now, if the network is lossless, 611, s, = 14.01 ps. Then, due to Theorem 6.4, re-sequencing is
for free; therefore, similarly to the previous strategy 52’212” =95.22 us and Veo26 =92.69 us. Also
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for the RBO bound at S, using Corollary 6.2, we have:
I1(S2) = a(Veiro,k, + Vsi,s, + VEIFo,s, + VsE,s,) — LN = a(79.19us) — 64 = 6336 bytes. (C.100)

By Theorem 6.2, and the size is Bs, = [1(S2) = 6336 bytes.

If the network is lossy, by Theorem 6.4, the jitter and delay worst-case are increased by Ts, =
15.99us; therefore this affects the arrival curve at point 7 and in turn delay bound of output

FIFO system at Sp. Then, 6715, s, =30 us and Vrro,s, = 29.49 ps. Finally,

max __ gcmax max max max max _
Oeze =Opro,n, T Osk,s, + Orrr0,s, + Osk.s, T OFiro,s, + IS, = 127.22 ps,

Veze = VEIrO, 1y + VsE,8, + VEIFO,S, + VsE s, + VEIFO,S, + T, = 124.69 ps.
The size of re-sequencing buffer is:

Bs, = a(Vriro,n, + Vsg s, + VEiFo,s, + Vsg s, + Ts,) = @(95.18 us) = 6400 bytes. (C.101)

Re-sequencing at S; and /)

Since we already computed arrival curve at point 1, we compute RTO bound switching fabric
at S7 using Theorems 6.5, Asp,s, = 0.988 us. Then Ts, = Agg,s, = 0.988 us. Similarly to switching
fabric of S;, we have Agp s, = 0.988 us.

Now, if the network is lossless, using the arrival curves in Table C.1, 635, 5 = OFFO s, =
14.01 us and Vgrro,s, = Verro,s, = 13.5 us. Hence, due to Theorem 6.4, re-sequencing is for
free; therefore, similarly to the previous strategy 62'212“ =95.22 us and Veo2e =92.69 us. To
compute RTO bound at h,, we need to find RTO bound switching fabric of S, as the first non
order-preserving element after re-sequencing buffer of S; (the output of which is in-order).

Using Theorem 6.7, the RTO bound at h; is:
A(hz) = ASF,Sg + VFIFO,SZ = 0.988,[1 + 13.5“ =14.49 us.

Then Ty, = A(hy) = 14.49 us. Also for the RBO bound at S; and hy, using Corollary 6.2, we
have:

T(S1) = a(Vireo,n, + Ver,s,) — L™ = a(64.19 us) — 64 = 6336 bytes,
H(hz) = a(VFH:O,hl + VSF,Sl + VFIFO,SI + VSF,SZ) - Lmin =a(79.19 /JS) —64 =6336 bytes.

By Theorem 6.2, Bs, = By, = I1(S») = 6336 bytes.

If the network is lossy, the re-sequencing buffer at S; increases the jitter by Ts,; the impact
on arrival curves is shown in Table C.2. Hence, 6z, s, =15 118, 6 rzo, s, = 14.01 ps. Using the
obtained lower and upper delay bounds, Vgiro,s, = 14.49 us, Vrrro,s, = 13.5 us. To compute
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RTO bound at &y, similarly to the lossless case,
A(h) = Ask,s, + VEIro,s, = 0.9881 + 13.51 = 14.49 us.

Then T, = A(hy) = 14.49 ps. Finally:

max __ max —
eze = Optro,n, +0sks, + OFIF0.5, + Osks, + OFro.s, T 18, + Tn, = 111.72 s,

Veze = Veiro,h, + Vsi,s, + VEIro,s, + Vsg,s, + VEiro,s, + T, + Th, =109.19 ps.
The size of re-sequencing buffers are:
Bs, = a(Vriro,n, + Vsk,s, + Ts,) = a(65.18 us) = 6400 bytes,
th = a(VFIFO,m + VSF,SI + Ts1 + VFIFO,Sl + VSF,SZ + VFIFO,SZ + Thg) =a(109.19 MS) = 6400 bytes.
Re-sequencing at S; and S;

Similarly to the previous scenario, we have Ts, = Agg 5, = 0.988 us. Also Asg,s, =0.988 us.

Now, if the network is lossless, using the arrival curves in Table C.1, 5115;1%’6 s, = 5%}%’6 5 =
14.01 us and Vgrro,s, = Vrrro,s, = 13.5 us. Hence, due to Theorem 6.4, re- sequencmg is for

free; therefore, similarly to the previous strategy 52’2?“ =95.22 usand V. e2e =92.69 us. To
compute RTO bound at h,, we need to find RTO bound switching fabric of S, as the first non
order-preserving element after re-sequencing buffer of S; (the output of which is in-order).
Using Theorem 6.7, the RTO bound at Sz is A(S2) = As, = 0.988 us. Also for the RBO bound at

S1 and Sy, using Corollary 6.2, we have:

T1(S1) = a(Virpo,p, + Veg,s,) — L™ = a(64.19 us) — 64 = 6336 bytes,
T1(S2) = a(Verpo, i, + Ver.s, + VErFo,s, + Ver.s,) — L™ = a(79.19 ps) — 64 = 6336 bytes.

By Theorem 6.2, Bs, = Bs, = I1(S2) = 6336 bytes.

If the network is lossy, the re-sequencing buffer at S; increases the jitter by Ts,; the impact
on arrival curves is shown in Table C.2. Hence, 6%}%’6 s, = 15 s, 5FIFO s, = 14.01 pus. Using the
obtained lower and upper delay bounds, Vgiro,s, = 14.49 us, Veiro,s, = 13.5 us. To compute
RTO bound at hy, similarly to the lossless case, A(Sy) = Asg,s, = 0.988 us. Then Ts, = A(Sy) =
0.988 us. Finally:

max __ max —_
eze = Optro,n, + Osk.s, + OFiF0.5, + Osrs, + OFro.s, + 15, + Ts, = 99.22 ps,

Veoe = VErro,h, + VsE s, + VEIFO,s, + VsE,s, + VEIFO,s, + Ts, + Ts, = 96.69 us.
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The size of re-sequencing buffers are:

Bs, = a(Verro,n, + Vsg s, + Ts,) = a(65.18 us) = 6400 bytes,
Bs, = a(Vrro,n, + Vsg s, + Ts, + Verro,s, + Vsg s, + Th,) = a(83.19 us) = 6400 bytes.

178



Appendix (Chapter 7)

D.1 Lemmas for Section 7.3

LemmaD.1. Consider a non-decreasing sequence I = {1,..., I} and a sequence = {¢p1,...,dn}.
Assume the sequence O = {0, ..., Oy} is defined by

O]. = Il +()b17 On = maX(In)O}’l—l) +(;b}’l'

Then a closed-form formula for O is:

n
On=rr¥llsa§{lm+ Z gb,-}.

i=m

Proof. We prove by induction. Base case n = 1.
O1=5+¢,, (D.1)

as required by the lemma.

Induction step. We assume that the lemma holds for all i < n. Then for i = n—1, by the
closed-form formula we have:

n-1
Op-1= Iy, + i - D.2
= mmaX{m Z,,;P} (D2
Then, using the recursive definition of Oy:

n-1
Op =max(In, On-1) + $n =max(1n+¢wmnzg§l{zm+ Y ¢,-}+¢n)

n n
:max(1n+¢>n, n2a§1{lm+chi}):%1<a§{lm+z¢i}. (D.3)
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LemmaD.2. Let a, x™" < x™ gnd y™" < y™3 be five fixed real numbers. For any z € R, if

XM 4 max(a, ™) < z < x™* + max(a, y™), (D.4)
then there exists some x, y € R such that
z=x+max(a,y), (D.5)
x € [x™In; x™max), (D.6)
y e ly™ ym . (D.7)

Comuersely, if there exists x, y € R such that (D.5)-(D.7) hold, then z satisfies (D.4).

Proof. 1) Let D = [xmin, ymax) [ymin; y™¥] and f the mapping D — R defined by f(x,y) =
x+max(a, y). f is continuous and D is compact and connected, therefore f (D) is compact
and connected. The compact and connected subsets of R are the closed, bounded intervals,
therefore f (D) = [m; M] for some m, M € R. Necessarily, m is the minimum of f over D and M
is the maximum of f over D.

Now for every (x, y) € D:

f(xmlll, yrnln) Sf(x, y) < f(xmax’ ymax). (D.8)

It follows that the minimum of f over D is f (xmin ymin), ie. m=f (xmin ymin). Similarly,
M = f(x™, y™&) Now let z € R that satisfies (D.4), i.e. z € [m; M] = f(D). Thus, there exists

some (x, y) € D such that z = f(x, y), i.e. there exists x, y € R such that (D.5)-(D.7) hold.

2) Conversely, if there exists x,y € R such that (D.5)-(D.7) hold, then z = f(x, y) and thus
m<z<M,i.e. (D.4) holds. O

D.2 Proofof Theorem 7.1

Let us define d; as the delay of JCS i (i = 1,...,K), 7j as the delay of BDS j (j =1,...,K") and ¢
as the delay of the damper. Assume that JCS i is operating with clock #; and the damper is
operating with clock Jé)damper- Then, the delay of the block, in TAI, is:

!

K K' K
FErar _ S, HCr, SO _ S HCr, F
d7im = zidi TAI 4 Zlnj TAL 4 p7CTAL — Zldi i Zlnj TAL  p/Cdamper +7v, (D.9)
1= j= = j=
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wherey =YX (di]fm - d‘l]&) + (¢ — (Haamper) By (7.3) and (7.4), the delay of a packet with
damper header H inside the damper is

H — Al < ¢Haamper < F7 4 AU, (D.10)

Moreover, the damper header is incremented when the packet is passing by a JCS. Therefore,
by (7.12) and accounting for the errors in the computation of damper header, we have:

K K K
H=Y (6;-d" +e)=) 6;-Y d’ +Ke, (D.11)

i=1 i=1 i=1

where e is defined in Section 7.3.3. Using (D.11) and the upper bound in (D.10), (D.9) gives:

K K K K
d”m <y d’ + Zn]‘%‘“ +Y 8- da’i+Ke
i=1 j=1 i=1 i=1
Uyy= 26,+Zn”TAI+AU+Ke+y (D.12)
i=1 j=1

By Lemma D.3, y < y; also |e| < ¢; furthermore, the delay of the packet inside the BDS j is less
i

T worst” Therefore:

than its worst-case delay, i.e., 7°;

J,worst

d’m < 26 + Z a7+ AUy Ke+ .
=1

Similarly, using the lower bound in (D.10) and the value of H in (D.11), we have:

K K
d7m > Z d’ + Z i Z -y da’i +Ke
i=1 j=1 i=1 i=1

K!
Alyy= 25,+Zn”w Al+Ke+y. (D.13)
i=1 j=1

By Lemma D.3, y = —v; also, |e| < ¢; furthermore, the delay of the packet inside the BDS j is

FErAL

J.best’ Therefore:

less than its best-case delay, i.e., @
JEra1 Har .
d > Z O;i+ Z b - Ke V.

Jj,best

By subtracting the lower and upper bounds in (D.13) and (D.14), we obtain a jitter bound for
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the block:

K’
=Z( SETAL ”TAI)+AU+AL+2K€+W

joworst — " jbest

K!
Z ‘]fT’“+AU+AL+2Ke+w+1//, (D.14)
S ST =7L”TA1
which proves the jitter bound. Note that 7 worst ~ 7 jpest = V7
FETAL JL"TAI FOrA1 FErA1 .
Moreover, since T worst = 7| and Tibest 2L We have:
K‘!
a’m < 26 + Yy 7™M+ A"+ Ke+§ =D,
i=1 j=1
X 76
d”TAIzZé,-Jan]. w_AL—Ke-y=D. (D.15)
i=1 j=1 -

Proof of tightness. Consider a packet that enters JCS 1. We show scenarios where the packet
reaches the delay bound in the statement of the theorem; since ¥ can take different values
due to the min(.) function, we give two different scenarios.

First scenario. Assume that the clocks A, i = 1,..., K, and A gamper are adversarial and faster
than TAI such that for any delay measurement d we have:

a’m =pd”i+n, i=1,.,K
deTAI — pdjfdamper + T’ (Dlﬁ)

This scenario assumes that for any clock 7, pd”i +n < d”*i +2w and pd”dameer 41 < @ damper 4
2w.

Let us define H; as the damper header that is computed in JCS i. Then, let the packet experi-
ence a delay d‘i]f" < 0; inJCS i in its local time; then the damper header written for this packet
is
H; =61 —dt]t/a1 +E€,
H,=H;_ 1+6;— d +e, i=2,..,K

assuming adversarial condition in the damper header computation error. The packet experi-
ences a delay equal to ﬁ‘j]fTAI in BDS j. Finally, the damper computes the eligibility time and
releases it at the latest; i.e., the packet experiences a delay

K K
tcyfdamper — HK+AU = Z 6u— Z dujfu +K€+AU.

u=1 u=1
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Therefore, for the damper, the delay of the packet in TAI, using (D.16), is:

K K
= p| Y 5,- Y df+Ke+AY|+n. (D.17)
u=1 u=1
Also, for JCS i, the delay of the packet in TAI is:
cill.‘]thAI = pd;.%" +1. (D.18)
Now, to compute the per-hop delay of the packet, we sum up all the delays in TAI:
76 L K _ X 7
dhOIT)AI — Z du ™ Zﬁj ™ tiﬂm — Z (Pdu i+n)
u=1 j=1 u=1
K _ K Ko
YT M| Y bu- ) dy ”+Ke+AU) +1
Jj=1 u=1 u=1
K K’ K K
=p() dut+Ke+ A"+ Y 7MW+ (K+ =) 6u+ ) 7™ +AV +Ke+y, (D.19)
= u=1 j=1

u=1 j=1
which is equal to the delay bound in the statement of the theorem.

Second scenario. Assume that the clocks #;, i = 1,...,K, and Jé’damper are adversarial and

faster than TAI such that for any delay measurement d we have:

a7 = g7 +2w, i=1,..,K
djfTAI = djfdamper +2(,U. (DZO)

This scenario assumes that for any clock 7, pd”i +n = d” +2w and pd”féamver 1) > ¥ damper 1

2w. Then following the same steps as the previous scenario, we have:

K K
7 =% 5, - dfe+ Ke+ AV + 20,
=1 u=1

d™ =a’i +20, Yie(l,..., K} (D.21)

This gives:
7 K o | &t (L
TAI _ TAI FICTAI TAI — i
o =) d, +Zn]. +t —Z(du’+2w)
u=1 j=1 u=1
K_ . K Ko
+ Y T4 Y §u- ) dy v+ Ke+AY +20

j=1 u=1 u=1

K K’ K K’
=Y Su+Ke+ AU+ Y T M 42K+ Dw= ) bu+ ) 7 M +AV+Ke+y, (D22)
u=1 j=1 u=1 j=1

which is equal to the delay bound in the statement of the theorem. The tightness for delay
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lower bound happens when the clocks #;, i =1, ..., K, and A yamper are adversarial and slower
than TAI. Similarly to the tightness proof of delay upper-bound, two tightness scenarios are
given for the two possible values of . For the first scenario, for any delay measurement d, we
have:

d7m = (d”i - n) L i=1,...K,

d7fm =

DI~

(a7t —g), (D.23)

and for the second scenario, we have:

d7m = g% - 20, i=1,..,K,
dtyfTAI - dﬁdamper — 2(,0 (D24)

Considering the damper releases the packets at the earliest, the rest of the proof follows the
same steps as the tightness proof of delay upper-bound.

LemmaD.3. -y <y <y, wherey andy are defined in (7.14):

Proof. By definition of y, we have:
K
Z (a7 = a/7) + (7 — s, (D.25)

First we prove the upper bound. By (7.1) the following holds for any JCS j:

d}%‘“ - d;.;fj <(p- l)d}.%j +1,

alim - d;.”f <20. (D.26)

Using the value of H in (D.11) and the upper bound in (D.10), we have 7 damper < Z (6 d 7 4 e)

AY. Hence, similarly to the previous equation:

7 7, U, v Hj
amper . J
7 _ pFdamp S(p—l)(A +jE:1(6]—dj +€))+17,
(7l _ pFdamper < 9, (D.27)

We first consider the case that the synchronization inequality is dominating for all systems
(i.e., the second line of (D.26) and (D.27)). Hence, we have:

K
y<) 20+20w=2(K+1o. (D.28)
j=1

Second, we consider the case that the free-running mode is dominating for all systems (i.e., in
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the first line of (D.26) and (D.27)). Then, we have:
K 7
r=% ((p—l)dj i +17) +(o-1AY
j=1
K 7,
+(p—1)(Z (6j—dj f+e))+17
j=1
K
= (p—l)(AU+ Z(5j+e)) + (K + D). (D.29)
j=1

Finally, by (D.28) and (D.29), y < .

Next, we prove the lower bound. Similarly, by (7.1) the following holds for any JCS j:

)

d‘%“—d‘?ffz—(l—l)d‘.%f—ﬂ
J J p) P

alm - d% s —20. (D.30)

J

Using the value of H in (D.11) and the upper bound in (D.10), we have
7 X H L
damper A 7 _ —
t per > Z (5 j—d i 6) A",
j=1
Hence:

1 L .
(7 Haamper > (1= =) (=AY + Y 6, -d) —e)) -2,
= J p
j=1
t]fTAI _ t]fdamper >—20. (D.31)

We first consider the case that the synchronization inequality is dominating for all systems
(i.e., the second line of (D.26) and (D.27)). Hence, we have:

K
y=-) 20-20w=-2(K+1o. (D.32)
j=1

Second, we consider the case that the free-running mode is dominating for all systems (i.e., in
the first line of (D.26) and (D.27)). Then, we have:

yz_(l_l)idjff_ﬁ_(l_%)(_mi(aj_djff_e))_g

p j=1 Y j=1
1 K K+1
=_(1__) (_AL+Z(5]-—€))—( *on, (D33)
p j=1 P
Finally, by (D.32) and (D.33), y = —vy. O
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D.3 Proofof Theorem 7.2

Consider a packet that enters block 1 at time A. Let E; and E; denote respectively the theoreti-
cal and actual eligibility time of the packet from the damper of block i. Then, the delay from A
to the output of block N, i.e., Ey;, is:

N-
dnggm E]{]LDTAI _ AJfTAI — (EIJLDTAI _ AJfTAI) Z ( JfTAl JL”TAI) + (EI{IKJTAI _ E}\if_nil) ) (D.34)

By Theorem 7.1 and setting the tolerances to zero, we can find delay and jitter bounds for

(E‘]f“ A‘%)TA') in TAI For any term (E”TAI E‘]f{’“) in the summation, using Lemma D.4, we

can obtain delay and jitter bound by setting AL AU 0 (since we are interested to find the
delay to the theoretical eligibility time at the damper i). Finally, we can apply again Lemma
D.4 to get the bounds for (E‘%TAI Eﬁ_“f) By summing up the delay and jitter bounds of each
term in (D.34), we get the bounds in the statement of the theorem.

Lemma D.4. Consider a block i in Fig. 7.5 that has K; JCSs. Assume that TE time-stamping is
used to compute damper headers. Let by, denote the sum of the delay bounds of the JCSs in
the block, nﬁ“,ibjﬁ’“ and vblkTAI respectively denote the sum of delay lower and upper bounds
and jitter bound of the BDSs. Then, the delay of a packet from theoretical eligibility time of
damperi—1,i= ., N, to the actual eligibility time of damper i, in TAI is upper-bounded by
Di, low-bounded by D, and has jitter bound V;:

5,=6blki+nb‘7$AI+AU1+AU+K,6+1//,,
D 5blk +H§EAI+AU —AL Kié‘—w,,
i

SOl U L /
Vi = v+ A7 + Ay 2Kie vy,

where,

w; =min (o= 1) (b, + A}, + A + Kie) + (K; + D, 2(K; + Do),

1 Ki+1
ﬂ; = min ( (1 - ;) (6blki + A?—l - A% - Kie‘) + w,z(Ki + l)w). (D.35)
Proof. The proof follows the same as Theorem 7.1 and using
76 X H,
H=61+AY  —d/ +e)+ ) 6;- j’+e) 26] Zd. ‘+AY | +Ke, (D.36)

j=2 i=1

instead of (D.11) for damper header computation. Note that here d 7 is the delay of the
packet from start of time stamping at JCS j to its departure time. O
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D.4 Proofof Theorem 7.3

1A
Jcs1
De|ay upper ........
bound §;
—~C Z
Damper with Re-sequencing

< B —————
FIFO tolerances buffer
(ak,aY)
| |

JCSK
Delay upper
bound 8k

Figure D.1: The notations used in the proof of Theorem 7.3.

Consider Fig. D.1 where A is the sequence of packet arrival times at entrance of the block, Q is
the sequence of arrivals to the re-sequencing damper, and E is the sequence of actual eligibility
times at the re-sequencing damper. By definition, the re-sequencing damper behaves as a
damper with tolerances (A, AY) followed by a re-sequencing buffer. Denote with C the
actual eligibility times from the damper with tolerance and with Z the output times of the
re-sequencing buffer; the equivalence means that E = Z.

By Theorem 7.1, the delay from A to C has lower bound D, upper bound D and the jitter bound
is V. Now, let 2 and &’ be the sets of packets seen respectively at A and Q, i.e., ' € &; by
defining 2#', we only include the packets of & that arrive to Q; therefore, by [64, Theorem
4], the re-sequencing buffer does not increase the worst-case delay and jitter from A to C.
Hence, the delay and jitter bounds from A to Z are the same as from A to C, which proves the
theorem.

D.5 Proofof Theorem 7.4

L]
A Qi E ,
JcS1 JCSK HoL damper
Delay upper [={_ . ()srereees Delay upper with (AL, AY)
bound &, bound &k (¢p™in, pmax)
P2

: Pl A 0:

: Re-sequencing Single server
——— FIFO queue

- FIFO damper (A", AY) (pmin, pmax)

Figure D.2: The notations used in the proof of Theorem 7.4.

Consider Fig. D.2 where A is the sequence of packet arrival times at JCS 1 (entrance of the
block), Q is the sequence of arrivals to the head-of-line damper, E and E are the sequences
of theoretical and actual eligibility times at the head-of-line damper. By Lemma D.5, the
head-of-line damper is equivalent to a re-sequencing damper followed by a single-server
FIFO queue with service time in range [¢™", $™]. Denote with Z the output times of the

187



Appendix D. Appendix (Chapter 7)

re-sequencing damper and O as the output of the single-server FIFO queue; the equivalence
means that E = O.

By Theorem 7.3, the delay from A to Z has lower bound D, upper bound D and the jitter
bound is V. Also, similarly to Corollary 7.1, arrival curve at Z is reseq(#) = a(f+ V).

By Lemma D.6, the delay upper-bound of the single-server FIFO queue is

|
Ilrcle?\lx { k(pmax - areseq (k) }

for nonzero processing time, i.e. ¢™2* > 0; otherwise the delay upper-bound is zero. By [[183],
Proposition 7], we obtain aieseq(k) > a!(k) — V. Therefore, the delay is upper-bounded by
0 = maxyen { k™3 — al (k) + V} for nonzero processing time, i.e., ™ > 0.

We can see that the delay lower bound is ¢™" as minimum processing time for a packet. This

gives the jitter Vssq = 6 — ¢™". By summing the bounds from A to Z and the single-server
FIFO queue, we obtain the bounds in the statement of the theorem.

Lemma D.5. Consider a head-of-line damper shown in Fig. D.2. Then, this system can be
abstracted as a re-sequencing damper with tolerances (A*, AY) followed by a single-server FIFO
queue with service time in range [p™™, p™].

Proof. We use the notation in Fig. D.2. Let E be the sequence of actual eligibility times at the
head-of-line damper and E the sequence of theoretical eligibility times. By the discussion that
follows (7.9) and by Lemma D.2, there exist sequences E and ¢ such that, for every n:

(pn € [(pmin,(pmax]’
E,-AV'<E,<E,+AY,
E, =max(E,, E,_1) + ¢p. (D.37)

Let us construct a re-sequencing damper with tolerances (A, AY) and sequence of actual
eligibility times Z such that

E,-AV'<E,<E,+AY,
Zl :El, Zn:max{En,Zn_l}. (D.38)

Now consider a single-server FIFO queue with sequence of service times equal to ¢ and input
sequence Z. Then, the output sequence from the FIFO queue, O, is

O1=Z1 +¢1,0, = max(On_1, Zp) + Pnin = 2. (D.39)

We now show by induction that O, = Ej, for every n = 1. This holds for n = 1. Assume that it
holds for n—1. Observe first that Z,,_; < O,_1 (because ¢, = 0) and therefore, by the induction
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hypothesis,
Zn1<En_1. (D.40)

By (D.39) and again the induction hypothesis:

On =max(Ep_1,Zn) + Pn. (D.41)
By (D.38):

Oy =max(Ep-1,Ep, Zn-1) + on = max(Ep-1, Ep) + ¢, (D.42)
because of (D.40). It follows from (D.37) that O, = E,,. O

Lemma D.6. Consider a flow with per-packet arrival curve a that enters a single-server FIFO
queue. Suppose that a head of line packet n has a processing time ¢, € [¢™", p™]. Then a
delay bound of the flow 8 is:

Q:I?Eerl\lx{igbmax—al(i)}. (D.43)

Proof. Let us call I, and O, as arrival and departure times of packet n. By Lemma D.7, we
have:

0, = r’gg{lm + ) ¢,~}. (D.44)

i=m

We subtract I, from both sides:

n
On_In:InI}%{Im"‘_Z (,bi}_ln:gllg;l({. ¢i_(1n_lm)}~ (D.45)
i=m 1=m
By (3.21), we have I, — I,; = a'(n-m+1); therefore,
n
On—Ins%lg{i;n¢i—al(n—m+l)}. (D.46)
Since ¢; = ™™
_ _ max _ | _ s omax _ | —
0, Insrrlrrllgil({(m n+1)¢ a*(n m+1)}51§1€ell\lx{z¢ a(z)} 0. (D.47)

Lemma D.7. Consider a single-server FIFO queue. A packet n arrives at time I, and the service
time is ¢, when it is at the head of the queue. Then, the departure time of packet n is O,, and
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computed as:

on:%${1m+ > ¢i}. (D.48)

i=m
Proof. Since we have for a single-server FIFO queue:

O1=5L +¢1, Op=max(l, On_1) + Py, (D.49)

by Lemma D.1 the statement is proven. O

D.6 Proofof Theorem 7.5

re-sequencing or
| «—— NonFIFO > < FIFO ——1 head-of-line

[ o [ [
with jitter
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[
I Jcs1 JCSK
\ Element
1 Delay upper = ====1 Delay upper
. bound §; £ bound
1
1 1 |

Figure D.3: The notations used in the proof of Theorem 7.5.

Consider Fig. D.3 where A is used to denote the arrival times to JCS 1, W the departure times
from element e, Q the arrival times to the damper, E and E respectively the theoretical and
actual eligibility times at the damper. Now for packets m,n: m < n, since from output of
element e to the input of the damper is FIFO, we have W;,, < W},. Then, as the jitter from JCS 1
to element e is bounded by J, we have:

(Wn_An) - (Wm_Am) =]
thus Ay, —Ap<J+W,,—-W, <]
thus A, = A, — J. (D.50)
Now by (7.5), we have:
E,-A'<E,<E,+AY,

Ey = E1, Ep=max{E,,Ep_1}. (D.51)
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By definition, the re-sequencing damper behaves as a damper with tolerances (A, AY) fol-
lowed by a re-sequencing buffer, where E is the output of the damper with tolerance and E is
the output of the re-sequencing buffer. Now, let n be fixed and define packet index u as

uzmax{ks nIEkzmax{Ej}}. (D.52)
jsn

Then, we have E, — A, = E,, — A,,. Combining with (D.50) for packets u and 7, we obtain:
E,—A,<E,—A,+]. (D.53)

Since E is the output of the damper with tolerance, by Theorem 7.1, E, — A, < D; hence
E,—-A,< D+ J, which proves the delay upper bound. By (D.51) and Theorem 7.1, we have:

E,—A,=E,—A,=D, (D.54)

which proves the delay lower bound for this case. Since the delay lower-bound is not changed,
and the upper-bound is increased by J, hence the jitter bound is increased by J.

Proof of tightness. The tightness scenario for delay lower-bound is exactly the same as
tightness scenario in Theorem 7.1 where a single packet in isolation reaches the delay lower-
bound D.

For the delay upper-bound and jitter bound tightness, consider two packets 1 and 2 as shown
in Fig D.3 that arrive at times ¢ and ¢ + J in TAI. Assume every local clock (of JCS or damper)
J; is adversarial and faster than TAI such that for any delay measurement d, we have:

d7™ = min (pd‘]f" +1,d” + Zw) .

Let us call the worst-case delay, in TAI, from input of JCS 1 to the output of e, as §. Suppose that
packets 1 and 2 experience delays of 6 and 6 — J, in TAI, to leave element e, i.e., W) = W, = £ +6,
and packet 2 arrives just before packet 1. Also, both experience the same delay from output of
element e to the input of the damper while packet 2 is still prior to packet 1 due to the FIFO
assumption. Since packet 1 arrives after packet 2, it is released after packet 2 becomes eligible
(even if its theoretical eligibility time has passed).

Now, assume packet 2 experiences a delay, in TAI, equal to D from Ato E, i.e., B = Ay + D =
t+ J+ D (the packet that reaches the upper-bound in tightness scenario of Theorem 7.1).
Therefore, packet 1 is released after packet 2, i.e., E; = Ex = t+ ] + D. Hence, the delay of
packet 1 from A to E is:

Ey—A1=(t+]+D)-()=]+D, (D.55)
that is equal to the delay upper-bound of the theorem statement.

Now, we verify the assumptions;
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1) The jitter from JCS 1 to the output of e is not larger that J: The delay of packet 1 and packet
2 are respectively 6 and 6 — J in TAI, and therefore the jitter is J.

2) The FIFO constraint of the damper is not violated: Packet 2 arrives before packet 1, Q, < Qy,
and also leaves before is E> < Ej.

Hence, we showed an execution trace that with packet 2 experiencing a delay of D, packet 1
experiences a delay of D + J. Since there execution traces where in one, a packet reaches the
lower-bound of Theorem 7.1 and in another one, a packet reaches the delay upper-bound of
Theorem 7.1 plus J, we have that the jitter Theorem 7.1 is increased by J.

D.7 Proofof Theorem 7.6

Consider Fig. D.3 where A is used to denote the sequence of arrival times to JCS 1, W the
departure times from element e, Q the arrival times to the damper, E and E respectively
the theoretical and actual eligibility times at the damper. By Lemma D.5, we abstract it as a
re-sequencing damper followed by a single-server FIFO queue. Let Z denote the sequence
of departure times from the re-sequencing damper; then, by Theorem 7.5, for a packet n, we
have:

D<Z,-A,<D+], (D.56)

and the jitter from A to Zis V + J. As aresult, by Lemma 6.1, an arrival curve at the output
of the re-sequencing damper (input of the single-server FIFO queue) is @reseq = a(f+V + J).
Then by Lemma D.6 for nonzero processing time:

_ max _ | max _ | -
Epn—Zp< r&aNx{mp areseq(k)} < I?EaNx{k(/) al (k) +V+ ]} 0+, (D.57)
where 0 is defined in (7.28). Finally, by (D.56), we have,
En — An = (En — Zn) + (Zn — An) < 5+]+ (9 +])1{¢max>0}, (D.58)

which proves the delay upper bound. Note that by Theorem 7.4, an upper-bound on the delay
is 5 + 91{¢max>0} .

Using minimum processing time and (D.56), we have:
En—Ap=En—Zp)+(Zn— Ap) = ™™ + D, (D.59)

which proves the delay lower bound. Since the delay lower-bound is not changed, and the
upper-bound is increased by J + J1{gmaxsqy, the jitter bound is increased by J + J1gmaxsy.
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