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Abstract

Post-quantum cryptography is a branch of cryptography which studies algorithms conjectured
to be resistant to attacks performed on quantum computers. This excludes widely deployed
public-key algorithms, such as RSA and Diffie-Hellman, whose hardness relies on the difficulty of
factoring and solving discrete logarithms, problems known to be solvable by a quantum computer.
This thesis treats two cryptographic schemes which are believed to be quantum-resistant and
provides theoretical and practical attacks against them.

The first protocol is the generalised Legendre pseudorandom function — a random bit generator
computed as the Legendre symbol of the evaluation of a secret polynomial at an element of
a finite field. We introduce a new point of view on the protocol by analysing the action of the
group of Mobius transformations on the set of secret keys (secret polynomials). We provide a
key extraction attack by creating a table which is cubic in the number of the function queries, an
improvement over the previous algorithms which only provided a quadratic yield. Furthermore
we provide an ever stronger attack for a new set of particularly weak keys.

The second protocol that we cover is SIKE — supersingular isogeny key encapsulation. In 2017 the
American National Institute of Standards and Technology (NIST) opened a call for standardis-
ation of post-quantum cryptographic algorithms. One of the candidates, currently listed as an
alternative key encapsulation candidate in the third round of the standardisation process, is SIKE.
We provide three practical side-channel attacks on the 32-bit ARM Cortex-M4 implementation of
SIKE.

The first attack targets the elliptic curve scalar multiplication, implemented as a three-point
ladder in SIKE. The lack of coordinate randomisation is observed, and used to attack the ladder
by means of a differential power analysis algorithm. This allows us to extract the full secret key of
the target party with only one power trace.

The second attack assumes coordinate randomisation is implemented and provides a zero-value
attack — the target party is forced to compute the field element zero, which cannot be protected
by randomisation. In particular we target both the three-point ladder and isogeny computation in
two separate attacks by providing maliciously generated public keys made of elliptic curve points
of irregular order. We show that an order-checking countermeasure is effective, but comes at a
price of 10% computational overhead. Furthermore we show how to modify the implementation
so that it can be protected from all zero-value attacks, i.e., a zero-value is never computed during
the execution of the algorithm.

Finally, the last attack targets a point swapping procedure which is a subroutine of the three-
point ladder. The attack successfully extracts the full secret key with only one power trace even
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if the implementation is protected with coordinate randomisation or order-checking. We pro-

vide an effective countermeasure — an improved point swapping algorithm which protects the
implementation from our attack.



Abstract

La crittografia post-quantistica é un ramo della crittografia che studia algoritmi che si ipotizzano
essere resistenti ad attacchi eseguiti su computer quantistici. Questo esclude algoritmi a chiave
pubblica ampiamente diffusi, quali RSA e Diffie-Hellman, e altri basati sulla fattorizzazione e sul
problema del logaritmo discreto, problemi noti per essere risolvibili da un computer quantistico.
Questa tesi tratta due schemi crittografici che si ritiene essere resistenti ai computer quantistici,
e fornisce attacchi teorici e pratici contro di essi.

Il primo protocollo ¢ la funzione pseudocasuale di Legendre generalizzata — un generatore di
bit casuali calcolato come il simbolo di Legendre della valutazione di un polinomio segreto ad
un elemento di un campo finito. Nella tesi introduciamo un nuovo punto di vista sul protocollo
analizzando I'azione del gruppo delle trasformazioni di M6bius sull’insieme delle chiavi segrete
(polinomi segreti). Forniamo un attacco per 'estrazione della chiave segreta creando una tabella
di grandezza cubica nel numero di valutazioni della funzione di Legendre, un aumento rispetto
ai precedenti algoritmi che fornivano solamente un rendimento quadratico. Inoltre, forniamo un
attacco ancora piu forte su un nuovo set di chiavi particolarmente deboli.

Il secondo protocollo che trattiamo e SIKE - “supersingular isogeny key encapsulation”, tradotto
“incapsulamento di chiavi usando isogenie supersingolari”. Nel 2017 il National Institute of
Standards and Technology americano (NIST) ha aperto un bando per la standardizzazione degli
algoritmi crittografici post-quantistici. Uno dei candidati, attualmente elencato come candidato
alternativo tra gli algoritmi di incapsulamento di chiavi, & SIKE. Questa tesi fornisce tre attacchi
pratici tramite canali laterali (attacchi side-channel) all'implementazione di SIKE sul ARM Cortex-
M4 a 32 bit.

Il primo attacco mira alla moltiplicazione scalare sulla curva ellittica, implementata come una
scala a tre punti (three-point ladder) in SIKE. La mancanza di randomizzazione delle coordinate
viene osservata e utilizzata per attaccare la scala per mezzo di un algoritmo di analisi differenziale
del consumo di energia(differential power analysis). Questo ci permette di estrarre I'intera chiave
segreta dell’entita attaccata con una sola traccia del consumo di energia (power trace).

Il secondo attacco presuppone che la randomizzazione delle coordinate sia gia implementata
e fornisce un attacco a valore zero — la entita attaccata € costretta a calcolare 'elemento zero
del campo, il quale non puo essere protetto dalla randomizzazione. In particolare, vengono
attaccati sia la scala a tre punti che il calcolo della isogenia in due attacchi separati, fornendo
chiavi pubbliche generate maliziosamente, e fatte di punti di curve ellittiche di ordine irregolare.
Mostriamo che una contro misura di controllo dell’'ordine dei punti ¢ efficace, ma ha il prezzo di

un overhead computazionale del 10%. Inoltre, mostriamo come modificare 'implementazione



Abstract

in modo che possa essere protetta da tutti gli attacchi a valore zero, ciog, un valore zero non viene
mai calcolato durante I'esecuzione dell’algoritmo.

Infine, I'ultimo attacco riguarda una procedura di scambio di punti che € un sottoprogramma
della scala a tre punti. L'attacco estrae con successo l'intera chiave segreta con una sola traccia
del consumo di energia anche se 'implementazione € protetta con la randomizzazione delle
coordinate o con il controllo dell'ordine dei punti. Per combattere 'attacco forniamo una contro-
misura efficace — un algoritmo di scambio di punti migliorato, che protegge 'implementazione
dal nostro attacco.



Résumé

La cryptographie post-quantique est une branche de la cryptographie qui étudie les algorithmes
supposés étre résistants aux ordinateurs quantiques. Cela exclut les algorithmes largement dé-
ployés tels que RSA et Diffie-Hellman, ou d’autres qui reposent sur les problemes de factorisation
et de logarithme discret, qui sont connus pour étre résolus par un ordinateur quantique. Cette
these traite de deux protocols cryptographiques qui sont supposés étre résistants aux ordinateurs
quantiques et fournit des attaques théoriques et pratiques contre eux.

Le premier protocole est la fonction pseudo-aléatoire de Legendre généralisée — un générateur
de bits aléatoires calculé comme le symbole de Legendre de I’évaluation d’'un polyndme secret
a un élément d’un corps fini. Nous introduisons un nouveau point de vue sur le protocole en
analysant 'action du groupe des transformations de Mébius sur 'ensemble des clés secretes
(polynomes secrets). Nous fournissons une attaque d’extraction de clé en créant une table qui est
cubique dans le nombre de requétes de la fonction, une amélioration par rapport aux algorithmes
précédents qui ne fournissaient qu'un rendement quadratique. En outre, nous proposons une
attaque toujours plus puissante pour un nouvel ensemble de clés particulierement faibles.

Le deuxieme protocole que nous couvrons est SIKE — «supersingular isogeny key encapsulation»,
ou «encapsulation de clé basée sur les isogenies supersingulieres». En 2017, le National Institute
of Standards and Technology (NIST), I'Institut national américain des normes et de la technologie,
a ouvert un appel a la standardisation d’algorithmes cryptographiques post-quantiques. L'un des
candidats, actuellement répertorié comme un candidat alternatif d’encapsulation de clé dans le
troisieéme tour du processus de normalisation, est SIKE. Nous fournissons trois attaques pratiques
par canal latéral (attaques side-channel) sur 'implémentation 32-bit ARM Cortex-M4 de SIKE.
La premiére attaque vise la multiplication scalaire de la courbe elliptique, implémentée comme
une échelle a trois points (three-point ladder) dans SIKE. L'absence de randomisation des coor-
données est observée et utilisée pour attaquer I'échelle au moyen d'un algorithme d’analyse de
puissance différentielle. Cela nous permet d’extraire la clé secrete compléte de la partie cible avec
une seule trace de puissance.

La deuxieme attaque suppose que la randomisation des coordonnées est mise en ceuvre et fournit
une attaque a valeur nulle — la partie cible est forcée de calculer I’élément nul du corps, qui ne
peut pas étre protégé par la randomisation. En particulier, nous ciblons a la fois I'échelle a trois
points et le calcul de I'isogénie dans deux attaques distinctes en fournissant des clés publiques
générées de maniere malveillante et constituées de points de courbe elliptique d’ordre irrégulier.
Nous montrons qu'une contre-mesure de vérification de I'ordre est efficace, mais au prix d'une
surcharge de calcul de 10 %. En outre, nous montrons comment modifier 'implémentation de
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maniere a la protéger contre toutes les attaques a valeur nulle, c’est-a-dire qu'une valeur nulle
n'est jamais calculée pendant I'exécution de l'algorithme.

Enfin, la derniére attaque vise une procédure d’échange de points qui est une sous-routine de
I'échelle a trois points. Lattaque réussit a extraire la clé secrete compléte avec une seule trace de
puissance, méme sil'implémentation est protégée par la randomisation des coordonnées ou la
vérification de I'ordre. Nous proposons une contre-mesure efficace — un algorithme d’échange
de points amélioré qui protege 'implémentation de notre attaque.
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Pe3umMme

[TocT-kBanTHA KpUNTOorpaduja je rpana kpunrorpaduje Koja mpoydasa aJiIroOpuTMe 3a Koje ce
Bepyje Ja Cy OTIIOPHU Ha HallaJle KBAaHTHUM padyyHapuMa. HajpacnipocTpameHuju alropuTMu
acumerpuuHe kpurnrorpaduje qanac, PCA (RSA) u [ludu-Xenman (Diffie-Hellman), a u gpyru
Yyja ce TesKIHA 3aCHUBA Ha Tpo0JeMy (haKkTopu3aIyje U JUCKPETHUX JIOTAPUTMUMA, MOTY OUTH
pas3bujenu nomohy KBaHTHUX pauyHapa. OBa Te3a Ipoy4yaBa ABa Kpunrorpadgcka aaropurma
KOjH Cy CMaTpaHU OTIIOPHUM Ha KBaHTHe padyyHape U HyJU TeOpUjCKe U IPaKTUYHe Hamaje Ha
BUX.

[IpBU IpPOTOKOJI je reHepa/n30BaHa JleskaHIpoBa IIceyIoHacCyMUYHa (PyHKIMja — TeHepaTop
HacyMUYHUX OMTOBA KOjU ce H3pavyHaBa Kao JleskaHnapos cM00JI 07 BpeJTHOCTU eBajyanuje
TajHOT IIOJIMHOMA HaJ, eJleMeHTOM KOHa4YHOT NoJba. IIpecraB/beHy cy HoBa TauyKa VIeAUIITa
Ha CKYII TajHUX KJby4yeBa (TajHHUX ITOJIMHOMA), M Halaj 3a OTKPUBA:€ TajHOT K/byda KOjH ce
3acHuBa Ha rpahemy Tabesie Koja je KyOHa y 6pojy ynura pyakigja. [IpeacraB/beHr Hanay je
no6oJbIIame Y OTHOCY Ha IIPeIXOIHE HajOo/be aITOPUTMeE YHje cy Tabesie caMo KBagparHe y
oTHOCY Ha 6poj ynuTa PpyHKIHje.

Jpyru npoTokoJ1 koju nokpusamo je SIKE — ,supersingular isogeny key encapsulation”, niu
pasMeHa KJby4yeBa CyIIepCUHTYJIapHUM U3oreHnjama. ¥ 2017. aMmepr4Ky HallMOHAJIHU UHCTUTYT
3a craugape u texHosoruje (NIST) je OTBOPHO MO3UB 3a CTAHIAPIU3AIH]Y TOCT-KBAHTHUX
Kpunrorpagckux ajaropuraMa. Jexas of KaHI1U1aTa, TPeHyTHO Ha JINCTHU aJITepHaTUBHUX KaH-
nuaara 3a pa3MeHy Kjbyuena, je SIKE. ¥V 0B0j Te3u npeacTaB/beHa Cy TPU MPpaKTUYHA HaNaaa
criopequuM Kananuma (13B. side-channel namanu) va 32-6utHy nmiiemenranujy SIKE-a Ha
ARM Cortex-M4 MUKpOLIpOIIeCcopy.

[TpBU Hamaj TapreTupa onepalyjy CKaJlapHOT IPOM3BOa y eJTUIITUYKUM KprUBaMa, UMILJIeMeH-
THpaHy KPO3 JIECTBUIY ca TpH Tauke (13B. three-point ladder) y SIKE-y. [TpumeheH je HemocTarak
paHzoMu3alyje KoopJrHaTa U MCKOPUIITEH Kako OU Ce U3BPIIKO Hallaj Ha MepieBIHe ToMohy
nudepeHiijaiHe aHaau3e moTpoiike ctpyje (T3B. differential power analysis).

Jpyru Hamaj 1oJasy of IpPeTHoCTaBKe Ja je UMIlJIeMeHTanuja 3amruheHa paHgoMu3alijomM
KOOpJIMHATa ¥ HYJU ,Halaj HyJITUX BpeJHOCTH  — HallaJiHyTa CTPAaHKa je HaTepaHa /ia u3padyyHa
eJIeMeHT HyJ/Ia Y 1I0JbY KojU He Moske OuTH 3aiTuheH pangomMusanyjoM. [Ipernanuje, Tapretupa-
HU Cy U JIECTBUIIE Ca TPU TauKe U U30TeHHja, KPO3 iBa OJ[BOjeHa Hanaga. Hanmamu ce u3BpliaBajy
TaKO LITO Ce HallaJHyTOj CTPAaHKHU IIpefiaje 3JIOHaMepHO T'eHepUCaH jaBHU KJ/bYY CACTaBJ/bEH U3
Tayaka Ha eJIMIITUYKOj KPUBU KOje Cy HellpaBUJIHOT pena. [Topen Tora, foKka3aHa je yCIIeIHOCT
3allITUTHE Mepe IIpoBepe pelia Tayaka, Koja JoAylle 10Ja3! Y3 JoJaTHe TPOIIKOBE Y pauyHamby
— 0Ko 10% Bullle payyHamba y OJHOCY Ha aJITOPUTAM KOjU He KOPUCTHU 3alITUTHY Mepy. Takobe,
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MpeACcTaB/bEH je HAYWH Jia ce ToAaTHO U3MeHU UMILJIEMeHTallfja Tako Aa Oyfe 3amruheHa of
CBUX Hamaja HyJITUX BPEIHOCTH, T.j., 1a BPETHOCT HyJIa HUKaJa He Oy/e u3pavyHara y TOKY
U3BpIIeHha aAropuTMa.

[Nocnenwmy HaTa TapreTyupa onepanujy 3aMeHe Tadaka Koja je cama IIoApyTHUHa YHyTap Jie-
CTBUIle ca TpU Tauke. Haman ycreniHo oTKpuBa L0 TajHU KJby4 Ca CaMo jeJHUM MepereM
HalloHa Ha MUKPOIIPOIIECOPyY Y TOKY pajia aJIrOpUTMa, YaK U Kaja je UMIlJleMeHTalnyja 3amruhe-
Ha paHJ0MH3allljoM KOOpIUHAaTa WJIX IPOBEPOM pejia Tauaka. [IpeficraB/beHa je U 1eJIOTBOPHA
KOHTpaMepa — MoO0JBIIIaHA aJITOPUTAM 33 3aMeHy TadaKa KOju YCIIeNIHO OpaHu UMIIJIEMEHTa-
[IWjy O HaBeJleHOT Halaja.
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Introduction

What is a quantum computer? “If’s just an excuse to give cryptographers jobs”.

Whether you're a sceptic (or as sceptics say — a realist), or if you believe in the inevitable change of
the computing paradigm towards quantum, the theory of quantum computing is here to stay. The
practice, on the other hand, is lagging behind by about 10 years — the realists’ new natural constant.
At the time of the writing of this thesis, quantum computers were commercially available [IBM09].
However they were limited to working on only 20 quantum bits, or qubits. There are serious
doubts about the scalability of quantum computers, and some researchers such as Kalai [Kal16]
argue that there are physical barriers which make quantum computing infeasible. The argument,
in a nutshell, is “ Noisy quantum systems will not allow building quantum error-correcting codes
needed for quantum computation” [Kal19].

Practice aside, in theory quantum computers can solve some problems that are classically hard.
For example the Deutsch-Jozsa problem [DR92], definition 1, is solved on a quantum computer
with only one query, while a classical computer requires at least two queries of a secret function.

Definition 1 (The Deutsch-Jozsa problem). Let f : {0,1} — {0,1} be a function. Given oracle
access to f, decide if f is constant or not.

The Bernstein-Vazirani problem [BV97], definition 2, increases the gap further - it is solvable with
a single query on a quantum computer, but on a classical one a polynomial number of queries is

needed.

Definition 2 (The Bernstein-Vazirani problem). Let s € {0, 1}" be asecretandlet f : {0,1}" — {0, 1}
be a function such that f((xy,..., X)) = (s,X) = s1x1 ®--- & s, X,,. Given oracle access to f, find s.

Finally, an exponential separation is given by Simon’s problem [Sim97], definition 3, which is
solved in a linear number of queries on a quantum computer, while a classical one requires an

exponential number of queries.

Definition 3 (Simon’s problem). Let s € {0, 1}" be asecretand let f : {0,1}" — {0, 1}* be a function
such that f(x) = f(y) ifand onlyif x— y = s (i.e., x; ® y; = s; for i = 1,..., n). Given oracle access
to f, find s.
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Similarly, Shor’s algorithm [Sho97] solves problems that are believed to be hard, and on which
present day cryptography is based. In particular the RSA problem, factoring and the discrete
logarithm problem all fall prey to Shor’s algorithm.

However, quantum computers are not almighty. So far NP-hard problems have not been solved
(in polynomial time) by quantum computers. Similarly, secret-key cryptography is only lightly
scratched by quantum computers — Grover’s algorithm [Gro96] can solve function inversion (or
unsorted search) in time square root of the size of the input space. A quadratic speed up over
the best classical algorithms, but not an exponential one. In most cases secret-key cryptography
solves the problem of the quantum threat by doubling the security parameters.

For public-key cryptography, however, increasing the parameters is not enough to promise
quantum resistance. Instead, new algorithms are being developed, and more importantly, new
hardness assumptions are made, in particular ones that, as far as one is able to infer, cannot be
solved by quantum algorithms.

The generalised Legendre pseudorandom function. The first algorithm that this thesis covers
is the generalised Legendre pseudorandom function (PRF). Using the Legendre symbol in a
pseudorandom function was originally proposed by Damgérd [Dam90]. Initially, the Legendre
PRF was defined for some prime p and secretkey k € F), as an oracle & which at input x computes
the Legendre symbol &' (x) = (%]C) Later generalisations of the protocol by Russell and Shparlinski
[RS04] proposed to use a higher degree polynomial in x as the key. The generalised Legendre
PREF is defined for a prime p and a secret key f € [ ,[x] as an oracle & which at input x computes
O(x) = (%) The prime p was originally considered to be secret by Damgard, but we assume
that it is publicly known. Damgard conjectured that when f is linear (the original Legendre PRF
case), given a sequence of Legendre symbols of consecutive elements it is hard to predict the
next one, even when the prime p is public. Similar problems conjectured to be hard were also
proposed [GRR*16], such as finding the secret polynomial while being given access to @ and
distinguishing € from a random function, for both the linear and the general Legendre PRE So far
no classical polynomial time algorithms were found for either of these problems and it is believed
that they are hard. A quantum polynomial time algorithm was given by Russel and Shparlinski
[RS04], but it relies on querying a quantum oracle, i.e., querying the oracle on a quantum state.
No subexponential algorithms are known when only classical queries to the oracle are allowed.
Currently, the Legendre PRF can be considered to be quantum-resistant.

While mathematically simple, the Legendre PRF was considered to be too computationally ex-
pensive for traditional cryptographic settings and thus not used in practice as a pseudorandom
function. A recent result by Grassi et al. [GRR*16] showed that it can be used in multiparty-
computation settings, and that in that paradigm it is orders of magnitude faster than the alterna-
tive symmetric-key primitives. This is mainly due to the homomorphic property of the Legendre
symbol and the possibility of evaluating it with only three modular multiplications in arithmetic
circuit multi-party computations, which makes it a very efficient MPC friendly PRF candidate. In
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comparison, SHA256 requires tens of thousands of multiplications while AES needs 290 in the
MPC setting [Feil9)].

There are plans to incorporate the Legendre PRF into the Ethereum 2.0 protocol [Feil9], and
in order to motivate research in this direction, the Ethereum foundation published a number

of challenges. In each challenge, a list of M = 22°

Legendre symbols of consecutive elements
was provided. The difficulty of the challenge was based on the size of the underlying prime field
which varied from 64 to 148 bits. The goal was to find the secret key which parametrises the linear

Legendre PRE We provide the solutions for challenges of size 64,74 and 84 bits.

Supersingular isogeny key encapsulation. The second cryptographic algorithm that we cover
is SIKE — Supersingular isogeny key encapsulation.

Given the current state of the “quantum threat” and the substantial amount of research done on
the topic of quantum computers, the American National Institute for Standards and Technology
(NIST) has started a project to solicit, evaluate and standardise post-quantum cryptographic
protocols [Div16]. The submissions for the standardisation process are divided into two categories
—key encapsulation mechanisms (KEM) and digital signatures. SIKE, as the name suggests, is a
key encapsulation mechanism.

The NIST standardisation process started in 2017. Initially there were 69 KEM submissions. The
submitted protocols can be classified into four groups depending on the algorithmic approaches
that were used:

 Lattice based algorithms,

¢ Multivariate quadratics based algorithms,
¢ Code based algorithms,

¢ Isogeny based algorithms.

Out of all the submissions SIKE was the lone isogeny candidate. In the meanwhile the standardis-
ation process reached the third round. At the time of writing there are nine algorithms left, out of
which four are designed as finalists, and five as alternate candidates. SIKE is one of the remaining
alternate candidates.

The development of isogeny-based cryptography protocols started in 1997 by Couveignes [Cou06],
only to be independently rediscovered in 2006 by Rostovsev and Stolbunov [RS06]. The main
building blocks of their algorithm are isogenies between ordinary elliptic curves. The proposed
construction was shown to be resistant to known classical attacks, but a subexponential quantum
attack was found by Childs et al. [CJS14]. The attack — finding a secret isogeny between two
curves — is based on computing the endomorphism ring of the elliptic curves and observing that
isogenous curves are in a one-to-one relation with elements of the class group of said ring. The
class group is Abelian and thus finding the hidden isogeny reduces to a hidden shift problem in an
Abelian group. This attack was mitigated by Jao and De Feo [DJ11] (and Plat [DJP14]) who propose
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to use supersingular instead of ordinary elliptic curves in an algorithm called SIDH (Supersingular
isogeny Diffie-Hellman) which later became SIKE. Due to the nature of supersingular elliptic
curves (i.e., the non-commutativity of their endomorphism ring), the previously mentioned attack
is prevented. In addition to the lack of subexponential attacks in both classical and quantum
settings, the new SIKE algorithm stood out in its simple structure reminiscent of the classical
Diffie-Hellman protocol, but also, and more importantly, SIKE was more efficient and had lower
key sizes. Over the years, SIKE was improved [AJK*16, CLN16, ZSP* 18, BF18a, BF18b] and the
current implementation stands competitive with respect to other NIST candidates in the third
round. One of the main downsides of SIKE is its high run-time which currently qualifies the
scheme as the slowest surviving candidate, at the moment being around 300 times slower than
the fastest candidate. However, this downside is compensated with the lowest key sizes among all
quantum-resistant candidates, with the public key size around 3 times smaller than the key size
of second smallest candidate. The trade-off between the cost-effectiveness of the key size and the
computational cost was studied in [Lan18, Kwil9, PST20, Wei20].

This thesis follows the NIST recommendation to study side-channel attacks on post-quantum
cryptographic schemes [Moo18, Apo20] and consists of the side-channel analysis of the SIKE
implementation adapted to the 32-bit ARM Cortex-M4 chip architecture. The Cortex-M4 [Hol] is
a low-power and low-cost embedded microcontroller from the ARM Cortex-M family, which is
recommended by NIST for post-quantum cryptography evaluation [Moo19, KRSS19]. As such, the
Cortex-M4 should be used with care in cryptographic settings. The implementation that we target
in all attacks is the Cortex-M4 implementation by Azarderakhsh et al. [SAJA20], which is included
in the official third round NIST submission of SIKE [JAC*17]. In addition to the implementation
by Azarderakhsh et al., the submission also includes an optimised implementation in C for 32-bit
architectures. Both implementations have some level of side-channel resistance as they are
both constant-time. The main differences lie in the low-level functions, such as multi-precision
additions, multiplications, and modular reductions that have been rewritten in assembly in
order to take full advantage of the Cortex-M4 capabilities. In addition to the before mentioned
implementations, the submission also contains a reference implementation which is written in C,
uses GMP for modular arithmetic, and uses affine coordinates. The reference implementations
is orders of magnitude slower than the other two due to the excessive number of costly field
inversions that are computed.

This thesis covers three attacks on SIKE in Chapters 4, 5, and 6. The attacks are arranged in order
in which they were discovered, and also in order of strength — attacks in later chapters defeat
the countermeasures proposed in previous chapters. The attacks are based on side-channels,
exploiting physical properties of the microprocessor which is running SIKE in order to extract
secret information. Different types of side-channel approaches are used — differential power
analysis, electromagnetic attacks, collision power analysis, clustering power analysis. They are
explained in the corresponding chapters, however, the emphasis will be on the theoretical side of
the attacks rather than the techniques used in side-channel analysis.

In Chapter 4 we give a differential power analysis attack which targets the elliptic curve scalar
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multiplication procedure in SIKE. The scalar multiplication operation is computed by means
of a three-point ladder — a constant-time ladder which takes for input a triple of elliptic curve
points (Q, P, Q — P) and outputs the point R = Q + [sk] P, where sk is a secret scalar. The ladder is
computed by looping over all bits of the secret scalar sk, and at each iteration computing a double-
and-add function (Q, P, Q- P) — ([2]Q, P+ Q, Q — P) which is preceded by a conditional swap on
the last two points of the triple. Our attack is based on the observation that the representation of
projective coordinates is not protected by (multiplicative) coordinate randomisation. We exploit
the lack of coordinate randomisation by guessing the values of point coordinates and computing
the correlation between said values and power consumption in order to confirm our guesses. In
particular, the attack consecutively extracts the secret bits of sk. For each bit of sk, we assume the
knowledge of the points triple at the beginning of the corresponding loop iteration, and we make
two hypothesis on the conditional swap for the two bit guesses. In such manner we obtain two
possible elliptic point triples. We proceed by computing the coordinates of the points in the two
triples, and correlating them with the power consumption. High correlation indicates a correct
guess. We use this procedure to extract the whole secret key by using only one power trace of the
three-point ladder procedure.

In Chapter 5 we provide two attacks on a SIKE implementation which is assumed to be protected
by coordinate randomisation. The attacks aim to defeat the countermeasure by forcing the
target party to compute projective points which have 0 as one of their coordinates, and which
therefore cannot be protected by coordinate randomisation. The first of the two attacks targets
the three-point ladder procedure. We create a malicious public key formed of elliptic curve points
of an order which is different from the order of honestly generated public keys. The malicious
points are such that when the target party computes the three-point ladder with those points
as input, they are forced to compute an elliptic curve point equal to [0: 1] or [1 : 0] if and only
if a secret bit of their secret key is equal to a hypothesised value. Side-channel analysis in form
of electromagnetic measurements is used in order to deduce if a projective coordinate is equal
to 0, and therefore to deduce the value of a secret bit. The second attack creates a malicious
public key of a similar form, and targets the isogeny computation procedure. When the target is
provided with a malicious public key, the isogeny computation leads to irregular behaviour. We
characterise such behaviour, and form our public keys so that during the isogeny computation
only two things can happen - eventually all field values become 0 or all field values become
random. In particular we make the public keys depend on a digit of the secret key so that the
former situation happens if the secret key digit is correctly guessed, and the latter if the digit is
incorrectly guessed. This allows us to extract the whole secret key of the target party by using
a power analysis distinguisher; in particular we used collision power analysis. Furthermore we
show that the reference implementation (which is different from the original target — Cortex-M4
implementation) crashes if all field values become 0, which leads to a remote full key extraction
attack. The chapter finishes by providing a countermeasure — the order checking procedure,
originally suggested by Costello, Longa, Naehrig in [CLN16]. However, the countermeasure
comes at a cost of 10% performance overhead, which puts the future of SIKE, which is already the
slowest of all post-quantum key encapsulation algorithms, in a difficult position.
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In Chapter 6 we provide a clustering power analysis attack on an implementation of SIKE which is
protected by coordinate randomisation and order checking. We target the three-point ladder, in
particular the point swapping operation. This function swaps two elliptic curve points depending
on the value of a secret bit. In particular, the secret bit is expanded into a mask — OXFFFFFFFF
or 0x00000000 — which is then used in a conditional XOR swap algorithm. The high Hamming
distance between the two possible masks allows for the creation of a side-channel distinguisher.
The attack is performed by measuring all the executions of the swaps, and assigning them to one
of the two clusters based on the power consumption during the corresponding mask computation.
Two different clustering algorithms are studied, k-cluster and thresholding. Both approaches
extracted the whole secret key in each of the 1000 experiments that were performed. Finally, we
provide an effective countermeasure based on splitting the mask into two random shares and
correspondingly adjusting the conditional XOR swap. The countermeasure successfully protects
from the attack in question, and comes at a negligible performance overhead when compared to
the overall runtime of SIKE.

Publications. The four chapters of this thesis are based on previous work which was written in
collaboration with other authors.

* Chapter 3 is based on the paper “Cryptanalysis of the generalised Legendre pseudorandom
function”, [KKK20a], which was written in collaboration with Thorsten Kleinjung and Dusan
Kosti¢. The paper is published in “ANTS XIV: Proceedings of the Fourteenth Algorithmic
Number Theory Symposium’”.

* Chapter 4 is based on the paper “Full key recovery side-channel attack on ephemeral SIKE”,
[GAGK21], which was written in collaboration with Aymeric Genét and Natacha Linard de
Guertechin. The paper is published in “COSADE 2021: Proceedings of the 12th international
workshop on Constructive Side-Channel Analysis and Secure Design’.

* Chapter 5 is based on the paper “SIKE channels: Zero-Value Side-Channel Attacks on SIKE”,
[DEG™22], which was written in collaboration with Luca De Feo, Nadia El Mrabet, Aymeric
Genét, Natacha Linard de Guertechin, Simon Pointié¢ and Elisse Tasso. The paper is under re-
vision for TCHES 2022. The preprint of the paper is available at https://eprint.iacr.org/2022/054.

» Chapter 6 is based on the paper “Single-trace clustering power analysis of the point swap-
ping procedure in the three point ladder of Cortex-M4 SIKE”, [GK22], which was written in
collaboration with Aymeric Genét. The paper is accepted at “COSADE 2022: Proceedings of
the 13th international workshop on Constructive Side-Channel Analysis and Secure Design’.
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1§ The Legendre pseudorandom function

The usage of Legendre symbols in a pseudorandom function (PRF) is an idea originally proposed
by Damgérd [Dam90]. Further generalisations with higher degree polynomials were proposed
by Russell and Shparlinski [RS04]. In both cases a prime p is given and the Legendre PRF is
%), where f(x) € F[x] is
a secret key. Damgérd conjectured that when f is linear, given a sequence of Legendre symbols of

modelled as an oracle @ that on input x outputs the Legendre symbol (

consecutive elements it is hard to predict the next one. Similar problems conjectured to be hard
were also proposed [GRR™16], such as finding the secret polynomial while being given access
to @ and distinguishing & from a random function. So far no polynomial time algorithms were
found for either of these problems and it is believed that they are hard. Until recently practical
applications have been limited, primarily due to availability of much faster alternatives.

A recent result by Grassi et al. [GRR*16] sparked an interest in the linear Legendre PRF because it
was found suitable as a multi-party computation (MPC) friendly pseudorandom generator. This
is mainly due to the homomorphic property of the Legendre symbol which allows the function
to be evaluated very efficiently in the MPC paradigm. The Legendre PRF is order of magnitudes
faster then the alternatives which are mostly block-cipher based.

There are plans to use this construction as a PRF in the Ethereum blockchain [Feil9]. For this
purpose the Legendre PRF was shown to be a great candidate because of its efficiency. In compar-
ison, SHA256 requires tens of thousands of multiplications, AES needs 290 in the MPC setting,
while the Legendre PRF requires only 3 [Feil9].

1.1 Mathematical background

We recall the definitions and some properties of the main mathematical objects used to define
the Legendre pseudorandom function.



Chapter 1. The Legendre pseudorandom function

Definition 1.1.1 (Legendre symbol). The Legendre symbol of an element x in [, is defined as:

= 0 ifx=0modp (1.1)

1 ifxelF), isasquare mod p
X p-1
( ):x 2
-1 ifx €[y is nota square mod p.

p

It stems directly from the definition that the Legendre symbol is a multiplicative function, i.e.,

(-Gl

This property is crucial for the usage of the Legendre symbol in the MPC setting.

that the following formula stands:

In practical implementations, the Legendre symbol is usually redefined by setting (%) :=1. The
main reason behind this choice is that this way the Legendre symbol becomes a binary function
and its output can be saved in a single bit. The main drawback is that the function loses the
multiplicative property.

Independently of the definition of (%) we will assume that the multiplicative property of the
Legendre symbol stands. This is a non-problem and the reader should be easily convinced that
the algorithms that we provide terminate in the same expected time and with the same probability.

Definition 1.1.2 (Legendre sequence). The Legendre sequence with starting point a and length
Lis defined to be the sequence of Legendre symbols evaluated at L consecutive elements starting
from a. We denote it with {a}:

al [a+1) [a+2 a+L-1
{a}Lz (_),( )’( )’.‘.’( ). (1‘3)
p p p p

Every starting point a fully determines its sequence of length L, but not vice versa — that property

depends on L. In general, these sequences are as well distributed as one can hope them to be. It
is well known that when L =1 “half” of the sequences with starting point a are equal to 1, and
the other “half” of the sequences are equal to —1. Similar properties are true for larger L, and in
general, following a theorem of Davenport, around one in 2% elements of F p is a starting point of
a given sequence of length L.

Theorem 1.1.1 (Davenport, 1933 [Dav33]). Let S be a finite sequence of +1’s of length L. Then
the number of elements of F,, whose sequence is equal to S satisfies

#{ae[F,,|{a}L:s}:2£L+0(pf) (1.4)

where 0 < € < 1 is a constant depending only on L.
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1.2 The Legendre pseudorandom function

In Chapter 3 we assume that L is such that {a}; uniquely defines g, i.e., that the following holds
{a}; = {b}; if and only if a = b. (1.5)

For (1.5) to hold we need to have L = Q(log, p). The only provable upper bound comes from the
Weil bound [Wei48] and is L = O(,/plog p) which is exponential.

Our computational results, together with other statistical data on the distribution of Legendre
sequences [Dam90], indicate that on average over all sequences S of length L, there are ZEL +0(1)
elements whose Legendre sequences are equal to S. In other words, for a random S and a random
Jj we have {j}; = S with probability ZLL A good estimate of L in terms of p is L = [2log, p].

1.2 The Legendre pseudorandom function

In this section we define the Legendre pseudorandom function, and its higher degree generalisa-
tion.

Definition 1.2.1 (Pseudorandom Functions). A pseudorandom function family {0} is a set of
functions with the same domain and codomain indexed by a set of keys k such that a function
Oy chosen randomly over the set of k-values cannot be distinguished from a random function.

Definition 1.2.2 (Legendre PRF). The Legendre pseudorandom functions are functions G from
Fp to {—1,1} indexed by k € [}, and defined as

“k). (1.6)

O (x) =(
p

Definition 1.2.3 (Higher degree Legendre PRF). The Legendre pseudorandom functions of degree
r are a family of functions @f from [, to {—1,1} indexed by f = krx"+...+kix+kpe Fplx] and
defined as

b
o= (17
p
The degree r is assumed to be polylogarithmic in p.

Two oracles © f(x) and © fik, (x) are the same up to multiplication by (%) and therefore we can
assume the polynomial f to be monic. The case of linear f(x) thus reduces to the standard
Legendre PRF as introduced by Damgérd which we from now on refer to as the linear Legendre
PRE

The polynomial f(x) is considered up to multiplication by a square in [ [x] since the Legendre
symbol is invariant under square factors of f(x). This is not entirely true as a square linear factor
introduces a zero and may change the output of the oracle at one point, but the reader should be
convinced that this can be safely ignored.

11
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The secret key space, i.e., the space from which we choose f(x) is the space of monic polynomials
modulo squares. The number of such polynomials equals p” —p”~! for r > 1 (see [Ber15], problem
3.3)and pforr=1.

Definition 1.2.4 (Generalised Legendre sequence). The length L Legendre sequence of a polyno-
mial f(x) is denoted by {f}, and defined as

i = (f(O)), (f(l))’ (f(z))’.__, ( M) 8)

p p p p

As a generalisation to Theorem 1.1.1 and property (1.5) we assume that L is such that { f}; uniquely
defines f, i.e., that the following holds

{f},={g}, ifand onlyif f = g. (1.9)

With r the degree of f we have L = Q(rlogp). We assume that property (1.9) holds for L =
O(rlogp). A reasonable estimate is L = [2rlog p]. Throughout Chapter 3 we include the depen-
dence on L in the complexity of our algorithms.

1.3 Hard Problems

There are three main problems conjectured to be hard, and on which the security of the Legendre
PRF is based.

Definition 1.3.1 (Generalised Legendre Symbol Problem - GLSP). Let f be a uniformly random
monic square-free polynomial. Given access to an oracle @ that on input x € F, computes
0 = (52), find f.

Definition 1.3.2 (Decisional Generalised Legendre Symbol Problem - DGLSP). Let f be a uni-
formly random monic square-free polynomial. Let @ be an oracle that on input x € [, computes
Op(x) = (&), and let @1 be an oracle that on input x outputs a random value in {-1, +1}. Given

p
access to 0 where b is an unknown random bit, find b.

Definition 1.3.3 (Next Symbol Problem - NSP). Given a Legendre sequence {f} p Of M =

polylog(p) symbols, find (M), or equivalently find {f}

p M+1"

The DGLSP trivially reduces to GLSP and NSP. In the other direction, following a theorem of
Yao [Kra86] on general pseudorandom functions, predicting the next bit of a pseudorandom
function is as hard as distinguishing it from a truly random one. Therefore, under polynomial
time reductions, we have that NSP = DGLSP < GLSP.

12



¥4 SIKE

SIKE, the supersingular isogeny key encapsulation is a post-quantum key encapsulation mecha-
nism (KEM) built on the theory of isogeny graphs of supersingular elliptic curves.

We start by introducing the mathematical background - finite fields, elliptic curves, isogenies.
Then we introduce supersingular isogeny Diffie-Hellman (SIDH), the main building block of SIKE.
Finally we end by introducing SIKE which is essentially a Fujisaki-Okamoto wrapper of SIDH.

A general overview of isogeny-based cryptography can be found in [DF17]. For a complete tutorial
on SIKE, the reader is advised to see [Cos19].

2.1 Mathematical background

Let g = p" be an odd prime power, and denote with [F, the finite field with g elements. All primes
denoted with p are assumed to be strictly greater than 3. We denote with F the algebraic closure
of a field F. The projective space of degree n over a field F is denoted with P"(F), and an element
P € P"(F) is denoted with P = [Xj :...: X;]. We call coordinate randomisation of P the process

Equivalence of integers @ and b modulo 7 is denoted with a = b. The ring of integers modulo an
integer n is denoted with Z/(n).

We will use the minimal amount of definitions necessary to cover SIKE. For a more technical
introduction to elliptic curves we refer the reader to [ST15, Sil09, Cas91].

Definition 2.1.1 (Algebraic curve). An algebraic curve C over F is the set of points [X: Y : Z] €
P2 (F) that are the solutions to a homogenous polynomial equation f(X, Y, Z) = 0. If f is of degree
d then we call C a degree d curve. In particular, third degree curves are called cubics.

Definition 2.1.2 (Singular points). Let C be a cubic, f it’s defining polynomial and f, fy, fz
the derivatives of f with respect to X, Y and Z respectively. We call P = [Xp : Yp : Zp] a singular

13
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point if
JF(Xp,Yp, Zp) = fx(Xp, Yp, Zp) = fy(Xp, Yp, Zp) = f7(Xp,Yp, Zp) = 0. (2.1)
Definition 2.1.3 (Smooth curves). An algebraic curve without singular points is called smooth.

Definition 2.1.4 (Elliptic curve). On the projective plane P?(F), an elliptic curve E is a smooth
cubic over [F together with a designated point € on the curve called the identity.

Definition 2.1.5 (Short Weierstra§ form). When the characteristic of the field F is different from
2 or 3 we may without loss of generality (see [Sil09]) suppose that the elliptic curve E is defined
by the short Weierstral equation in projective coordinates:

Y2Z=X3+ax7z*+bZz3 (2.2)

with the identity point being @ = [0 : 1: 0]. The curve equation can be written in affine coordinates
as

y2 =x3+ax+h. (2.3)
The curve is smooth if and only if 4a3 +27b* #£0.

Theorem 2.1.1 (Group structure). An elliptic curve E has a natural group law, known as the
chord-and-tangent rule. Given two points P and Q we can define the point P + Q as follows:

1 Let L be the line through P and Q, or the tangent line if P = Q.
2 Let S be the other point of intersection of E with L.

3 Let L2 be the line through S and O, or the tangent line if S= 0.
4 Let R be the other point of intersection of E with L2.

Then P + Q := R. This operation defines an Abelian group structure on E.

Proof. See [Sil09]. O

Remark. For any field extension [F < K we denote with E(K) the group of points P € P2 (K) which
satisfy the curve equation (2.2).

Definition 2.1.6 (E as an Z-module). The group structure makes E a Z-module, giving a meaning
to multiplication of elements of E by integers. We make the following definition forall P € E, n € N:

[n]P:=P+P+...+P (2.4)
n times
[-n]P:=—([n]P) (2.5)

Definition 2.1.7 (n-torsion). We denote by E[n] the n-torsion of the elliptic curve E over F, e.g.,

14
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the subgroup of points of E (F) such that [n]P = ©:
E(nl:={PeE[F)|[n]P =0} (2.6)

Theorem 2.1.2 (Torsion subgroups structure). The n-torsion is completely characterised, and
we have for char(F) /n

E[nl=Z/(n)e Z/(n), (2.7)

while if char(F) = p there are two cases

Elp"127I(p") forall r €N, or (2.8)
E[p"] = {0} forall r e N. (2.9)
Proof. See [Sil09]. O

Definition 2.1.8 (Ordinary and supersingular curves). Let E be a curve over [, and let char(F) = p.
Then

Eisordinaryif E[p"1 2 Z/(p"), (2.10)
E is supersingular if E[pr] = {0}. (2.11)

Definition 2.1.9 (Isogenies). An isogeny over F is a non-constant rational map defined over F
from an elliptic curve E to an elliptic curve E’ that is also a group morphism from E(F) to E'(F).

Remark. All non-constant rational maps sending @ € E to ©' € E' are isogenies (see [Sil09]).

Definition 2.1.10 (Isogeny degree). The degree of a separable! isogeny ¢ : E — E' is the order of
the kernel subgroup

ker¢p:= {P € E(F) | p(P) = 0"} (2.12)

Definition 2.1.11 (The j-invariant). Klein’s j-invariant of an elliptic curve E defined by equation
(2.2) is defined to be:

4a3

()= 1728—— 2
/B 18+ 2702

(2.13)

The smoothness condition of the curve equation assures that the denominator is not zero.

Remark. Two elliptic curves are isomorphic if and only if they have the same j-invariant [Sil09].
Furthermore for any jj € [ there is an elliptic curve E such that j(E) = jp. For jo = 0 the curve
is y> = x3 + 1, for jo = 1728 the curve is y* = x3 + x and for other values the curve is defined the

. : . T 27,
short Weierstral§ equation with a = b = =y

IThe only type of isogeny used in SIKE
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Definition 2.1.12 (Isogenous curves). Two curves are said isogenous if there is an isogeny between
them. If the degree of the isogeny is [, the curves are called [-isogenous. We say that the curves
are isogenous over [ if the isogeny is defined over F.

Every separable isogeny has a finite kernel and is uniquely determined by it. More precisely,
every finite subgroup G of E gives rise to a unique isogeny ¢ : E — E’ with ker ¢ = G, where E' is
uniquely defined up to an isomorphism. We denote the image curve by E/G, so

¢:E— E'=E/ker¢. (2.14)

Remark (Computing isogenies). Given an isogeny ¢ as a rational map, one can compute ker ¢ in
time polynomial in the degree of the isogeny by means of a root finding algorithm.

The converse is also true — given a finite group G, represented for example by a (pair of) group
generator(s), one may compute the associated isogeny using Vélu’s formulas [Vél71] in time
polynomial in #G.

Remark. Every isogeny of degree d =[] p; can be written as a composition of isogenies of degrees
p;. This property can be used to evaluate large smooth degree isogenies, which is one of the main
elements of SIKE.

Theorem 2.1.3 (Composing isogenies). If we have finite subgroups G < H < E giving rise to
isogenies ¢p: E — E/G and v : E — E/ H then there is a unique isogeny n: E/G — E/ H such that
the following diagram commutes:

Figure 2.1: Composition of isogenies.

E ¢ s EIG

E/HEE/G/(/)(H),
y=nog.

The kernel of 77 is isomorphic to H/G and equal to ¢p(H) < E/G.

Proof. See [Sil09]. O

Theorem 2.1.4 (Dual isogeny). Let E, E’ be elliptic curves, and ¢ : E — E’ an isogeny of degree d.
Then there exists a unique isogeny ¢ : E' — E such that ¢o¢ = [d] on E, and ¢po ¢ = [d] on E/,
and deg(¢) = deg(¢p).

Proof. See [Sil09]. O
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2.1 Mathematical background

Definition 2.1.13 (¢-isogeny graph). An isogeny graph is a graph of isomorphism classes of
isogenous elliptic curves connected by £-isogenies. More precisely, every node in the graph
represents an isomorphism class of elliptic curves, and edges represent isogenies of degree ¢.
Due to Theorem 2.1.4, the graph can be made an undirected graph, where the edge assigned to
an isogeny and its dual are considered equivalent.

Theorem 2.1.5. Every supersingular elliptic curve E over FP satisfies j(E) € F 2. In other words

E is isomorphic to a curve defined over [ 2.
Proof. See [Sil09]. O

Theorem 2.1.5 shows that there is only a finite number of supersingular elliptic curves over Fp
since the number of possible j-invariants is bounded by p?. The exact number of supersingular
elliptic curves over Fp is actually lower, and given by the following theorem.

Theorem 2.1.6. The number of isomorphism classes of supersingular elliptic curves over [ 2 is

, 0 1fp1521,
— 1 ifp=5,7, .
th +41 ifp=57 (2.15)
2 1fp15211.
Proof. See [Sil09]. O

The ¢-isogeny graph of supersingular curves over [ 2 has some nice combinatoric properties.
Before we proceed, we recall a couple of graph-theoretic definitions and theorems.

Definition 2.1.14. Let G = (V, E) be a k-regular graph with n nodes and let 1;,...,1, be the
eigenvalues of the associated adjacency matrix. The adjacency matrix is symmetric and real, so
its eigenvalues are real, which without loss of generality we can supposed to be ordered. Then,
the eigenvalues satisfy

k=A=...2A,=—k. (2.16)

Definition 2.1.15. Let G be a k-regular graph with 1; eigenvalues of the associated adjacency
matrix. Then G is called an e-expander if € < 1 and

[Ail <ekforalli#1. (2.17)
Expander graphs are widely used and have many interesting properties. In particular they have a
small diameter and random walks on e-expanders are rapidly mixing.
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Theorem 2.1.7 (Mixing theorem). Let G = (V, E) be a k-regular e-expander. Let S € V be a subset
of vertices and let x € V be any vertex in V. Then a random walk of length at least

log((2#V)/#S'/?) (2.18)
log(1/¢) ’
. . . . . 1 #S
starting from x will land in S with probability at least 5 37
Proof. See [JMV09]. O

The smaller the € value in an expander graph is, the shorter the graph diameter, and random
walks are more rapidly mixing. However, the size of € is bounded from below as the next theorem
shows.

Theorem 2.1.8 (Alon-Boppana bound). Let G be a k-regular graph on n vertices with diameter .
Let Ay = A, =... = A, be the eigenvalues of the adjacency matrix. Then

1222Vk—1—g451111, (2.19)
Lm/2]

or in other words A, =2vk—1-o0(1) for n — oo.

Proof. See [Nil91]. O

Corollary 2.1.8.1. Following Theorem 2.1.8 and formula 2.17 we have that all e-expanders must
satisfy € = 2—”’76_1 —o(1).

There is a family of expander graphs that have optimal expansion properties,i.e., satisfy the bound
in Theorem 2.1.8 sharply. These graphs are called Ramanujan graphs and are defined as follows.

Definition 2.1.16 (Ramanujan graphs). Let G be a k-regular graph. Then G is called a Ramanujan
graph if it satisfies
[Ail<2Vik—1foralli#1. (2.20)

; . _ o Vk=1
Ramanujan graphs are ¢-expanders as can be seen by setting € = 2+——.

Finally this brings us to the main theorem on the structure of £-isogeny graphs of supersingular
elliptic curves which proves rapid mixing of random walks along the edges of the graph.

Theorem 2.1.9 (Pizer [Piz90]). For every p =5 the graph of ¢-isogenies of supersingular elliptic
curves over Fp for any £ coprime to p is a connected and ¢ + 1-regular graph. Moreover it is a
Ramanujan graph.
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2.2 SIDH

2.2 SIDH

Supersingular isogeny Diffie-Hellman, or shorthand SIDH, is a Diffie-Hellman-like key agreement
protocol. It is the main building block of SIKE, and in fact we can consider SIKE to be SIDH with
a Fujisaki-Okamoto [FO99] wrapper.

SIDH is a protocol in which two parties, call them Alice and Bob, communicate over an integrity-
preserving and authenticated channel in such a manner that at the end of the protocol they agree
on a shared secret.

The difference from Diffie-Hellman where the two parties compute secret exponentiations which
may be represented as random walks in a group is that in SIDH the two parties compute secret
isogenies which are represented as quasi-random walks in the graph of isogenous supersingular
elliptic curves.

Figure 2.2: Comparison of group Diffie-Hellman and SIDH (simplified).

g
B
7 N XV WGB
a gﬁ

E/GA _ E/GB
gh &~ EiGs T EIGy
\ ﬁ X»—»N /*—’X/GB

E/(Ga+Gp)

2.2.1 Public parameters

All algebraic computations in SIDH take place in a finite field F 2, where p is a prime of the form
p =507 —1, with 0! = 07 = \/p, with £ 4 # ¢ g small primes (in practise taken to be 2 and 3).

Curves that are used in SIDH are of cardinality (p + 1)?, supersingular, and they all satisfy
E(F,2) = (ZI(p+1)* = (Z/(05)* @ (Z1(€3))°. (2.21)

Since E [(;"] CE(F,2) and E [ﬁlef] < E(F2), the elliptic curve is exactly the product of the [i{‘ and
fg” torsion. Let P4, Q4 be generators of the Z;’*-torsion on E, and let Pg, Qp be generators of the
ZZB -torsion on E, so

(PA:QA> = E[ZZAL (PB,QB> E[geB (222)
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Chapter 2. SIKE

Call Ej an elliptic curve with the above properties, for example the elliptic curve with j-invariant
j(Eo) = 1728 when pf?,_

Finally, the public parameters are a sextuple containing the prime p, the starting curve Eyp, and
the BZA and ZZB -torsion generators (P4, Q4) and (Pg, Qp):

(p)EOvPA) QA)PB:QB)' (2'23)

From this point onward let I € { A, B} represent one party and J € {A, B} \ {I} the other party.

2.2.2 Secret key computation

The secret keys of both parties are secret subgroups of E(F,:). The subgroups are created as
follows. Party I chooses a pair of numbers

mp,nr€{0,...,07 -1} (2.24)
such that they are not both multiples of ;. Then they compute a secret point R; as follows:
Ry =[m]Pr+ [n[1Qy. (2.25)

Point Ry is of order ¢ ?’ . We define G; = (Ry) to be the cyclic group generated by the secret point.
This cyclic group is the secret key. It can be represented as the generating point R; or the pair
(mp,ny).

It should be noted that the points Ry and [{[]R; with ;e Z/ (¢ ?’ )" generate the same group Gj.
Therefore the pair (my, ny) is defined up to multiplication by an element of Z/ (¢ ‘;’ ) . In practice
this is avoided by setting m; = 1, and choosing n; uniformly at random from Z/ (¢ ;’ ), so the secret
key of party I is simply nj.

The secret group Gj is a randomly sampled cyclic subgroup of E[¢ ?1 | of order ¢ ?. The group Gy
uniquely defines a secret isogeny ¢; of degree ¢ ;”’ and kernel Gj.

2.2.3 Public key computation

Both parties compute their secretisogeny ¢y : Eg — Ey/ Gy, and evaluate the isogeny on the points
Py, Qj, obtaining their public key:

pki = (Eo/Gr,¢1(P)),¢p1(Q))). (2.26)

A straightforward use of Vélu’s formulas to compute ¢y is inefficient. Instead, more efficient
algorithms are used where the isogeny is computed as a composition of e isogenies of degree ¢;.
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The procedure is given in Section 2.5.5.

2.2.4 Shared secret computation

After sharing the corresponding public keys, the two parties compute another isogeny, but this
time starting from the other party’s public key curve, and using that other party’s public key
points.

Let us rename the elements of the public key of party J as
Ej, P}, Q)= Eo/ Gy, ¢5(P1), ¢5(Qn). (2.27)
The party I first computes the kernel generating point of the isogeny as
R} =[m1P;+(n71Q}, (2.28)

with the same method that was used in Section 2.2.2. The point R} is of order ¢ f’ . The party I
proceeds by computing the isogeny ¢, : E; — E;/ G of kernel G, = (R}). Finally both parties
reach the same elliptic curve Ej; = E;/G, = E I/G} = Ejj, and their shared secret is the final

curve’s j-invariant.

Figure 2.3: Supersingular isogeny Diffie-Hellman

E,PA,Q4,P3B,Qp
—— —

EA»P;yQ;g —-——— - EB»P;szq
EB,PA,Q% é —————— % EArP,B)Q,B
N—— ~——
R, R,
oy P
Eap = Epa

2.3 Hard problems

There are four main problems conjectured to be hard and on which the security of SIDH is based.

Definition 2.3.1 (Decisional supersingular isogeny problem - DSSI). Let E and E’ be two super-
singular curves over [ .. Decide if there is an £°-isogeny between them.

Definition 2.3.2 (Computational supersingular isogeny problem - CSSI). Let E be a supersingular
elliptic curve, let P4, Q4 be generators of E[¢ ;A], and let Pg, Qp be generators of E[¢ ;B] with £ 4,¢5
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coprime. Let R4 = [ma] P4 + [n4]Q4 with m4,n 4 chosen at random not both divisible by £ 4. Let
Ga=(Rp)andlet ¢4 : E — E/G4 be the corresponding isogeny.

Given (E, Pg,Qp) and (E/Ga,¢$ A(Pg),4(Qp)), find a generator of G 4.

Definition 2.3.3 (Supersingular computational Diffie-Hellman problem - SSCDH). Assume the
conditions of Definition 2.3.2 along with the point Rg = [mpg] Pp + [np]Qp with mp,np chosen at
random not both divisible by ¢, the group Gg = (Rp) and the isogeny ¢p : E — E/Gp.

Given (E, P4, Qa, P, QB), (E/Ga,$a(PB),pa(Qp)),and (E/Gp, pp(Pa), $5(Q4)), find theelliptic
curve E/ (G4 + Gpg).

Definition 2.3.4 (Supersingular decisional Diffie-Hellman problem - SDCDH). Assume the
conditions of Definition 2.3.3 along with a point R¢ € E chosen at random among points of order
Z;AZZB, the group G¢ = (R¢) and the isogeny ¢¢ : E — E/Gc.

Given a tuple sampled with probability 1/2 from one of the following two distributions

1. (E,PA,Qa,PB,QpB), (E/Ga,pa(PB),$a(QB)), (E/Gp,pp(Pa),$p(Q4a)), E/(Ga+ Gp),
2. (E,PA,Qa,PB,QpB), (E/Ga,¢a(PB),da(QB)), (E/Gp,¢pp(Pa),dp(Qa)), E/(Gc),

decide from which distribution the tuple was sampled.

So far the best algorithms, classical and quantum, for solving any of the above problems are
exponential.

2.4 SIKE

SIKE is derived from SIDH, by applying the Hofheinz-Hovelmanns-Kiltz variant of the Fujisaki-
Okamoto (FO) transform [HHK17]. The reason for this choice is because the textbook SIDH
protocol is insecure in the static or semi-static setting, i.e., when one of the parties has a static
public key [GPST16]. The FO transform overcomes this weakness, but at a cost of a performance
overhead and only allowing for semi-static keys.

The public parameters are the public parameters of SIDH

pp:(p,EOyPA»QA»PB»QB)- (2'29)
The protocol is asymmetrical so we assume that Bob is the server and Alice is the client.

There are three phases to the protocol: public key generation, key encapsulation and key decap-
sulation.
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2.4 SIKE

2.4.1 Public key generation

Bob starts by choosing a random string s € {0, 1}’ (# > 0 public parameter) which will be used to
create a random key K if he detects a cheating attempt from Alice. Then, Bob proceeds in the
same way as in SIDH. The process is given in Algorithm 1.

Algorithm 1: PUBLIC KEY GENERATION

Procedure Public key generation(pp)
skp —s [0, 1;")
s—g1{0,1}
Rp = Pp +[skplQp
Let ¢pp : Ey — Ep be such that Ker(¢pp) = (Rp)
Output: pkg = (Eg,$p(Pa), $5(Q4))

W N -

2.4.2 Key encapsulation

Alice generates a random message m € {0, 1}? (¢ > 0 public parameter) which plays the role of the
secret in the following. Then, Alice computes her private key by setting

ska=G(m| pkp) mod (%, (2.30)

where G is a public cryptographic hash function (in practice, SHAKE256 is used). She proceeds by
computing her secretkey R4 = P4+ [sk4]Q4 and her publickey co = pka = (Ea, A (Pp),pa(QB)).
Alice continues by computing the common secret j(Eg4) from Bob’s public key. She sets ¢ =

F(j(Epa)) ® m, where F is a cryptographic hash function that may or may not be different from
G.

Finally, Alice sends the concatenation of ¢y and c; as ciphertext (i.e., ¢t = ¢y || ¢1) to Bob and
computes the key K to be used as K = H(m|| ct) (where H is yet another cryptographic hash
function which can be the same as G or F).
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Algorithm 2: KEY ENCAPSULATION

Procedure Key encapsulation(pp,pkp)
1 m—{0,1}*
2 | ska=G(m| pkp) mod [;A
3 | Ra=Pa+IskalQa
4 Let ¢4 : Eg — E4 be such that Ker(¢p4) = (Ra)
5 | pka=(Ea¢a(Pp),$pa(Qp)

6 | R, =¢p(Pa)+I[skalpp(Qa)

7 | Let¢,: Ep — Epa be such that Ker(¢',) = (R),)

8 | Co=pka

9 | a=F(j(Ega))em

10 K=H(ml||ct) // Shared secret K

Output: ct = (¢o || ¢1)

2.4.3 Keydecapsulation

After receiving ct = (cy || ¢}), Bob sets pk', := ¢, computes j(E', ), and extracts m' = F(j(E!,)) ®
¢ as shown in Algorithm 3. Bob then computes

sk’y = G(m'|| pkp) mod I3,

and proceeds by computing the corresponding public key pk’;. Bob then checks that pk’; = pk/,,
to confirm the truthfulness of Alice. In case the check passes, he sets K = H(m' || ct), and K =
H(s|| ct) otherwise.

Algorithm 3: KEy DECAPSULATION

Procedure Key decapsulation(ct)
(), Pl Q) = ;
R}, = P}, + [skplQ),
Let ¢y : E/, — E', ; be such that Ker(¢;) = (R},)
m' = F(j(E,z) ®c,
sk/, = G(m' || pkp) mod €%
R = Py+ [Sk;‘]QA
Let ¢’ : Eg — E'; be such that Ker(¢) = (R")
pkly = (E}},¢'(Pp),¢'(Qp)
if pk’; = co then
| K< H@m'||ct)
else
| K< H(sllct)
Output: K

© 0 NS g ks Wy -

A full execution of the SIKE algorithm is shown in Figure B.1.
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2.5 Practical implementation of SIKE

Currently, SIKE is one of the alternate candidates in the third round of the NIST standardisation
process for post-quantum cryptography. The official implementation of SIKE, and the official
submission to the standardisation process, can be found in [JAC*17].

In this section we give the parameters and formulas used in the practical implementation of SIKE.

2.5.1 Public parameters

For all sets of public parameters, the numbers £ 4 and ¢ are selected to be 2 and 3 respectively,
for efficiency reasons. The starting elliptic curve is

Ey: y* =x3+6x% +x, (2.31)

and the starting points P4, Q 4, Pp, Qp are determined by a deterministic process explained in
[JAC*17] and hard-coded.

Figure 2.4: Public parameters of SIKE

prime size (bits) e4 ep  classical security quantum security

434 216 137 108 72
503 250 159 125 83
610 305 192 152 101
751 372 239 187 125

2.5.2 Choice of representations

Elliptic curves. The elliptic curves used in SIKE are Montgomery curves [Mon87]. An elliptic
curve E over [ is a Montgomery curve if it is represented by the following formula

E: by2 =3+ ax®+x, (2.32)

for some coefficients a, b € F such that b(a® —4) # 0. The point & = [0:1: 0] is assumed to be the
identity. In SIKE the coefficient b is set to be equal to 1. Note that b only defines the curve E up to
it’s twist.

Define the projective representation of a as [A: C] = [a: 1]. In addition to that set A; 4= A+2C,
Ay =A- 2C, and Cy4 = 4C. In SIKE, the elliptic curve with coefficient a is represented in four
different ways depending on the subroutine:

¢ As a, the affine curve coefficient,
e As [A:C] such that C # 0 where a = é,
* As [A3, : Cos] such that Coy # 0 where a = (4A;, —2C24)/ Coy,
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e As [A;4 : A3,] such that A;4 # A, where a = 2(A;4 + A2‘4)/(A;4 - A5).

Points. Montgomery curves allow for a point P € E to be represented only by its X and Z coordi-
nates; P = [Xp : Zp].

This representation defines the point up to its inverse, i.e., [ Xp : Zp] defines both P and —P. With
this representation it is possible to compute multiples of P ([n] P for n € Z) without the need for
the Y coordinate [Mon87].

However, two points in Montgomery coordinates cannot be added without additional information.
This problem is resolved by saving a pair of points P, Q in a triple of points in Montgomery
coordinates

PQ — Q=[Xg:Zgl,P=1[Xp:Zp],Q—P=[Xg-p: Zg-pl. (2.33)
The point P + Q can then be computed from Q, P, Q— P. Formulas are given in the next subsection.
Public keys. A public key in SIKE is a triple formed from an elliptic curve E and two points on

that curve P and Q. In practice, this triple is saved as the triple of points Q, P, Q — P in affine
Montgomery coordinates, i.e., Q = [xg :1], P=[xp:1], Q— P = [xgp_p:1] and

pk = (xq,xp, XQ-p). (2.34)
The curve coefficient a can be extracted from the triple with the following formula

a= (1 - XQJCp - JCQJCQ,p — JCp)CQ,p)2

— X0 — Xp — XO—p. (2.35)
XQXpXQ-pP Q Q

In addition to the public keys, the torsion generating points on the starting curve (P4, Q4), (P, Qp)
are also represented as triples (xq,, Xp,, XQ,—P,)» (XQz» XPy» XQz—Pp)-

Compressed SIKE. In uncompressed (i.e., the previously described) SIKE, public keys are formed
as triples of coordinates of elliptic curve points pk = (xq, Xp, XQ-p), from which the curve coeffi-
cient a is computed. Compressed SIKE is an alternative implementation of SIKE which represents
the public key points Q, P as elements of Z/(¢ ?1 Yo Z/(¢ ? ) through a basis of the ¢ ;”1 torsion
which is deterministically chosen as a function of the underlying curve. This allows for about 40%
smaller public keys, however at a cost of slower algorithms due to the necessity of computing
torsion bases and computing coefficients of points in the torsion basis. In particular the over-
head is 65% — 75% for key generation, 55% — 65% for key encapsulation, and 5% — 10% for key
decapsulation. Throughout the paper we assume that uncompressed SIKE is used, unless stated
otherwise.
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2.5.3 Formulas

The main building blocks of SIKE are doubling and tripling formulas, differential addition, and
2-isogenies, 3-isogenies and 4-isogenies. They are components of a scalar multiplication function
used to compute the secret point R, and the high-order isogeny computation.

Doubling. The doubling of a point [X : Z] on the curve represented by the affine coefficient a is
given by the formula
211X : Z] = [(X* - Z9)% 14X Z(X?* + aX Z + Z?)]. (2.36)
In practice the curve is represented as [A;r 4 - C24] and the doubling is given by
C 71— 2 52\2, 2 A+
211X : Z] = [Coa(X? = ZH)? 14X Z(Cos(X — Z)* + A3,4X 7)) . (2.37)
Tripling. The tripling of a point [X : Z] on the curve represented by the affine coefficient a is
given by the formula
BI[X: Z] = [(X* -6X*Z?—4aX 7 -3Z"?X : BX* +4aX>Z +6X*Z* - 7z Z].  (2.38)
In practice the curve is represented as [AJ, : A5,] and the tripling is given by

BI[X : Z] = [X(A5,(X + 2)* — A5, (X — 2)* = 2(X?* = ZH) (A3, (X + 2)* - A3, (X - 2)%)*
[ Z(AL (X + 2) = Ay (X = 2)* +2(X% - Z3) (A3, (X + 2)* - A (X - 2))?].
(2.39)

Differential addition. The addition of points Q = [X : Zg] and P = [Xp : Zp], assuming the
point Q — P = [Xq_p : Zg-p] is provided as well, is given by the formula

[Xq: Zol +[Xp: Zp) = [ Zo-p(XpXo — ZpZ0)?* : Xo-p(XpZg — X Zp)?].  (2.40)
The differential addition formula is independent of the curve coefficient (it is implicit in the value

of Q — P which is curve-dependent).

2-isogeny. The 2-isogeny contains two parts - the isogeny computation, which computes the
codomain curve of the 2-isogeny, and the isogeny evaluation, which maps points from the
codomain to the domain curve. These two parts are treated separately.

The isogeny computation takes as input the kernel point [X> : Z»] and outputs the curve as

[AS,: Cogl = |25 - X5 : Z2]. (2.41)
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The isogeny evaluation takes as input the kernel point [X» : Z»] and the point to be evaluated
[X: Z] and maps it to

(X:Z)— [X(XXo—Z25): Z(XZp — ZX)]. (2.42)

3-isogeny. The 3-isogeny contains two parts - the isogeny computation, which computes the
codomain curve of the 3-isogeny, and the isogeny evaluation, which maps points from the
codomain to the domain curve. These two parts are treated separately.

The isogeny computation takes as input the kernel point [ X3 : Z3] and outputs the curve as

(A3, : Ayl = [BX3 — Z3)3 (X3 + Z3) : BX3 + Z3)° (X3 — Z3)] . (2.43)
The isogeny evaluation takes as input the kernel point [ X3 : Z3] and the point to be evaluated
[X: Z] and maps it to

(X:Z]— [X(XX3—ZZ3)*: Z(X Z3 — ZX3)?]. (2.44)

4-isogeny. The 4-isogeny contains two parts - the isogeny computation, which computes the
codomain curve of the 4-isogeny, and the isogeny evaluation, which maps points from the
codomain to the domain curve. These two parts are treated separately.

The isogeny computation takes as input the kernel point [ X, : Z4] and outputs the curve as

[AS,: Cosl = [X]: Z4]. (2.45)

The isogeny evaluation takes as input the kernel point [ X, : Z4] and the point to be evaluated
[X: Z] and maps it to

[X:Z]— [ X(XX4— ZZ)*(X X2 + X Z2 —27Z X4 Z4)

oy ) (2.46)
(X Z4— ZX)H(ZX2 + 272 —2X X4 Zy)).

j-invariant. The j-invariant of a Montgomery curve E represented by the coefficient a is com-
puted by first representing the curve as [A: C] via

[A:Cl=la:1]=[4A5, —2Coq: Coal = [2(A5, + Ay) : A3, — Asyl, (2.47)
and then computing the j-invariant as

256(A*-3C%)°  256(a” -3)°

C4(A2-4C2)  (a2-4) (2.48)

JE) =
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2.5 Practical implementation of SIKE

2.5.4 Three-pointladder

Computation of the secret point R = P + [sk]Q (we drop the naming subscript I € {A, B}) is done
via a constant-time three-point ladder introduced in [FLOJRH18].

The ladder takes as input a pair of points Q, P represented in Montgomery coordinates, together
with the difference Q — P, and the affine curve coefficient a (which is computed from the triple
via formula 2.35).

The algorithm then loops trough all bits of the secret key, and computes a conditional swap
(cswap) and a double-and-add at each iteration. The cswap(P, Q, swap) is a constant-time routine
which performs a swap of two points P and Q if the bit swap is equal to 1.

The double-and-add, denoted as xDBLADD is a routine which combines a doubling with a differ-
ential addition.

Algorithm 4: DOUBLE-AND-ADD

Input: Coefficient a; 4» boints Ry, Ry, R.

Assumes: An elliptic curve with a = 40; 4 — 2 contains the points Ry, Ry, R,
and R2 = R() - Rl.

Output: ([2] Ry, R1 + Ry, R2)

Procedure dadd (R, Ry, Rz, a,)

1 (A3, : Cosl = [ag, :1]
2 | Ri=Ri+Ry // Via formula 2.40, page 27.
3 Ro =[2]Rg // Via formula 2.37, page 27.

return (R, R1, R2)

The three-point ladder is finally given in Algorithm 5. We follow the variable naming convention
of [JAC*17].

Algorithm 5: THREE-POINT LADDER

Input: Montgomery curve E with coefficient a, points Q, P, Q — P,
an integer m = Zf:—(} mi2i with m; € {0,1}.
Assumes: Q,PQ—-PeFE,and PQ—-P¢{[1:0],[0:1]}.
Output: P+ [m]Q.
Procedure Three-point ladder(Q,PQ- P m,a)
az, =(a+2)/4
m_y = 0
Ro,R, R, —Q,BQ-P
fori=0to/—-1do

cswap(Ry, R, m;® m;_1)

Ro, Ry, R — xDBLADD(Ry, Ry, R, a;,)
cswap(Ry, R, m;)
return R

-
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Chapter 2. SIKE

2.5.5 Isogeny computation

An isogeny with a cyclic kernel can be computed in linear time in the order of the kernel via
Vélu’s formulas. When the order of the kernel is smooth, as is the case in SIKE, the isogeny can be
computed exponentially faster. Let R be a point of order £¢, and let G = (R). In this subsection
we show how to compute the isogeny ¢ of kernel G and order ¢° as a composition of isogenies of
degree /.

Let R; := [¢°"|R, and let G; := (Rjyfori=0,1,...,e. The order of R; and the cardinality G; are
equal to ¢!, Furthermore there is an ascending filtration of G

=Gy G1S++-SGe_1 € G, =G, (2.49)

with [Gj41 : G;] = £. This filtration, together with Theorem 2.1.3, allows one to compute the
isogeny ¢ as the composition of small degree isogenies ¢; as shown in the following commutative
diagram.

Figure 2.5: Splitting the isogeny

E ¢ > EIG

I; I;

EIG -2 B16, -2 EIG, 2 ... —%5 EIG,

In practice 2°4-isogenies are computed as composition of (e4 mod 2) isogenies of degree 2
and L%‘J isogenies of degree 4 (for efficiency reasons), while 3%2-isogenies are computed as a
composition of ep isogenies of degree 3, so £ can be thought to be equal to 3 or 4.

Isogeny computation via multiply-and-push

One way to compute an ¢° isogeny generated by (R) is to compute the £-isogeny generated by
[£¢~1R, push the point R through said ¢-isogeny, and continue recursively. Each time the order
of the pushed kernel point decreases by a factor of ¢.

The curve E;/ H; and the isogeny ¢; of Algorithm 6 correspond to the curve E/G; and isogeny
¢; of Figure 2.1. The cost of Algorithm 6 is O(e?) point-multiplications by ¢ and O(e) degree ¢
isogeny computations.

Isogeny computation via tree traversal

An ¢°-isogeny can be computed in a more efficient way through a combination of £-isogenies
and multiplications by ¢ by using a tree traversal algorithm guided by what SIDH calls a strategy.
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2.5 Practical implementation of SIKE

Algorithm 6: DEGREE £ ISOGENY COMPUTATION AND EVALUATION - MULTIPLY-AND-PUSH

Input: Curve E, kernel generator R, evaluation points [T71,..., Tyl
Assumes: R, T1,..., Ty, € E and R has order ¢°.

Output: Curve E/(R) and list of evaluations [¢pg(T1),...,Or(Tm)].
Procedure isog_map(E,R,[Th,..., Tm])
Ey=E
fori=0toe—1do
K =[¢e"U+D|R // point of order /¢
H; =<K)
¢i:Ei— E;/H;
Ei+1=E;/H;
fori=1tomdo

‘ T; = ¢ (T7)
R=¢i(R) // point of order ¢¢ U+l
return E,, [T1,..., Ty]

© N g ks W N -

Tree traversal as a game. A tree traversal can be modelled as a game which is played on an n x n
rectangular grid, in the area between the axes and above the line y = x — n. The goal of the game
is to reach the point (0, n) starting from the point (0, 0).

To this end, the player can perform two kinds of move: a vertical move downwards (correspond-
ing to a multiplication by ¢), or a horizontal move rightwards (corresponding to an ¢-isogeny
computation). Moreover, the player can move to any point that was previously visited (some
computed points may be saved). Downwards moves are unrestricted, but horizontal moves to the
right, i.e., from the vertical line x = i to x = i + 1, are allowed only after the point (i, —(n — i)) was
reached (the next curve is computed only after computing the kernel point of the corresponding
/-isogeny).

A successfully played game can therefore be represented by a graph of all the visited points, such
as Figure 2.6. Such a graph represents an ¢°-isogeny computation; the point at (0,0) represents
the kernel generator R, all points on the same vertical line are on the same curve noted on the
top. Reaching the point (n, n) is equal to reaching the penultimate curve together with a point of
order ¢, so just the final /-isogeny is left to reach the final curve.

Strategy. A strategy for computing an £¢-isogeny is defined as a tuple of e — 1 integers, and the
set ., of valid strategies is defined recursively as
A =10}, Fn={b)::Sa::Sp| a+b=n, Sa€ F4, Sp€ F}, (2.50)

where () denotes the empty tuple and :: denotes concatenation. Given a curve E, a kernel gen-
erator R, a list of evaluation points [T1,--, Tjy], and a strategy S = (s1,...,Se—1), the isogeny
computation/evaluation proceeds as described in Algorithm 7.

31



Chapter 2. SIKE

Figure 2.6: Visualisation of two tree traversal games (¢’ -isogeny computation).

(1R Fo, Bry o, bs, ba, b5, 5, €7 (1R L Eel v Ef & Ef wite Ef o Eff"ZE?
(0IR [¢'IR ¢ e

var: [(?IR ¢ ¢

(IR L

(/4R [¢*]R ¢

((5]R (IR ¢

rar: [€°IR ¢

The recursive nature of the algorithm is naturally visualised as a binary tree with e leaves. By
stretching the tree to draw all the leaves at the same diagonal y = x — (e — 1), we even have a
visualisation of the computational effort required to compute the isogeny: edges going downwards
represent point multiplications by ¢, edges going to the right represent £-isogeny evaluations.

Figure 2.6 shows this representation for the strategy S = (6,5,4, 3,2, 1) € %, which performs 21
multiplications by ¢ and 6 isogeny evaluations and the strategy S = (3,2, 1, 1,1, 1) which performs
9 multiplications by £ and 11 isogeny evaluations (assuming the list [T7, ..., Tp,] is initially empty).
The former actually represents Algorithm 6 as a tree traversal game which is in general given by
the strategy S=(e—-1,e—-2,...,1).

In general, one can find an optimal strategy which computes the £¢-isogeny in O(elog(e)) multi-
plications by ¢ and O(elog(e)) degree ¢ isogenies. Furthermore, given the computational cost
of a multiplication by ¢, and the cost of an ¢-isogeny, one can find, in time O(elog(e)) the most
efficient strategy for tree traversal [ZSP*18]. The optimal strategy for each set of SIKE parameters
is hard-coded in the algorithm.
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2.5 Practical implementation of SIKE

Algorithm 7: DEGREE /¢ ISOGENY COMPUTATION AND EVALUATION - TREE TRAVERSAL

Input: Curve E, kernel generator R, strategy S = (sy, ..., Se—1),
list of evaluation points [T7,..., Ty,].
Assumes: S€.%,, R, T1,..., T;; € E and R has order ¢¢.
Output: Curve E/(R) and list of evaluations [¢pr(T1),...,dr(T)].
Procedure isog_strategy(E,R,S,[T1,..., Tm])
if S=() then
¢r:E— E/(R)
E=E/{(R)
fori=1to mdo
| Ti=¢r(T)
else
K—R
fori=1to s; do
| K=[0K
SL = (Sg,...,Se_sl)
E, [RT,...,Ty] — isog_strategy(E, K, S, [R, TY,..., Tm])
Sr= (Se—s;+1r-++rSe—1)
E [Th,...,Tm] — isog_strategy(E, R, Sg, [T1,..., Tml)
return E, [T1,...,T,,]

© © N @ g o Wy -
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8] Attack on the generalised Legendre
pseudorandom function

The generalised Legendre pseudorandom function was originally introduced by Damgérd [Dam90]
as what we call a linear Legendre PRF, and later generalised by Russell and Shparlinski [RS04]. For
a public parameter prime p, the function is modelled as an oracle Oy parametrised by a secret key
f € Fplx] of degree r, which on input an element x of F,, outputs O (x) = (%) €{-1,1}. Given a
sequence of Legendre symbols of f evaluated at consecutive elements, it is conjectured to be
hard to predict the symbol of f evaluated at the next element. Similarly, distinguishing G from a
random function, or obtaining f while given oracle access to O is assumed to be hard as well

(see Chapter 1.3).

While mathematically simple, the Legendre PRF was considered to be too computationally ex-
pensive for traditional cryptographic settings and thus not used as a pseudorandom function.
A recent result by Grassi et al. [GRR* 16] showed that it can be used in multiparty-computation
settings, and that in that paradigm it is orders of magnitude faster then the alternative symmetric-
key primitives. There are plans to incorporate the Legendre PRF into the Ethereum 2.0 protocol
[Feil9], and in order to motivate research in this direction, the Ethereum foundation published

a number of challenges. In each challenge, a list of M = 220

Legendre symbols of consecutive
elements was provided. The difficulty of the challenge was based on the size of the underlying
prime field which varied from 64 to 148 bits. The goal was to find the starting element, or in other

words the secret key which parametrises the linear Legendre PRE

Previous work. First attacks on the Legendre PRF were devised in the quantum computing
paradigm. In a series of papers [van02, vDH00, vDHI(01] van Dam, Hallgreene and Ip provided
efficient quantum algorithms for obtaining the secret key given quantum access to a linear Leg-
endre PRF oracle. This was later improved on by Russell and Shparlinski [RS04] who introduced
the generalised Legendre PRE and provided a quantum algorithm for obtaining the secret key
when given access to a quantum oracle. The first non-trivial classical attack on the Legendre
PRF was given by Khovratovich [Kho19] who devised a memory-less collision attack of time
complexity O( pg) with unconstrained access to the oracle. Further improvements by Beullens
et al. [BBUV20] and Kaluderovi¢ et al. [KKK20b] give faster attacks on the linear Legendre PRF
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2
when the number of oracle queries is bounded by M. The attack complexities are O (M) and

MZ
log plogl . s
(0] (W) respectively. So far there are no known polynomial time attacks when access to

the oracle is classical.

Contributions. We analyse the action of M6bius transformations on monic polynomials of degree
r, and use it to provide an improved attack on the Legendre pseudorandom function. When r = 3
we classify the secret key polynomials into three groups, and for the most relevant case we give
an O(p’ ~3) attack with O(p®) precomputation and p — o(p) oracle queries. The other two cases
consist of weak keys which we fully characterise while providing faster attacks. For degree r < 3
we give an O( p’/ 2y attack with O( p 14y queries, and O(%) if the number of queries is limited
to M. These are improvements with respect to previous algorithms of a factor from p up to p3 in

the general case, and even more for a new family of bad keys.

Structure.

In Section 3.1 we introduce the M6bius group and define the action of group elements on monic
polynomials. We then show how this action partitions the key space into three sets, which we call
good, bad and ugly keys.

Section 3.2 provides the Algorithm for solving the generalised Legendre symbol problem. The
section is divided into three parts providing a different algorithm for each of the three key types,
and towards the end provides alternative algorithms for low degree polynomials.

Section 3.4 gives algorithms in the case when the number of queries to the oracle is limited. We

also provide practical comparisons with other known algorithms.

Finally we discuss possible future directions and give some security recommendations.

3.1 Mobius transformations

Invertible rational projective transformations of the projective space, also known as Mébius
transformations, act naturally on rational functions of P!, changing the argument and preserving
their degrees. We show how this action can be exploited in order to connect oracles of monic
polynomials that are in the same orbit under the action of the group of M6bius transformations.

Definition 3.1.1 (Méobius transformations). We call .# the group of [F,-rational automorphisms
of P, This group is isomorphic to the projective linear group of degree two PGL; (F») which has
order p3 — p. The elements of ./ are called Mobius transformations. Given a matrix m = (? Z) €
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3.1 Mobius transformations

PGL; (F)) there is a unique Mobius transformation ¢, given by

P — p!
Pm (3.1)
[x:y]l—[ax+by:cx+dyl],

and function composition satisfies ¢ m, © @ m, = @ m, m,- We drop the notation of ¢, and only use
m from now on.
Recall a classical Lemma on Mdbius transformations.

Lemma 3.1.1. Given a set of three distinct points x1, X2, X3 € P! and another set of three distinct
point y1, ¥2, y3 € P! thereis a unique Mobius transformation m which sends x; to y; fori = 1,2, 3.

Proof. We will show that there always exists a transformation 7 such that n(x;) = [0: 1], n(x2) =
[1:1], n(x3) =[1:0].

If x; are all affine points with x; = [x;. :1], then

/ / / / /
= (xz_xs —xl(xz—x3))
/ / / / / ‘
X=Xy —x3(x—x)

If x; = [1:0] then the associated matrix is n;:

0 x,—x 1 —-x 1 —x]

I —x 1 —x5 0 x—-x
The transformation which sends x; to y; is the composotion of the mapping which sends x; to
[0:1],[1:1],[1:0] with the inverse of the mapping which sends y; to [0:1],[1:1],[1:0].

Finally, uniqueness follows from the fact that the only map acting as identity on [0: 1], [1: 1] and
[1:0] is the identity itself, which is proved by analysing the formula 3.1. O

Corollary 3.1.1.1. It follows from Lemma 3.1.1 that if a Mdbius transformation fixes three points,
then it must be the identity.

Mobius transformation have a natural action on monic polynomials which is introduced in the
following definition.

Definition 3.1.2 (Action of .# on monic polynomials). The action of a Mébius transformation
m= (‘c’ Z) € . on a polynomial f is denoted by m - f = f;;; and defined as

b +d) .
fleh) el ite#o,

= futye ] (8 2
m-f = fm(x) f(mb)(g)r if c=0. N
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,
The corrective factors (cx+d)” and f (%) ¢” (resp. (‘—;) ) are introduced in order to make f;,, a
polynomial and to make it monic correspondingly.

Lemma 3.1.2 (Action of .4 on roots of polynomials). Let f be a monic polynomial. If « is a root
of f then m~! (@) is aroot of f,,, where m™1 = ( 4 -b)is the inverse of the Mobius transformation
m. Thus, if f(x) =[I}_, (x - a;) then

fm(x)zf[(x—m‘la,-) 1]( —b) (3.3)

ol —caj+a

Proof. Both polynomials in (3.2) and (3.3) are monic of equal degree and they have matching
roots with equal multiplicities. Therefore the polynomials are equal. O

We conclude that the group .4 of Mobius transformations has left (covariant) action on the roots
of polynomials in [F,[x] and right (contravariant) action on polynomials.

3.1.1 Action of .# on oracles

Suppose we are given access to O, the oracle of f. Following (3.2) we can mimic the oracle of f,
with:

@)f(ax+b)( G (4)(6)" ifc#0and cx+d £0,

cx+d P P
0y, () = (@) = (@) 0, (4) () fc£0andcx+d=0,  (34)
o (k) @) (@ ifc=0.

This allows us to obtain an oracle associated to @ o foreach me /.

In order to compute { f;,,} ;. the Legendre sequence associated to fp,, we need to query the oracle
at most L+ 1 times and compute at most L+ 1 additional Legendre symbols.

3.1.2 Orbitsof .«

The M&bius group acts on the key space of irreducible polynomials of degree r in [, [x]. We divide
the key space into orbits of .4, and characterise polynomials based on the size of the orbit they
are in. The following lemma helps characterise these sets.

Lemma 3.1.3. Let.# be the Mobius group and f € F,[x] an irreducible polynomial of degree r
with 3 < r < p. Then, the stabiliser of f is a cyclic group of order r’ for some r’ | r. Furthermore

rllpz_

Proof. LetStab(f) ={me .#|f = fu} be the stabiliser of f, and let m € Stab(f). By (3.3) the roots
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1

of f;;, are m™"a; implying that m permutes the roots of f. Let Gal(f) = {¢p; := x — xPliezlr}

be the Galois group of f, and let « be any root of f.

Since m permutes roots of f, we must have ma = ¢; (@) for some i € Z/r. Each root of f can be
written as ¢ (a) for some j € Z/r. Then m(pj(a)) =¢j(ma)=¢jp;(a) =¢;(Pj(a)), the first
equivalence following since m is rational and it commutes with the Frobenius. Hence m acts
on the roots equivalently to ¢;. This gives rise to a homomorphism from Stab(f) to Gal(f). This
homomorphism is injective since two Mobius transformations with the same action on a set of
r = 3 are equal, following from Lemma 3.1.1.

Therefore Stab(f) is a subgroup of Gal(f) = Z/r, so it is isomorphic to Z/r' for some r' | r. The
stabiliser is naturally a subgroup of .#, so its order divides #.4 = p( p2 —1). Since r’' < p we have
r/ | p2 ~1. O

We divide the key space of monic square-free polynomials of degree r into three subsets depending
on their reducibility and the size of their orbit.

Definition 3.1.3 (Good polynomials). A polynomial of degree r = 3 is called good if it is irreducible
and one of the following equivalent properties is true

¢ The ./ -stabilizer of f is trivial (reduced to the neutral element).
* The ./ -orbit of f is of size p> — p.

Definition 3.1.4 (Bad polynomials). A polynomial of degree r = 3 is called bad if it is irreducible
and one of the following equivalent properties is true

* The ./ -stabilizer of f is of size r’' > 1.
3_
* The . -orbit of f is of size =2 with r' > 1.

Definition 3.1.5 (Ugly polynomials). A polynomial of degree r = 3 is called ugly if it is reducible.

Algorithms for good, bad and ugly polynomials are different, so the three types of polynomials
are treated individually. Furthermore the polynomials of degree r < 3 are handled separately.

3.2 Algorithm for r =3

We give an algorithm for solving the Generalised Legendre Symbol Problem for polynomials of
degree r = 3. The general idea is to do a table-based collision search. The algorithm is divided
into two stages — the precomputation stage and the search stage.

In the precomputation stage we create a table containing {f;,;};, for many m € .# together with
descriptions for the m’s. This is done by using the oracle 0 and exploiting property (3.4).

In the search stage we do a collision search and compute random polynomials g until {g}; = {fin} L
for some m in the table. This allows us to compute f as f = g;,,-1.
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Chapter 3. Attack on the generalised Legendre pseudorandom function

The tables and the trials differ for different polynomial types, so we give three separate algorithms
for good, bad and ugly polynomials.

All algorithms start by querying the oracle @ (x) at all x € F, and computing (%) forall x € .
These results are then saved in a table and whenever we need an oracle query or a Legendre
symbol we read them instead of computing an expensive symbol or querying the oracle multiple
times.

3.2.1 Good polynomials algorithm

Recall that f is good if it is an irreducible polynomial of degree r = 3 and the stabiliser of f is
trivial or the .# -orbit of f has size p® — p.

Precomputation

In the precomputation stage we generate a table T containing { fm} ;. and a description of m for
all M6bius transformations m as described in Section 3.1.1. Since f is good, the table T contains
p® — p different sequences.

Search

The search is done by trying random g(x) of degree r and computing {g} ; until we find a collision,
which we expect to find after O(p”~3) trials. For each trial g is evaluated at L points, and L
Legendre symbols are extracted, so the run-time can be measured in the number of Legendre
symbols extracted which is O(pr_3L).

3.2.2 Bad polynomials algorithm

Recall that f is bad if it is an irreducible polynomial of degree r = 3 and the stabiliser of f is
3

non-trivial or the .4 -orbit of f has size % for some r’ > 1. It follows from Lemma 3.1.3 that

Stab(f) is isomorphic to Z/r’.

The first step is to find Stab(f), the stabiliser of f. A straightforward way to find it in O(p?) is by
enumerating .# and isolating the matrices that fix f. Appendix A.1 describes a non-trivial way to
find it in O(p?logr) steps.

Call m any generator of Stab(f). The matrix m is rational so it has a Jordan canonical form of one
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3.2 Algorithm for r = 3
of the following three types:

a 0 A0 a 1
0 b 0 u 0 a
Rational Irrational Non-diagonal

where a,beF,\ {0} and A, p € F 2 \ F, conjugates of each other. We can exclude non-diagonal
matrices since they have order p, while m has order r’ < p.

Let D be a diagonal matrix of order r’ and P a change of basis matrix (these can be chosen
uniquely from a set of representatives given in Appendix A.1) such that

m=PDP™'.
The polynomial fp is stabilised by D as the following formula shows
D-fp=(PD)-f=(mP)-f=P-fn=P-f=fp.

Therefore fp satisfies fp(%x)(%)" = fp(x) where (u, v) = (a, b) or (A, u). This sets the following
constraints on the coefficients of fp
r-1
P =x"+kox" ot ext thx+ko=x"+ ) kix’
i=0
r—1 o
(D-fp) @) =x"+k1 (D) 't x+ ko =x"+ Y k()X
i=0

from which it follows that

ki=ki(%) fori=0,1,...,r—1. (3.5)
Since ¥ has order r’ we have k; = 0 for all i that are not multiples of r'.
The goal is to search polynomials which satisfy (3.5) in order to reduce the search space from
O(p") to O(p"'™).
Precomputation
The precomputation done by creating a table T which satisfies the following two constraints:

e For each {t} € T, the polynomial ¢ is in the orbit of f.
 For each {t}; € T, the polynomial ¢p satisfies (3.5).

The Legendre sequence {f} of the polynomial f is not the only sequence in T. There is a family
of O(p) polynomials ¢ in the orbit of f such that tp satisfy (3.5). However, the two classes differ
for the two types of polynomials, so we treat them separately.
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Rational. When D is rational, P is rational too, so the polynomial fp is in the orbit of f. If Cisa
rational diagonal matrix, C- fp is another polynomial in the orbit of f satisfying (3.5). The total
number of such polynomials is pr—_,l since matrices C can be chosen up to stabiliser of fp which is
(D). A set of representatives is

o _
€ = {(% 1) )g € [F;‘7 generator, 0 < i < pr—,l} (3.6)

We define the table T to be the table containing {PCP~! - f}; together with a description of C for
all Cin 6. It has pr—_,l elements, and for all polynomials ¢ in the table, ¢p satisfies (3.5).

Irrational. When D is irrational, P is too, so fp is not in the orbit of f. There are additional
constraints on fp following from the rationality of m. For any element x € [F% we denote with x
the conjugate of x. We also denote with 7 the element-wise conjugate of n € 4. Then:

P‘lzm:_(;L O)F:ﬁ P!

0
FUp

0 A

~

0 «a
/@ 0
action of ((1) 3) where s = aa € Fj,. Note that s can be computed and, up to choosing a different

These constraints imply that Ap = ( ) forsome o € F p2- The action of Ap is the same as the

representative for P, can be set to be equal to 1. We further have

Ap- fp(x) = fpa,(X) = f5(x) =P- f(x) =P f(x) =P- f(x) = fp(x),

which gives new constraints on the coefficients of fp(x):

r=1
fr) =x"+keax kXt tkix+ko=x"+ ) kix'
i=0

kr,18r71

kriisrfi
ko 0

r—1

_ , .

(Ap-fp)(x):x’+%fx’ T+ x+,sc—0:xr+zk—x’.
i=0
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This translates to

k([)?-i—l_ r
kok
kri=—— (3.7)
p-1 r/2
kr/2 = ko if r is even.

The polynomial fp is not the only polynomial satisfying (3.5) and (3.7). Certainly (3.5) is satisfied
for every C- fp where C is a diagonal matrix. In order for C- fp to satisfy (3.7) we need Ap- fpc = E,
which implies

(CAPC ) fr(0) = fo(x).

This condition, together with C being diagonal implies that C is contained in

ll o=}

Multiplying C on the right by a rational scalar matrix or by an element of Stab(fp) = (D) does not
change the polynomial C- fp. Therefore C can be chosen from a reduced set of representatives,
for example the following:

i

+1 -1, . ' .
where prT =gcd(p+1, pT), in other words r” = m. The choice of 7"’ follows from the

. pel
g generator of [F;z, 0=i<Z- },

2_
exponents of g being chosen modulo p +1 (action of F;,) and modulo pr—,l (action of r”’th roots
of unity).

The table T contains {PCP~!. [} together with a description of C for all C in 6> (note that
PCP7lis rational). It has pr—Jf,l elements, and for all polynomials ¢ in the table, ¢p satisfies (3.5)
and (3.7).

Search

rir'-1
i=0
until we find a hitin T'. In that case f = gp¢)-1. We analyse the run-time separately for the two

In the search phase we consider g(x) = x" + gixi that satisfy (3.5) and compute {gp-1}1.

types of polynomials.

Rational. For rational polynomials, the coefficients g; are in . The total number of polynomials

gis p”'" and we expect to find a hit after O(p’/"'~1r') trials.
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Irrational. For irrational polynomials, the coefficients g; are in [ - and they satisfy (3.7). There-
fore there are p + 1 choices for gy, the g; with 1 < i < r/2 can be chosen freely, giving p? choices
each, and the g; for r/2 < j are constrained to one value for each choice of the previous coeffi-
cients. If r is even, g,/ has p — 1 choices. The total number of polynomials g is O(p"’ ') and we
expect to find a hit after O(pr/”_1 r'") trials.

3.2.3 Ugly polynomials algorithm

We recall that f is ugly if it is a reducible polynomial of degree r = 3. Write f(x) = I(x) h(x) where
rp =deg(h(x)) =r/2.

The Legendre symbol is multiplicative, and Mébius transformations are homomorphic with
respect to polynomial multiplication, so we have { f;,} 1. = {{;} .{hn} 1, where the multiplication is
element-wise. It follows that {f;;,} L {lm} L = {hm}L-

Precomputation

We create two tables, T containing {f;,}; for all m € .4, and T, containing sequences of all
polynomials g(x) of degree r — r, (the candidates for /,;;(x)). The main table T is a product of T}
and Ty, i.e., a table of size O(p"~""*3) containing {f,,,} 1 {g}; for all m € ./ and all g.

Search

The search phase consists of trying random polynomials #(x) of degree rj, until we find a hit in
T. This gives {t}; = {fn}1{g}L, and implies that t(x) = h,(x), g(x) = I, (x), and finally f(x) =
gm-1 (%) £,,,-1 (). We expect to find a solution in O(p"~3) trials.

The above description glosses over a number of minor details that one needs to be careful about.
The run-time is actually p™ divided by the size of the orbit of h(x).

If h is good, then its orbit is maximal and we are good.

If h is bad, we can test all bad h in time O(p’h/’l/z L) for each r;l | rp, so in total O(prh/zL). For both
Type 1 and Type 2 we can enumerate all polynomials 4 in time O(p™/" w1 r;l’ L) with r;l’ defined as
in (3.2.2).

If /1 is ugly, we analyse two cases:

1.) hhas an irreducible factor of degree at least 3.

Suppose h = hy hy of degrees r; and r». We select a set of O(p"'~3) representatives for
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hi1, multiply them with polynomials of degree r» and search for {h}; = {hi}r{h2} in T,
achieving an O(p”" »=3) run time.

2.) hhas all factors of degree < 2.
There are three subcases to consider:
- his divisible by a product of three linear polynomials. Then at least one £, is divisible
by x(x —1)(x —2), so we test for h = x(x — 1) (x — 2) hp where h, are of degree r, — 3.

- his divisible by a linear and quadratic polynomial. Then one of k,, is divisible by
x(x% — u) where u is a chosen non-square, so we test for i = x(x% = u)hy where hy
are of degree rj, — 3.

- his divisible by two quadratic polynomials. Then one of them can be considered to
be x*> — u where u is a non-square, and the other one has only one degree of freedom.
We test for h = (x2 — u) hy hy where h is selected from O( p) quadratic polynomials
and h; is of degree rj, — 4.

Therefore if f is ugly we can find it in O(p"»~3) trials irrespective of the type of h.

3.2.4 Time-memory tradeoff for low degrees

The run-time of the algorithm depends mainly on the search stage. However for some low degree
polynomials, the precomputation may take longer than the search stage. In some cases a time-
memory tradeoff allows to reduce the complexity further.

Good polynomials

For r = 6, the table-based collision search with an O(p®) table and O(p” ~3) trials is optimal, given
the approach as presented. For 3 < r < 5, a tradeoff with an O(p"'?) table and O(p"'?) trials is
better.

Bad polynomials

If 7/’ — 1 < 2 then the bottleneck is the precomputation phase that takes O(p?logr) steps. This
can happen when r’ = r/c for ¢ = 1,2. Not much can be done to reduce the precomputation cost
since testing badness costs O(p*logr). For r = 3 we can lower the attack complexity to O(p'°)

with table-based collision search for good polynomials.

Ugly polynomials

We test if f is ugly by trying to find it using the ugly polynomials algorithm for each rj, =
[7/2],...,r — 1. The precomputation cost is O(pr_r"+3) and the search cost is O(prh_3).
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Ifr—-ry+3>ry,—3,ie, r, <r/2+3, then we can do a tradeoff. Call € :=r;, —1r/2 < 3. We
compute only the action of p® many matrices on f, and after multiplying with the table T of p” ="
12 we expect to finish the search phase in O(p""~%) = O(p
if a collision exists. Otherwise we assume that f does not have a factor of degree r;, and move to

rp+1.

sequences, obtain a table of size p rizy

3.2.5 Algorithm comparison

In Table 3.1 we provide a comparison of the best known algorithms for solving the degree r = 4
generalised Legendre symbol problem. The run-times are given in big-O’s. Size of the stabiliser of
f is denoted with r’, and r”" = r"if r’' | p—1and r” = r'/ gcd(r', p — 1) otherwise. We denote with
rp, the degree of a factor of f which is at least /2. Complexity is given in the number of Legendre
symbols computed/extracted. In all cases we need p queries.

Table 3.1: Comparisons of GLSP solving algorithms.

good polynomials search precomputation memory
Khovratovich [Kho19] p lrlogp rlogp rlogp
Beullens et al. [BBUV20] p"~2r?log?p p? p?

Our algorithm p 3rlogp pirlogp p3rlogp
bad polynomials search precomputation memory
Khovratovich [Kho19] p"~lrlogp rlogp rlogp
Beullens et al. [BBUV20] p"~2r%log?p p? p’ ~"rlogp
Our algorithm p" " r'rlogp  p*rlogp (p/r"rlogp
ugly polynomials search precomputation memory
Khovratovich [Kho19] p"lrlogp rlogp rlogp
Beullens et al. [BBUV20] p™rlogp p"~"rlogp p " "rlogp
Our algorithm p"3rlogp p " Brlogp  p" " 3rlogp

3.3 Algorithm forr =2
If r = 2 all polynomials are bad or ugly. There is a deterministic O(p) algorithm for finding f in

this case — we first precompute the action of {((1) ‘f)la efFp}ton the polynomial f, which assures

2—(,‘2

that the precomputed table contains the Legendre sequence of a polynomial of the form x
((1) ﬁ’) (P —tx+n) =x*—(t-2a)x+ (n+a’ - ta).

Then we test all p such polynomials until we find f.
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3.4 Algorithm for r = 1 and the limited query case

In the Section 3.2 we query the oracle at all elements of F, and then extract up to p>— p sequences.
With p — o(p/L) queries we still have access to Q( p3) sequences, so the same algorithms work. In

this chapter we show how to solve the problem when the number of queries is limited.

When the secret polynomial is linear doing more than O(p'/2L) queries is wasteful. In fact, there
is a straightforward algorithm - we create a table with O(p'/?) sequences by doing L + 1 queries
per sequence. This allows us to find the secret polynomial after O( p” 2) trials. This is essentially
the algorithm in [Kho19], where the author further provides a memory-less approach.

The main difference in the linear case with respect to the higher degree case is that we are allowed
M = ,/pL queries to the oracle. A natural question arises — how many different group actions
can we obtain from only M queries? The same question can be asked in the higher degree case,
and the algorithm we provide can be directly applied in that scenario. One would expect a cubic
increase, as with full access to the oracle, but this seems to be out of reach.

3.4.1 Linear shifts subgroup

Let G be the subgroup of .# consisting only of linear M6bius transformations,

i .
) 1) |deF; ic [Fp} < PGL,(F)).

{ d
G=
An element (i,d) := (¢ i) sends f(x) to f; 4(x). In order to extract {f; 4(x)},, from the oracle @ of

(fi,d(X))Z@ (Ox+ 1) (f) Ot (ﬂ)
p p p p

forall x € [0, L). If @ is queried in [0, M), then we can extract all f; 4 such that dx + i € [0, M) for
all x € [0, L). This creates the following constraints on i, d:

{d:Lz,...,L%J N {d:—l,—z,...,—L%J

f, we compute
dx+1i
0x+1

i=01,...M-1-(L-1)d i=L-1)(-d),....,.M-1.

The total number of eligible (i,d) € G is

Ry 2
Y 2(M-(L-1)d)= -M+0(L)
=1 L-1

with the constant in O(L) being at most 2.

The limited query algorithm works as follows:
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Precomputation

Query O at [0, M). Extract O(MTZ) Legendre sequences {f; 4} and save them in a table T together
with descriptions of (i, d).

Search

Search is done by trying random polynomials until we find a hit in the table, which is expected
after O(%ZL) trials, in particular O(ﬁ—Lz) for the linear PRE

Further improvements

The cost of the precomputation is M queries and O(MTZ) sequence extractions. The cost of the
search is O(E—LZ) trials. A straightforward way to do a sequence extraction is to read the pre-saved
queries L times. Due to the nature of the sequences, this cost can be amortised to O(1) per
sequence. Doing a trial constitutes of evaluating the polynomial in L places and computing L
Legendre symbols. Again, this cost can be amortised to O(log L) per trial. These implementational

improvements are not within the scope of this thesis, and they are explained in detail in [KKK20b].

3.4.2 Algorithm comparison

The first algorithm by Khovratovich [Kho19] computes sequences with on-the-go queries, and
directly computes Legendre symbols. The main benefit of this approach is that it is memory-less,
but it requires O(,/p) oracle queries. This was improved on in [BBUV20] by extracting sequences
rather than querying/computing symbols, and increasing the sequence yield to M?/L?. In our
terminology, the authors of [BBUV20] use the same group G but only elements (i, d) such that
i <d ,leading them to a table which is a factor of L smaller with respect to ours. Using the full
group G as in 3.4.1 comes with cheaper sequence extraction in the precomputation stage, but
more expensive sequence extraction in the search stage thus the loglog p factor in Table 3.2. A
more detailed analysis is given in [KKK20b].

Table 3.2: Comparisons of best known algorithms for the linear Legendre PRF challenge, in big-O’s
and O(log p)-bit word operations. We denote with ¢ the time to compute a Legendre symbol

Algorithm search precomputation memory best obtainable run-time
2
Khovratovich [Kho19] &Afp M logp VP tlogp
log’ 2
Beullens et al. [BBUV20] % M? lé\g 5 Vplogp
. log plogl 2
Our algorithm ERerRoer lé\é 5 M? V/ploglogp
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3.4.3 Experiments

Ethereum research posted a number of challenges [Feil9] for breaking the linear Legendre PRE
In each challenge we are given a prime p of size varying from 64 to 148 bits, and M = 220 bits of
the sequence {k} s as defined in (1.3). The challenge is to recover the key k. In each case we were
able to precompute a table with ~ 234 sequences. The most interesting is of course challenge
#2 since it had not been solved before. The actual number of trials performed in challenge #2
is 24697 = 1.38e14 which is far less than expected. This can be explained by large variance and
by sheer luck. The two most difficult challenges (#3 and #4) are out of reach with the proposed
attack and its implementation. An in-depth explanation of the experiments is given in [KKK20b].
The code and the keys of the first three challenges can be found at

https://github.com/nKolja/LegendrePRF.

Table 3.3: Results and estimates for solving the Legendre PRF challenges [Feil9)].

Challenge Prime Expected Observed Expected  Observed

bit size # trials # trials core-hours core-hours
0 64 230 230.78 290 sec 490 sec
1 74 240 23953 82 59
2 84 250 246.97 1.4e5 1.72e4
3 100 266 - 9.1e9 -
4 148 2114 - 2.5e24 -

3.5 Conclusion

3.5.1 Security recommendations

Following our argumentation, the most secure PRFs are the ones coming from good polynomials.
The best way to start is to make sure that the secret key is an irreducible polynomial.

The number of bad polynomials can be shown to be small. There are at most p’’ 2y polynomials
with a stabiliser of size 1/, since each of them is conjugate to a polynomial satisfying (3.5). By

using the inclusion-exclusion principle we see that the number of bad polynomials is bounded
by
Z _Iu(r/)pr/rurzrr — O(p”3+2r). (3.8)
'lged(r,p?-1)

r'>1

Therefore a random polynomial is unlikely to be bad. The easiest way to assure that our secret
polynomial is not bad is to choose p and r such that gcd(r, p> - 1) = 1.

We also recommend using higher degree polynomials in order to increase security as opposed to
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increasing the size of the field and using the linear Legendre PRE The main reason behind this
choice is efficiency. Let M(n) be the cost of multiplying two n-bit numbers. On a field of size n
bits, the Legendre symbol can be computed in O(M(n)logn) operations [BZ10], and degree-r
polynomial evaluation can be computed in O(r M (n)) with Horner’s method.

Generalised Legendre PRF with a polynomial of degree r and a field of size n provides at least as
much security as the linear Legendre PRF on a field of size r n. The cost comparison is given in
Table 3.4.

Table 3.4: Cost comparison of linear and high degree Legendre PRF

Protocol Multiplication Legendre symbol  Oracle evaluation

degree1 O(n) O(M(rn)log(rn)) O(M(rn)log(rn))
degreer O(rM(n)) O(M(n)log(n)) O(M(n)(r +logn))

3.5.2 Future directions

As it currently stands, all classical attacks on the Legendre PRF are based on collision-searching
methods. This bounds the attack from below by the square root of the key space, and no better
attacks for finding the secret key are known.

There are quantum algorithms which solve the problem in polynomial time, however they rely on
a quantum oracle. So far there are no quantum algorithms that solve the classical oracle problem
in subexponential time, even though some improvements have been done in that direction [FS21].
Given that Legendre symbol based cryptographic schemes are becoming increasingly popular,
this subject would certainly be of interest.

Another interesting research direction would be to give an algorithm which enumerates all Mébius
transforms which can be used with a predetermined set of queries.

When M = p—o(p/L), then we can extract Q( p3) sequences, and when M is “small” we showed
how to extract M?/L sequences. Can one obtain more than a quadratic yield for small M? At what
point does the yield increase from quadratic to cubic? Can the yield increase by changing the
definition of sequences? All of these are interesting questions which can be studied, but so far
seemed out of reach.
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Full key recovery side-channel at-
tack against ephemeral SIKE on the
Cortex-M4

In this chapter we present a full secret key extraction attack using a side-channel power analysis
of recommended implementation of SIKE on the ARM Cortex-M4 microcontroller. The target of
our attack is the three-point ladder given in Algorithm 5, page 29. We firstly target the three-point
ladder with an attack which processes multiple traces obtained from computations done with
the same secret key. Then, we show how to extend the attack to a fully ephemeral setting where a

single trace is enough to fully extract the secret key.

Because the attack requires just a single trace it can be applied at any stage of the protocol: key
generation, key encapsulation and key decapsulation.

In addition to the attack, we argue that many countermeasures that were mentioned in the
literature [ZYD*20] are defeated by the attack. Finally, we recommend the well-known projective
point coordinate randomisation, which stops our attack with a negligible performance overhead.

Side-channel analysis of supersingular isogeny protocols was initially conducted in [KAJ17]
in which the authors address concerns about power analysis without carrying out a practical
experiment. The first paper to practically evaluate the side-channel vulnerabilities of SIKE is due
to Zhang et al. [ZYD™20]. In their study, the authors fully describe a practical differential power
analysis on the three point ladder of the key decapsulation procedure which requires thousands
of traces, and discuss potential countermeasures. However, since the authors rely on the fact that
the private key is fixed across the measurements, the attack is applicable only to the semi-static
settings of the SIKE protocol. We extend these results and target SIKE in ephemeral settings.

In the past, many papers have already mounted horizontal attacks against the classical Mont-
gomery ladder in the case of elliptic curve cryptography, such as [CFG*10], [PZS17], and [APS19].
We apply similar techniques, but on the variant of the ladder with three points used in SIKE.

Template attacks have also been explored against the elliptic curve scalar multiplication, for
instance in [MO09], [ZWMZ14], and [DPN™* 16]. As opposed to horizontal correlation power anal-
yses, template attacks require control over the input of the targeted procedure and sometimes
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even further interactions with the targeted device. Online template attacks [BCP* 14] against
classical elliptic curve cryptography require only one power trace of the target device, but addi-
tional power measurements on the same or a similar template device are needed. Our horizontal
correlation power analysis does not rely on such a requirement and is executed purely offline. In
particular, our attack is based on an entirely different setup where, instead of correlating power
traces with each others, we correlate Hamming weights of processed values. Our results show
much stronger correlations due to the reliance on a specific leakage model, unlike the online
template attack which is leakage-agnostic.

Other post-quantum algorithms have been targeted by power analyses. In a similar fashion, Aysu
et al. [ATT*18] have attacked the lattice-based key exchanges of Frodo and NewHope with a
horizontal correlation power analysis. Bos et al. have addressed this attack in [BFM*19] and
proposed a profiled extend-and-prune approach. Recently, Sim et al. [SKL*20] have shown a
single-trace ephemeral-key recovery against various lattice-based key exchanges.

Finally, let us mention the work of Primas et al. [PPM17] in which the first single-trace attack on
lattice-based encryption was described using belief propagation. This work was recently extended
by Kannwischer et al. [KPP20] to a single-trace power analysis of the Keccak hash function, used
in various applications, including the hash-based signature scheme SPHINCS+.

4.1 Correlation power analysis

A Correlation power analysis (CPA) [BCO04] is a statistical known-text side-channel power analysis
that aims to deduce a portion of a secret value across multiple power measurements. A CPA aims
to use a correlation coeflicient to quantify the link between power consumption and the values

processed by a processing unit. In the scope of this paper, we consider two types of CPA:

* Vertical CPA, which targets a fixed secret value across different executions of the attacked
algorithm by collecting multiple power traces that correspond to multiple executions of
the same operation.

* Horizontal CPA, which targets an ephemeral secret value using a single power trace that
correspond to multiple operations. These operations must be similar to allow the segmen-
tation of the power trace into multiple ones thereby simulating a vertical CPA.

In a typical threat model for CPA, the adversary has the capability of measuring the power con-
sumption of a target device which acts as a black-box key decapsulating device. The algorithm
inputs are not required to be manipulated but are supposed to be accessible by the target device.
As a result, a CPA attack is completely passive (i.e., non-intrusive) and can be mounted even
during a trusted communication between two honest parties.

Definition 4.1.1 (Pearson’s correlation coefficient). To assess correlation between the processed
values and the power samples, the Pearson’s correlation coefficient (PCC) is computed. Let 7> 0
be the number of measurements, each of which consists of S > 0 power samples. Then, let
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T(s) € R" be a vector of power samples synchronised at a same instant0 < s< S, and M e N" a
vector of the Hamming weights of the processed values.

Cov(M, T(s))
VVar(M) Var(T(s))

PCC(M, T(s)) = (4.1)

The overall attack consists of the following steps:

1. Find an operation in the attacked procedure which involves:

(a) A (small) portion of a secret value which is the same across all measurements.
(b) Aknown input (resp. output).

In the following, we refer to the result of this operation as the intermediate value.

2. Collect n > 0 power traces consisting of S > 0 power samples each, i.e., T(s) for0 < s< S,
that correspond to the computation of the intermediate value with different inputs (resp.
outputs).

3. Take a guess for the portion of the secret value involved in the intermediate value computa-
tion.

4. Compute the vector of intermediate values from the known inputs (resp. outputs) and the
secret value guess, and derive its corresponding vector of Hamming weight M.

5. For each vector of power samples at a same time, i.e., T(s) for each 0 < s < S, compute
PCC(M, T(s)).

This results in a vector of PCC at each moment in time.

Using a large enough 7 > 0 given the signal-to-noise ratio of the power consumption, a strong
PCC at any point in time indicates a valid guess, while a weak PCC at every point in time can rule
out said guess.

Figure 4.1 gives a visual example of a CPA. In this example, the portion of the secret value is only
one bit, resulting thus in two possible intermediate values. The PCC computation takes one of
the two Hamming weight vectors M sketched on the left of the figure, and each vector of power
samples at a same timing instant shown on the right, to produce each point in the corresponding
PCC plot below. Since the PCC plot for the bit guess of one shows a spike, the corresponding bit
for the secret value is successfully recovered.

4.2 Side-channel analysis

In this chapter, we explain how to exploit the link between power consumption and processed
data in order to recover private key bits.
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Figure 4.1: Visual example of a CPA. Correlations between two arrays of Hamming weights and the
power traces are plotted in the bottom. A strong correlation indicates that the bit value associated
to these power traces is 1.

4.2.1 Point of attack

The main point of attack is the three-point ladder (see Algorithm 5). This is a function which
takes as input an elliptic curve E, two points P and Q on that curve, and a secret key sk. The
“curve and points” triple may be thought of as a part of the public parameters (Ey, P;, Q;), or a
public key pkr = (E1,¢1(Pj),1(Qy)) with {I, J} = {A, B}. The three-point ladder computes the
point R = P + [sk]Q where sk is the private key of the computing party.

Recalling Chapter 2.5.2, the triple (E, P, Q) containing a curve and two points is represented as
three field elements (xq, xp, Xxg-p), where Q = [xg : 1], P = [xp : 1], Q— P = [xg-p : 1]. The
coefficient a defining the curve E can be obtained from these values with a small number of
modular multiplications, squarings and a single inversion, as shown in formula 2.35.

The main ingredient of the three-point ladder is a double-and-add function xDBLADD given in
Algorithm 4 on page 29. This function takes as input a triple of points Ry, Ry, R» € E in Montgomery
coordinates such that R» = Ry — Ry, the coefficient a of the curve, and outputs ([2] Ry, Ry + R1, R2).

We show how the computation of R = P + [sk]Q is done in practice in Algorithm 8.
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Algorithm 8: SECRET POINT COMPUTATION

Input: A public key or public parameters xq, Xp, Xo-p,

an integer sk = Zf:_(} sk,-2i with sk; € {0,1}.

Assumes: [xp: 1], [xg-p:1] € {[1:0],[0:1]}.

Output: P + [sk]Q, where Q = [xg : 1], P = [xp: 1].

Procedure sec-point (xq, Xp, Xg-p, k)
1 a=get_a(xq, Xp,XQ-p) // See formula 2.35, page 26.
2 Q,P,Q—P<—[XQ:1],[XPZI],[XQ_pll]
3 R =three-point ladder(Q,BQ-PBsk,a) // See Algorithm 5, page 29.

return R

The goal of the attack is to measure the power consumption of the xDBLADD operation and to
deduce if the function was executed with or without the swap at step 5 of Algorithm 5. We may
assume that we know the private key up to bit i — 1, by induction. We also know the starting points
Q, P Q - P since they are public. Therefore, we may obtain the two possible inputs for xDBLADD,
and we know how they relate to the value of the i™ bit of the private key. The two inputs and their
Hamming weights are computed and the power trace of certain instructions within xDBLADD is
correlated with the Hamming weights. Thanks to CPA, this allows us to distinguish when the i
bit is zero or one.

Double-and-add

Despite the involvement of a (random) bit of the private key, xDBLADD is a deterministic function.
The inputs and outputs of each subprocedure in xDBLADD depend only on the original inputs of
the function. As a result, an educated guess on the original inputs allow us to infer the results of
all the operations involved in xDBLADD.

The function consists of 7 multiplications and 4 squarings of F . elements, and multiple field
additions, subtractions, and modular reductions. Each F,. multiplication and each squaring
contain two multi-precision additions of [, elements, referred to as “mp_addfast”. This multi-
precision addition is the operation on which our attack is focused. In total, there are 11 x 2 = 22
mp_addfast functions, out of which only 10 have inputs which differ in case of a swap at step 6
of the three-point ladder. The code of xDBLADD can be found in Figure C.1, and the code of the
F 2 multiplication and squaring function in Figure C.2, C.3.

Multi-precision addition

In the Cortex-M4 implementation of SIKE, the mp_addfast is written in assembly. The function
computes the addition of two [ elements. Depending on the size of p, each field element
is saved in an array of n € {14,16,20,24} words of 32-bit. Each mp_addfast executes 27 load
instructions (LDMIA), n store instructions (STMIA), and n additions (ADDS, ADCS). These are
executed in batches of four consecutive additions, due to the limited number of available registers
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on the Cortex-M4. The code of the mp_addfast function can be found in Figure C.4.

4.2.2 Vertical attack

In a vertical attack against SIKE, we measure multiple executions of the three-point ladder in
which the target’s private key is fixed, but the client public key inputs are different. From these
traces, we concentrate only on a single mp_addfast instruction per xDBLADD, i.e., per bit of the
private key. Within the mp_addfast, we can decide to focus even further on the first addition
instruction. We can thus compute the two possible outputs of the first ADDS depending on the
cswap, for each public key, and then correlate the two vectors of Hamming weights of these
outputs with the power traces using the CPA procedure from Section 4.1. This process can be
repeated for each bit of the target’s private key, as the correctness of each guess depends on the
correctness of previous ones, resulting thus in an extend-and-prune attack.

4.2.3 Horizontal attack

In the horizontal attack scenario, we can measure only one power trace for a single execution of
the three-point ladder. The same approach as in the vertical attack cannot be used because there
would not be enough data to obtain strong correlations. We can work out this issue and re-obtain
“verticality” by combining the power traces of all 10 mp_addfast functions within each xDBLADD.
This way, we obtain 10 power traces with which we can correlate pairs of inputs - similarly as in a

vertical attack with 10 power traces.

We can further improve this attack. A multi-precision addition takes two [, elements as input
and gives one as output. Each one of the 27 input words of 32-bits is loaded once and then used
in the addition instruction, and the n output words of 32-bits are stored. In total, there are 37
words of 32-bits which pass through the pipeline registers and whose Hamming distance from
the previous word in the pipeline are related to the power consumption.

For each of the 3n words, we compute the PCC between the 10 power traces and the 10 pairs of
hamming weights of 32-bit words accounting for the two guesses of the current bit of the private
key. For each word, a spike in the correlation is expected at a different position depending on
the instruction which uses this particular word. The locations of spikes can be deduced from
the shape of the power traces. Once the 37 pairs of correlations are computed, we can add them
up such that the locations of the expected spikes are aligned. We expect to end up with two
correlations for each guess of the private-key bit, with a clear spike in the correlation plot of the
correctly guessed value.

In presence of noise in power measurement, the private key guesses may be erroneous. A single
wrong guess of a bit of the private key leads to completely inconclusive results, because the
following guesses depend on the correctness of the previous bits. Therefore, it is of particular
importance that no erroneous guesses are made in the process of key extraction. We propose two
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Figure 4.2: Depth search.

measures to approach this problem.

Depth search

When the guess of a single bit gives inconclusive results, we can proceed by making four guesses
for the next two bits in hope of finding a correlation coefficient with a notable spike. In particular
we can make a guess for k consecutive bits, obtaining in total 2* different combinations. For
each combination we compute a PCC for each of the k bits. In total there are 2(2k —1) correlation
coefficients. We then add up all the PCCs for each k-bit combination and we guess the current sk

bit to be the trailing bit of the combination with the strongest correlation.

Increasing verticality

We can increase verticality (i.e., the amount of power traces in the horizontal settings) by com-
puting correlations for bits in windows of size k. If, for one bit, 10 mp_addfast functions can
be measured from a single xDBLADD, then, for k bits, there will be k x 10 traces of mp_addfast
functions from the k consecutive xDBLADD functions. In total, 2k hypotheses need to be made
(one per bit), and 2k correlation coefficients are computed for 10k power traces.

Finally, rather than performing the attack on contiguous windows of k bits, we select only one
bit of the target’s private key to be the trailing bit of the k-bit combination with the strongest
correlation. This way, we can re-run the process starting from the bit right afterwards as a way to
correct errors due to the potential proximity of strong correlations. This process resembles the

error-correction procedure introduced in [DPN'16].
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Also, we mention that other operations, such as fpmul_mont and fpsub, can be measured and
combined to increase verticality. While these are dissimilar operations and may leak information
differently than mp_addfast, they may still add information to the overall selection of target’s
private bits.

4.3 Experimental results

In order to validate the horizontal attack described in Section 4.2, we reproduced the key recovery
on a programmable board which includes the ARM Cortex-M4 microcontroller (the target) and
runs the reference Cortex-M4 implementation of SIKE [SAJA20]. Details on the hardware setup,
the equipment, and the specifications can be found in [GAGK21].

4.3.1 Targetimplementation

The attacked implementation is the official SIKE implementation adapted for (32-bit) ARM
Cortex-M4 microcontrollers [SAJA20], which is part of the official submission package. The
implementation already has some levels of side-channel resistance in that it is constant-time. We
attacked SIKE instantiated with a prime of 434 bits (i.e., SIKEp434); a choice that we elaborate
on in this section.

We made modifications in the SIKE implementation to ease the collection and the pre-processing
of the traces. Note that these modifications were made for efficiency purposes and are by no
means necessary for our attack to work. In other words, we emphasise that the attack can be
mounted on the original implementation of SIKE presented in [SAJA20] without any difficulty.

The list of modifications are the following:

* Atrigger is toggled when the double-and-add operation of the three-point ladder enters
into an mp_addfast procedure that depends on the swap.

* An idle delay of about 1 millisecond was introduced in between each mp_addfast call,
and of about 1 second after each loop iteration of the three-point ladder.

Limitations of the software. While the introduction of a trigger and multiple delays results in
an unrealistic attack scenario, we emphasise on the fact that the attack is still possible on an
unmodified SIKE implementation. The process of segmenting the power traces, as well as the
correlation and Hamming weights computations can be done offline, after the power traces have
been sampled. In a plain attack, as opposed to our experiment, the traces acquisition will be
synchronised on serial communication. Then, the targeted operations need to be identified
within the full resulting power trace (e.g., using cross-correlation techniques, as in [DPN*16]), so
the sub-power traces corresponding to the attacked instructions can be manually segmented
and carefully aligned to perform the CPA. This cumbersome process is not the main focus of our
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study and was therefore duly skipped.

Other SIKE instances

To achieve various levels of security, the original SIKE submission [JAC*17] presents four different
parameter sets, each of which with a prime of different size ranging from 434 to 751 bits (see Figure
2.4). While instantiating SIKE with a larger prime offers stronger security guarantees against
theoretical cryptanalysis, larger instances present a wider attack surface in a single-trace power
analysis. This property was also observed by Bos et al. [BFM*19], and is due to the increased
number of instructions executed which, therefore, yield more power measurements. As a result,
our attacked instance (SIKEp434) is expected to be the hardest to attack with a single trace.

Also, the compressed instances of SIKE are prone to the same horizontal attack, because the
starting points of the three-point ladder are deterministically obtained from the compressed
public key.

4.3.2 Collection of traces

Our experiment simulated a portion of the SIKE key exchange between Alice (ephemeral party
represented by the computer) and Bob (static party, the target, represented by the Cortex-M4);
namely, the key decapsulation procedure. Our attack scenario can be summarised with the
following steps:

1. On the computer, generate Bob’s key pair at random, and send Bob’s private key to the
Cortex-M4.
2. Given Bob’s public key, generate Alice’s key pair at random.
3. Send a public key to the Cortex-M4 and measure the power consumption of:
* only the second mp_addfast call involved in steps 6 and 8,
¢ and bothmp_addfast call involved in steps 16, 17, 18, and 19,

This attack scenario was repeated a total of 460 times. Each of these experiments includes the
power traces of the 10 mp_addfast calls from the loop iterations for all the 217 bits of Bob’s
private key. Hence, 460 x 10 x 217 = 998,200 different power traces were acquired during that
experiment.

Power traces. Power traces are measured with an oscilloscope at a rate of 2.5e8 samples/second
during a period of 20us. As a result, a power trace for a single execution of mp_addfast includes
5,000 power samples. A filter was applied to the power traces in order to down-sample them. In
addition to down-sampling, the high frequencies were removed because they were deemed
unnecessary. More information on the filtering of the traces in this attack can be found in
[GAGK21]. The figure 4.3 shows the average power consumption of an mp_addfast execution
before and after filtering.
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Figure 4.3: Anmp_addfast power trace before and after filtering.

The traces and the attack are made accessible at https://github.com/nKolja/SIKE-HPA-2021.

4.3.3 Horizontal CPA procedure

Using the power traces, we performed a horizontal CPA on each iteration of the loop in the three-
point ladder (Algorithm 5, page 5). Each time, a single bit of the target’s private key is attacked,
with the assumption that the previous bits are known. This process can then be repeated across
all the bits of the key. Since a single bit is hypothesised at each step of the horizontal attack, there
are only two hypotheses to consider:

 The points R and R, were swapped (the bit is different from the previous bit).
 The points R and R, were left un-swapped (the bit is the same as the previous bit).

A strong correlation between the power traces for one loop iteration and the values corresponding
to one of the two hypotheses indicates the correctness of the hypothesised bit. As the attack moves
forward, a successful recovery of the first bits allows the recovery of the next ones. Therefore, a
full-key recovery can be incrementally mounted in an extend-and-prune manner.

Power traces segmentation

Due to the ephemeral settings of the protocol, we have access to only a single trace per loop
iteration involving a single bit of the target’s private key. Therefore, in order to apply a classical CPA,
we need to obtain verticality, i.e., find a way to obtain a certain amount of multiple different power
samples which are linked to a same portion of the private key. In our case study, we segmented the
power trace that corresponds to an iteration of the three-pointladder into 10 different power traces,
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each of which corresponding to an mp_addfast execution, for which, given either hypothesis,
the full input and output (and thus, relevant Hamming distances information) are known. As a
result, our horizontal CPA will amount to a vertical CPA with 10 power traces and 2 hypotheses.

CPA enhancements

To further improve the success of our attack, we have inspected the targeted function for which
the power traces were collected. Because, in our experiment, p is 434-bit long, each element is
saved as an array of [434/32] = 14 words of 32 bits. This results in exactly 14 addition instructions,
hence 14 leakage points, in a single mp_addfast power trace.

Moreover, we considered the leakage model from a Cortex-M4 microcontroller as explained
in [CGD18]. Because the power consumption leaks in the Hamming distance between the pipeline
registers, we actually obtain three leakage points on a power trace per instruction, coming from
the Hamming distance between:

(1) the first inputs of the current and the previous instruction,
(2) the second inputs of the current and the previous instruction, and
(3) the output of the current and the previous instruction.

This results in an additional segmentation of 3 x 14 = 42 points of leakage. For each point of
leakage, a PCC is computed with the 10 mp_addfast power traces and the 10 Hamming distances.

We expect each of these PCCs to produce a spike at a different point in time in the correlation
plot which we try to recover. The location of the spike corresponds to the position at which the
associated 32-bit word is processed by a pipeline register. Each of these leakage points is constant
throughout the mp_addfast executions and the three-point ladder loop (assuming the power
traces are properly aligned, which can be automated using basic peak alignment methods). These
positions can even be identified by analysing the spike structure of the power trace (using, e.g.,
cross-correlation techniques).

Finally, the 42 PCCs at each point of leakage are added together to produce a larger spike. This
consists of aligning all correlation plots on their leakage points and adding them together. We
expect the difference of added correlation coefficients to be large enough to correctly validate the
private bit.

4.3.4 Results

Among the 460 trials, our experimental results returned a resounding success rate of 100% in
recovering the full key. None of the improvements described in Section 4.2.3 were required.
An example of the corresponding CPA is shown in Figure 4.4 where six bits are shown to be
successfully recovered.
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This proof of concept shows that, even in ephemeral settings, the official ARM implementation of
SIKE is vulnerable to classical power analysis techniques.

All the code used to derive our results is shared on https://github.com/nKolja/SIKE-HPA-2021.
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Figure 4.4: Addition of shifted PCC results with 10 segments of a single power trace. Each step
corresponds to a different bit. The blue curve corresponds to a bit hypothesis of zero, while the
red curve corresponds to bit hypothesis of one.

4.4 Countermeasures

The attack arises as a consequence of the three-point ladder being a deterministic function with
public inputs. Each value going through the pipeline registers can be reduced to only two cases.
These inputs depend on the public triple xq, xp, Xxo-p (which define the points Q = [xg:1], P=
[xp:1], Q—P=[xg-p: 1]), the bits of Bob's private key up to the step at which the instruction
in question is being executed (which we may assume to be known by induction), and the two
possibilities for the current bit of the private key.

4.4.1 Recommended countermeasure

A simple and low-cost countermeasure, which was also mentioned in [FGD* 10, Cor99, ZYD™* 20],
consists of randomising the coordinates that define the starting points, i.e., generate three random
non-zero field elements rq, rp, rg-p and set

Q=I[xqrq:rql, P=I[xprp:rpl, Q— P =I[xq-prq-p:rq-pl. (4.2)

The increase in complexity comes from generating three random F;Z elements and three field
multiplications. This is negligible with respect to the overall cost of the three-point ladder. The
execution of the protocol is still correct because the points Q, P, Q — P are not changed, but
the input of xDBLADD, seen as three pairs of [ 2 elements is now randomised. Since the values
rQ, rp, Io-p are secret, we cannot predict the loaded and stored values in the pipeline registers,
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and thus cannot apply the same attack.

4.4.2 Other countermeasures

In addition to the randomised projective coordinates described above, the authors of [ZYD*20]
proposed a series of countermeasures (based on [FGD* 10, JT01]) against CPA on SIKE that we
aim to evaluate in the case of a horizontal attack. However these countermeasures are either too
expensive, or do not offer additional protection against horizontal attacks. We also comment on
atomic elliptic curve algorithms.

1. Masking the base point Q
The starting point Q is masked with a random point R in order to obtain Q — Q + R. The
final point P + [sk](Q + R) of the three-point ladder is then adjusted by subtracting [sk]R.

Masking the base point prevents both a vertical and a horizontal attack but cannot be
done without leaving the Montgomery representation. As a result, such a countermeasure
requires at least a square root computation over the field [ 2, which is very expensive.

2. Random isomorphic elliptic curve
The point Q is mapped to a random elliptic curve E’ where the scalar multiplication is
computed. The result is then mapped back to the original curve E in order to obtain [sk]Q
which is then added to P.

Such a countermeasure is unfortunately limiting, since the number of curves isomorphic
to E is low, and finding a non-trivial isomorphism is a non-trivial task.

3. Masking the scalar sk
The secret key sk is masked with a random value r by setting sk <— sk + r - ord(Q).

If the masking is different at each execution and big enough, the vertical attack can be
conceivably prevented with this countermeasure. However, the horizontal attack is simply
extended by r - ord(Q) bits and recovers a value congruent to the actual sk (mod ord(Q)).

4. Random key splitting
The private key sk is divided randomly as sk = sk; + sk». Then two three-point ladders are
computed in order to obtain (P + [sk1]1Q) + [sk2] Q.

While splitting sk differently across executions produces measurements of dissimilar oper-
ations in a vertical attack, this countermeasure is not effective against a horizontal attack,
as both shares can be independently recovered.

5. Window-based countermeasure
Instead of making a binary choice for swapping at each step of the three-point ladder, a
3-bit window is used, and two additions and three doublings are computed per window.

While a window-based method increases the complexity of a vertical attack, such a coun-
termeasure is ineffective in the settings of a horizontal attack, as the number of guesses
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per CPA iteration simply increases from 2! to 23. Besides, similarly as with the base point
masking, this countermeasure is not cost-efficient, as the new ladder will require to leave
the Montgomery representation, requiring at least one computation of a square root over

[sz.

6. Atomic three-point ladder
The authors of [CCJ04] propose atomic algorithms for preventing simple side-channel anal-
ysis. An atomic algorithm consists of a sequence of instructions which are indistinguishable

from a side-channel point of view.

At the first look, the three-point ladder might seem to be atomic, however the assumption
in [CCJ04] that modular operations are side-channel equivalent fails in the Cortex-M4
environment. While we are not able to distinguish a single pair of modular additions with
two different inputs, we are able to distinguish 10 tuples of modular additions with two
different 10-tuples of inputs, which breaks indistinguishability.

4.5 Conclusion

This chapter describes a CPA on SIKE in ephemeral settings that recovers the target’s entire private
key using a single power trace of the three-point ladder in the key decapsulation procedure. The
attack was experimentally verified. A countermeasure based on point randomisation is finally
suggested.

The impact of this attack on the security of SIKE is critical when the reference implementation
is used in an unprotected manner on a Cortex-M4 microcontroller. This is especially impor-
tant, because of the exceptionally leaky nature of such microcontrollers, thanks to the findings
of [CGD18]. Due to the simplicity of the CPA, countermeasures are required to be deployed when
the reference implementation of SIKE is used in an embedded environment.

We emphasise on the fact that the three-point ladder attacked in the key decapsulation is not the
only point of attack of the SIKE protocol and that each use of the three-point ladder (even in the
key generation, and key encapsulation) requires to be protected when exposed to power analyses.
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SIKE

In this chapter we provide two side-channel attacks against the official SIKE implementation pro-
tected with coordinate randomisation. Two of the attacks target the three-point ladder procedure,
and the third attack targets the isogeny computation. All attacks assume a static key setting, i.e.,
the target party uses the same secret key to decrypt multiple ciphertexts.

The attacks are executed in an adaptive fashion — we extract consecutive bits of the target’s secret
key, each time assuming that the previous bits are known and adapting the attack according to the
value of the extracted part of the secret key. Malicious public keys are computed and provided to
the target at each step of the attack. The public keys force the target to compute a projective point
with one of its coordinates equal to equal to 0 depending on a bit of the targets secret key. We shall
refer to these attacks as zero-value attacks. A computation of the field element 0 can be noticed by
side-channel, even if the projective coordinates have been randomised. We used electromagnetic
emission measurements for the three-point ladder attack and power consumption measurements
for the isogeny attack. In all of our experiments we managed to extract the whole secret key.

SIDH is known to be mathematically broken in a static or semi-static key environment. This is
why SIKE relies on the Fujisaki-Okamoto transform to allow for semi-static keys. The purpose of
the transform is precisely to validate that the ciphertext (public key) was generated honestly and
to abort if not. However, the side-channel leakage that we exploit happens before the Fujisaki-
Okamoto transform can prevent the attack.

Full validation of SIDH ciphertexts (and public keys) is believed to be as hard as breaking SIDH
itself. Luckily, our attack can be blocked by a partial ciphertext validation, which however, comes
at a price of around 10% performance overhead.

For completeness we also recall some earlier related to the subject of zero-value attacks on SIKE.
Coordinate randomisation in SIKE was recommended as a countermeasure in [KPHS18, ZYD* 20,
GLK21]. We also mentioned it as a direct way to protect against the attack exposed in Chapter 4.
Coordinate randomisation was known not to be sufficient in certain ECC implementations, and
zero-value attacks were already introduced by Goubin [Gou03], Akishita and Takagi [AT03], and
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Izu and Takagi [ITO03].

The possibility of applying a zero-value attack to SIKE was proposed by Koziel et al. [KAJ17]. Their
attack was only theoretical, and already assumed a certain type of partial ciphertext validation.
Finally they propose four attacks which work despite partial ciphertext validation. We will argue
that those earlier attacks do not apply to the current SIKE standard.

5.1 Background

Elliptic curves and points on elliptic curves in SIKE are defined over a quadratic field F 2 and
represented with a pair of field elements [X : Z]. The pair [X : Z] and [{X : {Z] for € € [F;2
represent the same projective pair.

We want to single out the projective points which have one of the coordinates equal to zero and
for that end we introduce new names for certain types of elliptic curves and elliptic curve points.

5.1.1 Elliptic curves

Depending on the subroutine of SIKE, an elliptic curve E : y* = x3 + ax? + x can be represented
in projective coordinates in three different ways as shown in Section 2.5.2, page 25. We recall the
representations here, referring to Section 2.5.2 for definitions of A and C:

* [A:Clwhere[A:C]l=[a:1],
o [A},: Coql where [A], : Coal = [A+2C:4C],
e [A],: Ay,] where [A},: A;,] = [A+2C: A-2C].

Considering all possibilities for an elliptic curve representations, invalid states included, an
elliptic curve in SIKE may fall into one of the following categories:

The undefined curve, represented by pairs [A: C] = [A;r4 1 Coyl = [A;r4 1 A,,1=10:0]. This does
not represent any algebraic object.

The degenerate curve, represented by pairs [A: C] = [A;4 :Coyl=1[1:0] or [A;_'4 CA =101
This is not, properly speaking, a curve.

The singular curves, represented by pairs [A: C] = [+2 : 1] or [A;4 :Coyl €{[0:1],[1:1]} or
[A2+ 4 A5, 1 €{[0:1],[1:0]}. These are not elliptic curves, because they exhibit a singularity
in (¥1,0) and behave often as exceptional points in formulas.

Elliptic curves, not corresponding to any of the above, or alternatively curves represented by [A :
C] =[a:1] with a # +2.
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5.1.2 Points on elliptic curves

Points on elliptic curve in SIKE are represented in Montgomery coordinates (see Section 2.5.2,
page 26), i.e., only the X and Z coordinate are used.

Considering all possibilities for point representations, invalid states included, an elliptic curve
point in SIKE may fall into one of the following categories:

The undefined point [0 : 0], this does not correspond to any algebraic point.
The identity © :=[1:0], the identity of the elliptic curve group law.

The distinguished point T :=[0: 1], of order 2. This point is a member of all Montgomery curves.
Assuming the curve is well defined, [2]T = 0.

The special 4-torsion points [+1: 1], these points are members of all Montgomery curves. As-
suming the curve is well defined [2] P = T for any such point.

An ordinary point [X : Z] not belonging to any of the above. Assuming the curve [A: C] is well
defined, such a point is on the curve [A: C] if X/ Z + A/C+ Z/ X is a square in [sz.

5.2 The three-point ladder attacks

In this section we provide two attacks based on forcing the target party to compute the elliptic
curve point @ = [1:0] or T =[0: 1] during an execution of the three-point ladder. The attack is
performed in multiple steps. At each step we assume that we know the first i — 1 bits of the secret
key of the target party, and the attack targets the i'" bit.

Our final goal is to see where and how such points can occur, and to force a computing party to
compute such points based on a secret bit of their private key. The attack is done adaptively in an
extend-and-prune manner, that is, we perform the attack in multiple steps; at each step we recover
one bit of the private key by assuming that we know the previous parts. We write the secret key as
sk = sko2® + sk; 2! + ... with sk; € {0,1} and we define sk := sko2° + sk 2! +--- + skk_lzk_l.

A careful analysis of the three-point ladder (as described in Section 2.5.4 and Algorithm 5, page
29) shows that an input (Q, B, Q — P), the value of the updated triple (Ry, R2, R) after the k™ loop
iteration is

(25Q,  -P+[2¥1 - sk41Q, P+ [sk<klQ) ifsk =0, (5.1)
(12F 10, P+12F+sk_1Q, ~P+2F— sk 11Q) if sky = 1. (5.2)

We show how to create a public key (Q, P, Q — P) such that the second output point (in bold in
Equations (5.1),(5.2)) is a zero-value point if and only if sk = 0 (or sky = 1).
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5.2.1 Forcing®

The second output point in Equation (5.1) is equal to @ if P = [2¥*1 — sk_;]Q. For the second
point to be equal to € in Equation (5.2) we must have P = — (2% + sk ]Q. This simple equation
allows us to define the following pair of malicious public key points:

Table 5.1: Malicious public key points which forces the computation of ©

Public key Q p Q-P

pkfo Pointof order 3% 21 — sk 1]Q —[2F*! — sk —11Q
pk?, Point of order 3¢  —[2F + sk_1]Q 2K+ skex +11Q

Note that PbQ — P ¢ {0, T}, so the public key passes the assumption in Algorithm 5, page 29.
Pluggingin pk?o (resp. pk?l) in Equation (5.1) (resp. Equation (5.2)) shows that on correct guess,
the target point becomes @. Furthermore, if the guess is incorrect, then the point is [2¥1 + 2¥]Q
which has both coordinates non-zero.

5.2.2 Forcing T

The second output point in Equation (5.1) is equal to T if P = [28*! — sk_]Q + T.. For the second
point to be equal to T in Equation (5.2) we must have P = —[2X+ sk_]Q— T. This simple equation
allows us to define the following pair of malicious public key points:

Table 5.2: Malicious public key points which forces the computation of T

Public key Q P Q-P

pkl, Pointof order 3%  [2K*! — sk 1 ]Q+T —[2¥1 —sk—11Q-T
pk]f1 Point of order 3¢  —[2¥+ sk t]Q-T 2+ skep+11Q+T

Note that BbQ — P ¢ {0, T}, so the public key passes the assumption in Algorithm 5, page 29.
Plugging in pk,€ o (resp. pk,{l ,) in Equation (5.1) (resp. Equation (5.2)) shows that on correct guess,
the target point becomes T. Furthermore, if the guess is incorrect, then the point is [2k+1 + 2k Q
which has both coordinates non-zero.

5.3 Isogeny attack

This section provides the attack on the isogeny computation (See Section 2.5.5, page 30 for the
definition of isogeny computation). Our goal is to manipulate the isogeny kernel generating point
R of the target party so that it becomes incompatible with isogeny formulas, i.e., the order of
the kernel point is different from the order of the isogeny. This leads either to computation of
undefined points [0 : 0] (which propagate indefinitely) or to completely (heuristically) random
computations. The two cases can be easily distinguished by use of side channels.
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In particular we propose that the distinguishing is executed during the computation of the j-
invariant. The reason is that one of the subprocedures of the j-invariant is an [, inversion which
is computed as a sequence of circa log p hardcoded squarings and multiplications. Distinguishing
if this sequence started from the element 0 or from a random element is an easy matter.

We assume that the target party computes an isogeny of degree £¢’, and the other party is expected
to have computed an isogeny of degree ¢ i] before sharing their public key. In practice ¢ il =3%
and F;’ = 2%, but the attack works also if we swap the parties, or more generally on any set of
SIKE parameters. We drop the subscript J, and write (¢, e) for (¢, e;) from now on.

We assume that the target’s secret key is written in basis ¢, so sk = sko?° + sk £' + ... with
sk; €10,1,...,¢ — 1}. Furthermore we define sk.j := skof° + sk 01 +... + skk_lék_l.

The isogeny algorithm uses a hard coded strategy, and attempts to compute an Zi’ -isogeny
independently of the actual order of the kernel point R. We send the target party a malicious public
key made of points in the £¢-torsion subgroup E[¢°] (as opposed to E[¢ ? ] which is expected by
the algorithm). Such public keys force the kernel generating point R to be of degree a power of ¢.

Definition 5.3.1. We denote with v, the ¢-adic valuation, defined, for a € Z*, as
vo(a) = max{x € Z| ¢* divides a}. (5.3)

Remark. By an abuse of notation we set v¢(R) = vy (ord(R)) for any elliptic curve point R.

Furthermore we can control the exact order of the point R depending on a single ¢-digit of the
secret key, sk, and assuming we know sk . For example, given some0< e’ <eand0</¢'< /¢
we can compute a malicious public key such that

e if sk # ¢/,
ve(R) = (5.4)
e—1 ifskp=12".

In addition to that we will show that there is an exponent o > 0 which satisfies so-called leakage
properties for any point R € E[¢¢] which is provided as a kernel of an ¢ ff -isogeny:

L1. If v¢(R) < o then the isogeny eventually computes undefined points [0 : 0].
L2. If v¢(R) = o then the isogeny computes random values.

The exponent o depends on the underlying prime p (more precisely the ¢ f’ and ¢¢) and the
tree-traversal strategy. These are public parameters and o can therefore be precomputed for any
set of SIKE parameters.

In this section, we first show how an adversary can control the order of a point in such a way
that it depends on the value of an ¢-digit of the private-key. Then we show that there exists an
exponent o which satisfies the leakage properties (L1., L2.).
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5.3.1 Controlling the kernel point order

We show how to create a public key, which when used by the target party produces a kernel point
R of constrained order. In particular, given an exponent 0 < e <ean? -digit ?', and sk, we
want to force the target party to compute a point whose order is determined by formula 5.4.

That is done by creating a public key pk£ as shown in Algorithm 9.

Algorithm 9: MALICIOUS PUBLIC KEY GENERATION

Input: Index of bit being guessed k, known part of secret key sk,
an exponent ¢', /-digit ¢’
Assumes:0<e'<e,0</'<land0<ks<e-¢
Output: Public key pki =(Q,BRQ-P).
Procedure pk_j (k,sk<, e, ¢")

1 E — any supersingular elliptic curve

2 Py, Qp — generators of E[£¢]

3 | Assume [0 1Q,#T // Swap Py,Qy otherwise
4 | S=[¢e@-Dip, /] ve(S)=¢é -1

5 | Q=[¢€HRIQ, /] ve(Q=¢e +k

6 | P=S—[skep+2' 050 /] veP)ele —1,....¢' +k}

return (Q,PLQ—P)

The kernel generating point R obtained from the public key shown in Algorithm 9 satisfies the
order constraint as is proved in the following lemma.

Lemma 5.3.1. let0 < e’ < e, let ¢ € {0,1,...,¢ — 1}, and assume that pki is the output of
pk_j(k, sk, €', ¢"). Then the kernel generator point R = P + [sk]Q generated from the pub-
lic key pki of Algorithm 9 satisfies

e if sky # ¢/,
ve(R) = (5.5)
e-1 ifskszl.

Proof. Following from Algorithm 9, we have v,(S) = ¢’ —1 and v,(Q) = ¢’ + k. Denote with
Q' := [¢£¥]1Q, where we have v,(Q') = €. It follows that

P+[sklQ=S+[sk—skep—0'¢¥1Q
=S+ [ski—0'1Q + [ski+101Q +...
=S+ [skpr—¢'1Q"+Q",

where Q" = [skj+1£1Q’ +.... The point Q" is independent from S by construction and it satisfies
ve(QM =e -1.

If ski = ¢’ then R = S+ Q". The point R is the sum of two independent points which satisfy
ve(S) =€ —1and v,(Q") < e — 1. Therefore vy (R) = ¢’ — 1.
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5.3 Isogeny attack

If sk # ¢' then R is a sum of two independent points of valuation ¢’ — 1 and ¢’ respectively.
Therefore v, (R) = €'. O

5.3.2 Evaluating formulas on bad points

Computing the isogeny with a kernel of incompatible order, i.e. order different from isogeny
degree, leads to irregular behaviour. During the execution of the ¢ ?’ -isogeny, geometric structure
will be lost, and we will essentially work with random points on random elliptic curves. The goal
of this section is to show when irregular behaviour starts, and what types of unexpected behaviour

can happen.

The ¢ f’ -isogeny is computed by means of a hard-coded sequence of sub-algorithms which include
point multiplication by ¢, degree ¢ isogeny computation, degree ¢ isogeny evaluation, and
saving and loading a point. The order in which these steps are executed is encoded in a strategy as
explained in Section 9 on page 31. Because saving or loading a point bears no algebraic structure,
we will only analyse the remaining three operations.

The isogenies that are directly computed in SIKE are of degree 2, 3 or 4. They are computed by
Vélu'’s formulas for Montgomery curves. As such they satisfy the following list of properties:

P1 If the kernel point is of incorrect order, then the image point (resp. curve) is arbitrary and
does not share any known geometric relation with the preimage point (resp. curve).

P2 Iftheimage of [X: Z] is [U : V], then the image of [Z : X] is [V : U].

P3 If the input point is equal to the kernel point, then the outputis &.

P4 If the kernel pointis [X : Z] and the input is [Z : X], then the output pointis T.

P5 Theimage of 0 is 0.

P6 Theimageof T'is T.

The first statement is not proven and is based on heuristics. Given our experiments (Section
5.4.4, page 84) and the current understanding of elliptic curve isogenies, there was no evidence
to show the contrary. The other statements follow from the way the isogenies were constructed,
see [Ren18].

Remark. The points €, T, [+1 : 1] are contained in all supersingular Montgomery curves. The
points € and T are contained in all Montgomery curves. We call the points @, T, [+1 : 1] special.

Furthermore the distinguished point T induces an involution P — P + T which is given by
[X: Z] — [Z : X]. These properties stem from the definition of Montgomery curves.

Point multiplication by ¢;. The only point multiplication formulas used in SIKE are doublings
(see Equation 2.37 on page 27) and triplings (see Equation 2.39 on page 27). They are used during
computations of 2% and 3% respectively.

The formulas for point multiplications can sometimes output undefined points [0 : 0] when the
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underlying curve is degenerate, or singular. We show when this can occur in Table 5.3.

Table 5.3: Doubling and tripling on degenerate and singular curves

Doubling Tripling
Input Input curve [A}, : Ca4] Input curve [A}, : A5,]
point [1:0] [1:1] [0:1] [1:1] [1:0] [0:1]
o [0:0] (5} (5} [0:0] o 5
T [0:0] (9 (9 [0:0] T T
[1:1] T T [0:0] [1:1] [1:1] [0:0]
[-1:1] T [0:0] T [-1:1] [0:0] [-1:1]

¢;-isogenies. SIKE uses isogenies of degree 2,3 and 4 as sub-algorithms for computing large
degree isogenies. In particular, a 2°2-isogeny is computed as a composition of (e, mod 2) degree
2 isogenies and L%J degree 4 isogenies. A 3%-isogeny is computed as a composition of e3 degree
3 isogenies.

The formulas for 2,3 and 4-isogenies can output undefined or degenerate values when the inputs
are incompatible. The output curves can be degenerate when the kernel points are special. The
output points can be undefined [0 : 0] if both the kernel point and the input point are special.
These occurrences are listed in Table 5.4 and Table 5.5.

Table 5.4: Isogeny computation with special kernels

Isogeny Curve Kernel point

degree representation O T [1:1] [-1:1]
2 [A;4:C24] [1:0] [1:1] [0:1] [0:1]
3 [A;r4 1 Ayl [1:1]1 ([1:11 [1:0] [0:1]
4 [A2+4:C24] [1:0] [0:1] [1:1] [1:1]

5.3.3 Traversal of the first isogeny branch

Almost all the analysis of the isogeny computation boils down to analysing the computations
done on the public curve E recovered from pk]]c (i.e., the first vertical branch in the tree traversal).

Definition 5.3.2. Given a strategy S = (s1,..., S¢,—1) for computing an ¢ ‘;‘ -isogeny from kernel
(R), we define Indg to be the set of indices of points R; = [¢ g]R which are pushed by the first
¢ 1-isogeny. More formally

Inds = {0, 1,81+ S2,..., 81 +...+ Si} where k =max{i|s;+...+5; <e;—1} (5.6)

For example, the set of indices of two strategies from Figure 2.6 on page 32 are {0} and {0, 3, 5}.

76



5.3 Isogeny attack

Table 5.5: Isogeny evaluation on special points

Input Kernel point

point o T [1:1] [-1:1]
> 0 o [0:0] 0 c
g T T [0:0] T T
2 n:n [-1:1] [-1:1] [0:0] [-1:1]
N [-1:1] (-1:1] [-1:1] [-1:1] [0:0]
= o o [0:0] o [0:0]
o8 T T [0:0] T [0:0]
8 [1:1] 1:1  [1:1]  [0:0] [1:1]
* [-1:1] [-1:1] [-1:1] [-1:1] [0:0]
> O o [0:0] [ [0:0]
» T T [0:0] T [0:0]
8 [1:1 1:1 [1:1] [0:0] [1:1]
< [-1:1] 1:1 [:1] [1:1] [0:0]

The process of computing the first step of an ¢ ?1 -isogeny is shown in Algorithm 10.

Algorithm 10: FIRST VERTICAL BRANCH OF THE TREE-TRAVERSAL

=W N -

e N o G

Input: Kernel point R, starting curve E, set of indices Ind
Assumes: Ind stems from a strategy S, R € E of order ¢ ?’
Output: Image curve computed by the first £;-isogeny E’,
Images of points evaluated by the first £-isogeny {¢p([¢ i]R)}idnd
Procedure first_iso(R, E,Ind)
fori=0toe;—2do
if i € Ind then
| Ri=R
R=[([]R
¢:E— EI(R) // Degree {¢; isogeny with kernel ([[?’_I]R)
E'=E/(R)
for i € Ind do
| Ri=¢(R)
return (E',{R;};cinq)

5.3.4 Computing the isogeny with a bad kernel

In this subsection we will prove the existence of the exponent o which satisfies the leakage

properties (L1., L2.) from page 73.

Let R be a point of order ¢ ¢ provided as kernel to the isogeny of degree ¢ f’ . Let E be the starting

curve of the isogeny and let Inds, E’ and R; be as in Section 5.3.3.
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Following from Section 5.3.2, the first image curve E’ is an arbitrary, generally non-supersingular
curve. After the first isogeny is computed, all the following elliptic curves and points are arbitrary.
The only deterministic “structure” that the points can carry is that some of them may have equal
projective coordinates. Recall the properties on page 75. There are three ways in which the isogeny
computation may proceed:

(i) There is a pair of saved points with equal coordinates. Assume that R, and Rg are
projectively equivalent and a < §§ € Indg. As the points are equal, their images through
consecutive ¢-isogenies will stay equal until we compute the isogeny generated by some
image of Rg. This isogeny will send the corresponding image of R, to @ (prop. P3). The
point @ is fixed by multiplications by ¢; and ¢-isogenies (prop. P5). Eventually an isogeny
of kernel (@) is computed, whose image curve is the degenerate curve (Table 5.4). The im-
ages of points @ are also @ (Table 5.5). The first multiplication of @ by ¢ on the degenerate
curve outputs the undefined point [0 : 0] (Table 5.3). From this point onward all values will
be 0, and the final j-invariant will be computed as 0/0.

(ii) There is a pair of saved points with flipped coordinates. Assume R, = [X : Z] and
Rg=[Z:X] and a < § € Inds. This can only happen if Ry = Rg + T which implies that R
and T are dependent. In particular the order of R is even, so the isogeny being computed
must be a 3%-isogeny. The property of Ry, Rg having flipped coordinates is preserved
(prop. P2) until the image of Rg is used to compute an isogeny. This isogeny will send
the image of R, to T (prop. P4). The point T is fixed by point tripling and 3-isogenies
(prop. P6). Eventually an isogeny of kernel (T) is computed, whose image curve is the
degenerate curve (Table 5.4). The first next image of T under the isogeny generated by T is
the undefined point [0 : 0] (Table 5.5). From that point onward all values will be 0, and the
final j-invariant will be computed as 0/0.

(iii) There are no points with equal nor flipped coordinates. The points and curves became
arbitrary after computing the first £;-isogeny (prop. P1). From this point onward we have
different arbitrary values which propagate (prop. P1). The final curve and its j-invariant is
random.

A visual example of isogeny computation in (i) is given in Appendix D.

Note that (i) is equivalent to the existence of @ < 8 € Indg such that [¢ ?]R =4[/ ? 1R, while (ii) is
equivalent to [/{]R = [43 ]R+ T. In (iii), such a < f € Indg simply do not exist. These properties
are characterized by the order of point R as shown in the following lemma.

Lemma 5.3.2. For each set of SIKE parameters, let S be a strategy for computing the ¢ ?’ isogeny
and let R be a point in the £° torsion. Furthermore assume that R and T are independent. Then
there is an exponent o > 0 such that:

1. vs(R) <o-1ifand only if (i) applies,
2. vy(R)=0 ifand only if (iii) applies.
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If R and T are dependent, then the following is true for the same exponent o:

1. vs(R)<o ifand onlyif (i) or (ii) applies,
2. v¢(R) = 0+ 1ifand only if (iii) applies.

Proof. The statement (i) can alternatively be expressed as: “there are a < 8 € Indg such that
Rq = +Rp, thatis, ¥4 ‘I"] R=4[¢ /13 1R”. Given that R is a point of order £"* (B the previous statement
reduces to a modular equivalence, more precisely ¢ ‘I" FYl ? =0 (mod 27), where we define r :=
vo(R).

This equation is certainly satisfied for r = 0, for all , € Indg. Furthermore, an equality modulo
2" for some a,  reduces to an equality modulo 2" forall ' < r. Therefore it is only left to prove
that the equation is not satisfied for some r < e, for all a, § € Indg. This is proven by observing
SIKE parameters, in particular the strategies. We call the smallest such exponent o the break-point
exponent.

The statement (ii) can alternatively be expressed as: “there exist values a < € Indg such that
Ry =%Rg+ T". If Rand T are independent, this cannot happen. Therefore, the first part of the
lemma is proven.

If R and T are dependent, we must have ¢ = 2 and [2" “11R = T. Furthermore ¢ 7 =3, and (ii)
reducesto3*F3#—2""1 =0 (mod 27). This equation is equivalent to the following two equations:
3933 =0 (mod 2" 1) and 3¢ F3# £0 (mod 27). By the definition of the break-point exponent,
3933 =0 (mod 2°1)and39F3P £ 0 (mod 2°), therefore 3¥ 3 —2° =0 (mod 2°*!) for some
a, B. On the other hand, 3¢ ¥3# #0 (mod 2°) for all a, B, implies 3¢ ¥3 —2° # 0 (mod 2°*1)
for all @, B. This finishes the proof. O

We report the values for o for both parties and all parameter sets in Table 5.6.

SIKE instances p434 p503 p610 p751

2¢2-jsogeny 3 4 2 5
3%-isogeny 9 7 7 8

Table 5.6: Break-point exponents o for all parameter sizes.

Side-channel attack. Using Lemma 5.3.2, two different outcomes of the isogeny computation
can be forced depending on the value of a secret ¢-digit: the party either computes only zero
values from a certain point in the tree traversal and onward, or completely random values. When
zero values can be distinguished from random ones with a side channel, such a behaviour enables
an adaptive bit-by-bit key recovery.

We propose to perform the zero-value distinction on the subroutine responsible for the subfield
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inversion within the j-invariant computation. This is because the j-invariant computation occurs
at one of the last steps of the key exchange, making it a conveniently identifiable target, and
because the subfield inversion is usually computed as x~! = x”~2; a noticeable sequence of = 400

similar field operations. This scenario is illustrated in Algorithm 11.

Algorithm 11: ATTACK ON THE THE ISOGENY COMPUTATION

Input: Breaking point o.
Output: The secret key sk.
Procedure attack (o)
fork=0toe—odo

1 Assume we know sk = Zf;ol sk; 0’
for//=0to/—1do

2 pki —pk_j(k,sk<k,0,¢" // Algorithm 9, page 74.
3 Send pki to the target

Side-channel analysis of exponentiation
4 if computation of 072 is detected then
5 Skk =/
6 Brute-force the remaining ¢-digits of the secret key

return sk

Attacks on all parameters, which the reader can simulate by running a simple python script, are
included in https://github.com/nKolja/SIKE-zero-value-attacks. A visualisation of the attack
on all parameter sets is provided in Appendix E, where we explain how the isogeny computation
evolves in terms of tree traversal graph, and explicitly show when the first undefined point is
computed.

Attack on the reference implementation. For completeness we also mention how the attack
works on the reference implementation of SIKE, which is a part of the official SIKE submission
to the NIST post-quantum standardisation process. The reference implementation represents
elliptic curve points in affine coordinates, which makes it very inefficient due to the excessive
number of field inversions that are computed. When compared to the Cortex-M4 implementation,
the reference implementation is around 180 times slower. For this reason this version is generally
ignored in analyses of SIKE.

The reference implementation uses GMP [GMP91] for field arithmetic, and in particular computes
field inversions by means of a built-in inversion function. This function returns an error whenever
the field element 0 is provided as input. Therefore, our attack can be extended to a timing attack
or even a long distance attack if the reference implementation is used by the target.
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5.4 Experimental evaluations

5.4 Experimental evaluations

The attacks on both the three-point ladder and the isogeny computation were verified in practice.
The three-point ladder was attacked by means of electromagnetic analysis, and the isogeny attack
was performed by means of power consumption analysis. The details on the hardware used in
the attack can be found in [DEG*22].

5.4.1 Software

The attacked software calls the functions of the recommended implementation of SIKEp434 for
32-bit Cortex-M4 microcontrollers with input ciphertexts received from the computer.

Moreover, the scalar multiplication of the library is protected with coordinate randomisation.
As the original library does not offer such a countermeasure, coordinates are randomised after
computing the coefficient of the received curve, and before the Montgomery three-point ladder. A
random representation of the points (Q, P, Q— P) is generated from the received affine coordinates
(xq, Xp, Xg-p). This countermeasure consumes 6 x log, (p) random bits to generate three random
Z coordinates and requires three [ 2 multiplications.

Finally, the code is further modified by adding a trigger. When toggled, the oscilloscope is notified
to start the capture of the electromagnetic activity or power consumption. The purpose of such a
modification is to make the collection of traces more convenient. Note, however, that the attack
is still applicable without a trigger and that the synchronization of traces can be performed using,
e.g., cross-correlation techniques [DPN*16].

5.4.2 Distinguishing zero values

There exist many ways to distinguish zero values in a power or EM trace. For instance, [Gou01,
ATO03] argue that a zero value can be observed in a single measurement by noticing a significant
drop of power consumption or EM radiations. In practice, however, this method requires setting
a manual threshold based on observing the measured samples. As a result, to remove the hassle
of detecting zero values manually, we propose to make the distinction by comparing a trace (or
a collection of traces) to another. We use two different types of tests for comparing traces — the
t-test and collision power analysis.

t-test. Welch’s ¢-test [SM15] is a statistical hypothesis testing method that examines whether two
classes of traces were sampled from indistinguishable populations.

In our case, such a test is used to compare a collection of multiple traces of (known to be) non-zero
value executions against a collection of multiple traces that may or may not exhibit zero values
depending on a secret bit.
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The test proceeds by computing  statistics based on the observed means and variances of two
power sample or electromagnetic sample populations. Significant ¢ values imply that the two
collections are not indistinguishable.

When attacking the three-point ladder, some ¢ values are thus expected to be large when a
zero is processed in the target trace collection, since zero values are not affected by coordinate
randomisation. When non-zero values are processed in both classes, all the ¢ values are expected
to be small, even when identical inputs were provided to the three-point ladder due to the
randomisation of coordinates [KAJ17].

Collision power analysis. When the target operation can be forced to process both zero and
random (i.e., non-zero) values regardless of the value for the private key, a more efficient approach
can be employed based on collision power analysis [SWP03, MME10]. In this case, the values
processed in a trace are detected by comparing the trace against two baselines (i.e., templates).
The baselines correspond to power traces relating the same execution as the target trace but in
which processed values are known to be zero and random. Such a scenario is applicable to the
j-invariant computation, as the entire procedure processes zero values when a special input is
provided.

In practice, a collision power analysis is typically mounted using Pearson’s Correlation Coefficient
(PCC). This technique correlates a target power trace Tr € R™ with a baseline B € R” by computing
o (Tr, B) = Cov(Tr, B)/ (01y08) (Where Cov is the covariance, and ¢ the standard deviation). The
greater the value of the coefficient, the more correlated the trace is to the baseline. As a result, a
zero value is detected when the corresponding trace has a greater correlation coefficient with the
zero-valued baseline than with the random-valued one.

5.4.3 Three-point ladder

The following sections describe a proof of concept for the attack on the three-point ladder. We
experimentally verified the attack from Section 5.2.2 where the target is forced to compute the
distinguished point 7.

Experimental procedure

The victim board runs the decapsulation routine, and computes the three-point ladder to obtain
P +[sk]Q. The computer sends the public key triplets with randomised coordinates to the board.
To find a bit skj, we will compare the electromagnetic emissions of the board performing the
ladder computations with three types of input:

e Arandom, correct triplet of points,
e A malicious triplet pkgo and
* A malicious triplet pk,{l.
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Figure 5.5: Experimental results for an attack on one bit.

For each of the cases, the attacker records multiple traces of the execution of the three-point
ladder on the board. For the sake of diversity, pk,{) 0 (respectively pklzl) inputs are generated
multiple times by choosing different points and curves. Then, two t-tests (see Section 5.4.2) are
computed:

TO between the traces obtained with a random triplet and the ones obtained with pk,f 0

T1 between the traces obtained with a random triplet and the ones obtained with pkg 1

The t-test graph exhibiting peaks corresponds to the correct hypothesis. Comparing ¢-tests TO
and T1 eliminates the need for a threshold indicating that the values are significant.

Results

In Figure 5.5 we show the results of an attack on a single bit. In particular, we attack the 12 bit
of the secret key, and the time window in the figures is limited to the first 20 iterations of the
three-point ladder loop.

The trace corresponding to random inputs (not shown) is similar to the one obtained for the
wrong hypothesis (Figure 5.1). The difference between the trace corresponding to the correct bit
hypothesis and the wrong one is visible to the naked eye.

The attack is automated by performing a statistical test, as explained in Section 5.4.3. We use 10
raw traces from each collection (30 traces per secret bit) to compute T0 and T1. Do note that the
collection obtained with random inputs can be reused for both T0 and T1, and for all bits. The ¢
values are shown on Figures 5.3 and 5.4.

83



Chapter 5. Zero-value side-channel attacks on SIKE

This proof of concept shows that a bit of the secret key can be extracted by use of side-channel,
even if the implementation was protected by coordinate randomisation.

5.4.4 Isogenycomputation

The following experiment describes a proof of concept for the attack on the isogeny computation
as described in Section 5.3 using power analysis.

Target operation

In the experiment, only the power consumption of the first F,, multiplication from the modular
inversion involved in the computation of the j-invariant is measured. The main reason this
choice was made is because the trace of a single multiplication was enough to extract the full
secret key.

If the leakage of one field multiplication alone is not enough to correctly detect the presence of
zero values, a single trace including the whole modular inversion can be segmented into multiple
sub-power traces to boost the accuracy of the comparison.

Experiment procedure

The experiment followed the approach with the two baselines as described in Section 5.4.2. The
targeted parameter set was SIKEp434 with a 434-bit prime p = 22163137 — 1, The target party
has a key of size [log,(3!37)] = 217 bits and computes a 3!37-isogeny. The malicious points are
contained in the 2° torsion, with e = 216. The break-point exponent o is equal to 9 (see Table 5.6,
page 74). We can extract bits of index k for 0 < k < e — o (see Algorithm 9, page 74). Therefore the
attack allows us to extract 216 — 9 + 1 = 208 bits of the secret key.

The attack procedure is given in Algorithm 12.

Algorithm 12: EXPERIMENTAL ATTACK ON ISOGENY COMPUTATION.

1 do capture the baselines B, B™*) for the two categories—zero and random:

2 Send pk(jo) —pk_j(0,0,0—-1,0) to capture B,

3 Send pk(j*) —pk_j(0,0,0+1,0) to capture B™,

4 for k =0 to e — o (starting with sk<o = 0) do

5 Send plc,]; —pk_j(k, sk<k,0,0) to capture Tr;.

6 | if p(Tr;,B®)) > p(Tr;,BQ)) then sk i, = skep+2%. // Section 5.4.2, page 82
return sk<e_o+1

N
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Results

Across N = 1,000 experiments, the first 209 private-key bits were always successfully extracted
through collision power analysis with baselines. Figure 5.8 shows power traces of the two baselines.
Table 5.7 shows the average correlation coefficients when a target trace is compared against the
two baselines.

Voltage drop [V]
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Figure 5.6: Zero-valued baseline B, Figure 5.7: Random-valued baseline B*).

Figure 5.8: Examples of baseline traces corresponding to a single [ > multiplication processing
the zero value in one case, and a random value in the other.

Target
Baseline j=0 J#0
j=0 0.9975 0.3915
J#0 0.3916  0.9909

Table 5.7: Average PCCs between baselines and target traces (N = 1,000).

Given the significant correlations for a single field multiplication, the results give strong evidence
that the power analysis of one multiplication is enough to detect zeros. This proof of concept
shows that it is possible to extract the (almost) full secret key, which was furthermore successfully
confirmed across 1000 experiments.

5.5 Countermeasures

Our attacks rely on ciphertexts containing maliciously generated point triplets (Q, P, Q — P) which
are not the legitimate images of the public ¢ ?’ -torsion basis under an isogeny of degree ¢°.
Validating SIKE ciphertexts is a problem that is believed to be as hard as breaking SIKE itself,
thus we cannot hope to completely rule out side-channel attacks using malicious ciphertexts.
Nevertheless our malicious ciphertexts deviate from the legitimate format in a detectable way,
letting us design an effective countermeasure.

To counter the attack it is enough to check that P and Q are both of order f‘;’ , and that they
generate the ¢ ‘;’ -torsion, i.e., that they are independent. The independence can be checked by
showing that [ﬁf’_l]P # [(?’_I]Q. Furthermore, if ¢; = 2, we also check that [(?’_I]P #[0:1].
These checks can be done at the cost of two exponentiations. This test is called the CLN fest, after
the names of its first proponents [CLN16].
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We added the countermeasure to Microsoft’s PQCrypto-SIDH library [HPR07] and tested it on a
laptop equipped with an Intel Coffee Lake i9-8950HK CPU 2.90GHz with Turbo Boost turned off.
We benchmarked both the generic C version and the version with x64 assembly optimizations.
The results are reported in Table 5.8 and show a performance hit of around 10%.

SIKEp434  SIKEp503  SIKEp610  SIKEp751

Decapsulation unprotected 10,562,332 14,743,837 28,449,749 44,881,873
Decapsulation with CLN 11,801,827 16,296,830 32,218,683 50,351,641
ratio 1.117 1.105 1.132 1.121

Decapsulation compressed 11,306,190 15,569,411 29,537,047 46,913,973

Table 5.8: Performance in cycles of unprotected SIKE decapsulation vs SIKE decapsulation with
CLN countermeasure.

5.5.1 Compressed SIKE

Compressed SIKE (see Section 2.5.2, page 26) offers protection from our attack by construction.
In compressed SIKE, the target party reads only the coordinates of the public key points in
ZI/¢ f’ Yoz (& ?’ ), but they compute a basis of the ¢ 5’ torsion themself, so the points obtained must
be of correct order. Furthermore the overhead in the decapsulation procedure is slightly smaller
than the overhead of the CLN protected uncompressed SIKE (see Table 5.8). Key generation and
encapsulation are still slower in compressed SIKE than in the CLN protected version.

5.5.2 Relation to previous work

In a work predating the first round of NIST’s competition, Koziel, Azarderaksh, and Jao ex-
plored zero-value attacks on SIDH/SIKE protected with coordinate randomisation and the CLN
test [KAJ17]. They presented four attacks and claimed that these manage to bypass the counter-
measure. We shall now explain why none of them applies to SIKE.

The first attack ([KAJ17, §5]) targets the three-point ladder. It is based on the fact that, in the
main loop of the ladder, one of the inputs to the differential addition is always either P or Q — P,
according to a secret bit. First, we note that the attack assumes the coordinates of P and Q — P
are not randomised before entering the ladder, but in this case a simpler DPA would work as well.
Second, since the introduction of a more efficient ladder in [FLOJRH18], all implementations of
SIDH, including SIKE, have moved away from using a fixed pair of points in the loop, as can be
seen in Algorithm 5.

The second attack ([KAJ17, §6]) also targets the three-pointladder, and asks to find “[Montgomery]
curves with points Py = (+1, y) with a large order”. However, such points always have order 4
([CS17]), the attack can thus not be mounted against any version of SIDH implemented using
Montgomery curves, such as SIKE.
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The third attack ([KAJ17, §7.2]) proposes to make a guess on the secret, and then generate a
ciphertext such that, if the guess is correct, the private isogeny computed during decapsulation
will pass through the (supersingular) curve with A = 0. This is clearly feasible, and although
the ciphertext generated would not pass the Fujisaki-Okamoto test, such an attack is hard to
detect at an early phase. The only obstacle, already realised by [KAJ17], is that in all efficient
implementations of SIDH/SIKE the curve E4 is internally represented as [Aér 4 Cy4] Or as [Aér4 :
A5,1. Neither of these encodings can produce a zero if it represents an elliptic curve, thus it seems
that this idea cannot be used in a realistic scenario.

The last attack ([KAJ17, §7.3]) tries to force zeros in points pushed through the isogeny computa-
tion and, in a sense, foreshadowed our attack presented in Section 5.3. The description in [KAJ17]
is however incomplete and, by the authors’ own admission, does not apply to Montgomery curves.

5.5.3 Blocking all zero-value attacks

The CLN countermeasure does not only block our attack, it actually blocks all zero-value attacks
on SIKE. To be precise — the field element 0 is never computed during the execution of SIKE if the
input public key has passed the CLN test. To prove this, we provide tables of all field computations
that are executed during SIKE. We argue that the outputs of those computations are 0 only if the
input elliptic curve points are of a certain order, and we show that that cannot happen if the input
points pass the CLN test. All the tables are provided in Appendix F.

5.6 Conclusion

We described two types of zero-value attacks against SIKE: one on the three-point ladder, the
other on the isogeny computation. Both attacks are based on special-point inputs that enable an
adaptive bit-by-bit key recovery. The attacks were analysed in theory, and also verified experimen-
tally on the recommended SIKE implementation for Cortex-M4 with both electromagnetic and
power analysis using different techniques. At last, we argued that the Costello-Longa—Naehrig
test which verifies the order of the points is sufficient to stop the attacks. Furthermore we showed
that the CLN test blocks all zero-value attacks, i.e., that the field element 0 is never computed
during the execution of SIKE when the public key passes the CLN test.

An interesting open question to consider is whether it is worth dropping uncompressed SIKE
altogether and replacing it with compressed SIKE. This of course depends on the side-channel
and performance trade-off that one is willing to make. A semi-compressed version of SIKE with
uncompressed public keys and compressed ciphertexts would also be an interesting research
direction to pursue.
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Single-trace clustering power analysis
of Cortex-M4 SIKE

In this chapter we present a side-channel clustering power analysis against the recommended im-
plementation of SIKE for the ARM Cortex-M4 microcontroller. The attack targets the three-point
ladder procedure, in particular the conditional swap sub-procedure which is directly depen-
dent on a bit of the secret key. The attack is effective even if the implementation is protected by
coordinate randomisation or the CLN test (see Section 5.5).

The attack is applicable in a fully ephemeral setting. In other words, a single execution of the
key exchange is sufficient, and only samples from the power domain of the microcontroller are
necessary. Neither electromagnetic sampling, nor profiling, nor previous knowledge of the target
device is required and the key recovery is completely non-supervised, i.e., no template is ever
built.

A clustering method based on thresholding the distribution of sorted power samples is shown to
be sufficient to recover the full key. Finally, an effective countermeasure based on splitting the
masking value into multiple random shares during the swapping procedure is shown to protect
against the attack described in the paper, with a performance overhead which is less than 1% of
the overall runtime of the algorithm.

6.1 Side-channel analysis

In this section we briefly recall the parts of SIKE which are targeted, we explain techniques used
in the attack (clustering), and describe the attack which works by classifying the power samples
of a single execution of the three-point ladder in SIKE.

6.1.1 Point of attack.

SIKE makes use of the three-point ladder to compute a secret point that is then used to generate
the kernel of a party’s secret isogeny. More specifically, the three-point ladder is an optimised
computation of the elliptic curve operation of P + [sk]Q for a scalar sk of n bits, by using only
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the X and Z coordinates of the points Q, P, and Q — P on a Montgomery curve. The three-point
ladder was introduced in 5.

One of the main sub-procedures of the three-point ladder is a conditional swap function cswap
executed once per each realisation of a loop step.

Conditional swap

To perform the conditional swapping of points, a function cswap (also shown in Appendix G,
Listing G.1) takes R and R2 as parameters, as well as a mask that expands the value of the private
bit difference on a whole word. Given two consecutive private-key bits sk;_1,sk; (forO0<i<n
with sk_; = sk, = 0), with 32-bit words, such a mask corresponds to:

. 0x00000000 if sk;_ ® sk; =0,
mask =
OxFFFFFFFF  if skj_1 @ sk; = 1.

Then, each word of the two elliptic curve points (resp. @ and b) is processed according to this

formula:
tmp = mask&(aeb),
a = tmpéoa,
b = tmpeb,

where & corresponds to the bit-wise “and” operator. Such a procedure is known to be constant-
time (see [CS18]).

6.1.2 Clustering
k-means.

The k-means algorithm [M* 67] is an unsupervised clustering algorithm that partitions a popula-
tion of n samples into k sets solely based on the values of the samples.

Informally, the algorithm starts with k groups of means u; (0 < j < k), and reassigns the samples
to the group with the closest mean. As doing so may change the means of the groups, the process
is repeated until convergence. The procedure is shown in pseudocode in Algorithm 13.

6.1.3 Attack procedure

The attack assumes a passive adversary able to monitor the power consumption of the target
device. The power consumption of the entire three-point ladder is measured with a fixed sampling
rate. The power samples are then segmented into multiple power traces synchronised at the
beginning of each step of the three-point ladder. Moreover, only the segments corresponding to
the execution of the cswap functions are considered, each of them ultimately consisting of M
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Algorithm 13: THE k-MEANS ALGORITHM.

Input: Set S = {s; € R} of n real values, k number of clusters.
Output: A partition of S into k clusters.
Procedure k-means (S, k)
Assign each s; to a cluster j at random for all i.
repeat
Compute u; as the mean of each cluster for all j.
Assign s; to the cluster j = argmin|s; — u;| for all i.

=W N =

until No y; changes value.
return The final cluster assignment

samples (typically, a few thousands).

The cswap procedure uses a mask of value either 0x00000000 or OxFFFFFFFF depending on the
difference between two consecutive secret bits. Due to the high Hamming distance between the
possible mask values, the power consumption is directly correlated with the value of the mask,
and thus the value of the corresponding secret bit.

The attack attempts to distinguish whether the swap occurred or not for each iteration of the
loop by gathering the samples at a same location in all iterations and clustering them with the
k-means algorithm.

Since a difference of bit s can only be zero (identical) or one (different), only two clusters are
considered (i.e., k = 2). The private key can be entirely reconstructed from the labels at the end
of the clustering.

Attack procedure. Given the n segmented power traces T; of M power samples each, the proce-
dure consists of three steps:

1. Select a sample location 0 < ¢ < M in the power traces.

2. Cluster with k-means the n power samples at location ¢ throughout the traces T; (for
0 < i < n), and reconstruct the key from the labels.

3. Verify the key obtained.

Algorithm 14 shows the second step of the attack in more details. The samples s; must all corre-
spond to the samples at a same time throughout the n segmented power traces. Since Algorithm 14
considers samples from a single timing location in the power traces, the procedure can be re-
peated with all different positions until a returned key (or its bitwise inverse) successfully decrypts
a ciphertext. As a result, the overall attack has a complexity of precisely M executions of k-means
and key try-outs.
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Algorithm 14: CLUSTERING POWER ANALYSIS.

Input: Set S = {s; € R} of n power samples at time ¢.
Assumes: The power samples are aligned,
s; corresponds to i’th step of the three-point ladder loop.
Output: Secret key sk.
Procedure cpa(S)
So,S1 = k-means(S,2)
N k_l =0
fori=0ton-1do
if s; € Sy then
‘ swap=0
if s; € S| then
‘ swap =1
sk; =swap ® sk;_;
sk =Y 0 sk;i2'
return sk

© 0 N g e DNy -

6.2 Attack Enhancements

In a full attack as described in Section 6.1.3, the adversary needs to pass through all sample
locations in the traces and use k-means to recover a key candidate that eventually needs to
be verified. Adopting a better strategy for any of these steps can lead to both faster and more
successful results.

This section lists enhancements to speed up the eventual recovery of the key. These can sometimes
be combined to improve the overall attack.

6.2.1 Thresholding

Since the overall attack needs to run a clustering algorithm several times, an algorithm that
clusters the power samples more efficiently leads to faster results.

While Algorithm 13 already involves low-complexity computations, the clustering algorithm
does not needs to be generic and can therefore be tailored to a one-dimensional two-population
problem by splitting the distributions with an appropriate middle point.

Many solutions exist to find a suitable middle point, such as computing the overall mean of all
the samples, or finding the biggest gap between two neighboring power sample. Algorithm 15
proposes a clustering which calculates the literal middle point of the distribution by finding the
maximum and minimum. Such a solution runs in & (n), but can be tweaked to present other
advantages that are described in the next subsection.
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Algorithm 15: THRESHOLDING CLUSTERING ALGORITHM.

Input: Set S = {s; € R} of n power samples at time .
Assumes: The power samples are aligned,
s; corresponds to i’th step of the three-point ladder loop.
Output: Secret key sk.
Procedure tca(S)
d = (min(S) + max(S))/2
sk_ 1=0
fori=0ton-1do
if s; < d then
‘ swap =0
if s; > d then
‘ swap =1
ski =swap ® sk;_;
sk =Y >0 sk;2!
return sk

3= N =2 IS T LR I

6.2.2 Enhancing key verification

The attack achieves a better performance by reducing the number of key candidates to verify and
by correcting plausible clustering mistakes.

Majority rule.

As noted by [PITM14], a same labelling re-occurring throughout many different locations is likely
to be correct. Two majority rules are therefore proposed:

1. A vertical majority in which a candidate key occurring multiple times through the timing
locations is verified in priority.

2. A horizontal majority in which individual key bits are labelled given their majority through-
out the clusterings at all timing locations.

In a horizontal majority rule, a threshold can be selected to filter all the bits for which the cluster-
ings give the same results, while the remaining bits can simply be guessed.
Educated thresholding.

In the clustering power analysis against the three-point ladder of SIKE, two observations can be
made:

1. A clustering is successful only when the two sub-distributions are separated.
2. The number of swaps must always be even.
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The first observation stems from the fact that two samples of identical value should always be
assigned to the same cluster. Hence, a successful clustering can only be found by splitting the
overall distribution in two in between two sample values.

The second observation is due to the fact that the three-point ladder requires the points to always
be “un-swapped” at the end of the procedure. This means that the sizes of the two clusters are
always even which can therefore be used to validate the key found.

As aresult, one can design a thresholding algorithm similar to Algorithm 15 that first sorts the
power samples and then separates the distribution in two, each call at a different threshold
starting from a middle point. The threshold can move depending on the distance between the
current threshold and the two cluster centres (similarly as in k-means). By iteratively calling such
an algorithm, the labels that are more likely to be erroneous can be marked and subsequently
flipped in a way that makes sure that the total number of swaps is always even.

6.3 Experimental results

This section reports a proof of concept for the clustering power analysis described in Section 6.1.3,
in addition to an evaluation of the efficiency of the enhancements proposed in Section 6.2.

Details on the hardware setup, the equipment, and the specifications can be found in [GK22].

6.3.1 Targetimplementation

The software considered is the SIKE implementation for Cortex-M4 [SAJA20]. The implementation
was modified in order to introduce the coordinate randomisation countermeasure, and to ease
the power trace collection.

In particular, only the three-point ladder loop is executed, and the microchip is provided with a
secret key, a valid public key triple Q, P, Q — P, and a randomness seed. The seed is used at each
iteration of the loop to randomise the coordinates of the triple. The randomisation is carried
out at the beginning of each loop iteration by generating three random non-zero F . elements
T'Ry» TP, Fo-p and multiplying the X and Z coordinates of the points Ry, R and R; correspondingly.
In total, 6 multiplications in F),. are performed:

[XR, : ZRy)s [ XR : ZR], [XR, : ZR,) = [XR, TRy : ZRy TRy, [XRTR : ZRTR), [XR, TR, : ZR,TR,).  (6.1)

We decided to use ChaCha8 [Ber08] for pseudo-random number generation due to its efficiency
and ease of implementation.

Though these modifications create an unrealistic attack scenario, the experiment is still practical
on unmodified software but requires additional effort of marginal complexity. A reader inter-

ested in processing equivalent power traces from the acquisition of raw power samples from the
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execution of unmodified software is advised to read [DPN*16].

The final software on which power traces were acquired can be found here: https://github.com/
AymericGenet/SIKE-clusterswap-2021.

6.3.2 Traces collection
Power traces of the cswap executions were collected in the following manner:

(1) Send the Cortex-M4 a random key and randomness seed.
(2) Generate and send three valid public key points Q, P, and Q — P.
(3) Repeat the following 7 times:

(a) Make the Cortex-M4 execute the next loop iteration.

(b) Save the power trace from the oscilloscope.

The above was repeated 1,000 times, each time with a different key and seed, for SIKEp434 (hence
n = 218). An example of a power trace along with its frequency components for SIKEp434 is
shown in Fig 6.1. Note that most of the frequency components are zero due to the limiting analog
bandwidth of the oscilloscope (20 MHz).

Power Consumption [V]
[=]
1

T T T T T
0 5000 10000 15000 20000 25000
Sample [Pt]

Figure 6.1: Example of one of the n power traces corresponding to cswap in a single iteration of
the loop.

6.3.3 Clustering power analysis

In the next step of the experiment, the 7 collected traces of each experiment are exploited to
attempt a key recovery as explained in Section 6.1.3 (cf. Algorithm 14).

(1) Process (for0<i<n):
(a) Let T; be a power trace of length M,

(2) Run the attack on T;:
(a) Go to the next sample location 0 < t < M.
(b) Run clusteringon S ={T;[¢]|0 < i < n}.
(c) Record the sk; returned for time .
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The success rate is calculated through all the timing positions and frequencies over the 1,000 sets

of measured traces by comparing the recovered key with the correct key.

6.3.4 Results

Out of the 1,000 experiments, the correct key is always found in the set of recovered keys {sk;}.

Table 6.2 reports various metrics about how often the correct key appears in the set of recovered

keys. The independent success rates of each timing position is reported in Fig. 6.3. Finally,

examples of sample distribution successfully clustered is shown in Fig. 6.4.

Figure 6.2: Statistics on the number of timing locations which yield the correct key across the N =

1,000 experiments.

k-means Thresholding
min. max. E(#1) o(#t) min. max. E(#1) o(#t)
154 341 251.704 30.056 115 289 196.668 29.366
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Figure 6.3: Success rate of the clustering power analysis (thresholding in opaque vs. k-means in

transparent) at each timing locations.
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Figure 6.4: Example of a power sample distributions (at ¢ = 1943). The threshold (in red) was
found by Algorithm 15.
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6.3.5 Discussion

The above experiment proves that the recommended Cortex-M4 implementation of SIKE from [SAJA20]
is vulnerable to low-effort power analyses, even in the case when the implementation is protected
with coordinate randomisation. As a result, the main objective of the experiment is achieved.

The rest of the discussion focuses on the efficiency of the improvements.

Thresholding efficiency.

In addition to demonstrating the efficiency of the pre-processing phase, the experiments show
that the thresholding proposed in Algorithm 15 is almost as successful as k-means. While k-means
discovered the secret key in more timing locations than thresholding (cf. Fig. 6.3), our experiment
with k-means took 29 hours to be performed, while the same analysis with thresholding took
only 6.5 hours.

Majority rule efficiency.

The extremely high occurrence of the correct key in Table 6.2 confirms that the vertical majority
rule explained in Section 6.2 helps validating the key. In all experiments, the most recorded
candidate was always observed to be the correct key. As a result, the correct key is expected to be
recovered within the first try-outs as the other candidates were all observed to be either random
or close to the correct key.

6.3.6 Other SIKE instances

Note that the success of the clustering is closely connected to the relatively big number of samples
available. As more samples are obtained, the distinction between the two clusters becomes easier.
However, depending on the noise, additional samples may undermine the success of the overall
clustering.

Still, similar results (if not better) have been obtained by running the same experiment with the
bigger instances of SIKE. The experiments were executed with fewer runs, a fixed wavelet level,
and only using the thresholding algorithm. The results are reported in Table 6.5 and prove that
the attack is not limited to SIKEp434.

6.4 Countermeasure

Protecting the point-swapping procedure against clustering power analysis is not obvious, as the
attack defeats classical countermeasures of [Cor99] which include coordinate randomisation,
exponent randomisation, point blinding, and even the CLN countermeasure explained in Chapter
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Figure 6.5: Statistics on the total number of timing locations which yield the correct key across
the N =10 experiments with the other instances of SIKE.

Thresholding

p n min. max. E#t) o#rp)
434 217 115 289 196.7 294
503 252 154 232 184.2 22.9
610 304 335 419 396.4  23.6
751 378 271 321 2975 15.8

5.5. Moreover, due to the recent study which relies on deep learning [PCBP21], even the tiniest
bias in the power consumption may lead to a full recovery.

To make the task even more challenging, the target CPU of Cortex-M4 is known to be hard to
protect (see [BCH*21]). As the Cortex-M4 appears to leak in the Hamming distance of the pipeline
registers (see [CGD17]), the countermeasures need not only to consider the Hamming weight of
the processed values, but also the Hamming distance between the values used by two consecutive
instructions.

In this section, a countermeasure based on splitting the swapping mask is suggested.

6.4.1 Description

The proposed countermeasure revises the original swapping procedure from Section 6.1.1, page
90, in the following sense; instead of computing the value mask all at once, the idea is to split this
quantity into two shares and add each share separately in a two-stage process to both a and b.
Such a procedure avoids computing values of extreme Hamming distances.

To this end, the swapping mask is replaced by two 32-bit masks: m1 and m2 such that their bitwise
“xor” is equal to mask. In other words, given two consecutive private-key bits sk;_1, and sk; (for
0<i<nwith sk_q = sk, =0):

0x00000000  if skj_; & sk; =0,

mlem2= .
{ OxFFFFFFFF if ski—y®sk;=1.

Given the two masks m1 and m2, the new procedure works as follows:

tmpl = ml&(aeb),
tmp2 = m2&(asb),
a = (tmpl®a)etmp2,
b = (tmpleb)e tmp2.

Because of the way we define m1 and m2, and because “&” distributes over “®” as follows
(x & ml) ® (x & m2) = x & (m1 & m2), the above procedure swaps a and b in the same way as
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the method in Section 6.1.1.

6.4.2 Implementation

The results from Section 6.3 provide insight on the critical points of the procedure that require
particular care. Mainly three leaking points were identified:

1. The generation of the masks.
2. The instructions used to perform the swapping operation.
3. Exiting the function.

The third point can be avoided by incorporating the procedure to the code without calling a
function, so only the first two points are addressed.

Masks generation

Let swap refer to the secret difference of private-key bits (i.e., swap = sk;_1 & sk;). The suggested
countermeasure involves generating two random masks m1 and m2 that are either equal or bit-
wise complement depending on swap. To achieve this, given arandom m1, the second maskm2 is
derived with the following formula: m2 = (1 —2 - swap)(m1 + swap). This makes m2 become the
bitwise complement of m1 through the representation of negative numbers in the CPU with the
two’s complement, i.e., "ml = —(m1 + 1).

Performance. Safely generating these two quantities requires sampling additional randomness.
In particular, the multiplication of (m1 + swap) by (1 —2 - swap) is computed as u; (m1 + swap) —
Uz (m1 + swap) where u; — up = 1—2- swap. In total the mask generation requires at least 4 bytes
of entropy (15 bits of which are effective) for generating m1 and 4 bytes of entropy (14 bits of
which are effective) for protecting the computation of m2. Such an implementation introduces an
overhead of at least 12 additional instructions when compared to the original mask computation.
The code is given in Listing G.3.

The swapping operation

Because of the Cortex-M4 leakage model, the order of the operations and the order of the operands
play a critical role in the countermeasure. Particular care has to be taken with store and load
instructions, as the power consumption of these procedures leaks sensitive values. As a result,
given the two masks m1 and m2 generated as before, the implementation of the countermeasure
must follow a special order given in Listing G.4.

Performance. As opposed to the original pattern of 8 instructions, such a solution requires 14
instructions per iteration which introduces further delays.
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Chapter 6. Single-trace clustering power analysis of Cortex-M4 SIKE

Benchmarks

We compare the run-time of our countermeasure against the run-time of the unprotected version
of SIKE. About 62% of the overhead stems from acquiring randomness for mask generation. We
generate a new pair of masks for each swap. In total there are 14 x 4 = 56 swaps, each of them
requiring 8 bytes of entropy in order to generate the masks safely. For that reason we decided to
use the Tiny Mersenne Twister pseudorandom number generator [SM11] seeded with a 64-bit

value obtained from a hardware-based source of true randomness.

The protected swap_points is about 5.7 times slower than the unprotected swap. Within the
three-pointladder function, the overhead adds up to about 70,000 additional cycles, which take up
5% of the total three-point ladder computing time. When considered as a part of a full execution
of SIKE, the overhead due to protecting the swap boils down from about 1% in the key generation
and decapsulation to 0.7% in the encapsulation procedure.

We generated the randomness needed for the masks in an ad-hoc manner during the execution
of the three-point ladder. We believe that the overhead induced by the randomness generation
can be further lowered by generating it during a pre-computation stage, or by using different
algorithms.

Table 6.1: Run-times (in cycles) of the SIKEp434 implementation on an
Intel Coffee Lake i9-8950HK CPU @ 2.90GHz with Turbo boost turned off.

Operation unprotected  protected
Mask generation 1 251
Swapping operation 71 148
Three-point ladder 1,172,432 1,241,721
Key generation 6,083,645 6,153,241
Encapsulation 9,893,673 9,962,113
Decapsulation 10,625,881 10,747,176

6.4.3 Experimental validation

The proposed countermeasure was validated by conducting Welch'’s ¢-test [SM16]. Such a test
gives a degree of confidence that two classes of power samples are statistically indistinguishable.
In the present case, the two classes respectively correspond to whether the points were swapped
during the collection of the power traces, or not.
The t values are computed with the following formula:

Ho—

\/ 05l ng+05/m

where (g, 1 correspond to the means of the two classes, 0%, 0'% to their variances, and ng, n; to

=
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6.4 Countermeasure

their cardinality (here, ng, n; = 1000). A threshold of 4.5 for the ¢ values is set to reject the null
hypothesis (see [DZD*17]). In other words, a t value greater than the threshold gives evidence
that the two distributions are not indistinguishable.

Power Consumption [V]
.
1

T T T T T T
0 500 1000 1500 2000 2500 3000

t values

0 500 1000 1500 2000 2500 3000
Sample [Pt]

Figure 6.6: t-test of the countermeasure both in timing and frequency. The horizontal lines in red
show the threshold above which the null hypothesis is rejected.
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Power Consumption [V]

0.04 +

Density

Figure 6.7: Power sample distributions at the locations which produced the highest value in both
r-tests.

The results are shown in Fig. 6.6. Even though significantly large ¢ values appear in the plots,
the attack is still unsuccessful when re-run against the countermeasure as the histograms cor-
responding to the power samples from the two classes overlap with each other at all points in
time and frequency. Fig. 6.7 illustrates this by showing the histograms at the highest peaks of the
t-test plots from Fig. 6.6. As one can notice, both histograms exhibit a significant variance, which
prevents the attack to fully recover the private key. The histograms at all other points showed a
similar overlapping.

101



Chapter 6. Single-trace clustering power analysis of Cortex-M4 SIKE

While such a discrepancy of distributions prevents a successful clustering with the techniques
described in this paper, more sophisticated attacks (such as [PITM14, PCBP21]) may still prevail.
These attacks may therefore require additional efforts to withstand.

6.5 Conclusion

This chapter described a plain clustering power analysis able to recover the entire private key in a
single execution of the three-point ladder in the implementation of SIKE for Cortex-M4.

While the attack has been experimentally shown to be always successful, the reader must keep
in mind that the experiment was performed on a chip that is particularly vulnerable to power
analysis. However, the countermeasure described completely thwarts the attack even on such a
vulnerable chip. If the countermeasure is safe under such defenceless circumstances, then the
implementation can be assumed to be safe in a more realistic scenario.

Future work. The experiment could be repeated with electromagnetic radiations of the micro-
controller. Also, the countermeasure requires to be evaluated against other side-channel attacks
and improved both in performance and security. Speeding up the countermeasure is also a
matter of interest. Generating randomness during a pre-computation stage for both coordinate
randomisation, and swap mask generating is a good direction to look into, and can bring a notable
improvement in reducing the overhead from the countermeasure. Finally, an evaluation of other
sensitive operations in SIKE—such as the isogeny computation—can be conducted, as there are
still many other points that have not been evaluated yet that may also leak secret information
through power consumption.

102



103






:\ The Legendre pseudorandom function

A.1 Computing the stabiliser Stab(f) of f

Let m € Stab(f) be a matrix of order r’. Following the same argumentation from Section (3.2.2)
there exists a change of coordinate matrix P such that D = P~ mP is a diagonal matrix. We give a
set of representatives for matrices D and P such that for each m there is a single pair D, P in that
set satisfying

m=PDP™'.

This property can be used to argue that we need only to find one m, of order p, for any prime
divisor p; | r’. Given m,, an element m; of order p£ is simply PDY ”i_lP_l, and an element mg
of order ¢, for some other divisor g, | r’ is PDqP_1 for the corresponding matrix D of order g;.
Furthermore, an element of order p, g, can be found by computing mﬁ‘m[”7 with up, + vq, = 1.
Therefore in order to find the full stabiliser group we need only to find one element of prime order.
This is done by searching for elements of order g in the stabiliser, for each prime ¢ | r, so we may
start by assuming that we know 7.

The search for m is done by going through the conjugacy class of a matrix D of order r’, until we
find a matrix that stabilises f. The conjugacy class has size ©(p?) so we expect to find m in O (p?)
steps, but we have to be careful and go through the whole class without repetitions.

The process is explained separately for rational and irrational matrices.

A.1.1 Rational matrices

If m is of rational then for some P € GL, (Fp)

m=P p!

0 b

105



Appendix A. The Legendre pseudorandom function

where a, b € F, non-zero such that ¢ := a/b has order r'. Since m is defined up to scalar multipli-
cation in ), we may suppose thata=¢and b=1,s0 D = (g (1’) for some ¢ primitive r'’th root of
unity in [,,. There are in total @(r') different ¢ values to consider, however each one will give rise
to a different generator of the stabiliser of f, so the choice of { does not matter.

The search for m is done by enumerating PDP~! where matrices P are chosen from GL, (F p) up
to right multiplication by an element of Z(D) = {(g 2) | ab # 0}, the centraliser of D. In total there
are p? + p elements in GL2(F,)/ Z(D). One set of representatives can be chosen to be

{(° }1), (L9, (¢ Lli)l ¢, d € F), such that the determinants are non-zero}.

When r' =2,s0 D = (7' %), the set of representatives is halved because (9 }) € Z(D) after project-
ing on PGL; (F ). In that case we give the following ( p? + p)/2 representatives for the matrices P

(Ya)(ca)le<deFy

where the ordering of elements of [ pis induced from the lift to {0, 1,..., p — 1}.

A.1.2 Irrational matrices

If m is of irrational then for some P € GL, (Fp2)

m=~P

/10)_1
P
0 u

where A, u € F 2 are conjugate roots of an irreducible second degree polynomial such that ¢ := A/ u
is a primitive r"’th root of unity.

Lemma A.1.1. The diagonal matrix D defined above is unique in GLy (F pz) / [F;.

Proof. Since ¢ = fi/ = puP~! we have £P*! = 1. Due to the primitivity of ¢ it follows that r’ | p + 1.

If§ € F then &2 =1s0¢=—1and r’ = 2. In that case A = —, so the minimal polynomial of 1 is
x% — ¢ for some non-square c¢. Up to multiplying D by a constant in [F;’;, we may suppose A = /u
for a fixed non-square u, and therefore there is only one such matrix.

If ¢ is not rational, thenE: &P =1/¢,s0 fE: 1.From A = {uwehave D = (%’2

and the trace of D are the same as those of m, so in particular they are rational. This means that

). The determinant

pE+1)er,
fﬂzE[Fp

from which it follows that u = £+i1 and A = % for some a € [,. For any choice of a, the second

condition follows from && = 1. Multiplying A and p by any non-zero rational constant does not
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A.1 Computing the stabiliser Stab(f) of f

change the property of D being conjugate to m € PGL;(F)), to them being irrational conjugates

of each other or to their quotient being equal to {. Therefore we may suppose A = &il and

_ 1
/J—m. O

We start by computing a primitive root of unity ¢ of order 7/, and set D as above. As before, the

choice of ¢ does not matter.

The search for m follows by going through P D P~! where the matrices P are chosen such that
PDP! is rational and up to right multiplication by Z(D), the centraliser of D.

Rational PDP™!
If PDP~! is rational we have PDP~! = ﬁﬁﬁ_l, so
“15\ (£ 0y _ (A0, p-1T
PB4 ) = (5 )PP,

Define Ap := P~ P. The matrix Ap satisfies A;l = Ap, so it has to satisfy

0 a
1l/a 0

for some non-zero a in F 2. From P = PAp we have some constraints on P,

Ap =

Pe{(q q_a)|q,rerz,qr;é0, q’”‘l;ér’”‘l}.
r ra

The centraliser Z (D)

The matrix D is diagonal with different eigenvalues, so

2y =" ° ’x €F 0, xy#£0
= 0 ? Y pz, y .
Multiplying a P on the right by an element of the centraliser gives
g qa|(x 0| _(qx gay|_[ax Gx()
r Tafl0 ¥y rx Tay rx ﬁ(“_yg’)’

Y

X’

11
{(r 7)|r€[sz\[F,,}.

which sends (g, 7) to (gx,rx) and @ to a2, so we may assume that g = a = 1. Aset of p> — p

representatives for matrices P is
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Appendix A. The Legendre pseudorandom function

Whenr'=2,s0D = (\{)ﬁ —?/ﬁ) for some rational non-square u, the set of representatives is halved

because ({ §) € Z(D) after projecting on GL, (F5)/F5,. In that case we give the following (p*— p)/2
representatives for matrices P:

(i

‘r:a\/ﬁ+b, lsaspT_l,Osb<p}.
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SIKE

Figure B.1: The SIKE protocol.

Alice

Bob

pkg

m —s {0,1}°

sk — G(m| pkg) mod ¢

Ry — Pa+I[skalQa

Letp4: Ey — Eabes.t. ker(¢p4) = (R),)
R, — ¢p(Pa) +[skaldpp(Qa)

Let ¢, : Ep — Eap bes.t. ker(¢p',) = (Ra)
co=(Ea,¢a(Pp),$a(Qp))
c1=F(j(Eap))®m

K= H(mllcollcy)

(coller)

skp —s [0,0%F)

§s—¢1{0,1}7

Rp — Pp+[skplQs

Let ¢p: Ey — Ep be s.t. ker(¢pp) = (Rp)
pkp = (Eg,¢p(Pa),pp(Q4))

Ry — ¢a(Pp) + [skpldpa(Qp)

Let ¢p: Eg — E', y be s.t. ker(¢pp) = (Rp)

m' — F(j(E,p)®c

sk/y — G(m'||pkp) mod ¢%

R — Pa+I(sK,1Qa

Let ¢’ : Ey — E', be s.t. ker(¢p) = (R')

if (E',¢'(Pp),¢'(Qp)) = co
K=H(m|collc1)

else
K =H(slcoller)

109






o SIKE code

We include the code of the xDBLADD, fp2mul_mont, fp2sqr_mont and mp_addfast functions
from [SAJA20]. Minor changes, such as variable naming, have been made to the code in order to
adapt it to the names used in this paper. The lines of code 3,6,7,8,9,10,11,15,16,17,18,19
and themp_addfast (highlighted in red) correspond to the targeted instructions.
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Appendix C. SIKE code

void xDBLADD(point_proj_t Q, point_proj_t P, point_proj_t QP, const
f2elm t A24)
{ // Simultaneous doubling and differential addition.

// Input: projective Montgomery points Q=(Q->X:Q->Z), P=(P->X:P
->7), Q-P=(QP->X:QP->Z), and Montgomery curve constant A24=(A+2)
/4.

// Output: projective Montgomery points Q <- 2%Q, and P <- Q+P.

f2elm_t t0, t1, t2;

1 fp2add (Q->X, Q->Z, t0);
2 fp2sub(Q->X, Q->Z, tl);
3 fp2sqr_mont (t0, Q->X);
4 fp2sub(P->X, P->Z, t2);
4.5 fp2correction(t2);
5 fp2add(P->X, P->Z, P->X);
6 fp2mul_mont (t0, t2, t0);
7 fp2sqr_mont (t1, Q->Z);
8 fp2mul_mont(tl, P->X, t1);
9 fp2sub(Q->X, Q->Z, t2);
10 fp2mul_mont (Q->X, Q->Z, Q->X);
11 fp2mul_mont (t2, A24, P->X);
12 fp2sub(t0, t1, P->7);
13 fp2add(P->X, Q->Z, Q->2);
14 fp2add(t0, t1, P->X);
15 fp2mul_mont(Q->Z, t2, Q->Z);
16 fp2sqr_mont (P->Z, P->Z);
17 fp2sqr_mont (P->X, P->X);
18 fp2mul_mont (P->Z, QP->X, P->Z);
19 fp2mul_mont (P->X, QP->Z, P->X);
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//In practice 19 is called outside of xDBLADD

Figure C.1: xDBLADD from [SAJA20].
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void fp2mul_mont(const f2elm_t a, const f2elm_t b, f2elm_ t c)

{

void fp2sqr_mont(const f2elm_t a, f2elm_t c)

{

// GF(p~2) multiplication.

// Inputs: a = aO+al*i and b = bO+blxi.

// Output: c = cO+clxi.
felm t t1, t2;

dfelm_t ttl, tt2, tt3;
digit_t mask;

unsigned int i;

mp_addfast(al0], al[1], t1);
mp_addfast(b[0], b[1], t2);

fpmul_mont(a[0], b[0], c[0]);
fpmul_mont(al[1], b[1], tt2);
fpmul_mont(t1, t2, c[1]);

fpsub(c[1],c[0],c[11);
fpsub(c[1],tt2,c[1]);

fpsub(c[0],tt2,c[0]);

Figure C.2: fp2mul_mont from [SAJA20].

// GF(p~2) squaring.

// Inputs: a = aO+alxi.
// Output: c = cO+clxi.
felm t t1, t2, t3;

mp_addfast(a[0], all1]l, t1);
fpsub(al0], al1]l, t2);
mp_addfast(al[0], al0], t3);
fpmul_mont(tl, t2, c[0]);
fpmul_mont (t3, al1l, c[11);

Figure C.3: £p2sqr_mont from [SAJA20].
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Appendix C. SIKE code

void __attribute__ ((noinline, naked)) mp_addfast(const digit_t* a,
const digit_t* b, digit_t* c)
{ // Multiprecision addition, c = a+b.

asm(
| "push {r4-r9,1r} \n\t"
2 "mov rl4, r2 \n\t"
3 "ldmia r0!, {r2-r5} \n\t"
4 "ldmia r1!, {r6-r9} \n\t"
5 "adds r2, r2, r6 \n\t"
6 "adcs r3, r3, r7 \n\t"
7 "adcs r4, r4, r8 \n\t"
8 "adcs r5, r5, r9 \n\t"
9 "stmia ri4!, {r2-r5} \n\t"
10 "ldmia r0!, {r2-r5} \n\t"
1 "ldmia r1!, {r6-r9} \n\t"
12 "adcs r2, r2, r6 \n\t"
13 "adcs r3, r3, r7 \n\t"
14 "adcs r4, r4, r8 \n\t"
15 "adcs r5, r5, r9 \n\t"
16 "stmia ri4!, {r2-r5} \n\t"
17 "ldmia r0!, {r2-r5} \n\t"
18 "ldmia r1!, {r6-r9} \n\t"
19 "adcs r2, r2, r6 \n\t"
20 "adcs r3, r3, r7 \n\t"
21 "adcs r4, r4, r8 \n\t"
2 "adcs r5, r5, r9 \n\t"
2 "stmia r14!, {r2-r5} \n\t"
20 "ldmia rO!, {r2-r3} \n\t"
21 "ldmia r1!, {r6-r7} \n\t"
2 "adcs r2, r2, r6 \n\t"
2 "adcs r3, r3, r7 \n\t"
24 "stmia ri4!, {r2-r3} \n\t"
2 "pop {r4-r9,pc} \n\t"
);

Figure C.4: mp_addfast from [SAJA20].
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A visual explanation of the isogeny
attack

Figure D.1: An example of an isogeny computation with a kernel of wrong order

Epy Ea Ep, Ea, Ea, En, Eay Ea, Epy Epg
%R ¢ —e e e —e e ---0---0---0---0
[BIR ¢ &o
[3°IR ¢ ;

[3%]R ° ° ° ---0
BY1R ¢ * i
3°IR ¢ —

3°1R ¢ .

[37IR ¢

B3R ¢—

[3%]JR

In Figure D.1, we can see a 3'°-isogeny computation with a kernel of incompatible order.

¢ With black we denote regular points and supersingular elliptic curves.

» With blue we denote arbitrary points, isogenies with bad kernel, and arbitrary (non-supersingular)
elliptic curves.

¢ With cyan we denote the point @, isogenies with kernel (&), triplings of ¢ and degenerate
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Appendix D. A visual explanation of the isogeny attack

elliptic curves.

» With red we denote the isogeny (tripling) which first creates the undefined point [0 : 0],
and undefined elliptic curves.

» With circles we denote undefined points [0 : 0].

* With dashed lines we denote isogenies which send points to the undefined point and
undefined elliptic curves.

Assume that the points [3%]R and [37]R are equal. On the first curve E 4, the point R is tripled
9 times, and the points [3°1R, [3%]R, [37]R and [3%]R are saved. A 3-isogeny is computed from
[3%]R, and the saved points are pushed. The images of [33]R and [37]R are still equal. Another
3-isogeny is computed from the image of [3%] and the saved points are pushed. The images of
[33]1R and [37]R are still equal. The third 3-isogeny sends the image of [33]R to O. Triplings of
O are equal to 0. The next isogeny, generated by & sends the saved & points to @, and the next
curve is the degenerate curve. The next isogeny is also generated by (0), sends O to 0, and the
next curve is the degenerate curve. The first next tripling is the tripling of @ on the degenerate
curve which outputs the undefined point [0 : 0]. From this point onward all the outputs are [0 : 0].
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13 Practical isogeny computation with
kernel points of bad order

In this appendix we provide visual representations of tree traversals associated to isogeny compu-
tations with kernel generating points of bad order. The tree traversal graphs are provided for all
SIKE parameter sets. These are all the tree traversals that can occur during an execution of the
attack from Chapter 5.

We use the same colour palette as in Appendix D, for both degree 2°2 and 3% isogenies.

¢ With black we denote regular points and supersingular elliptic curves.

¢ With blue we denote arbitrary points, isogenies with bad kernel, and arbitrary (non-supersingular)
elliptic curves.

¢ With cyan we denote the point @ (resp. T), isogenies with kernel (@) (resp. (T)), triplings
of @ (resp. T) and degenerate elliptic curves.

¢ With red we denote the isogeny or tripling which first creates the undefined point [0 : 0],
and undefined elliptic curves.

¢ With circles we denote undefined points [0 : 0].

¢ With dashed lines we denote isogenies which send points to the undefined point and
undefined elliptic curves.

¢ On the starting curve, we draw a symbol on the left of saved points which are equal, or that
differ by T (i.e. the points have flipped coordinates); equal points have the same symbol;
points which differ by T" have the same symbol with a tilde above one of the symbols; points
whose difference is not in {0, T} either have different symbols, or one of them doesn’'t have
a symbol next to it.
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Appendix E. Practical isogeny computation with kernel points of bad order
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Figure E.1: Even degree isogeny with kernel of bad order; parameter set p434
Isogeny degree: 2216

Breaking point: 0 =3

Kernel point degree: 3°71

118



I I R I I R R I R I R R R IR
poosseos

3
6-0-0
o0
6
0:0-0-9-0-0-0
RS
90

30:10:10-10-10+0+0 00009+ 090

04002001010+ 0+ 0- 00000

3 o
3 =3
© 5
o-0-0
o °
[
6
0000000
o o
o0
6
0-9-0

0400000100109+ 0- 90

H

o

Figure E.2: Even degree isogeny with kernel of bad order; parameter set p503
Isogeny degree: 2250

Breaking point: 0 =4

Kernel point degree: 3!
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Figure E.3: Even degree isogeny with kernel of bad order; parameter set p610

Isogeny degree: 2305

Breaking point: 0 =2

Kernel point degree: 3°71

Note: On the first curve points are connected by doublings, and the first two curves by a 2-isogeny.
Other isogenies are of degree 4.
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Figure E.4: Even degree isogeny with kernel of bad order; parameter set p751
Isogeny degree: 2372

Breaking point: 0 =5

Kernel point degree: 3!
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Figure E.5: Odd degree isogeny with kernel of bad order; parameter set p434.
Isogeny degree: 3137,

Breaking point: 0 =9.

Kernel point degree: 2°71.

Kernel point independent of T
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Figure E.6: Odd degree isogeny with kernel of bad order; parameter set p503.
Isogeny degree: 31%9.

Breaking point: 0 =7.

Kernel point degree: 2°71.

Kernel point independent of T.
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Figure E.7: Odd degree isogeny with kernel of bad order; parameter set p610.
Isogeny degree: 3192,

Breaking point: 0 =7.

Kernel point degree: 2°71.

Kernel point independent of T
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Figure E.8: Odd degree isogeny with kernel of bad order; parameter set p751.

Isogeny degree: 3239,
Breaking point: o

=8.

Kernel point degree: 2°71.

Kernel point independent of T.
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Appendix E. Practical isogeny computation with kernel points of bad order
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Figure E.9: Odd degree isogeny with kernel of bad order; parameter set p434.
Isogeny degree: 3137,

Breaking point: 0 =9.

Kernel point degree: 2°71.

Kernel point and T are dependent.
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Figure E.10: Odd degree isogeny with kernel of bad order; parameter set p503.
Isogeny degree: 31%9.

Breaking point: 0 =7.

Kernel point degree: 2°71.

Kernel point and T are dependent.
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Appendix E. Practical isogeny computation with kernel points of bad order
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Figure E.11: Odd degree isogeny with kernel of bad order; parameter set p610.
Isogeny degree: 3192,

Breaking point: 0 =7.

Kernel point degree: 2°71.

Kernel point and T are dependent.
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Figure E.12: Odd degree isogeny with kernel of bad order; parameter set p751.

Isogeny degree: 3239,

Breaking point: o
Kernel point and T are dependent.

Kernel point degree: 2°71.






Y Blocking zero-value attacks

We list all functions in SIKE that compute arithmetic operations in the field F 2. These functions
take as input elliptic curve points, or elliptic curve coefficients, and output (or update) elliptic
curve points or elliptic curve coefficients. Additionally, there is the j-invariant, which takes
an elliptic curve coefficient and outputs an affine j-invariant. We analyse all the arithmetic
subfunctions which compute field additions/subtractions/multiplications/inversions and show
that they never output the field element 0. Whether or not the element 0 is computed directly
depends on the input of the higher level functions. All of the higher level functions are provided
in separate tables, exactly as they are implemented in SIKE [JAC*17]. The assumptions that are
made on inputs stem directly from the CLN test. In the tables different curve representations (see
Section 2.5.2, page 25) are used analogously.

Table E1: xDBL - point doubling, see formula (2.37) on page 27.

Input: Point [X : Z], curve [A; 4 - Caql.

Assumption: Order of [X : Z] is 2k for some k = 2 and [2’“‘1] [(X:Z1#[0:1], A#+2C, C#0.
Output: Point [x: z] = [2][X : Z].

Step Variable Formula Factorisation Roots

1 to X-Z X-Z [1:1]

2 h X+Z X+Z [-1:1]

3 f 1 (X - 2)? [1:1]

4 t = (X + 2)? [-1:1]

5 z Cuxty 4C(X-2)? 1:1]

6 Zxh AC(X -2 (X + 2)? [+1:1]

7 3] h—t 4X7 [0:1],[1:0]
8 to Ay, x i 4(A+20)XZ [0:1],[1:0]
9 z zZ+ 1 AC(X?+aXZ+ 7% Points of order 2
10 z zZxh 41C 4XZ(X2 +aXZ+ Z2) 2-torsion

By assumption the input [X : Z] in Table E1 is independent from [0 : 1] and therefore from [+1 : 1].
Moreover [X : Z] # [1:0] due to the order constraint, so the point [X : Z] is different from the
listed roots. Furthermore the input curve is not degenerate/singular/undefined, so it can never
lead to computing an intermediate 0 value. This is not explicitly stated in the table but it stems
from the factorisation formulas.
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Appendix E. Blocking zero-value attacks

Table E2: xTPL - point tripling, see formula (2.39) on page 27.
Input: Point [X : Z], curve [A}, : A},].

Assumption: Order of [X : Z] is 3k with k = 2, A#+2C, C#0.
Output: Point [x: z] = [3][X : Z].

Step Variable Formula Factorisation Roots

1 f X-Z X-Z [1:1]

2 tp @ (X -2)? [1:1]

3 h X+Z X+Z [—-1:1]

4 3 7 (X +2)? [-1:1]

5 7 o+ 11 2X [0:1]

6 to h—1 27 [1:0]

7 th i 4X? [0:1]

8 h h—1t3 BX+2)(X-2) [1:1],[-1:3]()
9 h h—-1t 2X-2)(X+2) [+1:1]

10 t5 rx Ay,  (A+20)(X+2)? [-1:1]

11 t3 3% t5 (A+20)(X +2)* [—-1:1]

12 t A xt  (A-20)(X-2)* [1:1]

13 t X tg (A-20)(X-2)* [1:1]

14 t3 bh—13 —4C(X*+2a+6X%2Z%+2aXZ3+2Z*% Ptsoford4

15 b t5—1g AC(X*+aXZ+ 7% Pts of ord 2

16 h hxt 8CX+2)X-2)X%*+aXZ+27Z% [+1:1],Pts of ord 2
17 t f3x 1 —4C(X*-6X%2%-4aX73-37% Ptsoford3 + T
18 t i 16C*(X* - 6X%Z% —4aX 73 -32%? Ptsoford3 + T
19 «x bxty 32XC*(X*-6X%27%-4aX73-32%% 3-torsion+ T
20 t f5—1 —-4C(3X*+4aXx3Z+6X%22%-27% Pts of ord 3

21 h & 16C*(BX*+4aXx3Z+6X?2%-2Z%?  Ptsoford3
2z fox 1 32ZC*(3X*+4aX3Z+6X%2%-7%% 3-torsion

All the roots in Table E2, with the exception of [-1 : 3] are points of order 1,2,3,4 or 6. The order
of the input point [X : Z] is = 9 by assumption, so it must be different from the aforementioned
roots. The only possible threat comes from the point [-1 : 3] in step 8. It seems out of reach
to prove that the point [—1 : 3] cannot be of order 3¥ for k = 2 on supersingular elliptic curves.
One could cook up a heuristic argument showing that such property happens with negligible
probability relative to the prime p. To remediate this problem we provide an alternative solution
—an algorithm for computing point tripling without using intermediate functions which have

[—1: 3] for aroot. This algorithm is provided in Table E3.

Furthermore, the the curve coefficients never lead to computing 0 as an intermediate values.
This stems from the fact that the input curve is not degenerate/singular/undefined. This is not

explicitly stated in the table, but can be incurred from the factorisation formulas.
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Table E3: xTPL_alt — point tripling alternative algorithm, see formula (2.39) on page 27.

Input: Point [X : Z], curve [Az_ 4" A24

+]‘

Assumption: Order of [X : Z] is 3k with k > 2, AZ+2C, C#0.
Output: Point [x: z] = [3][X : Z].

Step Variable Formula Factorisation Roots

1 b X-Z X-Z [1:1]

2 t3 X+Z X+Z [-1:1]

3 h fhxt3 X-2)(X+2) [+1:1]

4 to 3—1 27 [1:0]

5 7] I+ 13 2X [0:1]

6 1 5 (X-2)? (1:1]

7 f3 15 (X + 2)? [—1:1]

8 th h+t 2X-2)(X+2) (+1:1]

9 ts i3x A3, (A+20)(X+2)? [-1:1]

10 f3 3 % t5 (A+20)(X + 2)* [—1:1]

11 te Ay, xt  (A-20)(X-2)? [1:1]

12 b ¥ Ig (A-20)(X - 2)* [1:1]

13 f3 th—1t3 —4C(X*+2aX3Z+6X%Z%+2aXZ%+ 7% Ptsoford4

14 b t5— tg 4C(X°+aXZ+ 7% Pts of ord 2

15 h hxty 8CX+2)(X-2)X*+aXZ+2Z?% [+1:1],Pts of ord 2
16 t f3x 1 —4C(X*-6X%Z%-4aXZ3-32% Ptsoford3 + T
17 1 5 16C*(X* - 6X2Z% —4aX 73 -3Z%?* Ptsoford3 + T
18 x b Xty 32XC?*(X*-6X%Z% —4aX 73 -32%? 3-torsion + T
19 t -1 —4C(3X*+4aX3Z+6X%2%- 7% Pts of ord 3

20 t r 16C*(3X* +4aX3Z +6X%2% - 74?2 Pts of ord 3

21 z fox 32ZC?(BX*+4aX3Z +6X%2% - Z%4)? 3-torsion

The alternate point tripling algorithm (Table E3) has only points of order 1,2, 3,4 and 6 for roots,
while the input point is of order 3k with k = 2. Therefore it can never compute the value 0 during
any of the steps.

When compared to the algorithm in Table E2, the alternative algorithm computes one extra
multiplication, but one squaring and one addition less. This leads to about 1% - 1.5% performance
overhead during a tripling computation.
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Appendix E. Blocking zero-value attacks

Table E4: xDBLADD - point double-and-add, see Algorithm (4) on page 29.

Input: Points Q = [Xq : Zgl, P = [Xp : Zp], and QP = [Xgp : Zgp] and curve constant a as
axy = (a+2)/4.

Assumption: The points Q, P, QP are on the curve of coefficient 4,

The point Q is independent of P and QP = Q- P,

Either all points are of order 3%, or

P and QP are of order 2%, QQ is of order 2k with k=1 and [Zk_l]Q =T

Output: Q and P are updated to [2]Q and Q + P.

Step Variable Formula  Factorisation Roots

1 ty XQ+ZQ XQ+ZQ [—1:1]

2 5] XQ—ZQ XQ—ZQ [1:1]

3 Xo 1 (Xo + Zo)? [-1:1]

4 [5) Xp—Zp Xp—Zp [1:1]

5 Xp Xp+Zp Xp+Zp [— 1 1]

6 fo o X Iy (Xo + Zo)(Xp—Zp) [£1:1]

7 Zg & (Xo — Zo)? [1: 1]

8 n nx Xp (Xo — Zo)(Xp + Zp) [+1:1]

9 53 Xo—Zo 4XpZo [1 ] (1:0]

10 Xo XoxZo (Xo-Zg)?*(Xq+ Zg)* [£1:1]

11 Xp Aoy X 1 244X 20 [1 ] [0:1]

12 Zp fh—t —2(XoZp — XpZg) [Xp: Zpl = [Xq: Zgl

13 Zo Xp+Zg XhtaXoZo+Z Pts of order 2

14  Xp fh+t 2(XqXp— ZoZp) [(Xp:Zpl=1Xq:Zgl+ T
15 Zg Zoxty  4XqZo(Xj+aXqZo+ZE) 2-torsion

16 Zp z2 4(XqZp — XpZg)? [Xp: Zpl =[Xq: Zol

17 Xp X3 4(XoXp — ZoZp)? [Xp:Zpl=[Xq:Zgl+ T
18 Zp Zp XXQp 4XQP(XQZP—XPZQ)2 [0 1],[Xp:Zp] = [XQ :ZQ]
19 Xp XpxZop 4Zop(XoXp — ZoZp)? [1:01,[Xp: Zpl =[Xq: Zgl+ T

The xDBLADD procedure from Table E4 is called multiple times during the execution of the three-
point ladder. The root equations in steps 12 — 14 and 16 — 19 are never satisfied because of the
independence assumption. If the input of the three-point ladder is a public key consisting of
points of order 3%, then the order assumption implies that none of the points are equal to the
roots in steps 1 — 11, 13, 15, 18 and 19. If the input of the three-point ladder is a public key
consisting of points of order 2%, and Q is of order 2k then the steps 4,5,13,18,19 can be safely
ignored due to the order constraint of points P and QP. Furthermore in steps 6 and 8 the value 0
cannot stem from the point P because of the same constraint. For the remaining steps, the only
way that 0 can show up is if it stems from the point Q. However, the point Q is always known
during the three-point ladder computation, and it does not depend on the secret key. It will
always lead to computing 0 in either steps 1,3,6,10 (if Q =[-1:1]) or 2,7,8,10 (if Q = [1: 1]) in
the penultimate loop iteration of the three-point ladder, and in steps 9,11, 15 (when Q = [0: 1])
in the last loop iteration of the three-point ladder. This is correct behaviour of the algorithm, it
does not depend on the secret key, and cannot be exploited by an attacker.

134



Table E5: get_2_isog - 2-isogeny computation, see formula (2.41) on page 27.
Input: Kernel point [X; : Zy].

Assumption: Kernel point is of order 2, different from 7 =[0: 1].

Output: Image curve [612r 4 - C24] of isogeny with kernel ([ X : Z3]).

Step Variable Formula Factorisation Roots

1 a;, Xz Xz [0:1]
Coq Z22 ZZZ [1:0]

3 a, Coa—ay —(Xo—2Z)(Xo+2Zp) [+1:1]

In Table E5, the 2-isogeny kernel point is always a point of order 2 which is different from 7' = [0 : 1].
Therefore the kernel point is never equal to any of the roots, which means that the value 0 is
never computed during the execution of the algorithm. Furthermore, the output curve is never a
degenerate, singular or undefined curve.

Table E6: eval_2_isog - 2-isogeny evaluation, see formula (2.42) on page 28.
Input: Kernel point [ X5 : Z>], point to be evaluated [X : Z].

Assumption: Kernel point is of order 2, different from 7 =1[0:1],

Point [ X : Z] satisfies [Zk] [(X:Z]=[Xp:Zp] with k= 1.

Output: Image [x : z] of point [X : Z] through the isogeny with kernel ([ X, : Z,]).

Step Variable Formula Factorisation Roots

1 t0 Xo+ 27 Xo+ 27 [-1:1]

2 r1 Xo— 2y Xo— 2y [1:1]

3 12 X+Z X+Z [-1:1]

4 3 X-Z X-Z [1:1]

5 t0 10xt3 (Xo+2£L)(X-2) [+1:1]

6 rl 11 x 12 (Xo-2Z)(X+2) [£1:1]

7 2 t0+11 2(XXo—Z2y) (X:Z]1=[Xo: 2]+ T
8 3 t0—-11 2(XZ, - ZX5) (X:Z]1=[X2: 2]

9 b X x 12 2X(XXo—-Z227p) [X:Zle(Xo: 1)+ T
10 z Z xt3 22(XZy—-7ZXy) [X:Zlel[Xy: Zo])

In Table E6, the input point [X : Z] lies above the kernel point [X; : Z,] (i.e., 2fx: 2] = (X5 : Z5]
with k = 1). Therefore the input point is independent of [+1 : 1] and [1 : 0], which implies that the
input point and the kernel point can never be equal to the roots in steps 1 — 6. Since [X : Z] is of a
strictly larger order than [X> : Z»], we cannot have any of the constraints in lines 7 — 10. Therefore
0 is never computed during 2-isogeny evaluation.
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Appendix E. Blocking zero-value attacks

Table E7: get_3_isog - 3-isogeny computation, see formula (2.43) on page 28.

Input: Kernel point [ X3 : Z3].

Assumption: Kernel point is of order 3.

Output: Image curve [aér 4 0y, of isogeny with kernel ([ X3 : Z3]), and field elements ki, ko, k3.

Step Variable Formula Factorisation Roots

1 kl X3—Z3 Xg—Zg [121]

2 fo k? (X3 — Z3)? [1:1]

3 kz X3+ Z3 X3+ Z3 [-1:1]

4 f k3 (X3 + Z3)* [-1:1]

5 I3 X3+ X3 2X3 [0:1]

6 3 i 4X3 [0:1]

7 53 t3— Iy (BX3—-2Z3)(X3+23) [-1:1],[1:3]
8 I3 13— h (BX3+ Z3)(X3— Z3) [1:1],[-1:3]
9 7 3+ 1 4X3(X3— Z3) [0:1],[1:1]
10 Iy s+ 1y 8X3(X3—Z3) [0:1],[1:1]
11 ty L+t (3X3 — Z3)? [1:3]

12 ay, hxty  (BX3—Z3)*(Xz+2Z3) [-1:1],[1:3]
13 Iy h+i 4X3(X3+ Z3) [0:1],[1:1]
14 7 I+ 1, 8X3(X3+ Z3) [0:1],[1:1]
15 Iy fo+ 4 (3X3 + Z3)? [0:1],[1:1]
16 a, I3 % 1y (BX3+ Z3)3 (X5 — Z3) [1:1],[-1:3]

The three isogeny computation, shown in Table E7 takes for input a kernel point of order 3. The
roots of the subfunctions are points in the 2-torsion, and the points [£1 : 3]. The kernel point can
never be equal to one of the 2-torsion points due to the order constraint. The same is actually
true for the points [£1 : 3] when the underlying curve is not singular or undefined. We leave as an
exercise to the reader to plug in the point [+1 : 3] into the tripling formula in equation 2.39 or in
Table E2 or E3, and conclude that [3][+1 : 3] = [1: 0] if and only if the underlying curve is singular.
Therefore, the value 0 is never computed during the 3-isogeny computation.
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Table E8: eval_3_isog - 3-isogeny evaluation, see formula (2.44) on page 28.

Input: Kernel point [ X3 : Z3], point to be evaluated [X : Z], field elements ki, k2, k3 (Table E7).
Assumption: Kernel point is of order 3,

Point [X : Z] satisfies [3¥][X : Z] = [X3:Z3]with k=1.

Output: Image [x : z] of point [X : Z] through the isogeny with kernel ([ X3 : Z3]).

Step Variable Formula Factorisation Roots

1 to X+Z X+Z [-1:1]

2 h X-Z X-7 [1:1]

3 o th x k1 (X3 —2Z3)( X+ 2) [£1:1]

4 3] f %k X3+ Z3)(X—-2) [+£1:1]

5 b fo+ 1 2(XX3—Z2Z3) X:Z]=[X3:Z3]1+ T
6 o Hh—1 —2(X 23— ZX3) [X:Z]=[X3: 23]

7 12 t22 A(X X3 — Z7Z3)? (X:Z]1=[X4:Z4]+ T
8 fo 15 A(X Zs— Z X3)? (X:Z]=[Xq: Z4]

9 X Xxb AX(XX3—-Z2273)° [X:Z1e(X3:Z)+T
10 z Z % 1y AZ(XZ3—ZX3)? [X:Z)e([X3:Z3))

In Table E8, the input point [X : Z] and the kernel point [ X3 : Z3] are of order some power of 3,
with [ X : Z] of strictly greater order than [ X3 : Z3]. Therefore they are different from all the roots
Table E8, meaning that the value 0 is never computed during 3-isogeny evaluation.

Table E9: get_4_isog - 4-isogeny computation, see formula (2.45) on page 28.

Input: Kernel point [ Xy : Z4].

Assumption: Kernel point is of order 4, different from [+1:1].

Output: Image curve [aér 4 - C24] of isogeny with kernel ([ X} : Z4]), and field elements ki, k, k3.

Step Variable Formula Factorisation Roots

1 kz X4—Z4 X4—Z4 [11]
2 k3 Xy+ 24 Xy+ 24 [-1:1]
3 ki z: z: [1:0]
4 ki ki +k 27% [1:0]
5 Co4 k3 47z} [1:0]
6 ki ki+ky  4Z? [1:0]
7 a;, Xz Xz [0:1]
8 a;, aj,+aj, 2X? [0:1]
9 aj, (a5, 4x? [0:1]

In Table E9 the kernel point [ X4 : Z4] is of order 4 and different from [+1 : 1] by assumption.
Therefore it is different from all the roots in the table, and thus the 0 value is never computed
during 4-isogeny computation.
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Table E10: eval_4_isog—4-isogeny evaluation, see formula (2.46) on page 28.
Input: Kernel point [ X} : Z4], point to be evaluated [X : Z], field elements kj, k», k3 from Table E9.

Assumption: Kernel point is of order 4, different from [+1: 1],

Point [X : Z] satisfies [4¥][X : Z] = (X4 : Z4] with k= 1.
Output: Image [x : z] of point [ X : Z] through the isogeny with kernel ([ X} : Z4]).

Step Variable Formula Factorisation Roots

1 fo X+Z X+Z [-1:1]

2 f X-Z X-Z 1:1]

3 X l'()><k2 (Xy—Zp)( X+ 2) [£1:1]

4 z hxks  (Xa+Z)(X-2) [+1:1]

5 to fox b X-2)(X+2) [+1:1]

6 fo hxki  AZ2X-2)(X+2) [+1:1],[1:0]

7 f xX+z 2(XXy—Z7Zy) (X:Z]=[X4: Z4)+ T

8 z xX—z ~2(XZy— ZXy) (X :Z]=[Xy: Zy]

9 t & A(X Xy — ZZy)? (X:Z)=[X4:Z4]+ T

10 =z z? A(XZy— ZXy)? (X:Z]=[Xy:Z4)

11 x o+t AXXXF+XZF—2ZX474) (X:Z)= X5+ 272X Z4)+ T
12 1 z— 1y AZ(ZX2+ZZ2 —2XX4Zs) [X:Z]=[XZ+ Z2 :2X4 Z4)
13 x xxth 16X(XXy— ZZ)*(XX2+ XZ2 —2ZX474) |X:Z)e([Xy: Zal)+ T
14z Zx Iy 16Z(XZy— ZX)*(ZX3+ ZZ2 -2XXuZy)  [X:Z)€([Xq: Z4))

In Table E10 the points [X : Z] and [X4 : Z4] cannot be equal to any of the listed roots due to
the assumptions. This is not obvious only in steps 11 and 12. The point [Xf + Zf 12Xy 7] is
equal to [2][ X}y : Z4]. This formula is correct when [ X} : Z4] is a point of order 4 different from

[+1: 1], which is true by assumption. The interested reader can prove the formula for [2][ X, : Z4]

by computing the doubling and comparing the output to the 4-division polynomial (polynomial

whose roots are exactly the points of order 4), whose factor can be found in Table E2, line 14.
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Table E11: j_inv - j-invariant computation, see formula (2.48) on page 28.

Input: Curve [A: C].

Assumption: Input curve [A: C] is not degenerate/singular/undefined, i.e., A# +2C, C#0.
Output: The j-invariant j of the curve [A: C].

Step Variable Formula Factorisation Rootsin [A: C]
1 j A? A? [0:1]

2 h C? C? [1:0]

3 f h+t 2C? [1:0]

4 % j-to A% —2C? [+v2:1]
5 fo fh—t (A% -3C?) [+v/3:1]
6 j to—t (A2 -4C?) [+2:1]
7 f 2 (A% -4C%H? [+2:1]

8 j jxh C?(A? -4C?)? [+2:1]

9 fo to+ o 2(A%-3C?) [+V3:1]
10 1 o+ 1o 4(A%2-3C? [+v3:1]
11 h 1 16(A% —3C?)? [+v3:1]
12 fo fox 1 64(A% —3C?)3 [+v3:1]
13 1 to+ o 128(A% -3C?)3 [+V3:1]
14 1t fo+ 1o 256(A% —3C?)3 [+v3:1]
15 1/j C2(A?-4C?2 /1

16 | Zx bk 256C2(A%2 —3C%) (A% -4C?*)2  [+V3:1]

During the computation of the j-invariant (Table E11), the value 0 can be computed in steps 4, 5,
9 — 14 and 16 if the input curve coefficients are [+v2:1]or [+V3:1]. Steps 1 —3 and 6 — 8 can be
disregarded because of the input assumption. The information that the attacker can obtain from
observing the computation of a 0 is that the public curve (assumed to be provided by the attacker)
and the curve of coefficient +v/2 or +/3 are connected by the secret isogeny of the target party.

Finding an elliptic curve together with a well-chosen set of torsion generators (i.e. finding a public
key) such that the target’s secret isogeny goes from said curve to a known curve is a hard problem.
In fact, we already know of such a case — the SIKE public parameter starting curve (as known
curve) and the targets public curve (as public key, minus the points) are two curves connected
with the target parties isogeny. However, finding a good set of torsion generators is equivalent to
finding the secret isogeny itself, therefore assumed to be hard.

A small modification can be made in order to avoid computing a subfunction with the curve
[+v/2:1] as a root. By computing £, + f; in step 4 and j — £y in step 5 we avoid the occurrence of
the curve [+v/2: 1] in the set of roots, and obtain another [1 : 0] instead.
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¢] Conditional swap

static void swap_points(point_proj_t R, point_proj_t R2, const

digit_t option)

{ // Swap points.
// If option = O then R <- R and R2 <- R2, else if option

© 0 NO O W N -

e e
w N = O

...FF then R <- R2 and R2 <- R
digit_t temp;
unsigned int 1i;

for(i = 0; i < NWORDS_FIELD; i++) {

temp = option & (R->X[0][i] ~ R2->X[0][il);

R->X[0][i] = temp ~ R->X[0][i]l;
R2->X[0] [i] = temp ~ R2->X[0][i];

temp = option & (R->X[1][i] ~ R2->X[1][il);

R->X[1]1[i] = temp ~ R->X[1][i];
R2->X[1]1[i] = temp ~ R2->X[1][i];

temp = option & (R->Z[0][i] ~ R2->Z[0][il);

R->Z[0] [i] = temp ~ R->Z[0][i];
R2->Z[0] [i] = temp ~ R2->Z[0][i];

temp = option & (R->Z[1]1[i] ~ R2->Z[1]1[il);

R->Z[1]1[i] = temp ~ R->Z[1][i];
R2->Z[1][i] = temp ~ R2->Z[1][i];

Figure G.1: Attacked source code of swap_points in C (simplified).



Appendix G. Conditional swap

37

38

39

rsb

add.
add.
mov.

w
w
w

<loop>:

1ldr

1ldr

eor.
and.
eors
eors
str.
sStr.

add.
cmp.
bne.

and.
and.
add.
add.
add.
mul.
add.
mul.
sub.
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w
w

5 5 5 5 5 5 5 5 5

r8, r6, #0
r2, r4, #92
r3, r4, #540
ip, #0

r7, [r2, #0]
rl, [r3, #0]
r0, r7, ril
r0, r0, r8
r7, r0

rl, r0

r7, [r2], #4
rl, [r3], #4
ip, ip, #1
ip, #14
<loop>

%[ull,
% [mi],
% [u2],
%[m2] ,
%[ull,
%[ull,
%[u2],
%[u2],
% [m2] ,

% [ull,
% [u2],
% [ull,
%[m1],
% [ull,
% [ull,
%[u2],
% [u2],
%lull,

/* mask = (0 - swap) */

/* R */

/* R2 */

/¥ i =0 %/

/* a = R->X[0][i] */

/* b = R2->X[0] [i] */

/¥ a~ b x*x/

/* temp = mask & (a ~ b)*/
/* a = temp ~ a */

/* b = temp ~ b */

/* R->X[0][i] =

/* R2->X[0] [i] = b */

a x/

/* repeat with updated offset */

/* i++ x/
/* i < NWORDS_FIELD */

#OxFFFFFFFD /%
#OxFFFFFFFE /x*

% [swap] /%
% [swap] /%
#1 /*
% [m2] /*
% [swap] /%
% [m2] /*
% [u2] /*

ul =
ml =
u2 =
r =
ul =
ul =
u2 =
u2 =
m2 =

random(4)
random(4)

ul
ml
ul

+
+
+

ul*r

u2

<+

uz2*xr

ul

swap
swap
1 %/
*/

swap
*/

u2 */

Figure G.2: Compiled swap_points function with annotations (SIKEp434).

& OxFFFFFFFD */
& OxFFFFFFFE */
*/
*/

*/

Figure G.3: Source code of the secure masks generation in assembly.



© © ~ = 3} - w N —

— — — -
w ~ = 5}

—
IS

1ldr.
1dr.
eor.
and.
eor.
eor.
eor.
str.
and.
str.
eor.
eor.
str.
str.

£ =2 5 £ 5 5§ 5§ 5 £ 5 5 5 5 5

Hlal, [%[R1]

%[bl, [%[R2]]
%ltmpll, %[al, %[b]
%[tmpl], %[m1]
%Ibl, %[ol, % [tmpl]
hlal, %[al, %[tmp1l]
%[tmp2], %[al, %[b]
%[bl, [%[R2]]
%[tmp2] , % [m2]
Hlal, [%[R1]

%Mo), %], % [tme]
%lal, %[al, %[tmp2]
Wlal, [4[RI], #4
%bl, [%[R2]1], #4

/* a = R[i] */

/* b = R2[i] */

/* tmpl = a =~ b */

/* tmpl = tmpl & ml */
/* a =a " tmpl */

/* b =Db ~ tmpl */

/* tmp2 = a = b = R[i] ~ R2[i]*/
/* R2[i] = b */

/* tmp2 = tmp2 & m2 */
/* R[i] = a */

/¥ b =Db " tmp2 */

/* a =a " tmp2 */

/* RI[il] a */

/* R2[i] = b */

/* repeat with updated offset */

Figure G.4: Source code of the secure swapping operation in assembly.
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