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Abstract

In this report, we address the issue of scalability of the existing secure
aggregation protocols used in decentralized machine learning to a very
high number of nodes. As a solution, we propose a novel decentralized
aggregation protocol that can be parameterized so that the overall com-
putation overhead scales logarithmically with the number of nodes. The
parameterization also affects input privacy of the protocol, ranging from
no input privacy to the privacy against a collusion of up to all but 2 nodes.
However, stronger privacy guarantees come at the cost of the computa-
tion overhead. The protocol in its current version doesn’t support users
dropping out. We also discuss our implementation of this protocol and
measure how well it performs.

1 Introduction

The era of big data has a brought an unique challenge to machine learning.
There is an abundance of really good models, however, they are often so big that
they require so much data to be trained on in order to extract their potential.
An extreme example of this is a state-of-the-art language model called GPT-3
that has staggering 175 billion parameters [1]. Usually, parties wanting to train
these models lack enough data to do so, and therefore they collaborate with
many other parties that own the data they need. This could be as simple as
moving the data of each party to a central node and doing the training there.
Unfortunately, this is often not possible due to the importance of the privacy of
the data. Sometimes, there are even laws in place to protect this data, as for
example in healthcare [2] [3].

The restrictions force data owners to take another approach and it is usu-
ally in the form of collaborative learning, such as federated learning. The idea
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behind federated learning is simple: models are trained locally by the data
owners on data they have and occasionally the local models are communicated
and averaged into a single global model. Depending how averaging is done we
recognize centralized and decentralized approaches. At simplest, centralized
approaches work by moving models in plaintext to a central server and doing
averaging there. Unfortunately, 2 problems arise: firstly the central server be-
comes a bottleneck as all communication goes through it and secondly model
updates can be inferred from exposing local models in a plain text which can
lead to a leakage of the training data of the given model. The solution to the
first problem is using all the available computational power available in the net-
work instead of having nodes being idle while the central server does averaging.
Decentralized approaches were born from this idea and they are based on direct
communication between owners of local models to average them. The solution
to the second problem, however, requires the use of special, so-called secure ag-
gregation protocols. These protocols do aggregation of models without exposing
any local model, part of the resulting global model. These protocols come in
many flavours and they are available for both centralized [4], decentralized [5]
approaches as well as the combination of both [6]. Later in this report, we
are going to see how we can use ideas behind AllReduce and centralized feder-
ated learning [7] in order to create an efficient decentralized secure aggregation
protocol.

2 Cryptographic primitives

In this section we introduce cryptographic primitives used in the protocol.

2.1 Additive secret sharing

Additive secret sharing is a simple n-out-of-n secret sharing scheme. It works
by splitting an element x of a field F into n shares x1, x2, . . . , xn ∈ F such that
the sum of the shares is equal to the element:

x =

n∑
i=1

xi.

The ownership of all n shares is required in order to reconstruct x. There-
fore, splitting shares among n owners forces all of them to collaborate and
communicate their shares to each other so that they can reveal the initial value.

3 Protocol

In this section, we introduce a novel decentralized secure aggregation protocol.
The protocol provides input privacy. In our context input privacy means that
local inputs to aggregation remain private to their owners and cannot be inferred
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from the exchanged messages during and after aggregation, while the resulting
global value is public.

The protocol takes inspiration from trees due to their inherit ability to per-
form operations in an efficient manner. We take the basic idea behind trees,
modify it and enhance with additional properties in order to provide strong pri-
vacy guarantees. As a result, we get a structure called aggregation tree which
is introduced in Definition 3. During the execution of the protocol, nodes are
organized in an aggregation tree. For convenience, aggregation actors, aggrega-
tion participants, aggregation groups, aggregation levels and aggregation tree
may be referred in the rest of the report as actors, participants, groups, levels
and tree respectively.

Definition 1 (Aggregation group). Aggregation group G on a set of nodes S
is a tuple (A,P) where A ⊆ S is a set of nodes called aggregation actors, and
P ⊆ S is a set of nodes called aggregation participants.

Definition 2 (Aggregation level). Aggregation level L on a set of nodes S is
a set of aggregation groups {G1,G2, . . . ,Gm} on S.

The participants of level L are defined as

α(L) = ∪G(A,P)∈LP.

Similarly, the actors of level L are defined as

β(L) = ∪G(A,P)∈LA.

Definition 3 (Aggregation tree). Aggregation tree T on a set of nodes S is a
sequence of levels (L1,L2, . . . ,Lk) on S for which the following rules apply:

1. |Lk| = 1

2. For every level L and any pair of different aggregation groups G1(A1,P1) ∈
L and G2(A2,P2) ∈ L: A1 ∩ A2 = ∅ ∧ P1 ∩ P2 = ∅

3. ∀i ∈ {1, 2, . . . , k − 1}: α(Li+1) = β(Li)

4. ∀i ∈ {1, 2, . . . , k}: β(Li) ⊆ α(Li)

5. α(L1) = S

Definition 3 makes it possible to do the following construction: we start
with a set S and want to partition its elements into a selected number of parts.
Each part will correspond to an aggregation group and the elements of the part
will be the aggregation participants of the given group. Next, we pick a set S ′

subset of S and partition it in the same number of parts as S and assign each
part to an aggregation group such that each aggregation group receives one part
and no two aggregation groups receive the same part. The elements of these
parts will be aggregation actors of aggregations groups they are assigned to.
The obtained aggregation groups make the level 1 of an aggregation tree. We
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then repeat the same process, but instead of starting with S we start with S ′

and partition it in order to get aggregation participants and partition a subset
of it to get aggregation actors, this way creating level 2 of the aggregation tree.
By repeating the process many times we end up with many levels. The last of
these levels has only one aggregation group as defined by the rule 1 of Definition
3, meaning there is no partitioning done when we reach it, instead the whole
set is aggregation participants and we pick a subset of it for aggregation actors
of the given aggregation group. The goal of doing this is to start with a set
S containing a lot of elements and partition them into smaller sets on which
aggregation can be done in a privacy preserving manner efficiently.

The protocol works in the setting with many peers and a single server. There
is a communication link between each pair of peers, as well between each peer
and the server.

Assumption 1. Peers are assumed not to drop out during aggregation.

When a peer wants to do aggregation, it signs up for it by contacting the
server and waits. The server keeps track of peers that have signed up and are
waiting. When enough peers sign up, the server using a pseudo-random process
generates an aggregation tree on a set of peers that have signed up and sends
the tree to the peers, notifying them to start the aggregation. The server then
empties the list of peers that are waiting for aggregation and waits for new
ones to sign up. The number of peers that have to sign up for aggregation can
either be all of them or a subset of a parameterized size. It is important to note
that the server at no time takes part in aggregation itself, nor does it receive
any messages from which it can even try to infer values held by peers. The
only purpose of the server is to simplify discovery of peers and generation of
aggregation tree.

Aggregation

The rest is the actual aggregation and it can be distinctly divided into 2 phases:
the upward and the downward phase taking place in the given order. We
have peers X1, X2, . . . , Xn participating in the aggregation and they want to
calculate the sum of the values D1, D2, . . . , Dn they respectively hold, i.e. the
final result of the aggregation should be

∑n
i=1Di. The values D1, D2, . . . , Dn

must be from the same field F .
The upward phase starts with each aggregation participant creating additive

secret shares out of the data it holds. The number of shares is equal to the
number of the aggregation actors in their aggregation group at level 1. Then,
it sends each share to one of these aggregation actors such that each of the
aggregation actors receive only 1 of the participant’s shares. After this is done
every peer that is aggregation actor in one of the groups at level 1 sums up all
shares it received from aggregation participants in the aggregation group it is
aggregation actor in and sets the sum to be its data at start of the next level.
This is repeated for each level of the aggregation tree. At the end we end up
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with the aggregation group of the final level and its aggregation actors holding
some sums. These aggregation actors then exchange the sums they are holding
such that the each actor receives the sums from all the other actors in this group.
The aggregation actors then sum all the sums they received together with the
one they were holding, as the result getting D. We claim that D is equal to the
sum of all values held by the peers participating in the aggregation at the start.
The proof of this claim follows trivially from Claim 2. This means that D is
the result of the aggregation we are looking for. A formal and more detailed
version of this phase for non-distributed setting can be seen in Algorithm 1.
Porting the non-distributed version into distributed setting is straightforward,
however, requires handling of communicating intermediate values and proper
synchronization.

The motivation of each peer for participating in aggregation is to receive
the final result of it. Therefore, everyone wants the result, however only the
aggregation actors of the group at the final level have the result after the upward
phase. The downward phase is there to ensure that all peers participating in
the aggregation receive the final result D. It starts by the aggregation actors
of the group at the final level sending D to all aggregation participants of the
same group. Afterwards, they go to the level below and repeat the same for the
groups they were aggregation actors in at that level. This is repeated for all
levels until the first one. When a peer receives D it also goes through all groups
it is aggregation actor in and sends D to each aggregation participant of any
of these groups. We know that all peers participating in the aggregation will
receive D from the way aggregation trees are constructed as long as there are
no peers dropping out during the aggregation. This claim follows from rules 3,
4 and 5 of Definition 3 and Assumption 1.

Correctness and properties

Claim 1. For each aggregation group the sum of values aggregation participants
in it have before doing upward phase on this group is equal to the sum of all
shares that aggregation actors in it receive from these aggregation participants.

Proof. Pick an arbitrary group G(A,P) that for aggregation participants have
P ′1, P

′
2, . . . , P

′
m ∈ P which have values D′1, D

′
2, . . . , D

′
m respectively when the

upward phase for this group starts. The group also has aggregation actors
A′1, A

′
2, . . . , A

′
n ∈ A. By construction of aggregation tree we know that each

aggregation group must have at least one aggregation actor and one aggregation
participant. Each aggregation participant P ′i splits their value D′i into shares

D
′(1)
i , D

′(2)
i , . . . , D

′(n)
i such that

∑n
l=1D

′(l)
i = D′i and sends them to aggregation

actors in that order: D
′(l)
i is sent to A′l. At the end each aggregation actor A′l

has received D
′(l)
1 , D

′(l)
2 , . . . , D

′(l)
m , and summing them we get

∑m
i=1D

′(l)
i . By

Assumption1 we know that none of the shares is lost. By summing up all shares

the aggregation actors received we get
∑n

l=1

∑m
i=1D

′(l)
i which can be rewritten

as
∑m

i=1

∑n
l=1D

′(l)
i =

∑m
i=1D

′
i proving the claim.
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Algorithm 1 The upward phase of the aggregation protocol

Input:
- F - field
- T - the aggregation tree of the aggregation
- nodes - List of nodes in the aggregation
- data - Values from F held by nodes

Output: Sum of values held by nodes

1: for node ∈ nodes do
2: value0,node ← datanode
3: end for
4: for level index, level ∈ ascending by index(indexed(levels(T ))) do
5: S ← empty()
6: for group ∈ groups(level) do
7: group participants← participants(group)
8: group actors← actors(group)
9: for participant ∈ group participants do

10: for actor index, actor ∈ ascending by index(indexed(group actors))
do

11: last share← value(level index−1),participant
12: if actor index 6= |group actors| then
13: Sparticipant,actor ← random from field(F )
14: last share← last share− Sparticipant,actor

15: else
16: Sparticipant,actor ← last share
17: end if
18: end for
19: end for
20: for actor ∈ group actors do
21: valuelevel index,participant ←

∑
p∈group participants Sp,actor

22: end for
23: end for
24: end for
25: final level← last(levels(T ))
26: final group actors← actors(first(groups(final level)))
27: return

∑
actor∈final group actors value|levels(T )|,actor
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Claim 2. After doing the upward phase on a level the sum of all shares aggre-
gation actors in this level received is equal to the sum of all values aggregation
participants of this level started the upward phase for the level with.

Proof. From definition 3 we know that each peer cannot be aggregation par-
ticipant in more than one aggregation group at a level. By using this fact and
applying Claim 1 to each group on a level and summing respective sides for all
the groups the claim follows.

Observation 1 (Privacy guarantee). Let o be the smallest number of aggrega-
tion actors in any aggregation group of an aggregation tree. In that case, the
protocol is safe against a collusion of up to o−1 peers in the aggregation as long
as the total number of peers in aggregation is greater than o.

Observation 1 tells us about the privacy guarantees of the protocol. It is
relatively easy to see why this holds: each model is split into shares among all
aggregation actors, meaning that all actors of an aggregation group would have
to collude in order to be able to reconstruct a model. However, an exception
to this rule is an aggregation tree with one aggregation group, in which all ag-
gregation actors are at the same time aggregation participants of the group. If
all but one aggregation actors collude in this case, the model of the remaining
aggregation actor can be obtained by subtracting the sum of the models of the
colluding actors from the result of the aggregation. This observation also reveals
two important properties. First, performing aggregation on an aggregation tree
with even a single group with only one aggregation actor is not privacy pre-
serving. Therefore, when speaking of secure aggregation we assume that every
aggregation group has at least 2 aggregation actors. Secondly, having only one
aggregation participant in a group is safe in case of passive adversaries as long
as the number of aggregation actors is at least 2.

For a set of peers there are many aggregation trees that satisfy Definition 3,
however in this report, for simplicity, we consider only aggregation trees with
an equal or relatively equal number of aggregation participants, as well as the
number of aggregation actors in each group. As the purpose of using aggregation
trees is reducing number of nodes at each level, we consider that in a group the
number of aggregation actors is strictly smaller than the number of aggregation
participants, yet greater than 1 in order to ensure privacy.

Theorem 1 (Aggregation overhead). The computation overhead of perform-
ing aggregation with N nodes on an aggregation tree with each group having p
aggregation participants and a aggregation actors using our protocol is

O

(
(a+ g) log g

a

N

g

)
.

Proof. There are 3 distinct stages in our protocol: 1) propagating aggregates
from the aggregation participants of the first level until the aggregation actors
of the aggregation group of the final level; 2) exchanging aggregates between
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the aggregation actors of the aggregation group of the final level and summing
them and 3) propagating the result of the aggregation downward to all peers.

Before calculating the cost of each phase let’s calculate the number of levels
in the aggregation tree: a node can be an aggregation actor only once and an
aggregation participant also once on the same level. Because of this and the fact
that only nodes remaining at the next level are aggregation actors at the current
one we have that the number of nodes remaining at the next level is equal to
number of aggregation actors in a group times the number of aggregation groups
at the current level. If we have x nodes left at the current level, they form x

g
groups and each group has a aggregations actors, meaning there is x

g a nodes
left at the next level. We also know that the final level has the number of nodes
left at most equal to the size of an aggregation group. From this we can write
equation N(a

g )l = g where l is the number of levels in the aggregation tree. By

solving it we get l = log g
a

N
g .

Now, we can calculate the cost of each stage. Firstly, each aggregation
participant creates a additive secret shares from its data and sends a share
to each actor of its group at the current level, both costing O(a). After an
aggregation actor receives the shares, it sums them, and since the number of
aggregation participants in a group is g there are g additive shares received by
each actor and they can be aggregated in O(g). These operations are done in
parallel by nodes on a level and therefore, the cost of a single level is O(a +
g). Since there is log g

a

N
g levels, the total cost of the first stage is O((a +

g) log g
a

N
g ). In the second stage, there is a aggregation actors that send each

other partial aggregates they received and sum the received afterwards. Both
of these operations are done in O(a) and in parallel by the actors, meaning the
total cost of the second stage is O(a). Finally, in the third stage, we have each
node sending the resulting model to all aggregation participants in the groups
the node plays a role of aggregation actor. A node can be aggregation actor in
at most l groups (1 on each level), and each group has roughly g participants.
Since this can be done in parallel by all nodes, the cost of the third stage is
O(l g) = O(g log g

a

N
g ).

By adding the costs of all stages we get that the total computation overhead
of the protocol is

O

(
(a+ g) log g

a

N

g

)
.

Theorem 1 reveals the dependency of aggregation overhead on the way ag-
gregation tree is generated and can help us optimize the protocol in order to
reduce it. However, even for a simple selection of parameters, e.g. g = 4 and
a = 2 we get that the overhead of the protocol is O(logN), which is significantly
better than the previous work. In general, g and a are in practice supposed to
be so small compared to N that the dominant factor in the overhead would
always be log g

a

N
g for large N .
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Combining Theorem 1 and Observation 1 reveals a unique trade-off. Ob-
servation 1 tells that having higher number of aggregation actors in a group
is beneficial for privacy. However, increasing the number of aggregation actors
while keeping the number of aggregation participants constant, decreases the
base of the logarithm in the overhead, as well as the factor a+ g, which results
in the higher overhead. In turn, decreasing the base of the logarithm requires
increasing the number of aggregation participants, which additionally increases
the factor a+ g. Therefore, the optimization of the protocol is not straightfor-
ward and in practice would require a lot of testing to get right. Keeping these
things in mind while using the protocol is critical and setting them properly is
highly dependant on an use case.

4 Implementation

In this section we discuss a prototype implementation of the introduced protocol.
The code is available at https://github.com/mvujas/HyperAggregate.

The prototype is implemented in Python. The code is organized in several
subpackages many of which depend on each other, two main being client and
server subpackage which implement client and server logic respectively. Other
packages are netutils that implements classes that simplify network communi-
cation; aggregation profiles that offers to a programmer an easy-to-use in-
terface for representing aggregation logic, data preparation before sending over
network and splitting data into shares; and finally there is subpackage shared

that collects model classes and functionality shared by client and server side
that doesn’t fit into neither netutils nor aggregation profiles.

4.1 Network communication

Network communication is done using library ZeroMQ1. We provide a class that
offers functionality of receiving and sending messages to anybody. Despite hav-
ing a server we use this class on peers, as well as the server, the reason being
relatively simple: servers usually use request-response pattern, i.e. they wait
for a request and respond to it immediately when it comes, however, in our case
the server also waits for enough peers to sign up for aggregation, then gener-
ates an aggregation tree and contacts the signed up peers to notify them about
the structure of the tree. This requirements go out of the way of the standard
request-response pattern and are more similar to the way peers communicate
between each other. The socket abstraction class, ZMQDirectSocket follows
synchronous programming model, meaning it exploits multithreading and mul-
tiprocessing in order to wait for incoming messages in parallel to the execution
of the rest of the code. Every instance of this class creates and starts a new
process and a thread: the process runs in an infinite loop waiting for messages to
come, when a message comes it is pushed to a queue. The given queue is visible
to the main process and the created thread can access it. The thread runs an

1https://zeromq.org/
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infinite loop and whenever a new message is available in the queue the thread
gets it and calls a callback function on it. This callback function is passed to
the instance of the class upon its creation. We note that the usage of a thread
instead of a process for message processing is important as threads created by
the main process share memory with it, while processes use a separate memory,
therefore making it easier for threads to work with objects that are already in
the memory of the main process. The question that may arise is why is a pro-
cess used for receiving and a thread for processing messages instead of having a
single thread that would do the both. When a message is received it is put to a
buffer of a small limited size until it’s read. If we used only a single thread for
both after receiving a message the thread would run the callback function. The
callback function may run for a long time and in the meantime many more mes-
sages could come causing an overflow of the buffer and as the result we would
have a loss of data which we try to avoid by using the described architecture.

Messages are Python objects that are serialized before sending. Each mes-
sage has a type. For every type there is a specific callback that handles it. A
group of classes called message routers are responsible for identifying the cor-
rect callback to call based on the type of a message. The main server and client
class, SchedulingServer and PrivacyPreservingAggregator respectively, are
both subclasses of the base message router. This can be seen in Figure 1 which
displays the most important parts of the system using a class diagram.

Figure 1: Simplified class diagram of the system
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4.2 Server

The server is there with a single purpose described in the protocol: It waits
for enough peers, in this implementation called clients, to sign up for aggre-
gation. The number of peers that have to sign up for aggregation before the
server starts generating an aggregation tree is called target size and it is speci-
fied upon creation of the server object. The server also accepts parameters used
for tree generation, namely group size and the number of actors in each group.
Aggregation tree is generated by randomly partitioning the set of peers partic-
ipating in the aggregation in groups of size specified by the parameter group
size. For each aggregation group the specified number of actors is picked from
the aggregation participants on this level. Aggregation participants of the next
levels are aggregation actors of this one. This is repeated until no more than a
single group can be generated from the available participants. The generation
of the tree terminates only if at each level there is less participants than at the
previous or if there is only one level with a single group. Because of this group
size must either be equal to the target size or higher than the number of actors
in each group.

When the generation of a tree is done the server sends to each peer that
has signed up for the aggregation groups that the peer is in either as an ag-
gregation actor or an aggregation participant, as well as an aggregation profile
telling the peer how to do some parts of the aggregation. The peers are also
sent an identifier for aggregation which they use to make distinction between
messages that are late from previous aggregations they have participated in and
the aggregation they are doing at the moment.

4.3 Aggregation profiles

Aggregation can be done in many different ways on many different types and
there is no generic way to make a single logic that will work for all. For example,
additive secret sharing is only one type of secret sharing, however, we may at
some point want to use a different secret sharing scheme that creates shares
out of data in a different way and as well uses a different operation other than
addition to aggregate these shares. Aggregation profiles offer flexibility to a
programmer to implement another secret sharing schemes, as well as work with
different types or prepare aggregates differently for the transport over network.
An aggregation profile requires implementation of several methods:

• A method that transforms data into the format in which we intend to send
it over network. This format doesn’t have to be a low level format since
the data object will be serialized by the code itself.

• A method that transforms data from the format in which we intend to
send it over network into the format which can be used by application.

• A method that creates a list of shares from data in the format in which
we intend to send it over network such that the resulting shares are in the
same format.
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• A method that aggregates shares in format we intend to send them over
network and produces result in the same format.

As it can be seen most of these methods work on data in the format in which we
intend to send it over network. This way we avoid an overhead of unnecessarily
converting data back and forth between the two formats during aggregation.
Instead at the start of aggregation all peers doing aggregation transform their
data chunk into the format specified for sending over network, and all operations
are done on it while in this format. Only at the end, when the resulting aggregate
is received it is transformed back.

As an example, we provide an aggregation profile that defines averaging of
PyTorch2 models, precisely their state dictionaries, using additive secret sharing.
State dictionaries are prepared by converting tensors of type float correspond-
ing to layers of the model into numpy3 arrays of type int64. The conversion
is done by multiplying each entry with 10 brought to a parameterized degree,
so that only certain number of decimals is preserved. The degree is equal for
all tensors and for all peers participating in the same aggregation. We assume
parameters of the model aren’t too small nor too big to have a significant loss
of information in this process. Even if this is the case it is assumed that pro-
grammer will take care of this before aggregation, as this is usually an indicator
of a bad model prone to overfitting. The preparation is done by pairing the
resulting state dictionary of numpy arrays with an integer equal to 1 making a
2-element tuple. We create additive shares of a number by picking uniformly
pseudo-random values in int64 range as shares until there is one share left to
create, it is calculated by subtracting the sum of the selected values from the
input number. Additive shares of an array are calculated similarly: we gener-
ate arrays of the same size as the input array with values picked in uniformly
pseudo-random way from int64 range, the final share is calculated by subtract-
ing the sum of selected shares from the input array. The result of creating shares
on our prepared format is a list of 2-element tuples where the first element is a
state dictionary of numpy arrays such that if we sum corresponding arrays for
each share under their keys of the dictionary we get the starting state dictionary.
The other element is a just a number split among shares in the aforementioned
way. The aggregation of a set of shares is done by summing arrays of all shares
under corresponding entries of their state dictionaries, while the second element
of the tuple is obtained by summing the second element of all shares. After
aggregation is done the final result is transformed back by dividing each value
of each array in the state dictionary by the second element of the tuple and
converting them back into PyTorch tensors of type float in the reversed pro-
cess of the one already explained. Note that the second element of the tuple
is at the end equal to the number of peers that participated in the aggregation
as all of the peers set it to be equal to 1 at the start. Therefore, the resulting
state dictionary is equal to the average of state dictionaries of all peers that
participated in the aggregation.

2https://pytorch.org/
3https://numpy.org/
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4.4 Client

Client side closely follows the protocol introduced in Section 3, however, it adds
few optimizations on top of it.

If we think back about downward phase of the protocol we would realise that
there is an excessive number of messages sent that are not necessary: each peer
sends the aggregated model to all aggregation participants of the groups that it
plays a role of aggregation actor in, meaning that each aggregation participant
receives the same model from every aggregation actor in a group, repeated for
each group it is in as aggregation participant. Therefore, whenever a participant
receives the aggregated model it sends a message that it doesn’t need it anymore
to all aggregation actors of groups it is an aggregation participant in starting
from the top of the tree. Before sending the model in downward phase to an
aggregation participant, an aggregation actor first checks whether it has received
a message from the participant telling the actor that the participant doesn’t
need the model, and if that is the case the actor aborts sending the model to
the participant.

Client side works in a synchronous manner from outside the class, mean-
ing that when a thread from outside calls the method that does aggregation,
the execution of the code after this call continues only when the result of the
aggregation is returned. There are 4 states a client could be in:

• The client isn’t doing aggregation, nor is signed up for any.

• The client sent a request to sign up for aggregation, and waits a response
from the server to confirm whether the sign-up was successful.

• The client has signed up for aggregation successfully, but waits for the
server to send it an aggregation tree for the aggregation.

• The client has obtained an aggregation tree and is doing the aggregation
with other peers.

4.5 Middleware

This protocol was built as a part of a bigger project called DeAI4, a system for de-
centralized machine learning, that unlike the protocol is written in JavaScript.

In order to enable the use of the protocol from JavaScript we provide a
middleware that takes the task of translating calls from JavaScript to Python.
The translation is accomplished by having a Python server visible only locally
and running client side aggregation logic. When making a call from JavaScript

it sends a request with a model to the Python server, which further contacts
the aggregation server signing up for aggregation and later doing the aggrega-
tion upon receiving an aggregation tree. After receiving the final result of the
aggregation the Python server responds to the request by returning the aggre-
gated model back to the JavaScript client. These two sides of middleware

4https://github.com/epfml/DeAI
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may use different libraries to work with models meaning that the same models
could be represented in a different way. For this reason, all models exchanged
between the JavaScript client and the Python server must be in a predefined
intermediate format.

5 Results and discussion

In this section we benchmark and discuss the performance of the protocol, as
well as the overhead the middleware adds on top of it.

The benchmarks are done on MNIST [8] dataset which contains 28 × 28
grayscale images of handwritten digits. It is split into 60000 training and 10000
test images. The training data is split uniformly among all peers in equal shares.
The benchmarks are done on a single 16 GB memory machine, meaning there
is no speed of network to take into account, while the performance of CPU is
significantly hindered due to multiple peers being run in parallel and sharing
CPU time. Besides the CPU, the programs also share the same memory, which
in some of the tests with a high number of peers causes the memory to become
full and forcing the machine to use virtual memory, in turn slowing aggregation.
The tests that caused this occurrence will be noted. The benchmarks are done
on a six layer neural network with input of size 28 × 28 with layers in the
following order:

• Convolutional layer with 32 output channels, kernel size 3× 3 and stride
1× 1 followed by ReLU activation function

• Convolutional layer with 64 output channels, kernel size 3× 3 and stride
1× 1 followed by ReLU activation function

• Max pooling layer with kernel size 2× 2

• Dropout layer with probability of zeroing an element equal to 0.25

• Dense layer with 128 output neurons followed by ReLU activation function

• Dropout layer with probability of zeroing an element equal to 0.5

• Dense layer with 10 output neurons followed by ReLU activation function

In the first set of tests we measure the amount of time it takes between
receiving an aggregation tree from the server and obtaining the result of aggre-
gation. We also compare these times with the amount of time it takes for one
of the simplest decentralized secure aggregation protocols with additive secret
sharing to do aggregation with the same number of peers. The aforementioned
protocol works by having each of the peers participating in aggregation split
their model into the number of additive shares equal to the number of peers
and sending a share to each of them. In the next step, each peer sums up the
shares it received and sends the result to all other peers. Finally, peers sum up
all results they received in the second step and this sum is equal to the sum
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of all models. For convenience, we will call this protocol A2A protocol, and it
just so happens that our protocol is a generalization of this one. By generating
an aggregation tree with a single aggregation group where all peers are both
aggregation actors and aggregation participants we have our protocol working
just like A2A protocol. The mean time of aggregation is obtained over 100
times it took to do aggregations recorded by peers. The times are measured
with 3, 6, 12, 16, 24, 30, 36, 42, 51 and 60 peers.

Figure 2: Comparison of the effect the number of peers have on the time of
aggregation between our protocol and A2A protocol

As it can be seen in Figure 2, our algorithm performs significantly better than
A2A protocol, however, we note that in both cases we have virtual memory
coming in play, at 24 in case of A2A and at 51 and 60 in case of our protocol.
We note that from the way the tests are performed the instances running in
parallel share resources: memory, CPU time. Meaning, that the protocols run
the number of peers times slower than they would otherwise if all peers had
their own resources. Therefore, we should also look at Figure 3 which shows the
time of aggregation divided by the number of peers. The figure shows a curve
that closely resembles a line and the logarithmic curve, however it requires
benchmarking with a higher number of peers in the environment not affected
by limited memory in order to see which of these curves it actually is.

Our protocol is designed for secure aggregation with a high number of peers.
However, instead of doing a single aggregation with all peers, it also makes sense
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Figure 3: The effect the number of peers have on the time of aggregation divided
by the number of peers for our protocol

to do many aggregations with very few peers. The benefit of doing many small
aggregations is that each aggregation takes less time, however by aggregating all
models, the resulting one will benefit from all data, while in small aggregations
the resulting models will depend mostly on the data the models of peers in
aggregation have been trained on. The idea is that if a peer participates in
many small aggregations with different peers every time eventually the model
would benefit from the data of all peers. We test this by comparing the mean
number of iterations it takes a peer to reach 98% accuracy on MNIST dataset
in both cases. The mean is calculated over all peers that started the given test,
e.g. if 15 peers started a test the mean is calculated by averaging values each
of them got. The results are shown in Figure 4. As we can see the difference at
the start is relatively small and starts growing with the total number of peers,
however the proportion between the two doesn’t seem to change significantly.
Keeping in mind that the time it takes for an aggregation with 3 peers stays
constant, while the time for a single aggregation with all peers grows with the
number of them, this implies that it is beneficial to do many small aggregations
rather than big ones in order to reach target accuracy faster. It is important to
note that we do not test the best possible accuracy each approach can achieve,
but rather how fast they can reach an arguably high accuracy.

Finally, we measure the overhead the middleware adds on top of aggregation
time. This is tested with 3 peers by aggregating simple two layer neural networks
having only dense layers of size 2 × 100 and 100 × 1 respectively. We obtain
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Figure 4: Comparison of the number of iterations it takes to reach 98% accuracy
on MNIST dataset between a single aggregation with all peers and many small
aggregation with 3 peers each
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that time between receiving an aggregation tree and calculating the result of
the aggregation on average takes 0.1015 seconds; peers on average spend 0.0455
seconds waiting for an aggregation tree after signing up for aggregation; while
the middleware adds overhead of only 0.0067 seconds on average. In the real
world scenario the majority of time would be spent waiting for enough peers to
sign up for aggregation, as we use a script to start all peers at the same time, and
the time of aggregation itself would take much longer due to network bandwidth
which is a bottleneck in real world. Unlike the other two values, the middleware
overhead stays the same as in the test as both sides of the middleware run locally
and therefore aren’t subject to network bandwidth. This results show that the
overhead of the middleware is insignificant compared to the time it takes for the
rest of aggregation, to the degree that the use of the middleware likely wouldn’t
be noticed at all by a human observer.

6 Future work

We’ve seen the protocol and the proof of concept confirming that the protocol
works. However, there are still aspects of the protocol we haven’t discussed
mainly as they still require improvements and polishing. The aims of the future
work should be in the areas of handling peers dropping out during aggregation
and eliminating the need for a central server in aggregation tree generation.

Working in network environment is tricky and having users drop out or not
being available is inevitable. Therefore, in order to use the protocol in prac-
tice it must be robust enough to deal with these scenarios without losing much
efficiency. The naive approach of dealing with the issue would be to restart
aggregation with the remaining nodes whenever a node drops out. The appli-
cability of this approach highly depends on the ratio between the probability
that a peer disconnects during an aggregation and the number of peers in the
aggregation. For example, if the probability is small as well as the number of
peers in the aggregation, the aggregation likely won’t even restart at all, while
if the probability is high as well as the number of peers the aggregation may
repeat many times. However, the purpose of creating this protocol was doing
aggregation with an extremely high number of peers and in such environment
even the small probability would likely cause multiple repetitions. A possible so-
lution would probably require dealing with a peer dropping out differently in the
groups it plays a role of aggregation actor compared to those in which it plays
a role of aggregation participant. For example, the aggregation actors of an
aggregation group could do an intersection of all aggregation participants in the
group they received a share from and only keep shares from those participants
that all of them have received a share from. This approach works for level 1,
however, in order to apply it on higher level it would require special tree organi-
zation such that aggregation actors of a group at one level must be aggregation
participants in the same group at the next level. This way the aggregation
actors of the latter could check whether all of them received a share from all
aggregation actors of the group at the previous level and keep their shares only
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if this is the case. Handling aggregation actors dropping could be done either
by using a secret sharing scheme that offers possibility of existence of redundant
shares, such as Shamir secret sharing [9], or having backup aggregation actors
that would replace aggregation actors that drop out.

We have to assume certain degree of trust in the central server as it plays
the key role in generation of aggregation trees and the current version of the
protocol doesn’t have a way to make sure that the resulting tree is truly pseudo
random and not manipulated in any way. This raises a question of possibility of
the server colluding with peers in an aggregation. Observation 1 always holds,
however even if there is a number of colluding peers higher than the threshold
there is still a probability that the colluding peers will not end up as the aggre-
gation actors in the same group and therefore won’t be able to learn anything.
However, by colluding with the server the tree could be manipulated in such
way that would make this attack unavoidable. For this reason, there should
either be a way the server can prove that an aggregation tree was generated in a
truly pseudo-random process or remove the server altogether and come up with
a way for peers to self organize into an aggregation tree instead.

7 Conclusion

This report introduces a novel parameterizable secure aggregation protocol
aimed for use in decentralized machine learning with an extremely high number
of nodes and it can be tuned for resistance to collusion, as well as aggregation
overhead. The protocol doesn’t support peers dropping out during aggregation.

Benchmarks performed on a prototype implementation of the protocol show
significant improvement compared to a really simple secure aggregation scheme,
as well as that doing many aggregations with a small number of peers might be
less time consuming way of achieving high accuracy than doing big aggregations
with all peers.
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