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Abstract

Coding techniques have been well studied and used for improving communication quality
by combating noise and mitigating interference. Recently, it has been shown that the same
coding techniques can also be exploited to further improve communication performance and
provide specific communication features even when the communication channel is ideal. In
this thesis, we study two problems where coding techniques are used for improving communi-
cations in distributed systems and protecting the privacy of the client from untrusted servers,
respectively.

The first part of this thesis studies the cooperative data exchange problem for fully connected
networks. While many previous studies have shown that the problem can be solved by algo-
rithms based on submodular function minimization, we tackle this problem via a concept we
refer to as "conditioning basis", which is closely linked to linear coding schemes with particu-
lar additional properties. We show that such special linear coding schemes are optimal for the
cooperative data exchange problem. Hence, by searching the existence of such a conditioning
basis and special linear coding schemes, we can solve this problem with lower complexity.
We propose a deterministic algorithm for this problem and briefly show how to construct the
optimal linear coding schemes starting from a Vandermonde matrix. Moreover, we show that
our new method can be used to solve two generalized problems, which are cooperative data
exchange with weighted cost and successive local omniscience problems.

The second part of this thesis investigates the problem of private information retrieval with
side information. Specifically, three different extensions are studied: multi-message, multi-
server, and multi-user, respectively. For each problem, we provide a proof of the converse
for the download rate as well as propose efficient approaches to construct optimal coding
schemes. For multi-message and multi-server cases, we give closed-form expressions for
the download rates and introduce two useful tools, conditioning answer string and virtual
private information, to analyze the problem. For multi-user cases, we show that the optimal
download rate can be obtained by solving an optimization problem over all partitions of the
total number of messages and propose a novel algorithm based on dynamic programming to
solve the optimization problem.

Keywords: cooperative data exchange, maximum distance separable codes, linear codes,
private information retrieval, information-theoretic privacy, multi-message, multi-server,
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Résumé

Les techniques de codage ont été bien étudiées et utilisées pour améliorer la qualité de la
communication en luttant contre le bruit et en atténuant les interférences. REcemment, il a
été démontré que les mémes techniques de codage peuvent également étre exploitées pour
améliorer encore les performances de communication et fournir des fonctionnalités de com-
munication spécifiques méme lorsque le canal de communication est idéal. Dans cette these,
nous étudions deux problémes ot les techniques de codage sont utilisées pour améliorer les
communications dans les systemes distribués et protéger la confidentialité du client contre
les serveurs non fiables, respectivement.

La premieére partie de cette thése étudie le probleme de I'échange coopératif de données
pour des réseaux entierement connectés. Alors que de nombreuses études précédentes ont
montré que le probleme peut étre résolu par des algorithmes basés sur la minimisation de la
fonction submodulaire, nous abordons ce probleme via un concept que nous appelons "base
de conditionnement", qui est étroitement lié aux schémas de codage linéaire avec des proprié-
tés supplémentaires particulieres. Nous montrons que de tels schémas spéciaux de codage
linéaire sont optimaux pour le probléeme d’échange de données coopératif. Par conséquent, en
recherchant |'existence d'une telle base de conditionnement et de schémas de codage linéaire
spéciaux, nous pouvons résoudre ce probléme avec une complexité moindre. Nous proposons
un algorithme déterministe pour ce probleme et montrons brievement comment construire
les schémas de codage linéaire optimaux a partir d'une matrice de Vandermonde. De plus,
nous montrons que notre nouvelle méthode peut étre utilisée pour résoudre deux problémes
généralisés, qui sont I'’échange de données coopératif a cotit pondéré et les problemes d’omni-
science locale successifs.

La deuxieme partie de cette thése examine le probleme de la recherche d’informations pri-
vées avec des informations secondaires. Plus précisément, trois extensions différentes sont
étudiées : multi-message, multi-serveur et multi-utilisateur, respectivement. Pour chaque
probléme, nous fournissons une preuve de I'inverse du taux de téléchargement et proposons
des approches efficaces pour construire des schémas de codage optimaux. Pour les cas multi-
messages et multi-serveurs, nous donnons des expressions de forme fermée pour les taux de
téléchargement et introduisons deux outils utiles, it conditioning answer string et it virtual
private information, pour analyser le probleme. Pour les cas multi-utilisateurs, nous montrons
que le taux de téléchargement optimal peut étre obtenu en résolvant un probléme d’optimisa-



Résumé

tion sur toutes les partitions du nombre total de messages et proposons un nouvel algorithme
basé sur une programmation dynamique pour résoudre le probléme d’optimisation.

Mots clefs: échange de données coopératif, codes séparables a distance maximale, codes
linéaires, récupération d’informations privées, confidentialité de la théorie de I'information,
multi-message, multi-serveur, multi-utilisateur.
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|§ Introduction

After the fundamental limits of the point-to-point communication were established by Shan-
non [1], over the last seven decades, communication technologies have developed expedi-
tiously and changed our daily life comprehensively. We have witnessed a proliferation of
researches and studies about making communication faster (higher data rate) and more reli-
able (better noise tolerance). As the number of participants in communication is increasing in
many applications, the potential of cooperative communications has attracted hefty attention.
In particular, for distributed storage systems, the servers have to periodically synchronize their
local data with each other. An efficient communication protocol for such synchronization
requires the servers to generate transmissions cooperatively. And this is the first problem we
study in this thesis, Cooperative Data Exchange. Besides the speed and reliability of communi-
cation, safety and privacy in communication have become increasingly important than ever
before. In the current data era, many data analysis techniques are invented and improved,
which conversely grows the demand for secure and private communication. The second
problem investigated in this thesis, Private Information Retrieval, is about protecting the
privacy of the client(s) from the untrusted servers.

1.1 Cooperative Data Exchange

Consider a fully connected network composed of N nodes that all want to recover a file
consisting of K packets. Each node initially only has a subset of the packets. Each node can
generate coded packets by using its locally available packets and transmit them to other nodes
through alossless broadcast channel, i.e. all other nodes receive the coded packets. The goal is
for each node to assemble the full file. The key questions are: (1) What is the minimum number
of required transmissions? (2) What should individual nodes transmit? This problem was
introduced by El Rouayheb et al. in [2] and is referred to as Cooperative Data Exchange (CDE)
for the fully connected network. The data exchange problem is also related to the problem of
secret key generation introduced by Csiszar et al. in [3]. Concerning the minimum number
of required transmissions, upper and lower bounds were established in [2]. A deterministic
algorithm was proposed to produce a coding scheme which achieves universal recovery
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using at most twice the minimum number of required transmissions. The CDE problem can
be formulated as an Integer Linear Program (ILP) with the Slepian-Wolf constraints on all
proper subsets of the nodes’ available packet information. A randomized algorithm [4] and
a deterministic algorithm [5] were proposed to give an approximate solution and optimal
solution to the CDE problem. We note that the number of constraints in the ILP at hand grows
exponentially with the problem size. Nevertheless, exact polynomial-time algorithms were
found in [5, 6, 7, 8] based on minimizing submodular functions and subgradient optimization.
It was also shown that the total number of transmissions can be reduced if each packet is
split into sub-packets (resulting in non-integer rates), but that splitting into N — 1 sub-packets
is sufficient to attain optimal performance [7, 9]. Therefore, we may simply consider the
sub-packets to be our packets and it is unnecessary to explicitly discuss the case of split
packets.

The CDE problem was extended to general network topologies, and it was shown that linear
codes are sufficient to optimally solve the CDE problem in [7, 10]. However, the same work
also revealed that for arbitrarily connected networks, the CDE problem is NP-hard and cannot
be solved exactly with polynomial-time algorithms. Many extensions of the CDE problem
have also been studied. In [11], the nodes are divided into two classes, high and low priority.
The resulting CDE problem with priorities was formulated as a multi-objective integer linear
program. Assuming a uniformly random packet distribution and restricting to the limit as
the number of packets tends to infinity, a closed-form expression for the minimal number of
required transmissions was derived. In [12], successive omniscience is studied, where subsets
of users first recover packets within each subset and then recover packets of users in other
subsets. In [6, 13], transmissions sent by different nodes are considered to have different costs.
Instead of minimizing the total number of transmissions, the goal becomes minimizing the
total cost, i.e., a weighted sum of the transmissions. To solve the CDE problem with weighted
cost, a deterministic polynomial algorithm based on submodular function minimization
was proposed in [6], while a randomized greedy algorithm was proposed in [13]. In [7, 9], it
is assumed that each packet can be split into the same number of smaller chunks and the
optimization goal is minimizing the normalized total number of transmissions. Intuitively,
the larger the number of chunks we split each packet into, the smaller the normalized total
number of transmissions that can be achieved, and it has been proved that it is sufficient to
split each packet into N —1 chunks. In [14], the nodes are divided into two classes, reliable and
unreliable. For unreliable nodes, the initially available packets are unknown (but it is known
how many packets they have) and the packet transmissions are subject to arbitrary erasures. A
closed-form expression for the minimal number of transmissions for the case of only a single
unreliable node was derived with probability approaching 1 as the number of packets tends to
infinity. For more than one unreliable node, an approximate solution was provided.

The CDE problem for the fully connected network is also related to the secret key generation
problem, which was introduced in [3] and was formulated as a maximization problem over all
partitions of the set of nodes. Tyagi et al. [15] leveraged this to derive an algorithm that achieves
local omniscience in each step and outputs a solution for secret key generation. Courtade et
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al. studied the CDE problem with the goal of generating secret key in [16]. The weakly secure
data exchange problem was introduced in [17, 18]. The goal is to achieve universal recovery
while revealing as little information as possible. In contrast to the coding scheme in [17] in
which each transmission is a linear combination of as many packets as possible, our scheme
considers a fixed number of packets for every transmission.

Contributions

In the cooperative data exchange part of this thesis, we study the CDE problem for the fully
connected network from a new perspective. Our main contributions can be summarized as
follows:

1. We present a new deterministic algorithm to compute the minimal number of required
transmissions. It is based on searching for the existence of certain conditional bases
of the packet distribution matrix. The complexity is bounded by @ (N3K3log(K)), sig-
nificantly lower than the complexity of the best known existing algorithms proposed
in [6] based on minimizing submodular functions G ((N°K3 + N”)log(K)) and based on
subgradient methods @ ((N*log(N) + N*K3)K?log(K)).

2. We establish the existence of coding schemes with the special property that each trans-
mission is a linear combination of exactly d + 1 packets, for any 0 < d < K. The scheme
involves a total of K — d transmissions and enables all nodes with at least d packets to
recover their missing packets (irrespective of which d packets they had to begin with).
The proposed scheme works if coding occurs over a finite field of large enough size, and
is related to distributed Reed-Solomon codes. Using a standard approach, we briefly
show that the scheme can be constructed deterministically from Vandermonde matrices.
Note that the equally important question concerning the existence of coding schemes
restricted to computations over small finite fields is left open.

3. We extend our approach to the CDE problem with a weighted cost objective function
and to the successive local omniscience problem. For the former, the minimal number
of required transmissions can be found in complexity no larger than G (N 3K3 log(K)),
which is the same as the CDE problem without weighted cost in Item (1) above. For
the successive local omniscience problem with M priority groups, our method has
complexity bounded by @ (N3K3log(K)). For both problems, the coding schemes are
constructed by analogy to the basic CDE problem, and the consideration is again limited
to the case of computations over sufficiently large finite fields.

1.2 Private Information Retrieval

In the original Privet Information Retrieval (PIR) problem, one user wants to download one
message from a database which is stored at a single server, while keeping the index of the
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desired message private from the server. The user generates and sends queries to the server
and the server replies coded messages as the user requests. PIR requires that the server is
not able to infer any information about the index of the message which the user wants to
download. To find the optimal solutions to the PIR problem, we need to find the minimum
number of required download bits which should be sent to the user by the server and construct
the optimal coding schemes which can be used by the user to decode the demand message
and reveal no information about the index of demand message to the servers.

The PIR problem was first introduced from the perspective of computational complexity [19,
20]. In recent years, we have witnessed an escalation of studies of the PIR problem from
an information-theoretic point of view [21, 22, 23]. To achieve information-theoretic pri-
vacy in the original PIR problem, the user has to download all messages of the database.
If one assumes that the database is stored in multiple servers, the problem becomes more
interesting and has attracted considerable attention. By exploiting the advantages of repli-
cations of the database in multiple non-colluding servers, private information retrieval can
be achieved without downloading all messages and the information-theoretic capacity of
this problem is characterized in [22]. Many variations of PIR have been studied by ensuing
work, including databases coded by erasure codes [24, 25, 26, 27, 28, 29, 30, 31, 32], partially
colluding or adversarial servers [23, 24, 33, 34, 35, 36, 37, 38], symmetric PIR [39, 40, 41], side
information messages available at users [42, 43, 44, 45, 46, 47, 48, 49], cache aided side infor-
mation [50, 51, 52], multiple messages [53, 54, 55, 56], multi-user [44, 57], and private function
computation [58, 59].

The problem of PIR with side information was first studied in [42], where the user wants
to download one message from a single server while it already has some messages as side
information. Two types of privacy were defined: (i) W-Privacy: only the index of demand
message should be private and (ii) (W, S)-Privacy: both indices of demand and side infor-
mation messages should be private, which is also referred to as private side information in
other works [43, 45]. The minimum number of required transmissions and the optimal coding
scheme for single-server cases for both W-Privacy and (W, S)-Privacy were found in [42]. For
the multi-server extension of PIR with side information, (W, S)-Privacy problem was solved
in [43, 60]. For the W-Privacy problem, a novel PIR coding scheme based on super-messages
was proposed in [42], though without proof of optimality. In PIR with side information, the
user is assumed to have complete messages as side information, which was later extended
to the cases where linearly coded messages can be the side information [46, 60]. Recently,
the single-server PIR with side information has been shown to be closely related to locally
recoverable codes [61].

In [53], Banawan and Ulukus consider the problem that the user wants to download multiple
messages from multiple servers, but there is no side information at the user. In [54], Shariat-
panahi et al. study the multi-message PIR problem with side information and the user wants
to protect both the privacy of the indices of demand messages and of the side information
messages. In our problem, the user is only interested in protecting the privacy of the indices of
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the demand messages, which is a more challenging problem than protecting both the indices
of the demand and side information messages. The single-server multi-message PIR with side
information problem is studied concurrently in [56].

Contributions

In the private information retrieval part of this thesis, we study three different extensions of PIR
with side information, which are single-server multi-message, multi-server single-message,
and single-server multi-user. Our main contributions can be summarized as follows:

1. Single-server Multi-message PIR with Side Information: We present a closed-form
expression for the minimum number of required download bits and propose a novel
method to construct optimal coding schemes. Hence, we establish the capacity for the
single-server multi-message PIR with side information problem. We also show that the
trivial MDS coding scheme with K — M normalized number of download bits is optimal
when N > M or N>+ N = K- M". We introduced a novel conception, conditional answer
string, which captures the special property of PIR with side information and is used in
deriving the converse bound.

2. Multi-server Single-message PIR with Side Information: We prove an information-
theoretic converse bound for the capacity of multi-server single-message PIR with
side information and W-Privacy. The coding scheme proposed in [42] matches our
converse bound. Thus, our work establishes the capacity of this problem. When the
number of servers equals 1, our result matches the capacity of single-server PIR with side
information and W -Privacy characterized in [42]. When the number of side information
message equals 0, our result matches the capacity of multi-server PIR without side
information characterized in [22]. We introduce a novel conception that we refer to
as virtual side information, which represent the multi-server effect in PIR with side
information and is used in the proof of the converse bound.

3. Single-server Multi-user PIR with Side Information: We derive necessary conditions
for linear coding schemes that satisfy the privacy condition of the PIR problem for
the single-server multi-user cases. Based on these necessary conditions, we give an
achievable lower bound on the number of required transmissions for generating linear
coding schemes. We present a novel method to construct linear coding schemes that
satisfy the requirements of PIR and use the minimal number of transmissions. Our proof
method has two steps: we first partition the messages into several subsets and then
generate linear combinations of messages within each subset. We show that the search
over all message partitions can be carried out via a dynamic programming algorithm of
complexity G (K 2,

1 K is the total number of messages, M is the number of side information messages, and N is the number of
demand messages.
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1.3 Notations

For any vector X, the i-th entry of X is denoted as X;. For two integer i < j, the notation
i: j denotes the integer set {i,i +1,..., j}. We denote random variables and their realizations
by bold-face and regular letters, respectively. We denote probability, conditional probability,
(Shannon) Entropy, conditional entropy and mutual information by Pr(-), Pr(-|-), H(-), H(:|)
and I(-]-). For any integer i < j, let Wl.j = U{:i{Wl}. The ceiling and floor operator are denoted
by [-] and |-], respectively. More definitions for locally used notations are given in each section.
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Cooperative data exchange and private information retrieval are very fresh topics in network
information theory. To solve them, we require knowledge from both information theory and
coding theory. In this chapter, we give some necessary background information on both
topics as well as the maximum distance separable codes, which are closely related to both
cooperative data exchange and private information retrieval.

2.1 Maximum Distance Separable Matrix

In coding theory, the Singleton bound [62] indicates that for any linear code €6 over a finite
field 4, with block length n, dimension k and minimum distance d, the maximum number of
codewords satisfies

g~ < g, 2.1)
Equivalently, the minimum distance d satisfies
d<n-k+1. (2.2)

The linear codes which achieve equality in Equation (2.2) are referred to as the Maximum
Distance Separable (MDS) codes. The most widely used examples of MDS codes are the Reed-
Solomon codes. Let G denote the generator matrix of any MDS code. Then one of the many use-
ful properties of G is that any k columns are linear independent. Let X = [X;, Xo,..., Xi]" € F’;
denote the message and the codewords for X, denoted by € (X) = [€(X)1, € (X)2,... B X) T,
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can be expressed as follows

[ ¢X), | T

(g(X) Gl,l G1,2 Gl,k Gl,n X1

2
B G2,1 G2,2 eee Ggyk . G2,n Xg 2.3)
€00, : : oo oo :
G G ... G ... G X
- %(X)n | R k,1 k,2 . k,k k,n ) k
G

If we know any n — k symbols in the message X, then the other symbols can be fully recovered
from the codeword ¢ (X). The matrix G is also called the MDS matrix, which will be used in

both cooperative data exchange and private information retrieval problems.

2.2 CDE based on Submodular Function Minimization

In the cooperative data exchange for the fully connected network problem, the N clients want
to cooperatively recover a common file consisting of K packets. Each client initially has some
packets as side information, and generates coded messages and sends them to other clients
by ideal broadcast channel. At the end of the communication, all clients should successfully
recover the file, which is referred to as universal recovery. For any i € {1,..., N}, let X; denote
the set of packets locally available at client i. Letr = [r1,72,...,7y] denote the rate vector.
Then for any subset of clients, .# < {1,..., N}, the number of collectively available packets is
| Uje.s X;|. Hence for clients in .# to fully recover the common file, they should receive at least
K —|Ujes X;| packets from the other clients. A sufficient and necessary condition for universal
recoveryisV.¢ C {1,...,N}:

Y rizK-|Uics Xil = Ujes XS] (2.4)
i€{l,...N}\.%
Since for ¢ = ¢ and ¥ = {1,..., N}, the numbers of required transmissions are K and 0,
respectively, the number of constraints is actually 2V — 2.

Definition 2.1 (Submodular Function). A set of function f : 2N — Z is submodular if VU,V <
{1,...,N}s.t.UNV £¢@:

O+ (V)= fWUUV)+fUNV) (2.5)

Let fﬁ (&) =B—-|Ujeys XZC |. It can be verified that the function fﬁ (.#) is submodular. In [6], it has
been shown that by using the Submodular Function Minimization (SFM), it is not necessary
to check all 2V — 2 constraints. The algorithm based on SFM can be used to check whether
any sum rate R = ry +--- + ry is feasible for universal recovery. Hence, the complexity of such
an approach depends on the complexity of SFM. The complexity of the currently best SFM
algorithm proposed by Orlin in [63] is @(N°K> + N°®). As the SEM needs to be used for all
clients and the binary searching method is used for finding the optimal sum rate, the overall

8
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complexity of the algorithm proposed in [6] is @(N(N°K® + N®)log(K)). Our (d,K)-Basis
method does not rely on SFM and has low complexity since we exploit the special structure
of the linear codes. We also note that the SFM is also an ongoing research topic, whose
complexity may be further reduced in the future.

2.3 Private Information Retrieval

While computational PIR can be achieved for single server scenarios by utilizing one-way
functions, the information-theoretical PIR for single server cases requires the download of
the full database. To make the problem nontrivial, two directions are considered: multiple
non-colluding or partially colluding servers PIR and single-server PIR with side information.

The notations widely used in PIR are not very trivial. Normally, we use Q'"! and A" to
denote the query and answer string generated for demand index W, respectively. Similarly,
in PIR with side information, we use Q5! and A"/ to denote the query and answer string
generated for demand index W and side information indices S, respectively. Since Q'"! (or
QWS is typically a stochastic function of W (or W, S), given W (or W, S), the user has to
randomly choose one query from multiple candidate queries. Thus, given W (or W, S), we
usually use Q[W] (or Q[W’S]) to denote the random variable of the query. Meanwhile, the answer
string AW (or AWS]) is a deterministic function of query Q[W] (or Q[W’S]) and all messages
X1,..., Xk. Since the messages are also random variables, denoted by Xj,...,Xk, only given
the query Q™I = Q™I (or QW'S) = QIW:5)) | the answer string is still a random variable, which
is denoted by A" (or A5,

The multi-server PIR requires each server individually should not be able to infer any informa-
tion about the demand index from the query and answer string. In multi-server PIR, for Server
j, the query Q}W] answer string AB.W] generated for W should also be possible generated for

another index W'. Hence, Q;W] and Q}W/] are actually indistinguishable from the Server j’s
perspective. Hence, in the derivation of the converse bounds for the capacity, the key step
is to replace Q}W] and A[].W] with Q;W] and AB.W ! respectively. Therefore, Q™1 and A™! are

identically distributed as QW' and A", respectively.

The single-server PIR with side information requires the server should not be able to infer any
information about the demand index. But the joint distribution of W and S is not needed to be
private. Hence, for any query Q'"'S! generated for W and S, for any other index W', there must
exist a corresponding §' such that Q'""$1 is indistinguishable from the server’s perspective.
The key step in the derivation of the converse bounds for the capacity for single-server PIR is
to replace Q"5 and AW'S! with QW"ST and AW"S1, respectively. Unlike the multi-server PIR
without side information cases, we note that Q'""S! and A!""! are not necessarily identically
distributed as Q[W"S’] and AW"S1 which is the main difference between the multi-server PIR
without side information and single-server PIR with side information.

In [49], the authors proved the converse for the capacity of single-server single-message PIR
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with side information by using the maximum acyclic induced graph, which is very clear and
nice. However, we want to mention that the converse can also be proved by using a similar
approach which is used in Chapter 4. For any specific query realization Q, suppose given Xs,),
message Xy, can be decoded from the answer string generated according to Q and additionally
messages in set Xy, can also be decoded, i.e.,

HXw,uy, 1A, Q=0Q,Xs,) =0. (2.6)

We use the notation Wy U U, to denote the union set {Wy} U Uy for ease of notations. The
number of download bits (D) can be computed as follows.

D=HA|IQ=0Q) 2.7
=HXw,utpus,» AlQ = Q) — HXwuuus, A Q= Q) (2.8)
=HXw,uu,us,1Q = Q) + HAIQ = Q, Xw,uu,us,) — HXw,uu,us, 1A, Q= Q) (2.9
=HXw,uu,us,) + HAIQ = Q,Xw,uu,us,) — HXs, 1A, Q= Q) (2.10)

According to the privacy condition, the server should not be able to infer the information
of the demand index. Hence for any index W; € {1,..., K} \ (Wy U Uy U Sp), there must exist
S1<{1,...,K}\ {W;} such that HXyw, 1A, Q = Q,Xs,) =0, otherwise the server knows W is not
the demand index, which violates the privacy condition [49, Proposition 1]. Thus, we can find
corresponding Wy, U; and S; such that the download bits can be expressed as follows.

D =HXw,uu,us,) — HXs,1A,Q=Q)
+ HXw,uu,us,,A1Q = Q, Xw,uupus,) — HXwyuoyus, 1A, Q = Q, Xwyuu,us,) (2.11)
=HXw,uu,us,) — HXs,1A,Q= Q)
+ HXwuu,us 1 Xwyutpus,) — HXs, 1A, Q = Q Xy, yius,)
+ HAIQ = Q Xy yiusy) (2.12)

Similarly, we can find W;, U; and S; such that after T iterations, we have
Wy uUluSt =11,...,K}, (2.13)
which implies that

HAIQ = Q Xyyryrus) = HAIQ=Q,Xy, k) =0. (2.14)

10
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Then, the number of download bits now can be written as

D =H(XW()UU0USO) - H(XS() |A’Q = Q)
+ H(XW1UU1U51 |XW()UU()US()) - H(XSI 1A,Q= Q’XWOIUU(}USO)
+...,

+ HXwrourusy Rwr-1pyr-1os7-1) = HXsr 1A, Q = Q Xyyryrysy-1)

+HAIQ = Q, Xy yrysy) (2.15)
T
=HXyroyrust) = > H(XsAQ= Q Xyiuyiusi) (2.16)
i=0
T
=KL-) H(XsIA Q= Q Xyiyyiusi-t) (2.17)
i=0

By taking minimization over all choices of U{ and S/, we can get

T

D=min KL- ) HXs,A Q= Q Xyi,yiusi1) (2.18)
Uy »So i=0
T
=KL- [r]?as)é ;)H(Xsi 1A, Q= Q Xy, yiusi-t) (2.19)

Apparently, the optimal choices for UOT is ¢1. This gives us that

T

D=KL- m?x;)H(xsi A, Q= Q Xyiysi1) (2.20)
T

>KL- meTle H(Xs,) (2.21)
S i=0

Each |S;| fori € {1,..., T} is upper bounded by the number of side information M. According
to Equation (2.13), we have
T T
K=Y Wil +1Sil=T+1+)_ISil, (2.22)
i=0 i=0

In order to maximize Z,'T:o H(Xs,), one of the optimal choices could be

st
T+l=|——], (2.23)
M+1
|Sol =IS1|="--=|ST-1| =M, (2.24)
ISt|=K—-(T-1)(M+1)-1. (2.25)

I This is only true for single-message cases. For multi-message cases, the optimal choices for UOT isnot @.

11
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The number of download bits can be lower-bounded by

D=KL-(T-1)M+K—-(T-1)(M+1)-1)L (2.26)
=(T-1)L (2.27)
1|
= L (2.28)
M+1

which is the same as the converse bound derived by the maximum acyclic induced graph
in [49].

12



8] Cooperative Data Exchange based on
MDS Codes

In the cooperative data exchange problem, multiple nodes want to recover a common file by
communicating with each other. Each node is assumed to initially possess some part of the
common file as side information. In this chapter, we study the cooperative data exchange
problem for the fully connected network. We prove that the cooperative data exchange prob-
lem for the fully connected network can be solved by searching the existence of a conditional
basis. We also proposed a novel algorithm to solve the problem with polynomial-time com-
plexity. We present an approach to generate the optimal coding scheme, which has a particular
feature that each of the transmission is a linear combination of the same number of packets.
When coding occurs over a sufficiently large finite field, we also show how the coefficient of
these linear combinations can be chosen by leveraging a connection to maximum distance
separable codes. Moreover, we show that our method can be used to solve two extended
versions of cooperative data exchange problems, which are cooperative data exchange with
weighted cost and the so-called successive local omniscience problem.

3.1 Problem Statement

Consider a fully connected network which has N nodes and one file composed of K inde-
pendent packets. Let 4 ={1,...,N} and & = {P,..., Px} denote the set of nodes and set of
packets, respectively. We assume that each packet P; € F, where [ is some finite field with large
enough size. Without loss of generality, we assume that every packet is initially available at
least at two nodes and at most at N — 1 nodes'. The set of the packets initially available at
node i (i € A4) is denoted by X; (X; < £?). The union set of the packets initially available at a
subset of nodes .# < ./ is denoted by X s = U;c ¢ X;. We assume that all the nodes collectively
have all packets, which means X 4 = 2. The notation X9, = 2\ X s denotes the jointly missing
packets at nodes in set .#. Let 4 = min;e_4 |X;| be the minimum number of initially available
packets at any single node.

11f there is a packet that is only initially available at one node, the optimal strategy is just letting that node send
the uncoded packet to the others. If there is a packet that is available at all nodes, then no one needs to recover it.

13
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Definition 3.1. Define the packet distribution matrix E as the N x K matrix with entry at i'"
row j'* column:

1, Pj EX,',
ij= 3.1

0, otherwise.

We refer to the K -dimensional binary (row) vector e;, the i'"* row of E, as the Packet Distribution
Vector (PDV) of node i.

LetT = {Ty,..., T} denote a linear? coding scheme with R transmissions, which means that
each transmission T; is a linear combination of packets available at the sender node. Let
r=[ry,...,ryl" denote the rate vector where each r; is the number of transmissions made by
node i. Hence, the total number of transmissions can be expressed as

R=) r. 3.2)

M=

1l
—

1

Let R* denote the minimum number of required transmissions.

Define the coefficient matrix A with entries a;;(Vi € {1,..., R}, j € {1,...,K}), and denote by
a; =la;1,...,a;gland B = [ayj,..., aRj]T the i’ row and jth column vectors of A, respectively.
Then we have:

T (a1 a2 ... aix]| [P
1 a1 azp ... k| |P2
=1 . . ) ) (3.3)
Ty | ary ar2 ... agx] |Px
(a1 ] [P
az | | P2
=1 . . (3.4)
lar] | Px
P,
P,
=\ B2 .. Bi||. (3.5)
Pk

It has been shown that any rate vector r which achieves universal recovery should satisfy the

20nly linear coding schemes are considered since it has been proved that they are sufficient to optimally solve
the cooperative data exchange problem [7, 10].

14



3.1. Problem Statement

following Slepian-Wolf constraints [3, 64]:

ri = X,|,V¥ C{1,...,N} (3.6)
ie{l,...,.N}\.¥

LetQ={r=1[r,...,'N]" : Xies\sFi = X, |,V.# C A} denote the set of all rate vectors r which
satisfy (3.6). The minimum number of required transmissions for achieving universal recovery
can be computed by solving the following integer linear program:

2

R*=min) r;. (3.7)
reQ i

1

Example 3.1. Consider a cooperative data exchange problem for the fully connected network
with N = 4 nodes and K =9 packets. The packet distribution matrix is as follows:

(3.8)

—_— O =
(= e
—_— O =
S = O
S = O -
— - O
S = = O
== O
S = = O

The number of non-empty proper subsets of nodes is 14. Thus, we can write down 14 linear
constraints and solve the inequalities. For example, for .¢ = {1}, the constraint for total number
of transmissions made by nodes {2, 3,4} is

Y ri=IX{|=3. (3.9)
i={2,3,4}
By using the methods proposed in [6, 7], based on minimizing submodular functions, the
integer linear program can be solved in polynomial time and the minimum number of required
transmissions should be 5. After knowing the minimal number of transmissions, generating
the coding scheme is a multicast network code construction problem and can be solved by
polynomial-time algorithms proposed in [65]. One feasible coding scheme could be:

e Node 1 sends Ty = P; + P5 and T> = P» + Pg.

¢ Node 2 sends T3 = P3 + P;.

e Node 3 sends Ty = P4+ Pg and Ts = Py.
In general, there are multiple different optimal coding schemes that achieve universal recovery.
Although not all nodes have to make transmissions, the existing algorithms which solve the
integer linear program (3.7) have to consider constraints introduced by all non-empty proper
subset of nodes. In Example 3.1, the optimal coding scheme does not require node 4 to make

any transmission, but the algorithms still have to consider the constraints related to node 4.
However, we will show that without knowing the exact packet distribution information at some
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nodes (in this example, node 4), but only knowing the number of initially available packets
at them, it is still possible to compute the minimum number of required transmissions and
construct the optimal coding scheme which achieves universal recovery with the minimum
number of transmissions.

Definition 3.2 (Hamming Weight). For any vector v, define the Hamming Weight w (v) as the
number of non-zero entries of v.

For subset of vectors S €V, let vg denote the entry-wise OR result of all vectors in S.
Definition 3.3 ((d, K)-Basis). Let0 < d < K—1. A set of K-dimensional binary linearly inde-
pendent vectors V={v;:i€{l,...,K—d}}) is called a (d, K) -Basis if

wy(vs) =S| +d, Vo #ScV. (3.10)

Definition 3.4 (Balanced (d, K)-Basis). A(d,K)-Basis(V={v;:i€{l,...,K—-d}},0<=d<K-1)
is called a balanced (d, K) -Basis if

wgw)=d+1, Viefl,...,K—-d}. (3.11)

Condition (3.10) requires that wg(vs), the number of dimensions spanned by vectors in §, is
no less than the number of vectors plus d. Hence, the number of vectors in each subspace of
the K-dimensional space is limited.

Definition 3.5. A binary vector (1) can generate another binary vector (v) if u and v have the
same dimension and
mvp,=11c{n:u,=1}. (3.12)

Moreover, let 4(u) denote the set of all binary vectors that can be generated by u. Define
4 (S) =Uyes¥9 () and4(u,d) ={v:ve<4(u), wyg(v)=d+1}.

Definition 3.6. A set of K-dimensional binary vectors U = {u,,...,uy} is able to generate a
(d,K)-Basis{v;:ie€{l,...,K—-d}} ifVie{l,...,K—d}, vi € 4(U). Let d*(U) denote the maxi-
mum value of d such that a (d, K)-Basis can be generated by U. For ease of notation, we use d*
instead of d* (U) when no ambiguity exists.

Lemma 3.1. Ifa set of K-dimensional binary vectors is able to generate a (d,, K)-Basis, then it
is also able to generate a (d», K)-Basis for any d, < d, .

Proof. Consider a set of binary vectors {u;,...,uy} that is able to generate a (d;, K)-Basis
V={v,...,vk_g,}. Then

Viell,...,K—di},3jell,...,N}:{m:vim} S{n: ujn} (3.13)

Hence any vector generated by v; should also be able to be generated by the corresponding
uj. Thus, to prove this lemma, it suffices to show that Vd; < dj, there exists a (d>, K)-Basis
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Q = {q1,...,qx-q4,} that can be generated by {v1,...,vk_q}. Since V is a (d;, K)-Basis and
d, <= d;, VS €V, we have

wy(vs) =1|S|+dy =S| +d> (3.14)

Thus all vectors in {vy,..., Vk—g4,} satisfy the constraints for vectors of (d», K)-Basis. We can
choose q; = v;, Vi ={1,...,K - d1}. Moreover, Vj € {K —dy +1,...,K — dp}, we choose ¢q; = v,
to be the repeated vector. Then, VS € Q:

wr(qg) =181 +dy —c =S|+ d, (3.15)

where ¢ = ISO {gj:je{K—dy+1,...,K—db}}| <d; — dy is the number of the repeated vectors.
Hence Q={qi,...,gk-a,} is a (do, K)-Basis. O

3.2 Cooperative Data Exchange and (d, K)-Basis

In this section, we present the relationship between a (d, K)-Basis and a coding scheme that
can enable nodes with at least d packets to recover all missing packets, which is revealed by
the following theorem.

Theorem 3.1. Iffor some subset of nodes ¥ < N there exists a (d,K)-BasisV< ¥4 ({e;,i € £},d),
then the nodes of ¢ can generate a coding schemeT = {T1,..., Tg} with R = K —d such that
Vie N, wg(e;) = d, nodei can recover all packets.

Proof. In our coding scheme, each transmission 7j; is a linear combination (with appropriate
coefficients) of the packets indexed by the non-zero entries in v;. Since the vectors v;’s are a
subset of the vectors generated by the PDVs of the nodes in .#, there is one node in .# for each
v; that can locally produce and transmit said linear combination. The overall code can thus
be characterized by a matrix A as in Equation (3.3) where in row i, only the elements indexed
by v; are non-zero.

For any € c {1,...,K} with |€| = R, let A(¥) denote the submatrix of A consisting of the R
columns indexed by 6. Due to constraint (3.10), V@ #S €V, we have

wg(vs) =S| +d. (3.16)
Denote the i‘" of row of A(%) by a;(€). Then VS c{a1(€), -, ar(€)}, we have
wr(ag(6)) = wy(vg) —d =18l (3.17)

Let G(A(%)) denote the bipartite graph corresponding to A(%), where there is an edge between
i’ left vertex and j'" right vertex if and only if A(6); j # 0. Since Equation (3.17) satisfies
the condition of Hall’s marriage theorem([66], there exists a perfect matching in G(A(%¥)).
According to Edmond’s Theorem [67], the existence of perfect matching in bipartite graph
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G(A(%)) implies that det(A(%€)) # 0.

The product of determinants of all submatrices with R columns, denoted by [[¢ det(A(%)), is
a multivariate polynomial of non-zero entries of A. For a large enough finite field, there always
exists a good choice of non-zero entries of A such that ] det(A(%¥)) # 0 [68]. For such choices,
any R columns of A can be linearly independent at the same time. In other words, given any d
packets, the other R missing packets can be recovered from our coding scheme. O

Remark 3.1. In Theorem 3.1, we proved that if the PDVs of nodes are able to generate a (d, K) -
Basis, they can also generate a coding scheme such that nodes with at least d packets can recover
all missing packets from the coding scheme. The coefficient matrix used in the proposed coding
scheme can be associated with a constrained generator matrix for an MDS code [69, 70]. We
will introduce an efficient way to construct it in sufficiently large finite fields by performing
elementary row operations on a Vandermonde matrix in Section 3.4.

Theorem 3.1 characterizes a certain class of coding schemes. Their common feature is that
each transmission is a (judiciously chosen) linear combination of exactly the same number
of pure packets, namely, d + 1. Initially, this last feature may appear to be too restrictive to
attain optimal performance. However, in the sequel, we will establish in two steps that there
always exists an optimal scheme with this special property. Nonetheless, let us recall that
in general, the optimal data exchange scheme is not unique, so there may be alternative
schemes attaining the same (optimal) number of transmissions while not satisfying the special
property. To establish the existence of an optimal scheme with the special property, we will
next establish that if a (linear) scheme enabling universal recovery exists, then the nodes are
also able to generate a corresponding basis (and hence, by Theorem 3.1, a scheme with the
special property must exist). More precisely, we have the following theorem:

Theorem 3.2. If a subset of nodes is able to generate a linear coding scheme withR (R=K —-d)
transmissions which achieves universal recovery, then the PDVs of the nodes can generate a
(d,K)-BasisV={v;...,Ugr}.

Proof. We assume that a subset of nodes .# can generate R linearly independent transmissions
T= {Tl, e TR} which achieves universal recovery. The code can be characterized by a matrix
Aasin Equation (3.3) with rows &;’s and columns ,3 j's. Let V ={0y,..., Dr} where each v; =
supp(a;). That means in row i of A, only the elements indexed by #; are non-zero. We would
like to show that if V.= {91, ..., #g} does not satisfy Constraint (3.10) of the (d, K)-Basis, then
the nodes which generate the corresponding transmissions are able to add more packets into
the linear combinations until the Constraint (3.10) is satisfied.

For each non-empty subset S € {@1,..., &g} such that wg(as) < |S| + d, we have

K-wpy(ag)>K—1|S|—d=R—|S|+1 (3.18)
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For the row vectors in S, at least R — |S| + 1 columns are all zeros. Hence, there must exist a
subset of columns € < {1,..., K} and corresponding subset of column vectors C < ..., B}
such that

€| =|Cl=R—|[S|+1 (3.19)

R-wy(Bc) = 1SI = wr(Bc) <R—1S|<|C]| (3.20)

Let A(¥) denote the submatrix which is composed of the columns indicated by the subset
of column vectors €. Then submatrix A(€) is rank deficient. Let Py ={P; : i € €} denote the
set of packets indexed by %. If the set 4" of nodes that generate transmissions {7} : a; € S}
cannot add any more packets into the linear combination for their transmissions, they have
no more extra available packets in P¢ and each transmission is a linear combination of all
its sender node’s available packets. This assumption leads to a contradiction that nodes in
A" cannot recover all missing packets. Thus, nodes in .4’ must have more packets in Pg
and can add them into the linear combination to generate new transmissions {T; : a; € S}
such that wy(as) = |S| + d, where a; denotes the coefficient vector of transmission T;. By
replacing {T,- ta; € S} with {T; : a; € S}, we have a new coding scheme T such that the set of
corresponding support vectors V= {v;,..., vg} forms a (d, K)-Basis. For each transmission T;
and the corresponding Ti, we have 0; € 4(v;). Given that T can achieve universal recovery, T
can also achieve universal recovery. O

Lemma 3.2. Ifa subset of nodes can generate a linear coding scheme based on a (d, K)-Basis
which enables nodes with at least d packets to recover all packets, they also can generate an
equivalent linear coding scheme based on a balanced (d, K)-Basis.

Proof. Foranylinear codingschemeT ={T1,..., Tx_4} basedona (d, K)-BasisV = {vy,..., vk_g4},
let A denote the coefficient matrix of T and a; denote the i’" row of A. For each T; with
wy(a;) > d+ 1, we show that it can be reduced to a linear combination of d + 1 packets.
vSc laj:j#il, wylag) = IS| + d. The linear combination of {Tj: j # i} can provide K —d — 1
degrees of freedom among the used packets. Hence, by subtracting a proper linear combina-
tion of {T; : j # i} from T;, we can get T; with wy(@;) = d + 1. Thus the correspondingVis a
balanced (d, K)-Basis. O

Example 3.2. For CDE problem in Example 3.1, we already know a coding scheme with 5
transmissions that can achieve universal recovery. But each coded packet for transmission is
a linear combination of two packets or just one pure packet. According to Theorem 3.2 and
Lemma 3.2, there must exist another coding scheme in which every coded packet for transmission
is a linear combination of 5 packets. It is easy to verify that the coding scheme with the following
coefficient matrix (over finite field GF (2*) with primitive polynomial a* + a + 1) also achieves
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universal recovery.

[5 4 4 1 1 0 0 0 0
15 11 14 14 0 1 0 0 O
A=|3 6 13 0 0 0 15 14 0 (3.21)
9 12 7 0 0 0 15 0 14
(0 0 0 10 146 9 8 0]

Each transmission is a linear combination of 5 packets. Define binary matrix V such that

1, Ajj #0,
Vijz (3.22)
0, A;;=0.
Then we have - .
n 111110000
U2 111101000
V=Juv3l=|1 1 1 0 0 0 1 1 0f. (3.23)
Uy 1 11000101
lvs] |0 o011 1 1 1 0

The row vectors of V actually form a balanced (4,9)-Basis. As mentioned in Theorem 3.1,
given any 4 packets, the other 5 packets can be recovered from the coding scheme based on the
coefficient matrix A. Hence, in this example, the detailed information of available packets at
node 4 is not necessary. As long as it initially has 4 packets, it can always recover the other
packets by receiving these coded packets.

Now we have the connection between the optimal coding schemes with the minimum number
of required transmissions and the balanced (d, K)-Bases. Thus, we can search balanced (d, K)-
Bases to get achievable (upper) bounds on the minimum number of required transmissions.
Extending the search over all values of d (and using Theorem 3.2 and Lemma 3.2) then
establishes optimal performance. More precisely, we have the following theorem:

Theorem 3.3. For the cooperative data exchange in the fully connected network, the minimal
number of required transmissions R* satisfies:

R* =K-min{/,d"} (3.24)
where the (d*, K)-Basis is the largest (d, K) -Basis that can be generated by the PDVs of nodes

and 4 = min;e 4 |X;| is the minimum number of initially available packets at any single node.

Proof. By assumption, d* is the largest value of d for which a (d, K)-Basis can be generated by
the PDVs. But then, by Theorem 3.2, there does not exist any linear coding scheme that can
achieve universal recovery by using fewer than K — d* transmissions.

Suppose that 4 = d*. Then every node has at least d* packets. Since a (d*, K)-Basis can be
generated by the PDVs, according to Theorem 3.1, there is a linear coding scheme with K — d*
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transmissions such that every node with at least d* packets can recover all missing packets.

Now suppose that .# < d*. According to Lemma 3.1, the PDVs can also generate a (d, K)-
Basis with d = .#. According to Theorem 3.1, there is a linear coding scheme with K — .4
transmissions such that every node with at least .# packets can recover all missing packets.

Hence, the minimum number of required transmissions satisfies R* = K —min{.#,d"*}. O

3.3 Algorithms

According to Theorem 3.3, to solve the cooperative data exchange problem for the fully
connected network, we need to find the largest value of d such that a balanced (d, K)-Basis
that can be generated by the PDVs of nodes. We denote this optimal value of d by d*. This
problem can be decomposed into two subproblems:

(1) Given afixed d, determine whether any balanced (d, K)-Basis can be generated by the
PDVs of nodes or not.

(2) Find the maximum value of d such that the PDVs of nodes can generate one balanced
(d, K)-Basis.

In this section, we propose two algorithms to solve the two subproblems, respectively.

3.3.1 Existence of (d, K)-Basis

Given the packet distribution matrix E and a specific parameter d, we propose Algorithm 1 to
check whether any balanced (d, K)-Basis can be generated by the PDVs of nodes or not. Due
to constraint (3.10), only nodes with at least d + 1 packets can generate the (d, K)-Basis vectors.
Hence, it is sufficient that we only consider the PDVs with wy;(e;) > d as the candidates to
generate basis vectors.

Definition 3.7. For any binary vector u with wg(u) > d, let _#(u) ={j1,..., jw,w)} denote the
set of indices of the non-zero entries of u. Define the set 8(u,d) = {b; : supp(b;) = {j1,..., ja} U
{jd+i}’Vi € 1)“-; LUH(M) - d}

The set %(u,d) is a particular set of binary vectors that are generated by u. Specifically,
each of the vectors in the set has weight d + 1 and it can be verified that the vectors satisfy
the Constraint (3.10) in the definition of the (d, K)-Basis. Therefore, they are basis vector
candidates for the balanced (d, K)-Basis.

Example 3.3. Givene, =11,1,1,1,1,1,0,0,0], we can assign the %8(e;,4) = {b1, by} with

bl = [1$1v1)1;1,0y0»0;0]y (325)
b,=11,1,1,1,0,1,0,0,0]. (3.26)
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Lemma 3.3. For any binary vector v e 4(u,d)\%(u,d), letS = B (u, d) u{v}. We have wg(bs) <
IS|+d.

Proof. Since B(u,d) c 9 (u,d), wa(bgw,q) < wa(u). Also, according to the definition of
%B(u,d), we have

wHbaw,a) = |1Bw,d)| +d=wg(u). (3.27)
Hence, wy(bgy,q)) = wy(u). Forany ve 4 (u,d) \ B(u,d), |S| =98] +1=wg(u) —d +1, thus
wg(bs) = wy(uw) <wyg(u)—d+1+d=|S|+d. (3.28)

O

Thus, any vector v € ¥ (u,d) \ $(u, d) is not compatible with (u, d) in terms of the Con-
straint (3.10).

Corollary 3.1. For each PDV e;, it is sufficient to check vectors of B(e;, d) instead of all vectors
of%4(e;, d).

Proof. Suppose that all vectors in %B(e;, d) are selected to be the (d, K)-Basis vectors, then
according to Lemma 3.3, the vectors in 4 (e;, d) \ %(e;, d) are not compatible with %(e;, d).

If not all vectors in %(e;, d) are selected to be the (d, K)-Basis vectors, for the PDV e; which is
in %(e;, d) but not selected as one of the (d, K)-Basis vectors, there must exist a binary vector
(denoted by g) in Q that can generate e; according to the 6-th line of Algorithm 1. As g is the
bitwise OR result of a subset of the basis vectors generated by previous PDVs, which satisfy
Inequality (3.34), the number of (d, K)-Basis vectors that can be generated by g achieves the
maximum. Hence, any other vectors which can be generated by g are not compatible with
those already selected basis vectors. Furthermore, since e; can be generated by g and e; has
d ones at the common positions with other vectors in %8(e;, d), ¢ must have d ones at the
common positions with other vectors in %(e;, d). Therefore, the other vectors which are in
%(e;,d) and have been selected to be the (d, K)-Basis vectors should be merged with g. Let us
denote the merged vector by ¢g'. And vectors in ¥4 (e;, d) \ %B(e;, d) can all be generated by ¢
and are not compatible with the basis vectors already selected before.

Hence, it is sufficient to check vectors in 98(e;, d) and ignore vectors in ¥(e;, d) \ $B(e;, d). O

Although for each PDV e;, there are as many as (*// ﬁi)) balanced (d, K)-Basis vectors that can

be generated, we can select any % (e;, d) and only consider them as the candidate basis vectors.
Any other v € 4(e;, d) \ 9B(e;, d) can be ignored.

Lemma3.4. LetS = {v1,..., vjs|} denote a set of binary vectors with weight wy (v;) =d+1,Yv; €
S and vg denote the bitwise OR result of all vectors in S. For any vector v € 4(vs,d) \S, let
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S =Su{uv}, we have wp(vg) < IS|+d if

wi(vs) <) wy(v;) - (S| -Dd. (3.29)
ieS

Proof. Since v and all vectors in S can be generated by vs, we have

wi(vg) = wy(vs) < ZS wr(v) - (S| -1)d (3.30)
=) (wuv)-d)+d (3.31)
ieS
=|S|+d (3.32)
<|S|+d. (3.33)
O

Thus, any vector v € 4(vs,d) \ S is not compatible with S in terms of the Constraint (3.10) if
Inequality (3.29) holds. Hence, once we find any set of basis vectors which satisfy Inequal-
ity (3.29), any vector that can be generated by the merged vector should not be considered.

Remark 3.2. Binary vector v, which has weight larger than d + 1 can be treated as a merged
vector of B(vy,,d). Therefore, wy(vy,) —d =B (v, d)|. Inequality (3.29) also works for the
cases where some of the vectors have weights larger than d + 1.

We use set V to store the balanced (d, K)-Basis vectors that have been generated by checked
PDVs. We use set Q to store merged (d, K)-Basis vectors. Any set of vectors which satisfy
Inequality (3.29) will be merged as one vector and stored in Q. Only b € 98(e;, d) that cannot be
generated by any vector in Q can be selected as the basis vectors. After all vectors in %8(e;, d)
have been checked, there must exist e; or a vector that can generate e; in Q.

In the subspace spanned by any two vectors in Q, there must exist at least one vector that
should be added to form the (d, K)-Basis. Instead of checking every subset of Q for merging, it
is sufficient to only check the newly added vector with any subset S € Q with |S| < 2 and treat
the merged vector as the newly added vector for further merging until no merging possibility.

In the end, if K —d such vectors are found, the PDVs of nodes are able to generate a (d, K)-Basis
which is stored by V and the algorithm returns True and the corresponding basis V. Otherwise,
return False.

Theorem 3.4 (Correctness of Algorithm 1). Algorithm 1 can output the valid (d, K)-Basis if

there exists.

Proof. We first prove that a set of vectors, V= {11, ..., vg} with R = K—d, output by Algorithm 1
is always a balanced (d, K)-Basis. Since all vectors v € V are binary vectors belonging to
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Algorithm 1 Search balanced (d, K)-Basis (SdB)

1: Input: E = [el,...,eN]T and d.

2: Output: True, r, V or False.

3: Initialization: Q=¢,V=9,r=[r,...,7n]" = 01xn.
4: fori:iefl,...,N}do

5: for be %B(e;,d) do

6 ifbg4(Q,d) then

7: ri=ri+1

8: V=Vu{b}

9 while 3S < Q, |S| =2:(3.34) holds do
wr(gsVb) < ) wu(q) +wu(b)—|S|d (3.34)

qi€S

10: b=bvgs, Q=Q\S

11: end while

12: Q=Qu{b}

13: end if

14: if V| = K — d then

15: return True, r and V

16: end if

17: end for

18: end for

19: return False

%(e;,d), each vector has exactly d + 1 ones. And each newly added vector is compatible with
all previously selected vectors in terms of the condition (3.10) according to Lemma 3.4. Thus,
V={vy,...,vg}isavalid (d, K)-Basis.

Secondly, we prove that Algorithm 1 is always able to find one (d, K)-Basis if there exists some
(d, K)-Basis which can be generated by PDVs of nodes. Since every valid balanced (d, K)-Basis
is a subset of binary vectors with d + 1 ones which can be generated by all PDVs of nodes.
According to Corollary 3.1, it is sufficient to only check %(e;,d) for all i € {1,..., N}. Hence,
Algorithm 1 searches (d, K)-Basis from all possible candidates and can output a (d, K)-Basis if
there exists one. O

3.3.2 Searching for d*

We propose Algorithm 2 which uses binary search method to find the (d*, K)-Basis that can be
generated by PDVs of nodes. Let e* be the PDV of the node which has the largest number of
available packets initially, i.e.,

e* = argmax wr(e;). (3.35)
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According to Theorem 3.3, if the PDVs of nodes can generate any (d, K)-Basis such that
d = 4, we do not have to check for any larger d. Also, the (d, K)-Basis with the largest d
that can be generated should always be no larger than wg(e*) — 1. Therefore, we start from
Amax = min{ 4, wy(e*) — 1} instead of K.

Algorithm 2 Minimal Number of Required Transmissions and d-Basis

1: Input: Enxx = [el,...,eN]T.

2: Qutput: R*,V*

3: Initialization: d,;;;, = 1, dax = min{ 4, wy(e*) — 1}.
4: (Fr,V) =SdB(E, dmax)

5: if F is True then

6: ad* =dya, V¥ =V

7:
8
9

else

(Er,V) = SdB(E, dmin)

if - F then
10: d*=0,V*=Ig
11: else
12: while d,;,4,x — din > 1 do
13: d= LMJ
14: (Er,V) = SdB(E, d)
15: if F then
16: dpmin=d,V* =V
17: else
18: Amax=4d
19: end if
20: end while
21: ad* =dmin
22: end if
23: end if
24: R* =K—-d=

3.3.3 Complexity

In Algorithm 2, the binary search method is used to find the (d*, K)-Basis that can be generated
by the PDVs of nodes. The complexity of the algorithm is bounded by log(K). For each specific
d, Algorithm 1 is used to search the existence of (d, K)-Basis. Let M(d) denote the number
of nodes that have at least d + 1 packets. The first For loop has at most M(d) iterations. For
the i’ candidate PDV e;, the size of set B(e;, d) satisfies |%B(e;, d)| = wx(e;) — d. Hence, the
second For loop has at most wy(e;) — d iterations. The number of subsets of vectors in Q
with size 1 and 2 are |Q| and ('), respectively. For the i*" checked node, |Q| < i, because
basis vectors generated by the same PDV can always be merged to one vector and basis
vectors generated by different PDVs may still be merged. The number of possible merging
iteration for each candidate basis vector is less than the size of (d, K)-Basis vector which is
K - d. Then, the Whileloop has at most (i + (1)) (K — d) iterations for the i*"* PDV. Hence the
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complexity® of Algorithm 1 is bounded by ¥ (i + (1)) (wr (e;) — d) (K — d)K. Since M(d) = N
and wy(e;) < K, we have the overall complexity is bounded by @(N3K®log(K)), which is
much lower than the complexity of existing algorithms proposed in [6] based on minimizing a
submodular function @((N®K3 + N7) log(K)) and algorithm based on subgradient methods
O((N*log(N) + N*K3)K?1og(K)).

Example 3.4. Apply our algorithms on Example 3.1. Node 4 and node 1 initially have the
smallest and the largest number of packets respectively, which means 4 =4 and wg(e*) =6.
Therefore we have d 4 = 4. Algorithm 1 will first check whether it is possible to generate any
(4,9)-Basis from {e}, e2, e3} by SAB(E,4). The PDV of the 4™ node, ey, will not be considered as
the candidate since wy(es) = 4 and it can not generate any binary vector with 5 ones. In this
example, SAB(E,4) returns True. The minimum number of required transmissions is 5. For the
general case, if a (dnax, K)-Basis cannot be generated, a binary search methods would be used
tofindd*.

Now we investigate the detail of algorithm SAdb(E,4). The first For loop only runs for {ej, e2, e3}.
» Forey, %B(e1,4) = {b11, b12} whereby; =[1,1,1,1,1,0,0,0,0] and by» =11,1,1,1,0,1,0,0,0].
e Forep, B(ey,4) = {b21, bgz} where bgl =(1,1,1,0,0,0,1,1,0] and bgz =[1,1,1,0,0,0,1,0,1].

» Fores, B(es,4) = {bs1, b3y} where bs; =10,0,0,1,1,1,1,1,0] and b3, = [0,0,0,1,1,1,1,0,1].

The second For loop runs for each b; j € %(e;,4) foralli € {1,2,3}.

e For by, since currently Q = @, by, will be added intoV as v, and Q as q directly.

* For by, since it cannot be generated by q, b1» will be added intoV as v,. Now, Q is not
empty anymore and has q,. We have to check whether by, should be merged with q, as
one vector or not. Since wg (b1 vV q1) < wy(b12) + wy(qy) — d satisfies Inequality (3.34).
We should merge them and update as ¢, = [1,1,1,1,1,1,0,0,0] 4,

e For b,1, since it cannot be generated by q,, bo1 will be added intoV as vs. The merging
possibility between by, and g, will be checked and it turns out that they should not be
merged. Hence b1 will be added into Q as g.

* For by, since it cannot be generated by q, or gz, bay will be added intoV as vy. It can
be verified that by, should be merged with g, but not with q,. Hence q» is updated as
q.=11,1,1,0,0,0,1,1,1].

3Computing bitwise AND or OR of two K-dimensional binary vector has complexity of K basic operations. In
step 6 of Algorithm 1, we compute bitwise OR between b and each vector in Q and this results are also used in
merging checking. Hence complexity of step 6 is not considered.

4In fact, b2 and g1 can be merged without checking Condition (3.34), since g1 = b1 and b;2 are generated by
the same PDV, ey.
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* For b3, since it cannot be generated by q, or g2, bs; will be added intoV as vs. Now we
have enough (4,9) -Basis vectors. The algorithm SdB(E,4) will return True and corre-
spondingV shown as Equation (3.23).

Actually, if we check the merging possibility between bz and {q, g»}, we will find that bz,
should not be merged with q, or q, individually, but should be merged with them together. And
when we have the complete (d, K) -Basis, we can always merge all vectors in Q into one vector
with K ones. Although bs, is in 98(es,4), it is not used, because we have found enough basis
vectors before its iteration.

3.4 Code Construction

In previous sections, we presented one algorithm to compute the minimum number of re-
quired transmissions. To completely solve the cooperative data exchange problem, we still
need to construct the coding scheme which achieves universal recovery by using the minimum
number of transmissions. In this section, we briefly show how to deterministically construct
the optimal coding scheme in sufficiently large finite fields. For exponentially large enough
finite field, it is well known that it is possible to deterministically set the coefficients. It has
been shown in [71] that the [n, k] generalized Reed-Solomon codes with sparsest and balanced
generator matrices exist over finite field g = n + [@]. For finite fields with small size, it
is not known how to deterministically set the coefficients and a randomized method was
presented in [18].

After knowing the number of transmissions which should be made by each node, designing the
coding scheme can be formulated as a multicast network code construction problem. Methods
based on the mixed matrix completion algorithm [72] and the Jaggi et al. algorithm [65] are
presented in [6]. However, those methods have to take all packet distribution information into
consideration and generate a coding scheme that may only work for this particular setting.
As Theorem 3.1 points out, it is possible to construct a coding scheme that enables universal
recovery at all nodes with at least K — R* packets. Packet distribution information of nodes
that do not send anything is not necessary for constructing the code and can be ignored. This
class of codes is based on MDS codes. It is well-known that the existence of such MDS codes
with constrained generator matrices in finite fields with small size is an open problem and a
corresponding conjecture was proposed in [70]. A randomized method was presented in [18]
for finite fields with small size. If the size of the finite field is allowed to be (exponentially) large
enough, the coefficient matrix of the coding scheme for cooperative data exchange problem
can be efficiently constructed by starting from Vandermonde matrices.
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Consider an R x K Vandermonde matrix over a finite field F,4, where R = K — d:

1 1 1 1 1
0, 05 03 eeo Bg1 Ok

V=1 . . . ) ) . (3.36)
oR-1 QR gR-1 . gR-l gR-1

For large enough ¢, there exist {0, ...,0k} (e.g., {0,..., K—1}) such that any m (m < R) columns
of 7 are linearly independent. Hence, 7 is the generator matrix of an MDS code. However, the
coefficient matrix A cannot simply be set equal to 7, since the number of non-zero entries of
each row cannot be larger than the number of available packets at the node which generates
this transmission. Nevertheless, by performing elementary transformations on 7, we can
transform it into a coefficient matrix A with the property that each row has K — R + 1 non-zero
entries.

Lemma 3.5. For any R x K (R < K) Vandermonde matrix V, by performing elementary row
operations onV, it is possible to get a matrix A with row vectors{ay, ..., @g} such that

whpla;))=K-R+1 Vie{l,...,K—R} (3.37)
wy(as) =S|+ K—-R @ #Sciay,...,agr} (3.38)

Proof. Suppose we have a R x K Vandermonde matrix depicted as Equation (3.36). We use
¥; and 7; to denote the first R columns submatrix and the last K — R columns submatrix of
¥, respectively. Then, 7 = [7/1 7/,]. Since any R columns of 7 are linearly independent, 7;
is always a full rank matrix and invertible. Performing elementary row operations on 7 is
equivalent to left multiplying a R x R matrix to 7. Let D denote a R x R matrix and D = 7/1‘1.

DV:D[VZ 74] — [IR DV,], (3.39)
where I is the R x R identity matrix. Since D is invertible and is a full rank matrix, we have
rank(D7;) = rank(¥;) = min{R, K — R}. (3.40)

IfR = %, equivalently R = K — R, we have rank(D7;) = K — R. Then, D7; is a column full rank
matrix and each row can have K — R non-zero entries. If R < %, equivalently R < K — R, we
have rank(D7;) = R. Then D7; is a row full rank matrix. However, since any R columns of 7;
are linearly independent, we can further divide 7, into submatrices 7,7, ...,¥;, such that
the number of columns of each submatrix is no more than R. Thus, D7, can be expressed as
follows.

DV, =|D¥, DV, ... D, (3.41)
Forie{l,..., t}, each submatrix D7, is a column full rank matrix and total number of non-zero
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entries in each row of D7; can be K — R. Let A= D7/, then we have row vectors of A that satisfy

wh(a;))=1+K—-R Viefl,...,K—R} (3.42)
wh(as) =[S+ K—-R @#Sci{ay,...,ar} (3.43)
O

The matrix D¥ with D = 7/1_1 satisfies both conditions of the balanced (d, K)-Basis with
d = K- R. Hence it can be a coefficient matrix for the coding scheme based on the (d, K)-
Basis. Normally, the places of non-zero entries of the (d, K)-Basis generated by the PDVs of
nodes are different from matrix D7. However, since any row vector with d + 1 ones is in the
space spanned by row vectors of D7, further elementary row operations can be performed on
DYV to get the coefficient matrix with non-zero entries at the same places as the (d, K)-Basis
generated by the PDVs of nodes.

Example 3.5. Now we show how to use a Vandermonde matrix to construct the linear coding
scheme for Example 3.1. We know that R* =5 and there exists a (4,9)-Basis V. Consider the
Vandermonde matrixV over the finite field GF (2*) with primitive polynomial a* + a + 1.

(111 1 1 11 1 1]

12 3 4 5 6 7 8 9
¥=14 5 3 2 7 6 12 13 (3.44)
1 8 15 12 10 1 1 10 15

1 3 2 5 4 6 7 15 14]

By elementary row transformations and Gaussian eliminations, we can get the coefficient matrix
A shown as (3.21). Given any four packets, the other packets can be recovered from transmissions
based on A. Suppose there is another node with PDVes = [1,0,1,0,1,0,0,1,0]. It can also recover
all its missing packets by receiving transmissions based on A. The detail of its packet distribution
information is not used for either computing the minimal number of required transmissions or
designing the coding scheme. Although in this example the coefficient matrix of our method
looks more complicated than that of methods based on Jaggi et al.’s algorithm, in general cases,
the complexity of constructing the coefficient matrix via our method is much lower.

3.5 Cooperative Data Exchange with Weight Cost

In the basic cooperative data exchange problem, every transmission incurs the same cost,
irrespective of the transmitting node. However, in more general cases, it is intuitive to consider
that the (transmit) costs for different nodes are different. Let w= [w,..., wy]' denote the
weight vector where each w; is the cost for node i to make one transmission. For any coding
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scheme with rate vector r = [r1,...,n] ", the weighted cost is defined by

6 (r) =w'.r=

=

Il
—

Wwir;. (3-45)

14
Instead of minimizing the total number of transmissions (sum rate), the goal of the cooperative
data exchange problem with weighted cost is to achieve universal recovery by a coding scheme
with a rate vector which has the minimum weighted cost. We note that once the optimal rate
vector is found, a corresponding optimal transmission scheme can be developed exactly along
the lines of the unweighted case discussed in previous sections.

The minimum weighted cost for the cooperative data exchange problem with weighted cost
can be computed as

N
" = mm‘g(r) =min ) w;r;. (3.46)
reQ) izl

Although the optimization should be taken over all vectors in Q, we can actually decompose
this optimization problem into two sub-optimization problems.

* We first find the optimal rate vector under the condition that the sum rate is fixed.

¢ Then, further optimization should only be over the optimal rate vectors for different
fixed sum rates.

Definition 3.8. Let % (R) denote the minimum weighted cost of all rate vectors that can achieve
universal recovery and has sum-rate equal to R.

A (R)= min %(@r)= min Zw,r,, (3.47)
reQ,#x)=R reQ,#(r)= Rl 1

where & (r) = Z | Ti Is the sum-rate.

Let R;;i, denote the minimum sum rate such that a corresponding rate vector can achieve
universal recovery®. Only rate vectors with sum rate between R,;,, and K should be considered.
The minimum weighted cost can also be computed as

€¢*= min X (R)
Re{Rminv---:K}

= _ min w;r; (3.48)
RE{Roin,-- ,K}regy(r) RZ v

Example 3.6. Consider a cooperative data exchange problem for the fully connected network
with 5 nodes and 9 packets with the goal of minimizing the weighted cost of transmissions. The

5In previous sections, for the basic cooperative data exchange problem, we use R* to denote the minimum sum
rate such that universal recovery can be achieved. However, in cooperative data exchange problems with weighted
cost, the optimal rate vector may not have minimum sum rate.
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packet distribution matrix (PDM) is as follows:

[0 1 01 00111
100011011
E=(0 1100101 1
101011010
1 101 101 01

The weights of nodes are as follows:

| Node(i) | 1]2]3]4] 5|
| w; | 2[3]6]8]10]

Here we assume that the weights of the nodes are in non-decreasing order. If this is not the case,
we rearrange the nodes of the PDM such that the weights are in non-decreasing order. By using
the methods proposed in [6, 13], we can find that the optimal rate vector ist* = [3,3,1,0,0] " and
the minimum weighted cost is 21. However, for the basic cooperative data problem (unweighted
case) with the same packet distribution matrix, the optimal rate vector isr =[1,1,1,1, l]T.

Remark 3.3. By using algorithms in [6, 7, 73], we can show that the minimum sum rate Ry,
for Example 3.6 is 5. But for the cooperative data exchange problem with weighted cost, the
optimal rate vector has a sum rate of 7, which is larger than the minimum required sum rate.
That is why we need to have the second optimization over % (R), where R € {Rpin,...,K}.
Thus, only finding rate vectors with sum rate Ry, ;,, is not enough, we have to optimize % (R)
over all R € {Ryin, ..., K}. However, we show that it is not necessary to compute % (R) for all
R e€{Rnin,...,K}. By exploiting the convexity of the function X (R), we can search the optimal
R and rate vector by the binary search method.

We propose an efficient deterministic algorithm based on (d, K)-Basis to solve the optimization
problem (3.47). For any given fixed number of transmissions R, Algorithm 3 searches the
existence of a corresponding (d, K)-Basis where d = K — R.

Theorem 3.5. For any R € {Rnin,...,K} andd = K—R, letr = [ry,..., rn1T denote the output
rate vector of Algorithm 3 with input PDM E and d, then % (R) = Zﬁ\il wir;.

The details of the proof of Theorem 3.5 are given in Appendix 3.8.1, but for a brief outline, we
may observe that for any other rate vector which has the same sum rate as the rate vector r
output by Algorithm 3, we must have either (1) if it can achieve universal recovery, it has equal
or larger weighted cost than r; or (2) it cannot achieve universal recovery, hence it should not
be considered.

Remark 3.4. In words, Theorem 3.5 says that the output rate vector of Algorithm 3 is the optimal
rate vector which has the minimum weighted cost among all the rate vectors which have sum
rate R and can achieve universal recovery.
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Algorithm 3 Search (d, K)-Basis (SdB)

1: Input: E = [el,...,eN]T (wi=w;Vi<j)andd.

2: Output: True, r, V or False.

3: Initialization: Q= @, V=g, r=[ry,...,ry]T =01xn.
4: fori:ief{l,...,N}do

5: for be %B(e;,d) do

6 ifbg4(Q,d) then

7: ri=ri+1

8: V=Vu{b}

9: while IS Q, |S| =2:(3.49) holds do

wr(gsVb) < ) wu(q) +wu(b)—|S|d

qi€S
10: b=bvgs, Q=Q\S
11: end while
12: Q=Qu{b}
13: end if
14: if V| = K — d then
15: return True, r and V
16: end if
17: end for
18: end for

19: return False

(3.49)
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Comparing to Algorithm 1 which checks the existence of any balanced (d, K)-Basis for the
basic cooperative data exchange problem and outputs the corresponding (d, K)-Basis vectors
if they exist, Algorithm 3 requires that the input PDVs be ordered according to their weights.
The nodes with smaller weights have smaller indices. The node with the smallest weight
would be selected to generate as many (d, K)-Basis vectors as it can. Then, the nodes with
larger weights would be selected to generate (d, K)-Basis vectors that can not be generated by
previous nodes. We show that by ordering the input PDVs in ascending order of their weights,
Algorithm 3 can find the optimal rate vector and corresponding (d, K)-Basis vectors which
can achieve universal recovery by using K — d transmissions and has the minimum overall
weighted cost. The ordering of the PDVs according to their weights can be done before the
start of Algorithm 3 and only requires complexity @ (Nlog(N)). As compared to the complexity
of searching the existence of a (d, K)-Basis, which is @ (N3K®), the complexity of pre-ordering
nodes can be ignored.

Now we have a method to get the optimal solution to the sub-optimization problem (3.47). In
order to get the globally optimal solution to the optimization problem (3.48), it is sufficient
to only consider the rate vectors that are output by Algorithm 3 with different values of input
parameter d (d = K — R). However, it is not necessary to run Algorithm 3 with all possible
R e€{Rnin,...,K}, byleveraging convexity of the function .£ (R) which is stated by the following
theorem. Hence the optimal weighted cost and rate vector can be found by a binary search
style method.

Theorem 3.6. For R,,;, < R < K, the function defined by (3.47): £ (R) = minyeq »(r)=R Zf.\i L Wil
is convex.

The proofis given in Appendix 3.8.2. To prove Theorem 3.6, it is sufficient to only consider
coding schemes with rate vectors output by Algorithm 3, since they are the conditionally
optimal solution for fixed sum rate R. In particular, we exploit some properties of the rate
vector output by Algorithm 3 to show that the second order difference of Z (R) is non-negative,
ie. £ (R+2)+ £ (R)-2X% (R+1)=0. Byinduction, we prove that .£# (R) is a convex function
of R.

Remark 3.5. In [6], it has been proved that the function % (R) defined in (3.47) is convex for
Rumin < R <K for a relaxed condition where each entry ofr = [r1,...,ry]" can be non-integer
rate vector. However, the entries of the rate vector should always be integers for the cooperative
data exchange problem. The improvement of our theorem is that we prove that for integer rate
vectors, the function % (R) defined in (3.47) is still convex for R;in < R < K.

Since the function £ (R) is a convex function, it is not necessary to search all possible R to get
the optimal solution to optimization problem (3.48). We propose Algorithm 4 to compute the
minimum weighted cost by using a binary search method.

The complexity of the binary search of Algorithm 4 is approximately & (log(K)). Hence, the
overall complexity of our two algorithms is @ (N3 K3log(K)) which is the same complexity as
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Algorithm 4 Finding r* and ¢ using Binary Search Algorithm

1: Input: E = lel,...,en]T, Kand w= [wy,..., wn]" such that (wiswjVi<j)
2: Output: r* and €*

3: Initialization: dg;q;¢ =0, depg = M

4: while ds4r: < depg do

5: d ZmaX{LMJ;dsmrt"' 1}
6 (FErx,V)=SdB(E,d)

7: if F is False then

8: Aepna=d

9: else

10: d=d-1
11: (F,#,V) = SdB(E, d)
12: ifw' -r>w' -f then
13: dopa =d, r* =
14: else
15: dstarr=d,x* =1
16: end if

17: end if
18: end while
19: R*=K—-d,€¢*=w' -r

the complexity of algorithms for the basic cooperative data exchange problem®.

Example 3.7. On applying Algorithm 3 on Example 3.6 for d = {0,1,2,3,4}, we can get the
results as shown in Table 3.1. As can be seen from the table, the minimum cost is achieved by a

Table 3.1 - Sum rate, optimal weighted cost and rate vector

’d\R:K-d\J{(R)\rl\rg\rg\m\rg,‘
4 5 29 1 1 1 1 1
3 6 22 212121010
2 7 21 313 1 00
1 8 23 4 | 3 1 00
0 9 25 51| 3 1 00

coding scheme that uses 7 transmissions, which is larger than the minimum number of required
transmissions (Ry,in = 5) for achieving universal recovery. Additionally, if we plot the function
K (R) vs R for example 3.6 and connect the points, it is easy to see the convexity in Fig. 3.1.

61f we include the pre-ordering process for the nodes, the overall complexity should be &(N3K31og(K) +
Nlog(N)). But as we mentioned, the complexity of pre-ordering can be ignored compared to the complexity of
other parts.
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Figure 3.1 — Optimal weighted cost (£ (R)) vs Sum rate (R) for Example 3.6.

3.6 Successive Omniscience

In the basic cooperative data exchange problems, all nodes have the same priority and should
be able to recover all packets at the end of the communication phase. In this section, we con-
sider a generalized problem called Successive Local Omniscience (SLO) [12, 74], where nodes
have different priorities. Specifically, let G = {G;, ..., Gy} be a partition of nodes {1,..., N} In
the SLO problem, communication occurs in M rounds, numbered from 1 to M and taking
place in this order, as follows:

. . def ; .
e Inround i, only the nodes in the set G(; = U;zlG j are allowed to transmit.

 After round i, all nodes in the set Gj;; must be able to recover all packets that were
initially present at all the nodes in the set Gy;;.

In this sense, if i < k, then nodes in G; can be thought of as having priority over nodes in Gy
(although in the general case, no node is guaranteed to attain full omniscience of all packets
before the end of the last round).

Letri = [rli, e r]"\,]T denote the accumulated rate vector up to and including the i th round,
where each r; denotes the total number of transmissions made by node j from the first round

to the i’ round. The corresponding entries of rate vectors r’ and r'*! satisfy r]’: < r]’:“ for

every node j € {1,..., N}. Let Q(G;)) be the set of rate vectors up to and including the jth
communication round satisfying

Z r]l: = |XG[” \Xyl,VJ g G[i] (3.50)
jEG[[]\f

Then we have the following lemma characterizing solutions to the SLO problem:

Lemma 3.6. Any solution to the SLO problem is also a solution to the following multi-objective
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linear program:

N

min rivie{l,..., M} (3.51)
r"EQ(G[,-])jz::l Y

Proof. Foranyie€({l,..., M}, rate vectors rie Q(Gy;)) satisfy the Slepian-Wolf constraints for
achieving local omniscience and only nodes in Gy;; are allowed to make transmissions. The
minimization gives the minimum sum rate. Thus, for M communication rounds, the overall
optimal solutions achieve successive local omniscience. O

In this section, we present an efficient solution of the SLO problem via the (d, K)-Basis method.
Let Eg,,, denote the packet distribution matrix of the nodes in G;. If we run Algorithm 2 with
Eg,;, as input in the subspace indexed by the collectively available packets of Gy, it will return
the minimum number of required transmissions for achieving local omniscience as well as the
corresponding (d, K;)-Basis vectors. Algorithm 2 can be called for every Eg,;, Viefl,...,M}
and we can get the d;-Basis vectors for local omniscience achieved by each Gy;. If d; = d;1,
the (d;, K;)-Basis vectors can also be used to generate (d; .1, K;+1)-Basis vectors by adding 0’s
to the dimensions that are added by packets in Xg,,,, \ Xg,. If d; < d;+1, the (d;, K;)-Basis
vectors cannot be used to generate (d;1, K;+1)-Basis vectors. Hence, the optimal strategy is to
use the coding scheme based on (d;, K;)-Basis in the subspace indexed by packets of Xg,;,,, $0
that every transmission used in the previous round are useful in the current round.

Theorem 3.7. For successive local omniscience problem with G;) and corresponding packet
distribution submatrix Eg,;, for i € {1,..., M}, the minimum number of required transmissions
R forroundi is

R} = K; —min{t;, dy,...,d}}, (3.52)

1

where K; = [Xg,;| denotes the number of packets collectively available at nodes in Gy;), M; =
minjeg,, | X;| is the minimum number of available packets at any single node in Gy and d; is
the maximum (d, K;)-Basis that can be generated by PDVs of nodes in G;).

Proof. For the first round, Ry = Kj —min{.#1,d;}, according to Theorem 3.3. For the jth
round, since G(j) < Gy;), Vj < i, #; < 4. According to Theorem 3.3, nodes in Gy; can
generate a coding scheme which is based on the {4, dlf" }-Basis and can achieve the local
omniscience. If d;‘ = min{df e, d;‘ }, and all transmissions used in previous rounds can also
be used as the transmissions of coding schemes based on the {.#;,d l* }-Basis. Thus, in the

l'th

round, only additional transmissions are required and the total minimum number of
required transmissions for achieving local omniscience is Rlik = K; —min{.4;, dl.*}. If dj’.k =
min{d; ...,d} and j < i, then transmissions generated in the j*" round cannot all be used
for the coding scheme based on the {.#;,d}-Basis. In order to make use of all previously

generated transmissions, the coding scheme based on {4, d]’.‘}—Basis can be used to achieve
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local omniscience for nodes in Gy;; and the total number of required transmissions is R; =
K; —{4;, d]’.‘}. Therefore, R;‘ = K; — min{./;, df,...,dl?*}. O

We propose Algorithm 5 to compute the minimum number of required transmissions (R;) and
the local optimal rate vector (r;) for nodes in each group with different priorities. Algorithm 5
iteratively calls Algorithm 1 to search for the existence of a (d, K;)-Basis that can be generated
for linear coding schemes to achieve local omniscience.

Algorithm 5 Successive Local Omniscience

1: Input: E = [ey,...,ex] " and G = {Gy,..., Gy}
2: Output: R{‘,...,R;Iandrf,...,r;h

3: Initialization: d* = K

4: fori=1...Mdo

5: Amin =1, dmax = min{d;, d*}

6 (Er,V)=SdB(Eg,, dena)

7: if F is True then

8 d! =dmax,V; =V, 1} =1

9

: else
10: (Fr,V) = SdB(Eg,;,, dmin)
11: if F is False then
12: dl?k =0, V;‘ =Ig,
13: else
14: while d;;, 4« — dpin > 1 do
15: d = | dmintlna |
16: (Er,V) = SdB(E, d)
17: if F is True then
18: Amin=4d, dlf*:d,V;.“:V,r;.k:r
19: else
20: Admax=4d
21: end if
22: end while
23: end if
24: end if
25: d*=d;, R} =K;—d;
26: end for

Based on the (d, K;)-Basis vectors V;‘ and local optimal rate vector rl.* , the corresponding linear
coding scheme can be generated to achieve local omniscience. Instead of generating linear
coding schemes for each communication round individually, it is possible to globally generate
a linear coding scheme in which the first R transmissions can achieve local omniscience.

Regarding the complexity of our approach, in each communication round, the minimum
number of required transmissions and the accumulated rate vector is found by using binary
search method and iteratively calling Algorithm 1. The total number of outer iterations is
equal to the number of priority groups, M. The binary search method for the i’ round has
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complexity bounded by @ (log(K;)). For the i round, Algorithm 1 has complexity bounded
by & (IGi|3Ki3), since the number of new nodes and packets considered in the i*" round
are |G;| and K;, respectively. We note that for algorithm 1, the nodes in G(;_1; have already
been checked in previous interations and the basis vectors generated by them in previous
iterations can be reused in current iteration. Hence, we do not need to check them again.
Therefor, the total number of computation can be expressed as Zﬁ.‘i 1 1Gi |3Kf’ log(K;). Since Vi :
IGiijl = N, K; = K and £}, |G;| = N, we have ¥, |G; P K?log(K;) = N*K*log(K) L.}, IG;i| =
N3K3log(K). The overall complexity of our (d, K)-Basis method for solving SLO problem is
bounded by @ (N3K3log(K)).

Example 3.8. Consider the successive local omniscience problem with the following packet
distribution matrix

[1 11100 0 0 0]
011110000
110001000
E= (3.53)
001100100
101111110
111110101

And the nodes are partitioned into three groups with decreasing priorities: G, = {1,2}, Gy = {3,4}
and Gs = {5,6}. Since nodes in G; collectively only have packets P1, ..., Ps, the optimization for
the first communication round is equivalent to the basic CDE problem with packet distribution
matrix Eg,, which is a submatrix of the first two rows and five columns of E.

11110
Eg, =
0111 1

1

(3.54)

It is apparent that only two transmissions are required to achieve local omniscience for G;.
Consider the following two coding schemes:

¢ Coding scheme 1: Node 1 sends P, and Node 2 sends Ps.

* Coding scheme 2: Node 1 sends Py + P, + P3 + P, and Node 2 sends P, + P3 + Py + Ps.

In Coding scheme 1, each transmission is a linear combination of as few packets as possible,
while in Coding scheme 2, each transmission is a linear combination of as many packets as
possible. Both coding schemes can enable two nodes to fully recover packets that are collectively
available at them. However, we will show that Coding scheme 1 is suboptimal but Coding
scheme 2 is optimal. In the second communication round, the goal is to enable node in Gy
to recover packets which are collectively available at them. Similarly, we have the packet
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distribution matrix Eg,, , which is a submatrix of the first four rows and seven columns of E.

1111000
EG:0111100 (3.55)
11100 010

0011001

If we treat this as a packet distribution matrix of a basic CDE problem, it is easy to find that
the minimum number of required transmission is 5, since the (2,7)-Basis is the (d,7)-Basis
with largest d value that can be generated by row vectors of Eg,,,. And this implies that in the
successive local omniscience problem, the total number of required transmissions is at least 5.
If we choose Coding scheme 1 in the first transmission round, the packet distribution matrix
becomes

Eg, = (3.56)

— e
O =
— O =
— O =
—
o~ O O
- o o O

As the row vectors of EGm can only generate a (3,7)-Basis which has largest d value, 4 transmis-
sions are required in the second communication round to achieve local omniscience for nodes in
G2). Hence, the total number of transmissions for the first and second rounds is 2 + 4 = 6 which
is larger than the lower bound 5. However, if Coding Scheme 2 is chosen in the first round, it is
possible to generate a coding scheme based on (2,7)-Basis in which the first two transmissions
achieve local omniscience for nodes in G,. The desired (2,7)-Basis generated by Eg,, is

(4] [1 1 1 1 0 0 0
Uy 0111100
v3l=]0 1 111 0 0 (3.57)
vs 1100010
lvs] |0 01 1001

As one can see the first 5 columns of vy and v» can actually form a (3,5)-Basis. And the coding
scheme based on them can achieve local omniscience for nodes in G,. Similarly, we can show
that 2 transmissions are required in the third communication round to achieve omniscience
for nodes in G). Instead of generating coefficients for linear combinations of packets for each
round individually, we can deal with them together by constructing a linear coding scheme
based on the final (d, K)-Basis we need, which is a (2,9)-Basis in this case. Given the rate vector
in each round.:

r; =[1,1,0,0,0,0]" (3.58)
r;=1[0,1,1,1,0,0] (3.59)
r3=1[0,0,0,0,1,1]" (3.60)
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And the (2,9)-Basis that generated by row vectors of E

(] [1 1 1100 000
Uy 01 1110000
U3 01 1110000
m|=/1100010 0 0 (3.61)
Us 001100100
Us 101111110
lvz] [T 11110101

By using the coding construction method based on MDS code in Section 3.4, we can get a coeffi-

cient matrix as follows, where all entries are over finite field GF (2*) with primitive polynomial
4

a*+a+l.

(1] [4 7 3 100 0 00
a 0 8 12320 0 00
as 0 13 13 2 2 0 0 0 0
al=115 8 0 001 0 0 O (3.62)
as 0 0 4 500 10 0 0
ag 10 0 9 955 5 50
laz] |9 4 1 110 1 01

It can be verified that the first 2 transmissions achieve local omniscience for nodes in Gy, the
first5 transmissions achieve local omniscience for nodes in Gz), and all transmissions together
achieve omniscience for nodes in G3) (all nodes).

3.7 Conclusion

In this chapter, we introduce the concept of (d, K)-Basis. We establish that the existence of
such a basis is both a necessary and sufficient condition for the existence of coding schemes
that can achieve universal recovery with K — d transmissions for the fully connected network.
We provide a polynomial-time deterministic algorithm based on the (d, K)-Basis construction
which solves the cooperative data exchange problem. We show that we can efficiently construct
the coefficients of an optimal linear coding scheme starting from a Vandermonde matrix by
levering the connection between the (d, K)-Basis and maximum distance separable codes.
Moreover, we demonstrate that our (d, K)-Basis construction method can also be used in
solving generalized versions of the cooperative data exchange problem, including CDE with
weighted cost and with successive local omniscience.
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3.8 Appendix

3.8.1 Proof of Theorem 3.5
In order to prove Theorem 3.5, we first prove two useful Lemmas.

Lemma3.7. Lerr” =[r],1;,..., rj{,]T denote the rate vector output by Algorithm 3. For any rate
vectorr = [ry,...,rnl" such thatr € Q and & *) = #(r), there does not exists any node pair
(i, ) suchthati<j,ri>r} andr;< r]’.k.

Proof. 1f the coding scheme with rate vector r can achieve universal recovery and uses the
same total number of transmissions, then the coding scheme can be implemented as a (d, K)-
Basis based coding scheme which has the same d value as the coding scheme with rate vector
r*. As Algorithm 3 guarantees that Vi € {1,..., N}, if r > 0, then there must exist as many as
Zj.vzi r]’.‘ (d, K)-Basis vectors that cannot be generated by nodes inset {1,2,...,i —1}. If 3i < j
such that, r; > ri* and rj < r]’.“, then Zj\': ;Tj < Z;V: ; rj’.‘ which is not possible as such vectors can
only be generated by nodes in set {i, i +1..., N}. Hence, it is impossible that 3i < j: r; > r/ and
rj< r]’.“. O
Lemma 3.8. Letr* =[r],r;,..., r;{,]T denote the rate vector output by Algorithm 3. If there
exists a coding scheme with rate vectorr = [ry, ..., rnl T such thatr € Q, #*) = #(v), and there
exists node pair (i,j) such thati < j, r; < rl.* andr;j> r]’.‘, then € (r) = € (™).

Proof. Let Sy ={i:r;<r/},S2=1{j:r;> r]’f‘} and S3 = {k: ri = r/’}. Since #(r*) = #(x) , we
have

N
0= (ri=r])=) (ri=r))+ Y (rj=r))+ ) (rx=17) (3.63)
i=0 i€$; jESg k€S3
=) (ri=r))+ ) (rj=r]) (3.64)
iESI j€Sg

Hence, for each i € S; that sends one less transmission, there must exist one corresponding
j €S, which sends one more transmission. According to Lemma 3.7, if there exists such pair
of (i, j), it must satisfy i < j and w; < wj. Let P =Y s, (r] = 1i) = ¥ jes, (rj — rj’.“) denote the
total number of such pairs and &2 denote the partition of such pairs. Therefore,

N N
Cr)—-€x")=) wiri— Y wir} (3.65)

i=0 i=0

=2 wilri=r))+ ), wilrj=r7) (3.66)
i€S; J€Sz

= ) (wj-w) (3.67)
(i,j)e2?

=0 (3.68)
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Now, we are ready to prove Theorem 3.5.

Proof of Theorem 3.5. If there exists any linear coding scheme that achieves universal recov-
ery by using K — d transmissions with rate vector r = [ry,..., rN]T (Zf.\ii ri = K—d), itis always
possible to generate a corresponding linear coding scheme based on the (d, K)-Basis that have
the same rate vectors [73]. Hence, they have the same weighted cost and we can only consider
the coding schemes based on (d, K)-Basis. Let r* = [r/,..., r]’(,]T denote the rate vector output
by Algorithm 3. According to Lemma 3.7, there does not exist any i < j such that rj <r ]’.“.
Additionally, since & (r*) = (1), if rate vector r is different from r*, the change can only be
Ji<j:ri<r;andr;> r]’f‘. According to Lemma 3.8, € (r) = € (r*). Therefore, the rate vector
output by Algorithm 3 has the minimum weighted cost in all coding schemes which use K — d
transmissions and achieve universal recovery. O

3.8.2 Proof of Theorem 3.6
In order to prove Theorem 3.6, we first prove two useful Lemmas.

Lemma 3.9. Letr(l) be the rate vector output by Algorithm 3 for input E and d = K—1. Thus, x(1)
is the optimal rate vector with minimum weighted cost among all the rate vectors with & (r) = I.
For the coding schemes which have rate vectorsx(l) = [rq 1),..., r(l,N)]T with I € {Ryin,..., K}
yielded by Algorithm 3,we have

(D) rgs,n=rqn+1.

@) rasim <Tam+1,¥2<m<N.

B) Ifrqs1,my) <Tra,my, then rgio my < rasi,m-

Proof. (1) Since in Algorithm 3, we always start the generation of basis vectors from the PDV
of node 1 and there is no previously generated basis vector, then the number of basis vectors
that should be generated by node 1 is

rgn=wgle) —d=wg(e)) —K+1 (3.69)

Since Ryin < I < K and Ry, = K —min{,d*}, we have 0 < r(; ;) < wy(e;). We note that
wg(e1) = M = K — Rpyin. Therefore, for any feasible [, we have r(;41,1) = r,1) + 1. This means
the first node generates 1 more vector when the total number of transmissions increases by 1.
When r(;,1) = | X1/, each transmissions is just a pure packet. In such cases, we have d =0 and
I = K. Universal recovery can always be achieved when all packets have been sent individually.
No coding scheme with more than K transmissions should be considered.
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(2) Similarly, for any 2 < m < N, the total number of feasible basis vectors that can be generated
bynode m is w;(e,) — K+ I. However, some of them may not be compatible with basis vectors
that have been generated by previous nodes. Hence we have

ra,m < whg(en) —K+1 (3.70)

And r41,m) < rq,m + 1, V2 < m < N. This means node m can generate at most 1 more basis
vector when the total number of transmissions increases by 1.

(3) As the total number of transmissions (sum rate) goes from [ to [ + 1, the corresponding
basis change from (K — [)-Basis to (K — [ — 1)-Basis. Therefore, the number of packets that
are used to generate each transmission decreases by 1. Note that wg(en) = 4 = K— Rpyin
,Vme{l,...,N}. When I = Ry;;;,, nodes m with wg(e;;) = K — R;,i, are not considered to
generate any basis vector, since every basis vector needs K — Ry,;, + 1 ones. But when [ > R 5,
every node is considered to generate basis vectors. If node i is not used to generate any basis
vector, that means all basis vectors that can be generated by node i are not compatible with
the basis vectors generated by previous nodes. If r(j41,m) < 1y m), that means besides the first
node, there exists at least one node with lower weight than node m that generates more basis
vector(s), i.e. An s.t. n < mand r41,n > 7q,n. The set of basis vectors that are generated to
form the (K —[—1)-Basis by node m is a subset of (e, K—1). Let @(m, [+ 1) denote vectors in
9B (em, K —1) but are not selected to form the (K — [ — 1)-Basis. Then every vector in @(m, [ + 1)
is not compatible with the (K — / — 1)-Basis vectors generated by previous nodes. Any vector in
%B(em, K —1—1) which can be generated by vectors in 2(m, [ + 1) is also not compatible with
the (K — I - 2)-Basis vectors generated by previous nodes. Hence, the maximum number of
basis vectors that can be generated by node m for the next round is upper-bounded by 741, ).
Therefore, If rj4+1,m) < ry,m), then ryiom < rge1,m » V2<m=<N.

O

Definition 3.9. LetS(; 1) denote the set of nodes which generate more number of transmissions
when the sum rate increases from l to 1 + 1. LetS(; o) denote the set of nodes which generate the
same number of transmissions when the sum rate increases from l to l + 1. Let S; |y denote the
multiset of nodes that generate fewer transmissions when the sum rate increases froml to [ + 1.
The multiplicity of node i in S|y equals r(, iy — r+1,i)-

Lemma 3.10. For VR, <1< K—1, we have (1) S¢.1,1) S Sq,p) and (2) Let W}, | be the i'™
largest w e {w;: j €Sy} and Wli be the i'" largest w e {w;j : j €S, ))}. Forany Wli+1, there

. i i i
exists Wl such that Wl+1 < Wl .

Proof. Let r(l) = [rq1y,...,ran] " and (I +1) = [rq1,...,Ta11,8] " denote the rate vectors
output by Algorithm 3 for d = K- and d = K — [ — 1, respectively. According to Theorem 3.5,
r(l) and r(I + 1) are optimal rate vectors for fixed sum rate / and [ + 1, respectively.

(1) Assuming that S(;,1,1) € S(;,1), then there must exist at least one node k, such that k € S(;4; 1)
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and k ¢ S(; ). Hence, k must be in S o) or S(;,}). It is apparent that k # 1, since the first node
always increases the rate by 1 when the total sum-rate increases by 1. For k € S(;;; 1) \ {1}, there
must always exist a corresponding node m € S(;,}) such that wy < wy,.

() If k € S(,0), we know that rgi1x = rqk. Coding schemes with rate vector (1) =
[74.1),---» Fu.an] T such that

Fak =Tras1,0 =Tan +1 3.71)
Faom) = Tas1,m = Tam — 1 (3.72)
Fuiy =ra,n Viefl,..., N}\ {k, m} (3.73)

can also achieve universal recovery. Moreover, coding scheme with rate vector #(/) has
lower cost than coding scheme with rate vector r(/). This contradicts that coding scheme
with rate vector r(l) is optimal for all rate vector with sum rate /.

(i) If k €S(;,)), we know that r41 k) < (k). According to Lemma 3.9, r(41,x) < r k). This
contradicts our assumption that k € S(;41,1).

Therefore, we have S(;.1,1) €S, 1)-

(2)We use the induction proof method to prove this part of lemma. For i =1, let Wll+l =Wy,
Wli = wy;,. We assume that Wli+1 > Wli, then we have w,, > w, which implies that m¢ S, |,.

Since S¢;4+1,1) €S, 1), coding scheme with rate vector £(1) = [F 1), ..., f(l,N)]T which satisfies
Pam) =Tam—1 (3.74)
Fam =Tram+1 (3.75)
Fajp=ra,j Vji€ll,...,N}\ {m,n} (3.76)

can also achieve universal recovery with the same sum-rate and has lower weighted cost. This
contradicts that coding scheme with rate vector r(I) = [r(,1),..., I, N)]T is optimal for all rate
vector with sum rate /. Thus, we have Wll+1 < Wll. For i > 1, assuming that Wli+_11 < Wli_l, we
show that Wli+1 < Wli. let Wli+1 = Wy, Wli =wyp. If Wll:ll < wy, then it is straightforward that
we =W}, =W/ ' <w, =W/ IfW/ !> w),, and we assume that w, > w;,. In such cases,
a ¢S, since w, < W/, ' < W/~ By using a similar trick as we used for i = 1, it is able to
show that there exists another coding scheme which achieves universal recovery and has
a lower sum weighted cost. Hence the assumption w, > wj can never be true. Therefore,
Wi, =W

Now we are ready to prove Theorem 3.6.

Proof of Theorem 3.6. For any R,;,;,, < | < K —2, we show that the second order difference of
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A (I) is non-negative, i.e. # (I +1) — % (l) = 0, where & (I) = £ (I + 1) — % (I). We compute the
difference of the weighted cost of two coding schemes when sum-rate increases by 1.

Fl+)=xU+2)-F(1+1) (3.77)
— Z w; — Z w; (3.78)
iELSp(HM) i€$l+l.lJ
= wy + Z w; — Z w;. (3.79)
i€, \1} €A1,

According to Lemma 3.9, node 1 always generates 1 more transmission when the total number
of transmissions increases by 1. And for other nodes, if their rate increases, the increment
is 1, whereas if their rate decreases, the decrement can be more than 1. And the number of
multiplications of the nodes in .#;,,}) is equal to the decrease in rate. Similarly, for sum-rate
change from [ to [ + 1, we have

FH=HU+D-FD=wr+ Y wi— Y w;. (3.80)
l'Ejp(M)\{l} iE&ﬂ(l.l)

The reason why node 1 is separated from other nodes is that the total number of transmissions
only increases by 1, which implies that the total number of transmissions sent by other nodes,
except node 1, remains the same. Hence

[Fun V1 = 1Al (3.81)
[F+1,np 1 = [Fua1, (3.82)

Therefore, Vi € ;1)\ {1}, 3j € H;,|) such that w; < w;. We can construct a partition of node
pairs (i, j), where i € #; 1)\ {1} and j € ¥} as follows

PN ={,)):ieFun\1}L,jeFA i<} (3.83)
Note that the number of node pairs in 22(]) is equal to |#; 1) \ {1}|. Then we have

Fh=w+ ) (wi—w)) (3.84)
(i,)ez2()

where every term of the summation (w; — w;) is negative.

We show that for each pair (i, j) € 22(I + 1), there always exists a pair (, f) € 22(1) such that

wi—wj—(w;—w]f)zo (3.85)

Assuming that there exists a node pair (i, j) € 2 (I + 1) such that for all possible pairs (i, j) €
2(1):

wi—wj—(wlf—wf)<0 (3.86)
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Equivalently, we have

w;—wj< _ max (w;—wﬁ (3.87)
L€ JES U

Ifie Sp(m), then wj > IIlan(_;S,;(l'U

another coding scheme with rate vector r = [ry, 19, ..., rN]T such that

w;, which contradicts Lemma 3.10. If i ¢ .%;,), consider

I‘l‘:r(l+1,i)+1,rj:r(l+1,j)_l (3.88)
T=Tah LT =rgaptl (3.89)
'm= r(l+1,m)»Vm¢{ivjrirf} (3.90)

It can be verified that this coding scheme can also achieve universal recovery with total
I +1 transmissions. It has lower weighted cost than the coding scheme with rate vector
(FU+1,1)5+ s r(l+1,N)]T, which contradicts that coding scheme with rate vector [r(741 1), ..., r(l+1_N)]T
has the minimum weighted cost over all coding schemes that achieve universal recovery with
I + 1 transmissions. Starting form the node pair (i, j) with largest j, we can apply this binding
for every (i, j) and remove used (f , f) iteratively. And it is able to find (f , f) € 22(1) such that

Eqn (3.85) is satisfied for every pair (i, j) € (I + 1). Hence, we have

FU+)-F)

= )Y (wi-—w)- Y (wm-wy) (3.91)
(i,j)e?(l+1) (m,n)e (1)

= > [(wi —w)) - (w; - w;)]
(i,)e@(+1),(i, e ()

- Y (wm—wy) (3.92)
(m,n)e22(HD\{Q}

>0 (3.93)

where every (w; — w;) — (w; — w;) 20, every wy, — wy <0 and Q is the set of node pairs (7, J)
that are used in the first summation. Hence, the function £ (1) = mingeq »@)=1 Zf.\i L wiri is
convex. O
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Single-Server Multi-Message PIR with
Side Information

In the information-theoretic private information retrieval problem, one user wishes to down-
load one or multiple messages from a database, which is stored at one or multiple servers, and
requires that the server(s) should not be able to infer any information about which message(s)
the user wants to download. If the database is only stored at a single server (or equivalently
multiple colluding servers) and no side information is available, the user has to download the
whole database to achieve the information-theoretic privacy. However, it has been shown that
the information-theoretic privacy can be achieved without downloading the whole database
under either of the following conditions: (1) the database is stored in multiple non-colluding
servers [22]; (2) the user possesses some messages as side information [49]. In this chapter, we
investigate the extended case for private information retrieval with side information, which is
multi-message single-server private information retrieval with side information. We establish
the capacity for this problem by presenting the proof for the converse and proposing an
achievability coding scheme.

4.1 Problem Statement

In the single-server multi-message private information retrieval with side information prob-
lem, it is assumed that there exists a database consisting of K messages, denoted by X;.x =
{X1,..., Xg}. The database is only stored at a single server. The random variable of the mes-
sages, X;'s forall i € {1,..., K}, are assumed to be independent from each other and consists of
L bits, i.e.,

HX;)=---=HXk) =1L, 4.1)
HX,...,Xx) =HXj) +---+ HXg). 4.2)

Let Wy.ny = {W),..., Wn} € {1,..., K} denote the set of indices of the demand messages and let
S1t:m=151,...,SMmt €11,..., K}\ Wy.y denote the set of indices of the side information messages.
The user initially possesses M messages, denoted by Xs, ,, = {Xs,,..., Xs,,}, as side information
messages and wants to download N messages, denoted by X, , = {Xw,,..., Xw,}, from the
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server. We assume that the server only knows the number (M) of side information that the user
has but does not know the set of indices Si.js of those side information messages. For each
nef{l,...,N}, let W, denote the random variable for demand index W,,. Foreach m e {1,..., M},
let S,,, denote the random variable for side information index S;,,. Let Wy.ny = {Wy,...,Wp}
denote the random variable for the set of the random variables for the demand indices and
S1.m ={S1,...,SM} denote the random variable for the set of the random variables for the side
information indices. We assume that W;. is uniformly distributed over all subsets of {1, ..., K}
with size N, i.e.,

1
Pr(Wy.ny = Win) = —, VWineil,...,K}, Wiyl = N. (4.3)

K

(v)
Additionally, we assume that S;.,s is conditionally uniformly distributed over all subsets of
{1,...,K}\Wy.py, e,

W) VSIZMg{lv---)K}\Wl:N;ISIZM|:Mr

Pr(S1.p = S1: Wiy = Wiin) = M (4.4)

0, otherwise.

The goal of the user is to retrieve the demand messages Xy, from the server and still keeps
the indices W).y private from the server. To achieve this goal, the user generates and sends
a query to the server and the server. Let Q!":¥Stm! denote a query generated for demand
indices W,.y and side information indices S;.ps and let QI"i:v-St:ml denote the random variable
for QI™ivSiml - We assume that the query is generated from a (stochastic) function of the
indices Wy.y and Sy.ps and is independent of all messages, i.e.,

H(Q[WLN:SLM] IXy.x) = H(Q[WLN’SI:M]) (4.5)

We also use the notation Q to denote a query realization that is generated without specifying
the demand side information indices. When the server receives query realization Q"1n-Stml,
it generates and sends back the answer string AI"=v$1v) which is a deterministic function of
QWinSuml and all messages. Let AlivSiml denote the random variable of A/ Sl which
should satisfy

H(A[WI:N)SI:M] |Q[WI:NvSI:M]’X1:K) -0. (4.6)

We note that given the query realization Q, the random variable of answer string, A, is still
not determined since the messages are random variables. The query Q""S1:1! is from an
alphabet 2 and the answer string Al":¥S1:M! is from an alphabet <. The PIR scheme is the set
of all queries and answer strings.

Let D denote the number of download bits from the server for any coding scheme satisfying

48



4.1. Problem Statement

above requirements., which can be computed as

D :H(A[WI:N;SI:M] |Q[w1:NvSI:M],W1:N, S1:01) 4.7)
=F HAWeNStMl|gWunSiml W v = Wiy S1.0 = Sy 4.8
(Wae,S1n)~ Wi, S1oas) [ H Q yWiN 1:N> S1:M = S1:m) | (4.8)
=H@AW St | QW Sl Wy = Wiy, 810 = S1oum) (4.9)

where Equation (4.9) is because the number of download bits is independent of the realizations
of demand and side information indices.

The rate of such coding scheme is defined as follows.

. L
R=lim —, (4.10)

L—oo

where L is the number of bits per message. The capacity is the supreme of all achievable rates.
We use C(K.M, N) to denote the capacity for single-server multi-message private information
retrieval with side information problem, which has K messages, M side information messages
and N demand messages.

L
C(K,M,N):suleim D (4.11)
— 00

4.1.1 Retrieval and Privacy Conditions

For any demand indices W.y and side information indices Si.5/, any generated query Q[W1:x-Sum!
and corresponding answer string A!":V:S1m! should permit decoding of the demand messages
Xw,., with side information messages X, ,,. Hence, the random variables of query and answer
string, Q[WliN'SliM] and AWi:nvStml | should satisfy:

HXy, , [AWevSunl @WiwSid Xy =0, vy c11,..., K}, VS S 141,..., K\ Wiy, (4.12)

We refer to Condition (4.12) as the retrieval condition for single-server multi-message PIR with
side information.

Besides, private information retrieval requires that the server should not be able to infer any
information about the indices of the demand messages, which requires the query to satisfy:

I(‘WI:N;Q[WI:N;SI:M]) =0. (4.13)
By using the chain rule of mutual information, we can get

I(‘NI:N;A[WLstle]’Q[leNysle],XI:K) =I(Wy.n; Xy:5) + I(WI:N;Q[WI:NvSI:M] IXy:x)
+ I(WLN;A[WI:NvSI:M] |Q[W1:NrSI:M] ,X1:5) (4.14)
:I(Wl:N;Q[WI:NvSI:M]). (4.15)
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Equation (4.15) is because random variables of demand indices W are independent of the
random variable of messages Xj.x, i.e., [(Wy.n;X1:x) = 0, the answer string is deterministic
given query and all messages, i.e., H(AWinSiml|QWivSiml X, 1) = 0. Hence, the answer string,
query and all messages must satisfy:

I(WI:N;A[Wl:NvSI:M]’Q[Wl:Nysle],Xl:K) =0. (4.16)

We refer to Condition (4.16) as the privacy condition for the single-server multi-message PIR
with side information.

Foranyfixed Wy.y < {1,...,K} and S1.p S {1, ..., K}\ Wy, the probability of choosing query Q €
£ and corresponding answer string A € «/, denoted by Pr(A = A,Q = Q|Wy.y = Wi.n,S1:m =
S1:Mm), is known by the server. Hence, the server can verify privacy condition (4.16) for any
PIR coding scheme. For each query Q; and corresponding answer string A individually, we
cannot determine whether it satisfies the privacy condition or not. But the following necessary
condition can be derived from the privacy condition.

Definition 4.1 (Necessary Condition). The query realization Q and corresponding answer
string A generated for K messages, M side information messages and N demand messages
satisfy the necessary condition, if for any Wy.n € {1,..., K} with |Wy.y'| = N’ < N, there exists at
least one corresponding Sy.py €1{1,..., K} \ Wiy with |Sy.pp| = M’ < M such that

H(Xw,,,|A,Q=QXs,,,)=0. 4.17)

We note that, according to Definition 4.1, the necessary condition is defined for any single
query and its corresponding answer string. The privacy condition, which is defined for the
coding scheme, is closely related to the necessary condition.

Lemmad4.1. Forany query realization Q and corresponding answer stringA from a single-server
multi-message PIR with side information coding scheme which satisfies the privacy condition,
Q and A also satisfy the necessary condition defined in Definition 4.1.

Proof. We need to show that for any Wy.n € {1,...,K} with |Wj.n| = N’ < N, there exists
at least one corresponding Sy.py € {1,..., K} \ Wy.nv with [S1.p¢| = M’ < M such that Equa-
tion (4.17) is satisfied. The proof is by contradiction. Suppose there exists Wy.p» <{1,...,K}
with |Wi.n| = N' < N, all Si1.m €41,..., K}\ Wi.n with [Sy.] = M < M satisfy

HXw, 1A, Q=QXs,_,)>0. (4.18)

Then, Xy, ,, cannot be decoded from A given any M side information messages, which implies
that Xy, ., cannot be the demand messages. This contradicts the requirement of the privacy
condition. O
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This necessary condition for single demand message cases has been mentioned in [49]. We
have the following remarks for Lemma 4.1.

 Although the privacy condition cannot be verified for any particular query Q and corre-
sponding answer string A, the necessary condition in Lemma 4.1 can be verified easily
by checking the existence of S;.)s which satisfies Equation (4.18) for every Wy.y.

* For the special cases, where N’ = 1, for any single message Xy,, there always exists at
least one Sy.pr € {1,..., K} \ {W;} such that

HXw,1A,Q = Q,X5s,,,) =0. (4.19)

* Since every A and Q can be generated for any W;.y with a proper S;.s, we just use A and
Q instead of AlWr:nSiml gnd Q[W1;N.51:N] .

Example 4.1. Consider a single-server multi-message PIR with side information problem which
has parameters K =9, M =2, N = 2. Suppose there exists one query realization Q, and corre-
sponding answer string Ay which satisfies

X; +Xo
X, +X3
Xy +Xs5

X5+X6>
X7 +Xs
Xs + X9

Ay

(4.20)

It is easy to verify that Q) and A, satisfy the necessary condition in Lemma 4.1. Hence, there
must exist a coding scheme that satisfies the privacy condition and retrieval condition. And A, is
one of its answer strings. The construction of coding scheme from A, is present in Section 4.1.2.
Consider another query realization Q. and corresponding answer string A, which satisfies

X;+Xo + X3
Ar =4 X4+ X5+ X5 4.21)
X7 +Xg +Xg

It can be verified that Q. and Ay do not satisfy the necessary condition in Lemma 4.1, since
decodingX; andX, requires 4 messages, which areXy, X3, X5, and Xg. However, the number of
side information messages is only 2, which implies that X, andX, are not the demand messages.
Thus, we can conclude that A, can not be one answer string from any coding scheme which
satisfies both privacy condition and retrieval condition.
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4.1.2 Coding Scheme based on One Answer String

Given only one answer string A from a single-server PIR with side information coding scheme,
it is not enough to verify whether the coding scheme satisfies the privacy condition or not.
However, if the given answer string A satisfies the necessary condition of privacy condition
defined in Lemma 4.1, it is possible to construct a single-server PIR with side information
coding scheme based on answer string A.

Without loss of generality, we can express the answer string A as the function of all messages,
ie.,

A= fX,Xy,...,.Xk) (4.22)

The coding scheme for messages X/ ,..., X} can be constructed by the following steps.

1. The user randomly generates a mapping from the demand messages ngvm to messages
Xy such that

XW{:N = X;/VI:N' (4.23)

with the same probability VW], < {1,...,K} and [W]. | = N:

1
Pr(W,. = W{.\) = —. (4.24)

()

2. Let S}.,, denote the indices of messages which are required to decode Xwr from A. The
user generates the mapping from the side information messages X,SyM to them such that

3. The user randomly maps the messages X, ; \Xy, s 10 X1k \ Xy usr -
X \ Xy us,y = XK \Xwy us,,,- (4.26)

4. The query Q' for answer string A’ can be generated by mapping the messages X;.x to
X according to previous steps,

A = f(X1,Xz,...,Xk), 4.27)

—_x/ —x! 1 1 —
where XW{:N - XWl:N’ XS;:M N XSI:M and Xk \XWL:NUSI:M =Xux \XWI/:NUS;:M'

Lemma 4.2. The constructed coding scheme satisfies both privacy condition and retrieval
condition.

Proof. According to Step 2, messages Xy» can be decoded from A given X'~ as side infor-
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mation, i.e.,

HXy; |1A,Xg )=0. (4.28)
Replacing all X;.x with X/, according to the selected random mapping, we can get

H(X’WW |A”X,51:M) =0. (4.29)

Hence, messages X&M , can be decoded from A’ given Xgl'M as side information, which satisfies
the retrieval condition.

According to Step 1, the probability for any N messages X’W1 o be the demand messages is
the same as the probability of choosing W/, to be the mapping indices for Wy., which is the
same for any subset of indices in {1, ..., K} of size N. Therefore, the privacy condition is also
satisfied. O

Definition 4.2 (Valid Answer String). For any answer string which satisfies the necessary condi-
tion defined in Definition 4.1, we call it a valid answer string, since based on it we can generate
a PIR coding scheme which satisfies both privacy condition and retrieval condition.

Example 4.2. Let us revisit the Example 4.1 and show how to design a PIR coding scheme based
on answer string A, . Suppose we want to construct the query Q3 for demand messagesX) and
X. with side information messages X, and Xy, We first randomly map X and X; to any two
messages with equal probability. Suppose we choose X3 andX; and generate the mapping

X3 =X|, X7 =X; (4.30)

To decode X3 and X; from A, we need to know one message of {X1,X2} and one message of
{Xg,Xg}. Suppose we chooseX, andXg and generate the mapping

X, :xipx8 :xg (4.31)
And we randomly map the other messages as follows
X; =X, Xy =X5,X5 = X7, X = X5, X9 = Xg (4.32)
Then the answer string As for query Qs can be expressed as
X;, + X
X, +X]
X; +X
As = f (X5, X}, X, X5, X5, X5, X0, X5, Xg) =4 0T (4.33)
X7+ X3
X5+ X
X + X,
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It can be verified that given the side information messages X, andXg, the demand messagesX
and X[ can be successfully decoded from As. We note that besides the demand messages, X, and
Xq can also be decoded as by-product. Intuitively, we do not want many of these non-demand
messages to be decodable since each of them cost L extra download bits. However, we will show
that it is inevitable in multi-message private information retrieval with side information.

4.1.3 Conditional Answer String

Given the query realization Q, the answer string A is a deterministic function of all messages
Xi.x, which can be expressed as

A= foXy,...,Xg) (4.34)

We note that when the messages Xy, ..., X as the input of the function f; are random variables,
the answer string A as the output should also be a random variable.

Definition 4.3. (Conditional Answer String) For each answer string A and any subset of mes-
sagesX z, VA <{1,...,K}, define the conditional answer string of A given X » as

AlX 7 = foXy,....XkIX; =c¢,Vie X)), (4.35)

where c is any constant value that the messages can take.

Remark 4.1. Setting the random variables of messages into constant value in the function can
remove the randomness of those random variables. Since the constant value is known to both
user and server, there is no difference between using one constant value or different constant
values for the conditional messages.

Lemma 4.3. For any answer string A that satisfies the necessary condition, i.e., YWy.n» ©
{1,...,K} with |Wy.n| = N' < N, there exists at least one S1.pp S {1,...,K}\ Wi.n with |S1.0| =
M' < M such that

HXw,,IAQ=QXs,,) =0, (4.36)

for any subset of messages X - < X).x, the corresponding conditional answer string AllX » also
satisfies the necessary condition for the messages X1.x \ Xz, i.e., VWy.n € 11,..., K}\ & with
|Wi.ar| = N' < N, there exists at least one S1.pp €11,..., K}\ (Wi.n UKE) with|S1. =M <M
such that

HXw, , |AIX %, Q= Q,Xs,,,) =0. (4.37)

Proof. Since the answer string A satisfies the necessary condition in Lemma 4.1, then for
any Wy.n € {1,...,K} with N’ < N, there must exist at least one Sy.py € 1{1,..., K} \ Wi.p» with
M’ < M such that HXw,,,,IA,Q = Q,Xs,,,) = 0. Then for any Wi.n» € {1,...,K}\ Z, there are
the following two cases.
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1. If S1.pr N A = @, then there must exist Sy.pp S 1{1,..., K} \ (W7.nr U A) such that

H(XIZN’ IA”X.],/) Q = QrXSI:M/) SH(X];N’|A,Q = Q,XSkM,) (438)
=0 (4.39)

2. If S;.yr N A =1 # @, then there must exist (S1.p \7) €{1,..., K} \ (Wi.pr UA) such that

H(XIZN’ |A||X<]f’ Q = QrXSI:M/\T) :H(XI:N’|A1Q = QrXSI:M/\TvXJ{) (4.40)
<HX;.x/A,Q=QXs,,,) (4.41)
=0 (4.42)

In both case, for any Wy.pr, there always exists a subset of indices S* < {1,..., K} \ (Wy.ny U %),
which can be Sy.py or 1.0 \ 7, such that given Xs-, Xy, ,, can be decoded from A|X %, which
satisfies the necessary condition in Lemma 4.1. O

Corollary 4.1. For any valid answer string A for messages X,.x andV % c{1,...,K}, the condi-
tional answer string A||X » is also a valid answer string for messages X1.x \ X x .

Proof. According to Lemma 4.3, the conditional answer string A||X # satisfies the necessary
condition for messages X;.x \ X ». Hence it is a valid answer string by Definition 4.2. O

Example 4.3. For answer string A defined in Equation (4.20). The conditional answer string
A|X; 2,3 can be expressed as follows:

c+c¢

c+c

Xy +X5
AlX) 23 =+ > (4.43)
X5 +Xg
X7 +Xg

Xg +Xg

where c is any constant value that the messages may take. We note that we can also assign
different constant values to X;,Xo,X3, respectively. It can be verified that Al X, 2 3 satisfies the
necessary condition forXy,...,Xg and hence it is a valid answer string forXy,...,Xg.

4.2 The Capacity

Theorem 4.1. For the single-server multi-message private information retrieval with side
information problem with K messages, M side information messages and N demand messages,
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the capacity is
M -1
C(K,M,N)=(K—M—(T*—N—I)J’LNJ—@) , (4.44)

where

— {K—(N2+M+1)

N+LA—I\/][J J +N+1, (4.45)

_ _ 2_ _ _ * _ + M i
O=(K-N"~-N-M-(T"-N-1) (N+LNJ) . (4.46)

Proof. The proofs for the converse and achievability are presented in Section 4.2.1 and Sec-
tion 4.2.2, respectively. O

We have the following remarks regarding the formula (4.44).

« It can be verified that the capacity is lower-bounded by (K — M)~!. This is not surprising
since the MDS coding scheme which downloads (K — M) L bits from the server always
satisfies both retrieval condition and privacy condition.

* When N > M, which can be interpreted as the number of demand messages is larger
than the number of side information messages, the capacity is (K — ML

e When N2 + N = K — M, which can be interpreted as the number of demand messages is
larger than the square root of the number of total messages (except the side information
messages), the capacity is (K — M)~

* When N =1, the multi-message problem degrades into the single-message problem. In

K—(1+M+1)J 1141 = [K—l

such cases, T* = L —J +1. Since M = 0, it is easy to see that T* can

1+M 1+M
also be expressed as T* = [ﬁ]. Since N = 1, it can be verified that 0 is always positive.
The capacity for special cases when N =1 can be shown to be C(K, M, 1) = [lfM] -1

which matches the capacity for single-server single-message PIR in [49].

4.2.1 Converse

In this section, we present the proof for the converse of Theorem 4.1. We need to show that
the rate of any coding scheme which satisfies both retrieval condition and privacy condition is
lower-bounded by

* + M
R=zK-M-(T"-N-1) LNJ_Q' (4.47)

For any query realization Q and corresponding answer string A, the total number of download
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bits can be expressed as

D=HAIQ=Q) (4.48)
=HX:x,AlQ=Q) - HX1:xIA,Q=Q) (4.49)
=HX;:x1Q= Q)+ HAIQ= Q,X1.x) - HX1:x1A, Q= Q) (4.50)
=KL-HX;:xIAQ=Q), (4.51)

where Equation (4.51) is because that query Q = Q is assumed to be independent of the
messages, i.e., HX.x|Q = Q) = HX:x) = KL, and according to Equation (4.6), the answer
string A is deterministic given query Q = Q and all messages X

According to Lemma 4.1, for any single index W € {1,...,K}, there exist at least one S <
{1,...,K}\ {W} such that HXw/ A, Q = Q,Xs) = 0. Without loss of generality, we can make the
following assumptions.

1. Decoding Xy, » with wWie{l,...,K} fromA requires at least N messages, denoted by
X, as side information.

2. S has the smallest size over all S/, i.e.,

sW e argIIl(i)IllS(j)l (4.52)
NG

We note that there may be multiple subsets that have the minimum size. Let UV denote
the set of indices such that X;;o) can also be decoded given Xgu) as side information. Let
7, = wWhyuWyusW denote the union set of indices!. Equation (4.51) can be further expanded
as follows.

D=KL-HXzIAQ=Q)-HXy:kIA Q= Q,Xz). (4.53)

We note that according to the assumption for U M none of the messages Xj.x \ Xz can be
decoded given X7, .

Similarly, we can construct Z; = W% u U uS® such that given X Zil decoding Xy, requires
the smallest number of side information Xy, and Xy;» can be decoded at the same time.

IWe note that W is a single index instead of a subset of indices. For the ease of notation we still use
wW yu® y s to denote the union set (W Pyuu® u s,
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Suppose after T iterations, we have ZIT ={1,...,K}. Then, we have

D=KL-HXzIA,Q=Q) - HXzIA Q=Q,Xz) - HX1klA Q= Q,X) (4.54)
=KL-H(XzIA,Q=Q) - HXIA,Q=0Q,Xz)
—+~ HXzIA,Q=QXzr1) ~ HX1:x|A, Q= Q X,7) (4.55)
T
=KL-) H(XzIAQ=QX), (4.56)

i=1

where Equation (4.56) is because the last term H(X;.x|A,Q = Q,XZIT) = 0 due to the assump-
tion ZlT ={1,...,K}. To get the lower-bound for D, we need to maximize the summation in
Equation (4.56).

For the last group of messages X,, by assumption, given all messages of previous groups
Xz, from the conditional answer string A||X z7-1, NO Message can be decoded given less than
|StD)| messages as side information messages and Xy, can be decoded given messages
XS(T), i.e.,

HXyym o |A Q= QXyr1,Xgimn) =0. (4.57)
Hence, we have

HXz.1A,Q= Q,XZIT—1) =HXsn|A,Q= Q,lerfl) + HXyouymlA,Q = Q,XZLT—I,Xs(T)) (4.58)

<=HXgqmn) (4.59)
and

H(AHXZlT—l Q=Q)=H(A|Q= Q,leT—l) (4.60)
=HA Xz Q= Q,XZIT—I) -HXz,IA,Q= Q,leT—l) (4.61)

=HXz,1Q= Q»XZIT%) +HAIQ = Q;XZIT—lyXZT)
- HXzA,Q=Q,X 1) (4.62)
2H(Xz,)— HXgmn) (4.63)
=HXymyym) (4.64)

Hence, the conditional answer string A|[X;r-1 has at least [W" u U'")| L bits, which is enough
for messages X, such that given any |S")| messages, the other messages can be decoded
from A“XZT—I .

1

By assumption, none of the messagesinX 7, , can be decoded fromA| X, ,, while Xy, «-v -
can be decoded from A”XZIT—Z given Xgr-y. We note that no message from Xz, is required
to decode Xy r-v - from A”XZIT—Z, even though Alllerfz is also a function of Xz, . Thus it
must be possible to divide A”XZIT—Z into two parts. One part is a function of only Xz, ,, de-
noted by AXz,_,), which permits the decoding of Xy «-n,ya-n with Xgr-1 as side information.
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The other part is a function of both Xz, | and Xz,, denoted by AXz,_,,Xz,), which satisfies
A(XZT_1 IXZT) ||XZT_1 = A”XZII—I .

Lemma4.4. Givingany|S'"| messages fromXz,, without loss of optimality, we can assume that
no information aboutXyz, , can be inferred fromAXz,_,Xz,), i.e.,, VS < Z1 with|S| < FIE

HXz, ,IAXz, ,X7,),Xs) = HXz, ). (4.65)

Proof. By assumption, A”XZI'I‘—I =AXz,_,,Xz,)Xz,_, satisfies two properties: (i) no message
of Xz, can be decoded given less than |S”)| messages and (ii) all messages of Xz, can be
decoded given any |S”’| messages.

If any function of Xz, | (e.g. f(Xz, ,)) can be decoded from AXz, ,,Xz,) with |S| < IS0, then
inAXz, ,,Xz,), there must exist an answer string A( f Xz, ,),Xs) which is only a function of
f(Xz,_,) and Xs. From A( fXz, ), Xs)IXz, ,, there must exist one message in Xg that can be
fully decoded or partially decoded by given only |S| — 1 < |S")| — 1 messages.

For the first case where one message can be fully decoded, it contradicts property (i) that
no message can be fully decoded by given less than |S")| messages. For the second case
where one message (e.g. X;) can be partially decoded, according to property (ii), given any
|S'D)| messages including X as side information messages, all other messages in X, can be
decoded from A(Xz, ,,Xz,)IIXz, ,. Note that given Xs and Xz, |, A(f (Xz,_,),Xs) is a constant.
Hence, decoding the other (WD gy messages cannot use A( f Xz, ,),Xs), which implies
AXz,_,, Xz ) \A(fXz,_,),Xs)IXz,_, has (WD uUD))L bits. By assumption Zr = WDy
UMDy S it is easy to see that an answer string with ((W? U U|) L bits is enough to satisfy
property (i) (e.g. MDS style coded answer string). Hence, A( fXz, ,),Xs) can be replaced
by A(f(Xz,_,),Xs)|IXs which satisfies (4.65), while the privacy and retrieval conditions are
preserved and the number of download bits does not increase. O

Lemma 4.5. For decoding any two messages, one inXz,_, and another inXz,, from A|X 1,
the number of required side information messages is |S" 1|+ (S|,

Proof. By assumption, decoding any one message in Xz, from Alller-l requires |S7| side
information messages from Xz,.. According to Lemma 4.4, no information of Xz, , can be
inferred from AXz,_,,Xz,) given any |S'”)| messages from Xz,. Hence, the demand message
inXz, , canonlybe decoded from A(Xz, ), which requires |S (T-1)| side information messages.
Therefore, decoding any two messages, one in Xz, , and another in Xz, from A|X ;7> requires
1IST=D| + S| side information messages. O

According to the assumption, given Xgn and Xgr-1, messages Xy oo and Xy a-ngr-n
can be decoded from AlXr-2, respectively. Thus, even we only want to decode 2 messages,
the other messages will be decoded as a by-product.
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Lemma 4.6. Without loss of optimality, the conditional answer stringAIIXZIT-z ={AXz ),
AXz, ,,Xz,)} can be replaced by {AXz,_),AXz,_,, Xz )I1Xz,_,}.

Proof. For any message Xy € X7 , if it can be decoded from {A(Xz,_,),AXz,_,,Xz,)} with
side information set S, it can also be decoded from {AXz, ),AXz, ,,Xz,)I1Xz, ,} with the
same S, since

HXwIAXz, ,),AXz, , Xz) Xz, ,,Xs) < HXw|AXz, ), AXz, ,X7.),Xs) =0.  (4.66)

For any two messages in either Xz, , or Xz, the minimum number of required side informa-
tion for decoding them is | ST V| or [S()], respectively, for both answer strings.

For any two messages, one in Xz, | and another in Xz, according to Lemma 4.5, the min-
imum number of required side information is IST=D| + 8D for AXz, ), AXz, ,, Xz,)}.
And it can be easily verified that the minimum number of required side information for
AXz,_),AXz,_,Xz)}isalso |STV|+ ST,

Further, when decoding any two messages from both groups, all other messages from both
groups can also be decoded. Hence, if any subset of messages from Xyr can be decoded
from the original conditional answer string A||X 71 = {AXz, ), AXz, ,,Xz,)} with side infor-
mation X, they can also be decoded from the modified conditional answer string {AXz,_,),
AXz, ,Xz.) Xz, ,} with the same side information. Therefore, the new answer string also
satisfies the privacy condition and requires no more download bits than the old answer
string. O

According to Lemma 4.6, the answer string A[|X 272 €an be replaced by an answer string which
can be completely separated into two functions, each of which is only the function of either
Xz, , or Xz,. Similarly, we can apply the same processes for all previous groups of messages
iteratively and show that AIIXIT ~i can be replaced by answer string which can be completely
separated into i functions and each function only depends on messages from one group.
Finally, the answer string A can be replaced by a new answer string A such that

(1) Ais avalid answer string from coding schemes that satisfy the privacy condition and
downloads the same number of bits as A.

(2) A canbe fully separated into T functionsA(Xz,),...,AXz,), where AX,) for t € {1,..., T}
only depends on messages inXyz,. Z;nZ; =@ foranyi# je{l,..., T}

(3) From each A(XZZ) for te{1,..., T}, Xy yo can be decoded given Xgw» as side infor-
mation and no message in X, can be decoded given less than |S”| side information
messages (]S > 1).

Lemma 4.7. For any valid answer string A which satisfies the necessary condition, for any
tefl,..., T}, we havel WO uU®| = N.
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Proof. Forany j € S%, given Xg, j» none of Xy o can be decoded. Hence, if there exists
any ¢ such that WY uUW| < N, then W= W® yU® U j cannot be decoded from A, which
violates the necessary condition. Therefore, for any valid A satisfying the necessary condition,
we have |[WO uUY| > N. O

For any query realization Q and corresponding answer string A, the number of download bits
can be expressed as

D=HAIQ=Q) (4.67)
=HAIQ=Q) (4.68)
T
=KL-Y H(XzIA Q= Q,XZ{-_]) (4.69)
i=1
T A~ A A A
=KL-) HXzAXz),...,AXz),Q=QXi1) (4.70)
i=1
T A A A
=KL-) HXzAXz),Q=Q) 4.71)
i=1
T ~ A A ~ A A
=KL-) [HXsnlAXz),Q= Q)+ HXyw,yolAXz),Q = Q,Xgn)] (4.72)
i=1
T
=KL-) HXg0) (4.73)
i=1
T .
=KL-LY |S?| (4.74)

i=1

Equation (4.71) is because onlyA(XZl.) depends on Xz, and forany j # i, A(ij) isindependent
of Xz . Equation (4.73) is because given X as side information, messages Xy, o can be
decoded from A(X ), i.e., HX o ,yolAXz),Q = Q,Xgw0) = 0.

According to the necessary condition of privacy condition shown in Lemma 4.1, for any
Wi.n €11,..., K} with N’ < N, there must exist S.pp S {1,..., K} \ Wy.n» with M’ < M such that
HXw, ,1A,Q=0QXs,,,) = 0. Consider Wy.yv = (W®D,..., W)} with N' < Nand N' < T. To
successfully decode Xy, ,, from A, the following condition must be satisfied

N!
Y 1sP1= M. 4.75)
t=1

By assumption, we have ZIT ={1,...,K}. The number of groups, T, must satisfy

61



Chapter 4. Single-Server Multi-Message PIR with Side Information

T T
K=Y 1Zi1=Y WD+ 10D +187] (4.76)
i=1 i=1
T .
=Y (N+]S9)) @4.77)
i=1
T .
=TN+Y [S7]. (4.78)
i=1

Equation (4.77) is because WO+ 1uD =1 wdyyud| =N according to Lemma 4.7.

Depending on the relationship between the three parameters of the problem, which are K, M
and N, we have the following three cases.

1. fK<N?+M, equivalently T < N and ZiTzl IS(i)I < M. From Equation (4.74), we have

T .
D=KL-L) IS?|= (K- M)L (4.79)
i=1

2. If N>+ M < K < N?> + M + N, the number of groups, T, can be N + 1. The number of
messages in the first N groups can be computed as follows.

N . . .
1ZN1 =3 WO+ 1U]+18%)] (4.80)
i=1
N .
>N?+ ) 187 (4.81)
i=1

Additionally, for the (IV + 1)-th group, according to Lemma 4.7, we have |Ww VD 4
[ UN*D| = N. Thus the number of messages in S+ can be computed as follows

ISV =g — | ZN| - (WD — |y N+D) (4.82)
N .
<N*+M+N-(N*+Y IS7)-N (4.83)
i=1
N .-
<M-Y"|S¥ (4.84)

i=1
Hence, for all T = N + 1 groups, we have
N+1

Y 1SV M. (4.85)
i=1
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The total number of download bits can be lower-bounded by

T .
D=KL-L) IS (4.86)
i=1

=(K-M)L. (4.87)

. IfK = N2+ M+ N+1, the number of groups, T, can be more than N. Since the sum of any
N of |SV’s is upper bounded by M, to maximize the sum for all ISDs, foriefl,..., T},
the optimal choice for S$W’s would be that N — LA—]\/,[JN of |S?’s are upper bounded by
L%J +1 and others are upper bounded by LA—A’fj . Without loss of generality, we can assume
that

(l) + , yeeny —_ | —
]V ’ N e )

If N> M, then L%J = 0, which gives

50 < 1, iell,..., M 089)
“lo, ieiM+1,..., T '

Note that if we plug-in |%] = 0 into Equation (4.88), we can get [S?”)| < 1 for all i €
{1,..., N}. But since the total number of side information is M, the number of non-zero
1SD|’s can only be at most M. In such cases, the total number of download bits satisfies
D=(K-M)L.

If N < M, equivalently L%J > 1, then the number of download bits satisfies

T
D=KL-L) IS (4.90)
i=1
N T-1 )
=KL-LY IS?|-L Y |s?-L|s"] (4.91)
i=1 i=N+1
M
=KL-L(M=(T=N-Dl7]-1s"). (4.92)

In such cases, the numbers of messages in ZIT‘1 satisfy
1ZN| =N? + M, (4.93)
T-1 M
|Zya 2(T = N=DN + ). (4.94)
For the last group, if | Z7| < N, then we have |S)| = 0. If | Z7| > N, then [S"7)| = | Z7| -

63



Chapter 4. Single-Server Multi-Message PIR with Side Information

IWT yUT|. Hence, we have

K=z +1Z2531+1 27| (4.95)

2N2+M+(T—N—1)(N+LA—A/;J)—FIZTI. (4.96)

And T can be upper bounded as follows.

K—(N?2+M+|Zr))
< +

< N+1 (4.97)
N+15¥)
K-(N?+M+1)
< 7 +N+1. (4.98)
N+ %]

As T can only be an integer, the maximal value of T can be expressed as

. {K—(N2+M+l)

= N+L%J J +N+1, (4.99)

which is the same as Equation (4.45). When T = T*, the number of the message in the
last group satisfies

IZTISK—NZ—M—(T*—N—I)(N+LA—]\/IIJ). (4.100)

Then the number of side information in the last group (S = §7) can be upper
bounded by

+

ST = (K- N2~ M- (T - N- DN+ 12— N (4.101)
N ’ '

which is the same as © defined in Equation (4.46). And the total number of download
bits can be lower bounded by

* M (T*)
D=(K-M-(T _N_l)[NJ_LS NL. (4.102)

For all three cases, the normalized number of download bits can be lower bounded the same
expression

D . + M
R=—=zK-M-(T"-N-1)"|—]-0. (4.103)
L N
where T* and O are defined by Equation (4.45) and (4.46), respectively.
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4.2.2 Achievability

In this section, we prove the achievability of Theorem 4.1 by presenting a coding scheme for
the single-server multi-message private information retrieval with side information problem
which downloads the minimum normalized number of bits.

For any single-server multi-message PIR with side information problem with K total messages,
M side information messages and N demand messages, we first compute T* defined by
Equation (4.45) and © defined by Eqn. (4.46). If T* = N+1and ©® =0, then R* = K- M. Itis
trivial that the optimal coding scheme is the MDS coding scheme which satisfies given any M
side information all of the other K — M messages can be decoded. If T* > N+1lor T*=N+1,
O > 0, the coding scheme can be constructed as follows:

Step 1: The user creates T* subsets, denoted by {1,...,@7+}, which will be populated by
messages. Forall i € {1,..., T}, the size of p; satisfies:

M .
|—]+N+1, 1<i<t
N
pil={ M N r1=ieT o1 (4.104)
N
®+N, i=T*

where t =M — NL%J. Letc; eNforie{l,...,T*} denote the number of demand messages in
subset p; and is initialized to be 0.

Step 2: For the first demand message Xy, the user randomly selects one subset p; (i €

{1,..., T*}) to contain it with probability %, ie.,

Pr(Xy, € @;) = 'i"l. (4.105)

The user updates c¢; = ¢; + 1. Then for the j-th demand message XWj (jef{l,...,N}), the user

randomly selects one subset g, (1€ {1,..., T*}) to contain it with probability %.
loul —cu
PrXy. € = 4.106
( W] f@u) K— ] 1 ( )

Iteratively, the user places all demand messages into the subsets.

Step 3: For each subset g; with ¢; > 0, the user randomly selects m; side information messages
to put into g;, where m; satisfies:

M '
[—]+1, l<i<t
N

mi=4 M t+1<i<T*-1 (4.107)
N
0, i=T*
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Step 4: The user randomly distributes the other messages to fill up the remaining empty
spaces in each subset.

Step 5: The user sends queries to the server according to the coding scheme which satisfies the
MDS-Condition in each subset of messages X, (Vi € {1,..., T*}) with R(lg;l, m;) = (I@i|—m;) L
bits.

We name the coding scheme constructed by this method as Partition-and-MDS-Coding
scheme, which is a modification of an optimal coding scheme for single demand message
proposed in [42]. The way we select subsets for demand messages is related to the urn prob-
lem. The probability of any N messages to be the demand messages follows the binomial
distribution.

Theorem 4.2. The Partition-and-MDS-Coding scheme satisfies the Retrieval Condition and
the Privacy Condition.

Proof. For each subset of message X, if it contains demand messages, the number of down-
load bits R(|9;], m;) and the number of side information messages m; in such subset of mes-
sages satisfy R(|@;|, m;) + m; L = |g;|L. Additionally, the Partition-and-MDS-Coding scheme
satisfies MDS-Condition in every subset of messages. Thus, all missing messages in ; can be
successfully decoded, including the demand messages. Therefore, the Retrieval Condition is
satisfied.

The probability that any N messages ({Xw,...,Xw,}) are the demand messages can be com-

puted as
Pr(Wy.y = {W1,..., Wx}) =N! Pr(W}' = W}Y) (4.108)
=N!Pr(W; = W) Pr(wd = w¥|w, = wy) (4.109)
N . .
=N! []Pr(Ww; = wi Wit =wj™) (4.110)

i=1

According to the construction of the Partition-and-MDS-Coding scheme and assume that
Wi € g, we have

Pr(W; = W; Wit = w1

=Pr(W; € ;Wi = W/ ™) x Pr(W; = W;|W; e p;, Wit = W) (4.111)
1=l i\(p;n{W,...,W;_ 1
_lpjl-lpj\ ;0 im UL 4.112)
K-i+1 ojl=lpj\ ;N iW,..., Wi}l
1
_ : (4.113)
K-i+1
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Hence, we have

N 1
. = = ' —
Pr(Wy.y = (W), ..., WaD) N’,:HlK—iﬂ (4.114)
N!
= (4.115)
K(K-1)---(K-=N+1)
1
- (4.116)
(V)

Since there are (]If]) possible demand message pairs with size N, every N-message pair is equally
likely to be the demand messages, which satisfies the Privacy Condition of multi-message
PIR. O

Example 4.4. Consider a single-server multi-message private information retrieval with side
information problem with the following setup: K =13, M =5, N =2, Wy, =1{2,5} and S.5 =
{1,4,6,7,9}. The coding scheme can be constructed by using the Partition-and-MDS-Coding
method. In this example, we have T* =3 > N and©® =2 > 0.

o Step 1: The user first creates three subsets (91, 92, 93) with size |1]| =5, 92| = 4 and
|g)3| =4,

» Step 2: The user randomly selects one subset from {91, 92,93} to contain the first demand

message X, with probability %, 14—3 and %,

the second demand message Xs, the user randomly selects one subset from {1, 92, 93}

respectively. Suppose @, is chosen. Then for

with probability 14—2, % and 1;“2, respectively. Suppose @3 is chosen.

 Step 3: For g1 and @3, the subsets which are chosen to contain demand messages, the user
randomly distributes 3 and 2 side information messages into them, respectively. Suppose
X1,X4,Xg are placed in ¢, andX7,Xg are placed in ¢-.

» Step 4: The user randomly distributes the remaining messages into the subsets. Suppose
we get 91 = {X1,X2,X4,X6, Xs}, 92 = {X3,X10,X11,X13} and 93 = {X5,X7,Xg,X]2}.

» Step 5: The user generates and sends query Q to request the following answer strings A,
which consists of the MDS-coded messages from each subsets. For example, the first two
coded messages are linear combinations of messages in subset @1 and given any three
messages, the other two messages can be decoded.

X +Xo + Xy + X6 + X5

X +2X5 + 3Xy + 4X6 + 5Xg
X3 +X10 +X11 +X13

A=/ > (4.117)
X3 +2X;0 + 33X +4X3
X5 + X7 +Xg + X2

X5 +2X7 + 3Xg + 4X»
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From the user’s perspective: X, can be decoded from T, and T, given that X, X, and Xg are
side information. X5 can be decoded from Ts and Tg given that X; and Xq are side information.
Hence, the Retrieval Condition is satisfied.

From the server’s perspective, the probability for any two messages to be the demand message is
the same, which is ﬁ = %. Thus, the server cannot infer any information about the indices of
2

the demand messages.

4.3 Numerical Examples

In this section, we present the numerical examples for single-server multi-message private
information retrieval with side information.

Example 4.5. We give the numerical simulation for single-server multi-message private infor-
mation retrieval with side information for fixed K =100 and M € {1,...,10} and N € {1,...,9}.
The black line in the plot is the normalized download bits for a trivial MDS coding scheme

Normalized # of Download Bits for Different Settings
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Figure 4.1 - Normalized number of download bits for fixed K = 100, N € {1,...,9}, and M €
{1,...,10}.

which requires K — M download bits per demand bit and be treated as the known upper bound
for normalized download bits. It can be seen from the plot that when N > M, the optimal coding
scheme (our partition-and-MDS coding scheme) has the same performance as the trivial MDS
coding scheme. However, when N < M, our partition-and-MDS-coding scheme download much
fewer bits than the trivial MDS coding scheme. Some numerical effect happens for N = 2 due to
L%J. For example, when N =2, from M =4 to M =5, the normalized number of download bits
keeps the same, while from M =5 to M = 6, the normalized number of download bits decreases
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about 10.

Example 4.6. We give another numerical simulation for single-server multi-message private
information retrieval with side information for fixed N = 4, different M € {1,...,12} and different
Ke{N+M,...,100}. As we can see from the plot, when M = 1,2,3, which are smaller than

Normalized # of Download Bits for Fix N, Different K,M
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Figure 4.2 — Normalized number of download bits for fixed N =4, M € {1,...,12}, and K €
{N+M,...,100}.

N =4, the normalized number of download bits per demand bit ( % ) grows linearly as K goes
large, which is consistent with the theoretical result since in such cases D = (K — M) L. And when
M>N, % increases as K goes large, but with a smaller ratio and the staircase effect can be seen.
Sometimes, when K increases by a small amount, the normalized number of download bits %
remains the same. We also plot the ration between D/ L and K — M in the following figure. It
can be seen that for fixed N as K becomes large, to achieve the privacy, the percentage of missing
bits we need to download decreases. And for larger M, the percentage of missing bits we need to
download is even smaller. The reason that each curve becomes up and down as K goes large
is that the normalized number of download bits may not increase when K increases. When D
increases as K becomes large, the ratio ﬁ also increases. When D remains the same as K
becomes large, the ration ﬁ decreases.
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Ratio of Normalized # of Download Bits over (K-M)
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Figure 4.3 — Percentage of normalized number of download bits (ﬁ) for fixed N = 4,
Me{l,...,12},and Ke {M + N,...,100}.

4.4 Discussion and Conclusion

4.4.1 Privacy Condition in Single-Server PIR with Side Information

For the single-server private information retrieval with side information problem, the privacy
condition can be used to derive the necessary condition defined in Definition 4.1. The privacy
condition for single-server PIR is a statistic property for all the queries and answer strings,
while the necessary condition is a property for each query and answer string. The necessary
condition is much easier to be verified and can be verified for any single query and answer
string. In the single-server PIR problem, it is sufficient to use one answer string which satisfies
the necessary condition to represent the PIR coding scheme. The other answer strings in such
coding scheme can be generated by randomly permuting the messages. Additionally, based
on this necessary condition, the converse for the capacity can be derived.

4.4.2 Conclusion

In this chapter, we studied the single-server multi-message private information retrieval with
side information problem. We established the capacity of this problem and gave a closed-form
expression for the capacity. We presented the proof of the converse bound for the normalized
total number of download bits and proposed an achievability scheme, Partition-and-MDS
coding scheme, to construct optimal codes that satisfy both the retrieval condition and the
privacy condition. The proposed achievability scheme is a linear coding scheme, which implies
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that linear coding schemes are sufficient to optimally solve the multi-server single-message
private information retrieval with side information problem.

In this problem, the privacy condition requires that each subset of messages with size N must
have equal probability to be the demand messages from the server’s perspective. Hence, for
each subset of messages with size N, they must be decodable from the answer string given no
more than M side information messages, which is referred to as the necessary condition in this
chapter.
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5] Multi-Server Single-Message PIR with
Side Information

In Chapter 4, we study the multi-message single-server private information retrieval with side
information, which is an extension of the single-server single-message private information
retrieval with side information [49]. In this chapter, we investigate the multi-server single-
message private information retrieval with side information, which can be interpreted as
the extension of either multi-server single-message private information retrieval without
side information [22] or single-server single-message private information retrieval with side
information [49]. We prove the capacity for this problem by presenting the proof for the
converse and proposing an achievability coding scheme.

5.1 Problem Statement

In the multi-server single-message PIR with Side Information problem, there is a database
that consists of K messages, denoted by X;.x = {Xj,..., Xx}. The database is repeatively stored
at N non-colluding servers without any coding. The random variables of the messages, X;’s
forie{l,...,K}, are assumed to be independent from each other and consists of L bits, i.e.,

HX))=---=HXx) =L, (5.1)

HXy,...,Xg) = HXy) + -+ + HXg) = KL. (5.2)

Let W € {1,...,K} denote the demand index and S < {1,...,K} \ {iW} denote the set of side
information indices. The user wants to download message Xy, from the servers, which is
referred to as the demand message, and initially has M messages Xs with |S| = M, which
is referred to as the side information messages. We assume that the servers only know the
number (M) of side information messages that the user has but do not know the set of indices
(S) of those side information messages. Suppose the demand message is uniformly chosen
from all K messages and the M side information messages are uniformly chosen from the
other K —1 messages. Let W denote the random variable for W, which is uniformly distributed
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over{l,...,K},

Pr(W:W):%, YWell,...,K}, (5.3)

Let S denote the random variable for S with |S| = M, which is uniformly distributed over
{1,...,Ki\{W}givenW=W,

———, SS{l,...,K}\ (W},
Prs=SW=w)={ ("3 ) (5.4)

0, otherwise.
The discussion about the distribution models for W and S is given in Section 5.4.1.

The goal of the user is to download the demand message Xy, from the servers and reveal no
information about W to any of the servers. To achieve this goal, the user generates and sends
queries to the servers. Let Q;W’S] (j € [N]) denote the random variable for the query which
is generated for downloading message Xy while having side information X and sent to the
j-th server. Following the literature, we assume that Q[J.W’S] is a (stochastic) function of the
indices W and S, but does not depend on contents of any of the messages, i.e.,

H(QB.W'S] X.x) = H(Q[].W’S]). (5.5)

Let Q}W’S] denote the realization of QB.W’S]. Note that the notation Q;W’S] should not be in-
terpreted as a function of W and S. The superscript is added for giving the additionally
information that this query realization is generated for demand index W and side information
indices S. We use Q; without superscript to denote the query realization for server j when the
demand index and side information indices are not specified. Once the j-th server receives
the query Q}W’S], it returns corresponding answer string AB.W’S] to the user. Let AB.W’S] denote
the random variable for A™"%!. The answer string AB.W’S] is results of a deterministic function

of the query Q[].W’S] and messages Xj.x, i.e.,

HAY QY X0 =0,vj € (1,..., N}, (5.6)

The query Q[].W’S] [].W’S]

alphabet «/. The PIR scheme is the set of queries and answer strings.

is from an alphabet £ and the answer string A is from a corresponding

Let D denote the total number of bits downloaded from the servers for any coding scheme
satisfying the above requirements

D=HAMwW,s) (5.7)

= Y PrW=Ww) PrS=SW=mHANS W=w,s=5) (5.8
Well,...K} SCUL.. KINIWY,ISI=M ‘

=HAYW=w,8=3). (5.9)
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where Equation (5.9) is because the number of download bits is independent of the demand
index and side information indices, i.e., H (A%S] W=W,S=S)=H (A[l‘g\',s] W=Ww'_S8=_9) for
any |S| = |S'| = M. The rate of such coding scheme is defined as follows.

. L
R=lim —. (5.10)

L—oo
The capacity is the supremum of all achievable rates. We use C(K, M, N) to denote the capacity

for MSPIR-SI problem with K messages, M side information messages and N servers.

L
C(K,M,N):suleim D (5.11D)
— 00

5.1.1 Retrieval and Privacy Conditions

For any given W, S, let Q;YK’,S] = gW'S],...,Qj[\I;V'S] and A[lms] = A[IW’S],...,AE\I;V'S] denote the
queries and answer strings generated by some coding scheme for retrieving Xy, with Xs as
side information. To successfully decode the demand message Xy from the answer strings,
the answer strings and queries must satisfy:

HXwlAS QIS Xy =0,vyW e l,..., K}, VS {1,..., K} \ (W} (5.12)

We refer to Condition (5.12) as the retrieval condition for multi-server single-message PIR with
side information.

Additionally, private information retrieval requires that none of the servers individually should
be able to infer any information about the index of the demand message. Hence, the queries
must satisfy:

I(W;Q[j"‘"sl) =0,Yjefl,...,N}. (5.13)
According to the chain rule of mutual information, we can obtain

1w AN, QM X010 = TW;Xo 0 + TW; QS X0 + TWs ARSI X0 (B.14)

=1W; Q)" [Xy.x0) + IW; ARSI X, ) (5.15)
=1W; Q¥ X100 (5.16)
=I(W; Q[J.W'S]). (5.17)

Equation (5.15) is because W is independent of the messages, i.e., I(W;X;.x) = 0. Equa-
tion (5.16) is because AB.W’S] is deterministic given QB.W'S] and X .¢. i.e., I(W; AB.W’S] |Q5.W'S] ,X1.x) =
0. Equation (5.17) is because W and Q[].W’s] are both independent of the messages. Thus, the
answer strings, queries and messages must satisfies:

I(W;ABW'S],Q[]W’S],XIK) =0,Vjefl,...,N}. (5.18)
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We refer to Condition (5.18) as the privacy condition for multi-server single-message PIR with
side information.

It can be shown that the privacy condition (5.18) is equivalent to the requirement that V j €
{1,..., N}, we have

HW) = HWIAM®, Q"% Xy.50). (5.19)

Since the random variable of the demand index, W, is assumed to be uniformly distributed
over all indices {1, ..., K}, H(W) has the maximum entropy. For any specific query realization
Q; received by server j, messages X1.x and corresponding answer string A;, we have

HWIAYS = 4;, Q"% = Q;, Xk = X1.6) < HW). (5.20)
Thus, to satisfy Equation (5.19), we must have Vj € {1,..., Ntand VW € {1,...,K} :

1
PrW = WIATS = 4;, Q" = Q. X1k = Xio) = PrW=W) = . (5.21)

Note that given = Q; and all messages X;.x = X1k, the answer string is determin-

istic. Thus, for any specific valid query Q; € £ and its corresponding answer strings A; € </,

[W,S] (W,S]
Q' Aj
server j should not be able to infer any information about the realization of the demand index
W. In particular, this observation implies the following lemma.

Lemma 5.1. For any query realization Q; € 2 and any two indices W,W' € {1,...,K}, there
exist S; < {1,..., K}\ {W} with |S;| < MandS} c{l,...,K}\{w" withIS’jI < M such thatV % <
{1,...,K}:

w's.1 [w'S]

]
=@ Xp=HA; TIQ; T =Q;X). (5.22)

W,S;

HALQ

J

Proof. We prove this lemma by contradiction. For any query realization Q; € 2, server j
generates the corresponding answer string A j, which is the result of a deterministic function
of Q; and all messages. For the remainder of the proof, we denote it as

Aj = fo,(X1,..., XK). (5.23)

According to the privacy condition and Equation (5.21), for any index W € {1,..., K}, we have

1
PI'(VV:W|Aj=Aj;Qj:Qj;X1:K:X1:K):E- (5.24)

Now, suppose that for some message W/, there do not exist side information indices S;. c
w8

{1,..., K} \ {W'} for which the resulting query could be Qj = Q; (with positive probability).

Clearly, then, W' cannot satisfy Eqn. (5.24). Hence, for any two indices W and W’, there must
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exist S; < {1,...,K}\ {W} and S’j < [K]\ {W'} such that with positive probability

W,S:] W,S;]
Q, "=0Qj A= A= fo, (X, XK, (5.25)
w,S] W]
Q, =0 A= A= fo, (X, X, (5.26)
, (W,S;] W",87] . .
Since Aj and Aj are the same function fQj of the same random variables X;.x = Xj.x,
we have
W,S;1, ~[W,S5] w'.s1 [w',S]
H(A]- ! IQj T=Q;,Xx) = H(A]. ! |Qj " =Q;Xx). (5.27)

O

For any query realization Q;, from the user’s perspective, the query Q; is generated for index
pair (W, S). However, from the sever j’s perspective, the query Q; can be possibly generated
for (W, S) or (W', S'). The server j should not be able to distinguish them. For any index
W'e{1,...,K}, itis always possible to find at least one corresponding S’ € {1,..., K} \ {W'} such
that Q; is generated for downloading Xy, with side information messages Xg, i.e.,

PrQ" = Q;lW=W',8=5)>0. (5.28)

We refer to each S’ as the virtual side information for W’ in query Q;, which is formally defined
in Definition 5.1.

Definition 5.1 (Virtual Side Information). For any query realization Q; from any valid PIR
with side information coding scheme and any indexi € {1,...,K}, define

8o, (i) = {U:Pr(QB.W'S] =QjIW=i,8=1v)>0}. (5.29)

We refer to each v € £, (i) as one virtual side information for index i in query Q;. Let Vq, =
[V1,..., vk] denote a virtual side information vector for query Q;, where v; € é"Qj (7).

Regarding the virtual side information, we have the following remarks.
* The set &, (i) may contain more than one element. Hence, the virtual side information

is not necessarily unique for fixed query Q; and index i.

e Each virtual side information v € ng (i) is a subset of indices. The size of each v is no
larger than M, i.e., |v| < M.

* The server j cannot infer which index pair (i, v;) the query Q; is generated for. Thus,
any (i,v;) (Vi€ {l,...,K}) can be the demand and side information index pair (W, S).

* The virtual side information is defined for each query Q;. For queries generated for
different server Q; and Q; with j # j', the virtual side information for the same index
may be different, i.e., &, (i) # &g, (i).
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This definition is the key to our development here. The important observation is that for
any PIR with side information coding scheme, if we consider any possible query received
by a server, then this query must be consistent with every message in the database. If this
was not the case, then upon receiving that particular query, the server would be able to rule
out a certain message as being the demand message, which in turn would contradict the
privacy condition. Hence, the considered scheme could not be valid. According to Lemma 22,
there always exists at least one set of virtual side information messages for every message in
any query realization from valid PIR with side information coding scheme. The virtual side
information for multi-server PIR with side information is different from a similar concept
defined in [49] for single-server PIR with side information and the detailed discussion is given
in Section 5.4.2.

Example 5.1 (Virtual Side Information). Consider a MSPIR-SI problem with two servers (N = 2),
five messages (K = 5) and two side information messages (M = 2). Suppose the user wants to
download messageX; (W = 1) and hasX, andXs as side information (S = {2,3}). Additionally,
suppose each message can be divided into 4 chunks, i.e,. X; = {X;1,X;2,Xi3,Xia}, Vi € {1,2,3,4}.
Suppose the user generates queries Q, and Q. from a valid PIR coding scheme for asking the
following answer strings from Server 1 and Server 2. It can be verified that from A[lw’s] and

A[IW’S] for Server 1 A[ZW'S] for Server 2
X11 +Xo1 + X351 X12 +Xo2 + X3
X41 +Xs51 Xy2 + X5
X3+ Xo3 + X33 + X420 + X552 | Xig +Xpg + X34 +Xy1 + X5

A[ZW’S], the sumX; + X, + X3 can be decoded and henceX; can be decoded given X, and X3 as

(W,S]
Al

side information. From the Server 1's perspective, when Q is received to request , Without

the knowledge of Q», the only information it can infer from Q is:

(1) IfX is the demand message, then X, andXs must the be side information messages.

(2) IfX4 is the demand message, then Xs must the be one of the side information messages.
The other side information message is not required for decodingX,.

Thus, the query Q1 may possibly generated for (W =1,5=1{2,3}) or (W =4,S = {5, %}), where *
denotes any other index. For Q1, the virtual side information for index 1 is {2,3} and the virtual
side information for index 4 could be any one of {{1,5},12,5},{3,5},{5}}. And the virtual side
information vectors is not unique which could be

Vo, = [v1, V2, U3, U4, Us] (5.30)

1 =12,3L v =1{1,3}, v3 =1{1,2}, va = {1,5}, v5 = {4} (5.31)

1The construction of such coding scheme is shown in Section 5.3.2.
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5.2 Useful Techniques and Insights

In this section, we introduce two useful tools which are later used in the proof for the converse
of the capacity of multi-server single-message PIR with side information.

5.2.1 PIR Scheme for More Messages

Consider one multi-server single-message PIR with side information coding scheme % for K
message, M side information messages and N servers. The coding scheme ¥ satisfies both
privacy condition and retrieval condition and is referred to as (K, M, N)-PIR coding scheme.
Suppose we only know the set of all answer strings </ and set of all queries £ of €. Based on
the answer strings <7 and 2, we present a way to generate another coding scheme ¢ with .o/
and 9 for parameter triplet (K + ¢, M, N) for any 0 < £ < M + 1 as follows:

1. The user generates two empty subsets ¢, and g, with size ;| = K and |¢| = t.

2. The user randomly selects one subset (either ¢; or ) to place the demand message
X with probability proportional to the size of the subset.

PrXy € @1) = ool K (5.32)
o1l +1921 K+t
Pr(Xy € g3) = pal  __* (5.33)

1]+ g2l K+t

3. If Xy € @), the user places all side information message in @;. If Xy € g, the user
randomly selects ¢ — 1 side information messages to place in g,2.

4. The user randomly distributes the other messages to fill up g; and g5.

5. If X € @1, the user generates queries Q{W'S],...,QI[\I;V'S] from the (K, M, N)-PIR cod-
ing scheme for the messages in g; and send them to the servers, respectively. If
Xw € g2, the user randomly select Xy € 9 and Xy < (g1 \ {Xw}) to generate queries
Q;W”S’], eee) QE\‘;V"S’] from the (K, M, N)-PIR coding scheme for the messages in ¢, and
send them to the servers, respectively.

6. The user additionally query Qj which requests the sum of all messages in ¢, and sends
Qp to Server 1.

7. The server which receives query Q}W’S] or QE.W”S’] replies with the corresponding answer
string A; = fQ[_W,S] Xp,) OrAj = fQ[Wr_sr] (Xy,), respectively. Server 1 additionally replies
] ]

another answer string B =} xc,, X.

If Xy € p;, the generated queries Q;W’S],...,QA][\I]’V’S] and answer strings AQW’S],...,A%V’S] are
shown as follows:

2When Xyy € g2 and f < M — 1, not all side information messages can be placed in 5.
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A[IW’S] for Server 1

[\gw’s] for Server 2

A%V'S] for Server N

W,3] (W,S] (V5]
1&1 ,B A2 AN
Q[W S Q[WS] (5.35)
AW,S] _ A[W,S]
Apn =Ayn 63D
If Xy € @y, the generated queries Q;"*",..., Q""" and answer strings A{"*,..., A" are
shown as follows:
A[IW’S] for Server 1 A;_W’S] for Server 2 A%V’S] for Server N
W3] W3] W",S7]
Al rB A2 AN
A [W,S] {Q[W S] Q } (5.38)
Q[WS] Q[W ,S'] (5.39)
A[W,S] = A[W’,S’] B} (5.40)
AWS] _ [W’ Sl
VS _ Al (5.41)

Lemma 5.2. The constructed (K + t, M, N)-PIR coding scheme satisfies both retrieval condition
and privacy condition.

Proof. If Xy € g, according to Equation (5.36) and (5.37), the answer strings A[IW'S] Yeen ,A%V’S]

can be used to recover the answer strings A[W St ,A%V'S], which is generated by a (K, M, N)-
PIR coding scheme for messages in ; and hence satisfy retrieval condition. Therefore, from
A[IW’S], ... ,A%V'S], Xy can be decoded with X as side information. If Xy € 92, according to
Equation (5.40), the answer string A[IW’S] can be use to recover answer string B, which is the
sum of Xy and messages in Xg. The user can decode the demand message Xy, from B with Xg

as side information. Hence, the retrieval condition (5.12) is satisfied.

The probability for any index W € {1,..., K+ } to be the demand index can be computed as

Pr(W = WIA;.n,Q1.n) =Pr(W =W, Xy € 9;|A1.n, Q1:n) (5.42)
=Pr(W=W|Xw € @;,A1:n, Q1:n) Pr(Xw € 9ilA1.n, Q1:n) (5.43)
]_ .
_ 1 lpil 5.40)
|g4),| K+t
= ! (5.45)
TK+t ’
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From each server’s perspective, every message has the same probability (ﬁ) to be the
demand message. Therefore, the privacy condition (5.18) is also satisfied. O

Lemma 5.3. For any queries Q[IW'S], ceos Q%V'S] and answer strings A[IW’S] yeue ,AE\‘;V’S] from any

(K, M, N)-PIR coding scheme and any t € {1,..., M+ 1}, there exist queries Q%W’S], s Q%V’S] with
answer Strings A[IW'S] Vs ,A%V’s] from the constructed (K + t, M, N)-PIR coding scheme such that

H(AB.W'SHQB.WvS] = Q;WvS],x,) = H(A[].W’S] |Q[].W’51 = QE.W’S]),V je{l,...,N}, (5.46)

forsometr < {1,..., K+ t}\(WuUS) with|t| =t.

Proof. Without loss of generality, we assume that the (K, M, N)-PIR coding scheme applies
on messages {Xj,...,Xg}. This assumption also implies W € {1,...,K} and S<{1,..., K} \ {W}.
Then we can pick 7 ={K +1,...,K + t} and hence X; = {Xk+1,...,Xk+¢}. Forany W e{1,...,K},
Sc{l,...,K}\ {W}, suppose the (K, M, N)-PIR coding scheme generates QiW’S],...,QE\gV’S]. It
is always possible to find corresponding queries QAgw’S], ceo QAE\‘;V’S] from the (K + t, M, N)-PIR

coding scheme such that p; = {Xj,...,Xk} and 2 = Xk+1,-. -, Xk+1} QAiw’S] = {Q;W'S], Qp} and
Q%(}S] = Q%(}S]. We note that answer string B is deterministic given messages Xz, i.e.,
HBIQ =1Q1""%, Qp},Xr) = 0. (5.47)
Thus, for Server 1, we have
H(A[IW,S]|Q[1W,S] _ Q%W,S],XT) _ H(A[IW,S]’B|Q[1W,S] _ {ng'S]rQb};Xr) (5.48)
= HA™Y Q" = "), (5.49)

and for Server j € {2,..., N}, we have
H(ABW,S”QgW,S] — O;W,S]'XT) — H(A[]W,S] |Q[]W,S] — QﬁW,S]) (550)
Therefore, for all j € {1,..., N}, Equation (5.46) is satisfied. O

Remark 5.1. We note that the constructed coding scheme with answer strings A[IW’S], . ,A%V'S]
is not necessarily optimal.

5.2.2 PIR Scheme for Fewer Messages

In this section, we introduce a simple and novel approach, setting constants, to generate
answer strings for (K’, M, N)-PIR coding schemes from answer strings for (K. M, N)-PIR coding
schemes with K’ < K.

Lemma 5.4. Given answer strings < for any (K.M, N)-PIR coding scheme for message X,.x,
the answer strings < for (K', M, N)-PIR coding scheme for messages X1.x \ Xy for any X c
{1,...,K}can be generated by setting messages X z to constants.
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Proof. LetAy,...,Ayand Qy,...,Qx denote one group of answer strings and queries generated
by any (K.M, N)-PIR coding scheme for message Xi.x. Each A; (Vj € {1, N}) is a deterministic
function of Q; and Xj.x and can be written as follows.

A; = fo,Xy,...,.Xk) = fo,X1:x) (5.51)

By setting the messages X » into constant ¢, where c is any value that could possibly taken by
the messages, we get A

Aj=fo,X1,... Xk Xz = ¢) (5.52)
=fo, Xk \ Xx) (5.53)

Let the probability of choosing Ay, ...,Ay to be the answer strings for given W= W be the same
probability as Ay, ...,Ap, i.e.,

Pr(A;,...,ANy|W=W) =Pr(A,,...,Ay|W=W). (5.54)
For Server j,

Pr(A;|W = W) = Pr(A;|W = W). (5.55)

For any message Xy which can be decoded from Ay, ...,Ay which can be decoded given Xg as
side information and W ¢ %, i.e.,

H(XW|Alr-~-yANyXS) :0) (5.56)
we have
HXwlAy,...,An,Xs) = HXw | fo5, Xi:x \X7), -, fi,, Kz \ Xx), Xs) (5.57)
=HXw| fo, X1:£); - -, foy X1:x), X5, X %) (5.58)
SH(XW|A1)~-~7AN)XS) (5.59)
=0. (5.60)

Thus, message Xy can also be decoded from Ay, ...,Ay given X as side information, which
satisfies the retrieval condition.

The probability for any index W € {1,...,K}\ % to be the demand index given the answer
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string A; and queries Q jforall je{l,..., N} can be computed as

Pr(W = WA, =W = WA)) (5.61)
r(W= )= .
! PrA))
Pr(W=W)Pr(A;|W=W)
- J , (5.62)
Yweeq,.. ki Pr(A;|[W=W’)
Pr(W = W)Pr(A;|W=W)
= , (5.63)
Yweeq,..knx PrA; W =W’)
=Pr(W=W|A;,W¢ %) (5.64)
1
S (5.65)
K—|%|

From Server j’s perspective, every index in {1,..., K} \ £ has the same probability to be de
demand index, which satisfies the privacy condition.

Therefore, the constructed (K’, M, N)-PIR coding scheme with answer strings of is a valid PIR
coding scheme which satisfies both retrieval condition and privacy condition. O

We have the following remarks for the operation, Setting Constants.

* The constant ¢ can be any possible value which the message is allowed to take. And for
different answer string A j, ¢ can also be chosen differently. Since the user only knows
the value of the side information messages and does not know the value of demand
message and other unwanted messages, the answer strings should be compatible with
all possible values. There is no need to worry about not well-defined functions like 0 in
the denominator.

 Setting constant can be interpreted as telling the server that none of those messages is
the demand message. From the original answer string A ;, Server j can not infer which
index in {1,...,K} is the demand index. From the generated answer string A, Server
j can only know £ contains no demand index, but still cannot infer which index in
{1,...,K}\ % is the demand index.

5.2.3 No Need to Reuse Indices

In this section, we present an informative insight into the virtual side information. According
to Lemma 5.1, for any query realization Qj, it is always possible to find at least one virtual
side information for every index. Suppose for query Q;, the virtual side information for Wy
is denoted by Sy and there exists another index W) € {1,...,K} \ (Wp U Sp), the virtual side

. . . W1,S1,
information for W is denoted by Sy ;. The query Q; can be treated as Q}W"'SO] or Q; 18] and
satisfies
Wo, S Wo,S Wo,S [W1,81,], ~[W1,81,/] [W1,81,5]
H(AB () olng 0,50l — Qﬁ () O]rXWOUSO) _ H(Aj 1,51,j |Q] Lol _ Qj 1,51, Xiv,uso)- (5.66)
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In general, Sy ; is only restricted to satisfy Sy ; € {1,..., K} \ {W1} and | Sy, j| = M, which means
81,j N (Wp U Sp) may not always be empty. One interesting question would be can we restrict
the S1; N (Wp U Sp) = @ and still can find S;,; which satisfies Equation (5.66)?

Lemma 5.5. Consider one query realization Q}W"'SO] and corresponding answer stringA[jW"’SO]

which are generated for demand index Wy and side information indices Sy by a PIR with side

information coding scheme. Suppose Q;WO’SO] has virtual side information Sy ; for index W,

such that Wy ¢ Wo U Sp. If S1,; 0 (Wo U So) = T # @, it is possible to construct another PIR with

Sol

side information coding scheme with query realization O;W"’ and answer stringAL.WO’S"] for

demand index Wy and side information indices Sy and have virtual side information 31, jfor
index Wy which satisfy Slyj =8,j\1and

[W1,S1 WSl AW, 8]

J

HA [(W3,81,)1] |Q[W1,S1,]] O[Wl»sl,j]

Q; =Q; » Xwyus,) = H(A

)XWOUSO)' (5'67)

Proof. According to Lemma 5.1, we have

[W3,S1,j], o [Wi,S1j] A [W3,S1)]

H(A[WOySO]|Q[W0ySO] Q[WOrSO] XWOUSO) — H(A |Q

=Q; Xnpus,),  (5.68)

[(W1,54,51

Wi,81,
where query Q[.WO'SO] = Qj (W1,84,5]

are the same query and A[.W"’SO] = A].
(W1,81,51 Q[W1y31 )

are also valid for demand 1ndex W1 and side information indices S, ;. There exists a group
lrSl j]

are the same answer

[W1,81,5]

string. We note that query Q and the correspondmg answer string A

of answer strings, denoted by A , from which Xy, can be decoded given X5, ; as side

[ 1 1]]

information. Note that Server j only knows that its own answer string is A and does not

know answer strings from other servers.

wi, . . . . -
Let A"/ denote the answer string which are obtained by setting Xy s, to constants in
Wi,51,; . . . .
A[]. bS] as described in Section 5.2.2, i.e.
WA, 81,
AE. 8Ll fQ[W1 s, (Xq, X2, ..., Xk), (5.69)
j
< (W1,8151 _ .
A; _fQ[WbSl,j](XI!XZv---»XK|Xi =c,Vie WpU Sp), (5.70)
j

where c is any constant value the messages could possibly take. Since the original answer sting
Wi,S1] . . .
A1) is one answer strlng from (K, M, N)-PIR coding scheme, denoted by %}, according to

J
Lemma 5.4, answer strlngA oSl is from an (K — |Wp U Sol, M, N)-PIR coding scheme. The
reused virtual side 1nformat10n messages for W) indexed by 1 are constants in answer string

- [W;,S wy,S
Ai vSul Thus, one virtual side information for W in the query corresponding to A" >/ i
S
81,j \ 7, which does not contain any index from Wp U Sp. Hence, we can rewrite A W 5) as
A[lesl ]\T]

J

According to Lemma 5.2, it is possible to construct a valid (K, M, N)-PIR coding scheme with

answer string A[Wl' L\l based on the (K — [Wy U Syl, M, N)-PIR coding scheme with answer
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string AE.WLSL]' ' such that
(W38T AW, ST ATWA,S) ]
HA QT = QT Xwus,)
=HA QT < g (5.71)
. (W1, S1AT] < [W, 8 )\
= H(f o5, 0%1, Koy XicKi = ¢, Vi € WU SoIQ) 2 = 02 (5.72)
j
(W1,81,;1, ~[W1,81,5] [W1,8,,5]
=HA;"1Q ™ = Q" Xwus,), (5.73)
where Equation (5.71) is from Lemma 5.3 Equation (5.46). O

Before moving on, we would like to mention that

* For any answer string A; with §; j N (Wp U Sp) = 7 # @, with out loss of optimality, we can
construct another answer string A j which has S 1,j as the virtual side information for W,
and S, j does not reuse indices in Wy U So.

It is good to note that we use the notation S ; for the virtual side information for W,
in query Q;WO’SO]
demand index can be different for queries for different servers. Basically, it is possible

, which implies the fact that the virtual side information for the non-

that the virtual side information for W are S; ; for Server 1 and S , for Server 2 such
that 81,1 # 81,2

The virtual side information for Wj is always Sy for queries for all servers, since Wy and
So are the real demand and side information indices.

Example 5.2. Suppose a (5,2,2)-PIR with side information coding scheme generates answer

stringsA[IW’S] andA[ZW'S] forW =1andS =1{2,3}.

A[lw’s] for Server 1

A[2W’S] for Server 2

Xi1 +Xo1 + X3

X2 +Xo2 + X3

X41 +X51 +X31

X4 +X52 + X3

Xi3 +Xo3 + X33 + X42 + X553 + X32

Xi4 +Xp4 + X34 + X471 + X571 + X371

From Server 1’s perspective, the virtual side information for Wy =1 is Sg = 12,3} and virtual side

information for Wy =4 is S1,1 = {5,3}. In such case, T = S1,1 N (Wp U So) = {3}. The corresponding

wy,S w1,S
A[1 1,511 andAé v5u) can be expressed as

w,

A, Sul for Server 1

w,

A, Sul for Server 2

X171 +Xo1 +X31

Xi3 +Xo3 + X33

X41 +X51 +X31

X43 +X53 + X33

Xi3 +Xo3 + X33 + X42 + X552 + X32

X171 +Xp1 + X317 +Xyg +Xs54 + X34
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Note thatA[lvg S! cannot be used to decodeXy;, =Xy even givenXs, | = {X5, X3} as side information
wi,S
butA[l,z1 1 can be used to decode Xw, givenXs, as side information. The modified answer

strmgA[ oSl can be obtained by setting all component ofX;,X2,Xs to be constant and can be
expressed as
at+crt+a Xuy +X
< [W.,S 1+A&s51 (1
AP = Xy + X1+ ) = (5.74)
c3+c3+c3+ X+ X5+ 0

c3+C3+C3 +X42+X52+Cz

where cy, ¢y, c3, ¢4 are four constants for four components of X1,X,Xs. Sinceci+c1+cy isa
constant and the user knows it, Server 1 does not have to send it back to the user. Similarly, we
have

c3+C3+C3

. Xy3+ X53+ 3
A[2W1y31,1] ={ Xy3 +Xs3 + 3 — (5.75)
cpt+cr+a +X44 +X54 +C4
ci+cp+cp+ Xy + X4+ 0y
Then, the constructed coding scheme with answer stringA[lwl’s“\ﬂ and A;Wl’sl'l\ﬂ are
< [W,811] Xn+Xs1+¢
swLsi_ J AT T
A1 ' = B =4 c3+c3+c3+ X2+ X5+ 02 (5.76)
X; +Xo +X3
X43+Xs53+C3
A[W1,81 1\7] {A[W1'51 1]} (5.77)
ci+cp+cp+ Xy + X4+ 0y

A [W3,S10\ . o . ..
InA[1 boL ﬂ, the virtual side information, S1,1, for Wi = 4 does not contain index 3 any more. It

can be verified that

[W1,81,1\7] [W1,81,1\7] [Wh, [W1,811] [W,811] [Wh,

H(A,; 1Q, =Q 1Q, =Q

S
Ll 7XW0USO)~
(5.78)

P Xigusy) = HA

5.2.4 The Symmetry in Unwanted Indices

In previous Section 5.2.3, we show that without loss of optimality, we can assume that the
virtual side information Sy ; for Wi contains no index from Wy U Sp. Thus, we have S;,; <
{1,...,K}\ (Wp U So U W1). Another interesting question is does the actually indices in Sy, ;
W1,S;1, - [W, S]] W,S; .
changes the value of the conditional entropy H (A[ v |Q[ v QE. ! ]]»Xw(,uso)? Intuitively,
due to the symmetry in unwanted indices, the value of the conditional entropy term should

not depend on the indices in S; ;. We show that the size of Sy ; is more important in the
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following Lemma 5.6.

(W1,S8;1| A [W1,55] W1,551

Lemma 5.6. Let g(S;) = H(A |Q Q]. ,Xwyus,). For any two subset of indices,
S1,j»S} i€ K \ {W1}, lfH(Xsl,, |XW0USO) = H(Xs'l,j Xw,us,), we have g(Sy, ;) = g(S’Lj)'

Proof. Forany S; c{1,...,K}\ {W}, we have:

[W1 [W1,S;] (W1,

=Q,
“q;

[(Wa,S;]
[ersj

Sjl
! ’XWOUSO)

(W1,S)]

=Q; " Xwyus,)

(W1,8;1 _ W,

QT =Q;
[W1,S;]

=Q; " Xupus,)
(W1,8;]
=Q;

(W1,8;]

“q;
[W )
—H(XWIUS] 1
— HXwius; |A,

[W,S ]
=HXwus;Q;
[Wy,S;]

Sil
7 Xwpus,) (5.79)

(W1,55]

+HA;IQ;

[W1 S;1

;XWOUSOUW1USj)

Q[W1

)il
- H(XW1 j ! )XWOUSO) (5.80)

=HXw 1Q;

+HXs;1Q;
[W1,5;]

)Q

_ A,
= Q]

[W(),S]

[WOrS S
! /! » Xius,)

[Wh,

=Q,

Sjl
j ! IXWOUSOUW1) (581)

[Wh,
=Q;

(W1,5;]

(W1,S)] N
] XWoUS()UWIUSj)

[Wy,§;]
=Q; U Xwyus,)

Q;

(W,

QM=

= H(XW1 |XW0USO) + H(XS] |XW0USO)
=L (@

[W1,S5;] |Q[W1y31 Q[Wl;

(b)
(W1,S;]
J

+HA; Q;

7% s
—H(XSJIA[ 1,S;]
Wh,S;]

(W,S;]

Sil
— HXw, |A,; 7 Xwyuspus;) (5.82)

Sil
+H(A g XWQUS()UW]USj)

(W1,S;] _ Q[.lesj]

- H(ij A; ;

Q

IXWOUSO)

v

©
(W3,S,]
J

[leS]] Wy,

Sil
= Q] ! !XWOUS()USj) (5'83)

J

—H(X A ,Q

-

(d)

[1]]

The answer string A is generated by a deterministic function of the selected query

S;] S
(WA, 551 Q[WI’SI] and all messages Xj.x, which can be expressed as A[ LS

[W3,51,]

realization Q

f [wl,sj] (X3,...,Xk). Let us first consider S; = Sy ;. For any query Q[ bl Q generated

W1,81,;1

for (W1, S1,7), we have the answer string A fQ[wl,sLj] (Xy,...,Xk). Consider another
j

answer strings A WSl _ fé[wl.sL il (X'l,...,X'K), where {X/l,...,X’K} are one particular permu-
j

tation of {Xy,..., Xk} . Define the mapping from {Xi,..., Xk} to {X/,.. } for S’ as follows.

Vie{l,...,K}:
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1. IfzeWouS()uwlorzeZSl]uS orzeSlij’ =X;

2. Ifi(—:Sl,jandiQS’lj,X’l.=X;andX’ Xl,wherelc—:S’ anszSll

Wi,S
Specifically, we swap the messages with indices only in either S; ; or S . Since AE Sl

[ 1)Sl]]

a valid answer string from Server j for (W1, Sy ), it is easy to see that A is a also valid

answer string from Server j for (W1, S’ ]) Hence, we have

/[W Sl W,S; .1
1,91,§ =A. Do, sz[WI'si,j](Xl""’XK)' (5.84)

fo;wlvsl,j] (Xll» X/]() j

For any two subsets of indices, S;,; and S’1 Iz such that H(Xg, 1 Xwpusy) = H (Xsr1 ; Xw,us,), terms
(a) of Equation (5.83) are the same. For terms (b), we have

[W,S] (W1,51,;1 _ &IW1,81,4]
H oL |Q o Q] e XW()US()UW1USL]‘)
(W1,81,5] ~[W1,81,5]
=H(fé[w1.sl,jlo<1,...XK)|Q = QY Xwus,uwiusy ) (5.85)
i
[W1,81,1 [W1,8,, ]
= H(f o oo X0IQ) 7 = Q2 Xt ) (5.86)
j
(W1,S] ~[W1y51]]
=H(f~[wl,s’l’j|(xly--- XK)|Q Q Xwousouwlus ) (5.87)
[WhS' (1,8}, il ~[W1,S] 1]
=H(A, il Q;, 7 =Q; N Xwpusouwius; - (5.88)

Hence, terms (b) are the same for S;, ; and S’ . Similarly, it can be shown that terms (c) and
(d) are also the same, respectively. Thus, if H Xs, ;1 Xwyus,) = HXg . Xw,us,), for any query

~[W},S1, . . ~[W,5) /]
Qﬁ. 5] generated for (W1, Sy, ), it is always possible to generate another query Q]. VI for

(W1, S} ].) such that the value of two conditional entropy terms are the same. Therefore, we
have g(Sy,;) = g(S’Lj) if HXs, ;1 Xwqyus,) = HXs, Xwyus,)- O

For Lemma 5.6, we have the following remarks.

* The value of g(S) only depends on H(Xs|Xw,us,), which is not surprising because the all
messages except the demand and side information messages Xw;,us,) should be fully
symmetric in the answer strings and can be re-indexed arbitrarily.

* We note that it is not straightforward to compute the value of g(S) from H(Xs|Xw;,us,)-

Example 5.3. Consider an (8,2,2)-PIR with side information coding scheme which generates
answer strings A[IW'S] and A[ZW’S] forW=1andS=12,3}.

From Server 1’s perspective, the virtual side information for Wy = 4 is Sy 1 = {5,6}. From Server2’s
perspective, the virtual side information for Wy =4 is S1 » = {5,7}. Hence, A[IW'S] and Agw’s] can

also be interpreted as A[ VSl and A[W1 Stz , respectively. We note that Sy, and S, » are different.
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A[IW'S] for Server 1

A[ZW'S] for Server 2

X171 +Xo1 + X3

Xi2 +Xoo + X3

X41 +X51 + X1

Xy42 + X502 + X7

X71 +Xg1

X2 + Xg2

Xi3 +Xo3 + X33 + X420 + Xs52 + X2 + X72 + Xg2

X4 +Xo4 + X34 + X471 + X571 + X1 + X771 + Xg1

. . . . X 1wy,S! 1
By swapping the different indices in Sy,1 and Sy, we can get the answer strings A, VM and
1W3,S),]
A,
1wy, S" 1w, S
Al[ vud for Server 1 Az[ 92l for Server 2
X1 +Xo1 +X3; X2 +X22 + X3
X41 +X51 + X7 X2 +X52 + Xs2
Xe1 + Xg1 X72 + Xg2
X13 + Xo3 + X33 + Xg2 + X552 + X2 + X72 + Xg2 | X14 +Xog + X34 +Xy1 + X551 +Xg1 +X71 + Xg1

We note that S’L1 =812 and g(S1,1) and g(S’M) can be computed as follows.

S S S
g1, =HAM Il - oIWdil x ) 0 (5.89)
=H(X41 +X51 +X71,X61 +Xg1,X42 + X52 + X2 + X72 + Xg2) (5.90)
3
=21 (5.91)
1Wy,St 1 1IW, S, ] 1wy, 1
g Y =HA, "™"Q, " =0, " Xu23) (5.92)
=H(X4 + X5 + Xg2,X72 + Xg2,X41 + X571 + X671 + X771 +Xg1) (5.93)
3
:ZL (5.94)

Hence, the actual indices in virtual side information Sy, j are not important. It is always possible

to generate answer stringA’j with virtual side information Sll,j such that g(81,;) = g(S’Lj).

5.3 The capacity

Theorem 5.1. The capacity of multi-server single-message private information retrieval with
side information for K messages, M side information messages, and N servers is

C(K,M,N)=|1+

1 1
—_t — 44
N N

1 -1

_ 5.95
VS (5.95)

2

Proof. The proofs for the converse and achievability are presented in Section 5.3.1 and Sec-

tion 5.3.2, respectively.

O

We have the following remarks regarding formula (5.95).
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¢ The capacity C(K, M, N) is a non-increasing function of K and a non-decreasing func-
tion of N and M, which is intuitive since the larger number of messages, less number of
servers and less number of side information messages are, the more download bits are
required.

* By setting the number of side information message(s) M = 0, we get the formula for
multi-server single-message private information retrieval without side information
given in [22].

* By setting the number of servers N = 1, we recover the formula for single-server single-
message private information retrieval with side information given in [49].

¢ The side information effectively reduces the total number of messages linearly from
K to [5]. Specifically, the multi-server single-message PIR with side information

problem for K messages and M side information messages has the same capacity as

K

multi-server single-message PIR without side information for [+~ s

messages.
] g

5.3.1 Converse

In this section, we present the proof for the converse of Theorem 5.1. We need to show that

1 1
DzL|1+—=+—+-+ (5.96)
N N2

1
Nlwmal-1)

Let Wy = W denote the demand index and Sy = S denote the side information indices. The

Sol

total number of download bits (D) for any specific query realizations Q;VK‘} can be lower

bounded as follows.

D>H(A[W°’S°]|Q[W°’S°] Q[WO,SO] Xs,) (5.97)
= HAL ™ X, IQu ™ = Q™ Xs,)

— HXyy, |Al0%0 @[50l = @Il x oy (5.98)
= H(Xu, IQ[W° S = Q™" Xs,)

+ HALE QU™ = Q™ Xy us,) (5.99)
=L+ HA% Qo0 = QIYorSol iy s, (5.100)
>L+H(A[W° Sol | QIorSol = QIYorSol Xy i) (5.101)
L+ H(AB.W"’SO] |QB.W°'S°] = Q}Wmso],xwouso). (5.102)

Equation (5.99) is because H Xy, | A[W0 ol Q[W" /5ol — Q[WO /5ol ,Xs,) = 0 from the retrieval con-

dition (5.12). Equation (5.100) is because H(XWOIQ[WO’SO] Q[W0 S"],Xso) = HXy,) = L. Equa-
tion (5.102) is because A;W"’S"] only depends on Q;WO’SO]

Q;I,/V"'SO] (j' # j) given Q}W"’S"]. For the ease of notation, we use Wy U Sy to denote {Wy} U Sp.

and X;.x, and is independent of any

90



5.3. The capacity

According to Lemma 5.1, for query realization QE.W"’S"] and answer strings A;W"'SO], forany W €
{1,..., K} \ {Wp}, there must exist Sy ; € {1,...,K}\ {Wi} and |S;,j| < M such that Vj e {1,..., N}

[W3,S1,/]

[W1,81,4]
i .

J

1Q

Wo, S Wo,S Wo, S [W1,81,5]
H(A5 0 0]|QB 0 0]=Q£- 0 0]’XW0USO):H(A 1,91, Q

j Xwous,),  (5.103)
[Wo,So] [W1,81,51 .

where Q i and Q i are actually the same query corresponding to the same answer

strings which may be possibly generated for (Wp, So) or (W1, Sy ;).

(W1,S11] _

We note that Sy,; (Vj € {1,...,N}) is determined by the query Q[Wl'Sl'j]. Since Q,

J
w8 . . . .
iw"’s"] e Q][V 5Ll Q][\I,/VO’S"] are generated for decoding Xy, with Xg, as side information

Sol may be

messages, the virtual side information indices S, ; for index W1 and query QE.W"’
chosen differently for each server j, i.e., the sizes of S ;’s may be different, or even if the sizes
are the same, the indices may also be different. The difference among S ;’s for different j
is the main difficulty of proving the converse for multi-server private information retrieval
with side information. However, we prove that the number of download bits for answer string
corresponding to query with different virtual side information can be lower bounded by
another answer string corresponding to query with the same common virtual side information

in Theorem 5.2.

Theorem 5.2. Consider Qy,Qy,...,Qn are queries generated for demand index Wy with side
information indices Sy from a valid multi-server single-message PIR with side information
coding scheme. If the virtual side information indices for any index W, ¢ Wy U Sy are different
for different queries, i.e., 3j1 # j» € {1,..., N} such that Sy j, # Sy,j,, there exist a common virtual
side information S, such thatVje{l,...,N}:

[W1,81,;1

[W1,81,4]
i .

H(A[.thu] ;

Hislig

Q Xigus,) = HAT QU = G Xyyus). (5.104)

Proof. The proofis given in the Appendix 5.5.1. O

Before we move on to the proof of converse, it is instructive to notice that:

* The original query Q; for j € {1,..., N} has the same virtual side information Sy for Wy,
but has different virtual side information S;,; for W;. The constructed query Q ; for
j €{1,..., N} has the same virtual side information Sy for Wy, and also has the same
virtual side information S; for Wj.

e The constructed queries Qy, ..., Qy collectively may not permit the decoding of Xy, with
Xs, as side information messages. This is because the constructed queries Qs ..., Qy is
obtained from the original query Qy, ..., Qn, which are generated for decoding Xy, with
Xs, as side information messages. Since the virtual side information Sy ;’s for W, may
be different in different query Q;’s, it is not guaranteed that Xy, can be decoded given
some side information messages.
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Now we can continue the proof of the converse for Theorem 5.1. Taking summation over all
j€1l,..., N} at both sides of Equation (5.102), we have

N
ND = NL+ H(AB.W"'SO]IQB.W“'SO] = Q}W("SO‘,XWOUsO) (5.105)
j=1
N [W1,81,51, A [W1,51,5] [W1,81,1
=NL+) HA; Q™ = Q™ Xwus,) (5.106)
j=1
N S S = S
>NL+ ) H(A&Wl' 1]|Q§.W1v il = Q}Wh 1 Xwus,) [for some Sy (5.107)
j=1
N, S S = S
= NL+min Y H(AE.W“ 1]|Q5.W1' - Q}WI' 1 Xpus,)s (5.108)
1 =1

where Equation (5.107) is from Theorem 5.2 and Equation (5.108) is because we minimize the
sum of conditional entropy terms over all possible choices of S;.

(W1,51]
1:N AW S
to decode Xy, with X, as side information. Nevertheless, the existence of queries Q;; N u

As we mentioned above, the answer strings for Q collectively may not enable the user

such that the answer strings of them can be used to decode Xy, with Xg, as side information
is proved by the following Lemma.

Lemma 5.7. For any group of queries Q,...,Qn generated for demand index Wy and side
information indices Sy from any multi-server single-message PIR with side information coding
scheme, if the virtual side information of Wy ¢ Wy U Sp in all Qy,...,Qu is the same, denoted by
S1, and the corresponding answer strings Ay, ...,An cannot be used to decode Xy, with Xs, as
side information messages, i.e.,

H(Xw;1A1:N, Q1:n = Q1:n, Xs,) #0, (5.109)

there must exist another group of queries Q1, ..., Qn such that the corresponding answer strings
Ay,...,Ay can be used to decode X, with Xs, as side information, i.e.,

H(Xw, |A1:n, Qi:n = Qu:n, Xs,) =0, (5.110)
and forany j € {1,..., N}, they satisfy

H(A}1Q; = Q. Xwyus,) = HA;1Q; = Q. Xwpusy). (5.111)
Proof. The proofis presented in Appendix 5.5.2. O
For Lemma 5.7, we note that

* For both original queries Qy,..., Qy and the new queries Ql, . QN, the virtual side in-
formation indices of Wy and Wj are Sy and S, respectively. Hence, for any j € {1,..., N},
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and , respectively.

Q; and 0 ;j can be written as Q}Wl’sl]

QA;WI ,S1]

* The answer strings corresponding to O,..., QN can be used to decode Xy, with X, as
side information messages. But they may not permit the decoding of Xy, as X, as side
information messages.

* Both groups of queries download the same number of bits from the servers.

According to Lemma 5.7, we can replace Q"5 ..., W5 with QIS . Q%) which
satisfies

wy,S wy,S =W, S wy,S wy,S A[W,S
H(AB 1 l]lQB 1 I]ZQ; 1 lerWOUSO):H(A‘[I‘ 1 I]IQB 1 I]ZQ; 1 I]rXWOUSO)- (5112)

Therefore, the total number of download bits can be further lower bounded by

ND=NL+min Z HA SIS = QIS Xy ) (5.113)
1 ] 1
=NL+min HA ™ 1QGy ™ = Q™ Xius,) (5.114)
1

. w,S wy,S w,S
=NL+minH®Xw,s, Ay 1@y = Q™! Xwus,)
1

— HXyw, s, A[WI'SI] Q[W1 Sl _ Q[Wl,Sl]’XWOUSO) (5.115)
=NL+min HALG Q™ = Q™ Xiusy)
in H(A,,y

wi,S wi,S
+ HXw,us, Q15 = QIS Xy )

_H(X [lesl]’Q[WIysl] im’SI]!XWOUSO)' (5116)

Dividing by N on both sides, we get

D ZL+I%in [H(A[Wl,sl]lQ[WhSl] Q[lesl],XWOlUs(l))
1

wi,S wy,S
+H(XW1USIIQ[ L5 - Q[ L5 XW()USO)

— H(X [Wl Sl]’Q[Wl S1l _ Q[W1 Sl]rXWOUSQ)]' (5'117)
Forie{l,...,K -1}, define D; as follows.

Wi, Si W;,S;
=HXw,us; Q)" = Qhin™ X1 5i-1)

— HXs, ALy, Q™! = Q™ Xy i) (5.118)
Then we can rewrite Equation (5.117) as

D,
D= L+min H(A[Wl'sl] QY = QI X s + ~ (5.119)
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Iteratively, we can use {W;41, S;+1} to replace {W;, S;} such that W;; ¢ Woi U S(i). Accordingly,
Theorem 5.2 and Lemma 5.7 can be easily extended to the cases where the conditioning part
is XWOi—IUSé—l , i.e.,

[IA/EYSI]] [M/l)sl]] Q[ansz,j]

HA j

Wi,Sil| Wi, Sil _ AW, Sil
|Q ,XWOi—IUS(i]—I)EH(A]- |Q] _Qj ,XWOi—IUS(i)—l),

(5.120)

and
W3, Si1[Wi,Si] _ AIW;,Si] . ) _ Wi, S, a[Wi,Si] _ AIW;,Si] . .
H(Aj |Q]. = Q]. ,XWOz—IUS(z)—l) = H(A]. |Qj = Q]. ,XW{lUsSﬂ). (5.121)

Then, after T iterations, the total number of download bits can be bounded by

D= L+min L HAM ST Qs Z g, M Xus) + = (5.122)
> [+ min — H(A[W2 S Q%) = QIS X e ) + D2 D (5.123)
$1,5, N2 WS N2 TN '
(5.124)
D Dr_ D
(Wr,S71, oy [Wr,S1] _ AIWr,Sr] T T-1 1
>L+SIT.1'£I§ N—H(A r TlQ Hasl Q Had XWTUsT)+NT+W+"'+W. (5.125)
Additionally, we assume that after T substitutions, we have
Wy us{ =11,...,K}. (5.126)
Since A%‘Z/‘I/\;’ST] are deterministic given Q[WT'ST] Q[WT’ST] and all messages, {Xi,...,Xk}, we
have

HAG QN = QU™ Xyyrysr) = 0. (5.127)

Hence, the total number of download bits satisfies

Dr Dt D,
D=L+ mm —t ——+ -+ —. (5.128)
ST NT NT—I N

To get the lower bound, we need to minimize each D;. Note that we can get a lower bound on
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each D; as follows.

= HXy,5,1Q "5 = @IeS Xyyi05i1)

- HXs, 1AL >, QU™ = QU Xyyior i) (5.129)
=H X, Q™" = Q™ Xy)

+ HXs |Q[W > ng i Xpyi-1ysi-1)

— H(Xs, |AMS1 QIMisil = QIS Xiyitusit) (5.130)
=L+ HXs, Q" = Qpp™! Xpyigi)

— H(Xs, |AMS1 QIMisil = QIS Xiyi1usit) (5.131)
>I, (5.132)

where Equation (5.130) is because H Xy, |Q[W"S i _ Q[W”s ],XWOL'—IUS(i)) = H(Xy,) = L for each
W; ¢ WO’ 1y S(l) 1.and Equation (5.132) is due to the fact that condition cannot increase the
entropy. Thus, each D; is a positive term and is lower bounded by L. In order to get the
lower bound for D, we also need to minimize the number of terms D; for i = {1,..., T}. It
is equivalent to maximize the size of WOi U Sé given WOi and Sé‘l. Apparently, the optimal
choice for S; is M new indices which are not included in Woi U S(i)‘l. Since the total number of
messages is K, to satisfy our assumption (5.126), we need

K-M-1 K
{ } [ ] 1. (5.133)
M+1 M+1

Hence, the lower bound for the total number of download bits is

1 1 1
DzL{l1+—=+—++— 5.134
( N N? NT) ( )
_L(1+ LN ) (5.135)
- N N? Nlwl-1) '

Thus, the capacity of multi-server single-message PIR with side information problem can be
upper bounded by

L 1 1 1 -1
CK,M,N)=sup lim — <|{l+—+—+++ ——— . 5.136
( N) P D ( N N2 N[z\m]—l) ( )

5.3.2 Achievability

In this section, we present a proof of the achievability of Theorem 5.1. We present a cod-
ing scheme which satisfies the privacy and retrieval conditions and the rate matches the
information-theoretic converse bound (5.136).

In [42], Kadhe et al. present an achievability scheme, named Multi-Server W-PIR scheme, for

95



Chapter 5. Multi-Server Single-Message PIR with Side Information

multi-server single-message private information retrieval with side information when the total
number of messages K is divisible by M + 1. We generalize this Multi-Server W-PIR scheme to
the cases where K is not divisible by M + 1, also see [49, Remark 5]. In line with the terminology
in [42], we will refer to this scheme as the Partition-and-Coding scheme for Multi-Server. It can
be broken down into the following steps:

1. The user first generates © = [%] empty subsets, denoted by @, ...,9e. The first © — 1

subsets have size M + 1 and the last subset has size K— (@ —1)(M + 1), i.e.,

@1 =lp2]l = =po-11=M+1 (5.137)
lpol =K-(O©-1)(M+1) (5.138)

2. The user randomly selects one subset to contain the demand message Xy, with proba-
bility proportional to the size of the subsets.

m;(il,‘die{l,...,@} (5.139)

Pr(Xw e ;) =
3. The user puts the side information messages in the selected subset until the subset is
full®.
4. The user randomly distributes the other messages to the other subsets.

5. For each subset, the user generates a super-message (following the terminology in [42]),
which is simply the sum of all messages in the subset.

6. The user applies the PIR coding scheme for the case where there is no side information
(exactly as in [22]) on the super-messages and sends the queries to the servers.

Theorem 5.3. The Partition-and-Coding scheme for Multi-Server satisfies the Privacy and

Retrieval conditions and achieves the maximum rate.

Proof. To see that the rate of the Partition-and-Coding scheme for Multi-Server indeed
matches the claimed formula, we start by observing that a PIR coding scheme without side

information for © super-messages requires 1 + % +e 4 ﬁ transmissions [22]. According to
step one, the number of super-messages always satisfies © = [%] Thus the rate R of the

Partition-and-Coding scheme for Multi-Server satisfies

1 -1

1
R=14+—+-+———]| ,
N N|—M1i1-|_1

(5.140)

which matches the upper bound of the capacity previously shown in Equation (5.136). Hence,
the Partition-and-Coding scheme for Multi-Server achieves the maximum rate.

31f the last subset is chosen to contain the demand message, then not all side information messages are required
to be placed in the last subset. Otherwise, all side information messages should be placed in the chosen subset.
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Next, we show that the retrieval condition is satisfied. The PIR coding scheme for multi-server
without side information proposed in [22] guarantees that the super-message consisting of the
demand message and the side information messages can be successfully decoded. Since the
super-message is the sum of all messages in the subset, given the side information messages
in the subset, the only unknown is the demand message. Hence, the user can decode the
demand message, which satisfies the retrieval condition.

Finally, we show that the privacy condition is also satisfied. For super-messages, the PIR coding
scheme for the multi-server without side information (exactly as in [22]) satisfies the privacy
condition, which means the server cannot infer which super-message contains the demand
message. Let g; denote the subset of messages for constructing super-message Y;. Then, the
probability for Y; to contain the demand message Xy can be computed as

|9l
K )

Pr(Xw € 9:|A, Q) = (5.141)

where W denotes the random variable for the index of the demand message and A and Q
denote the answer strings and queries, respectively. Moreover, each message in the same
subset has the same probability to be the demand message, i.e.,

Pr(W = j|Xwepi,A Q) = l;.y (5.142)

Hence, Vi€ {l,...,0} and VX; € p;, the probability for message X; to be the demand message
given the answers and queries is

Pr(W=j|A,Q) =Pr(W=j, Xw € pilA,Q) (5.143)
=Pr(W=j|Xwe ®;,A Q) Pr(Xw e p;|A,Q) (5.144)
_ o 1 (5.145)
K |pil
1
=X (5.146)

Therefore, from the server’s perspective, each message has the same probability (%) to be the
demand message, which satisfies the privacy condition. O

Example 5.4. Consider the multi-server single-message PIR with side information for K =5
messages, N = 2 servers and M = 1 side information message. The user wants to download X,
and has X, as the side information message. We first show an asymmetric coding scheme that
uses different virtual side information for different servers and hence suboptimal. Then we use
the Partition-and-Coding scheme for multi-server to construct an optimal code.

Specifically, consider the following asymmetric coding scheme:

Each message is divided into 4 chunks. It is easy to verify that given X, (and its chunks
Xo1, X092, X3, Xo4), the demand message X, can be recovered from the answer strings. Two
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Server 1 Server 2
X11 + Xo1 Xi2 + X2
X314+ Xq1 X32 + X502
Xs51 Xg2
X134+ Xo3 + X320 + Xgp + X2 | X1a+ Xog + X371 + Xg1 + X531

chunks of each message are requested from each server and each server individually cannot infer

any information about the demand index. The virtual side information for X is different at the

two servers. Specifically, for X3, the virtual side information in Server 1’s perspective is Xy, while

the virtual side information in Server 2's perspective is X5. For 4 demand bits, the total number
of download bits is 8. Hence, the rate for this coding scheme is % = %, which is suboptimal.

By contrast, the Partition-and-Coding scheme for multi-server proceeds as follows:
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1. The user creates © = [%] = 3 empty subsets, 91,92, 93 0f size 2,2, and 1, respectively:

@1 :{*;*})92:{*;*}r@3:{*}~ (5147)

. The user randomly selects one subset from {g1, 92, 93} to contain the demand message X,

221

with probability £, £, =, respectively. Suppose the user chooses ©,. Then, we have:

©1 = 1%, %}, 02 = {X], *}, 03 = {*}]. (5.148)

. The user puts side information X, into the selected subset 2, leading to:

01 = {*, x}, 02 = {X1, Xo}, 3 = {*}. (5.149)

. The user randomly distributes the remaining messages to the other subsets. For example,

suppose that the outcome of this process is

01 = {X3, X5}, 92 = {X7, Xo}, 903 = {X4}. (5.150)

. For each subset, a super-message is generated

@1 = {X3’X5}) Yl = XS + XS, (5.151)
w2 = {X1, Xo}, Yo=X;+Xp, (5.152)
@3 = {Xa}, Y3 = Xy. (5.153)

. For the current example with 2 servers and 3 super-messages, we now show that an

optimal coding scheme can be implemented already with messages of length L=2% =8



5.4. Discussions and Conclusion

bits.* That is, we have thatVje€{1,...,8}:

Y1j=X3j+ X5, (5.154)
Yoj = X1j+ Xz, (5.155)
Ysj = Xaj. (5.156)

Following the standard method proposed in [22], we can construct an optimal PIR scheme
for multi-server without side information for Y1, Y», Y3. The user sends the queries shown
as follows to Server 1 and Server 2.

Server 1 Server 2
Y11, Y21, Y31 Y12, Y22, Y32
Yo3+ Y12 Y5+ Y11
Y24+ Y32 Yoe + Y31
Y13+ Y33 Yig+ Y34
Yo7+ Y14+ Y34 | Yog+ Y13+ V33

It can be verified that Ya1, ..., Yag can be recovered from the coding scheme. Hence, Y» can be fully

decoded. Given X, as the side information, the demand message X, can also be retrieved. For 8
8 _
- 1
. . . 1 1\~
than that of the above asymmetric coding scheme and matches the capacity (1 + 3+ ?) .

bits message, the total number of download bits is 14. Hence, the rate is %, which is higher

5.4 Discussions and Conclusion

5.4.1 Models for the Demand Index and Side Information Indices

In Section 5.1, we first define the distribution of the random variable of demand index W and
then define the distribution of the random variable of side information indices S is defined as
the conditional distribution given W. This way of definitions for W and S is somehow counter-
intuitive and may cause the confusion that if the user can choose the side information indices
from some distribution, why don’t the user just choose the demand index as side information.
For this misunderstanding, we would like to clarify that for any specific private information
retrieval with side information problem, neither the demand index nor the side information
indices can be chosen by the user. Both W and S are fixed as realizations W and S at beginning,
and are used as the inputs to generate queries. The distributions are assumptions and used
for the coding schemes instead of any specific query or answer string.

It is also beneficial to notice that from the distribution for W and conditional distribution
for S given W defined in Equation (5.3) and (5.4), respectively, we can derive the marginal

4Note that Theorem 5.1 characterizes optimal performance in the limit as the message length L becomes large,
as defined in Equation (5.10). For the example at hand, that same performance can be attained already for L = 8.
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distribution for S as follows.

Pr§=8= ) PrS=SW=W) (5.157)
Wefl,..,K}

= ) PrS=SW=W)Pr((W=W) (5.158)
Wefl,..,K}

Pr(S§=SW=W)Pr(W=W)

Wefl,...,KN\S
+ Z Pr(S=SW=W)Pr(W=W) (5.159)
WeS
1
=(K — M) x &) e (5.160)
1
S (5.161)
(a0)

where in Equation (5.159), Pr(S = S|W = W) = 0 for any W € S. The conditionally distribution
for W given S satisfies

Pr((W=W,8§=3S)

Pr(W=W|S=S8) = (5.162)
Pr(S=S5)
Pr(S=SW=W)Pr(W=W)
= (5.163)
Pr(S=S)
~ (ﬁl;l) * X
e (5.164)
()
1
= . (5.165)
K-M

The distribution for W and conditional distribution for W given S are more intuitive and can
be interpreted as the M side information messages Xs are chosen uniformly at random from
K messages and then the demand message is chosen uniformly at random from the remaining
K — M messages. However, the two ways of defining the distributions are equivalent. The joint
distribution of W and S satisfies

Pr({w, S} ={W, §}) = (%,VSC {1,...,K}, We{l,...,K}\S. (5.166)
M+1

5.4.2 Virtual Side Information in Multi-Server and Single-Server Cases

In the multi-server PIR with side information problem, we defined the virtual side information
for each server and each query. The virtual side information just indicates that the query
may possibly be generated for any demand index W with proper side information indices
S. A similar concept for single-server PIR with side information is defined in [49], which
can be interpreted as the decoding property. For every index W € {1,...,K}, it is possible
to find S < {1,...,K} \ {W} with |S| = M such that given side information Xg, the message
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X can be decoded. However, in multi-server cases, the virtual side information does not
guarantee similar decoding property. Even when queries for all servers have the same virtual
side information for every index, the corresponding answer string may still not permit the
decoding of the messages which are neither the demand message nor the side information
messages. This is the main difference between multi-server and single-server PIR with side
information problems.

Moreover, in multi-server cases, the answer string for each server may not include all messages.
This is because the missing message in answer string generated by server i can be used in
answer string generated by server j. However, in single-server cases, the answer string must
cover all messages. Otherwise, the missing message can be excluded from being the demand
message, which violates the privacy condition.

5.4.3 Conclusion

In this chapter, we studied the multi-server single-message private information retrieval
with side information problem. We characterized the capacity of this problem by presenting
the proof of the converse bound for the total number of download bits per demand bit and
proposing an achievability scheme to construct optimal codes which satisfy both the retrieval
condition and privacy condition. We introduced the conception, virtual side information,
which can be utilized in the proof of the converse bound. The tricky part of this problem is that
for queries generated for different servers, the virtual side information for those undemanded
indices can be different. We have shown that for each group of queries with different virtual
side information, it is always possible to generate another group of queries with the same
virtual side information and downloads no more bits. The proposed achievability scheme is a
linear coding scheme, which implies that linear coding schemes are sufficient to optimally
solve multi-server single-message private information retrieval with side information problem.

5.5 Appendix

5.5.1 Proofof Theorem 5.2

In this section, we present the proof for Theorem 5.2.

Proof. For index W1, denote the corresponding virtual side information at Server j by Sy ;
for j € {1,..., N}. According to Lemma 5.5, without loss of optimality, we can assume that
S1,;N(WouSp) = @, Vj €{l,..., N}. Without loss of generality, let us assume that [Sy,1| = |51 2| =
.-+ 2|81 nl. Let the common virtual side information be S; = S7 ;.

For any Sy ; with j # 1, according to Lemma 5.6, it is possible to find a query Q ;j with virtual
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side information indices SL j for Wy such that

$1,;S 81, (5.167)
181,71 = 181,51, (5.168)
HAM S QM) = QMSi] ) = HAM S QM5 = QM) iy ). (5.169)

Note that the virtual side information for one index in a query and the corresponding answer

[ 1 1]]

string are not necessarily unique. For answer string A; and corresponding query realiza-

(W1,81,)]

tion Q , since the virtual side information for Wj satisfies $; ,j €81, S1 is also a possible

(W1,51]

Vlrtual side information for W;. Thus, there must exist query realization Q such that

[W,S 1A [WL81 51 AW, ) wi,S wy,S =5 [Wh,S
HA; QT = QY Xinusy) 2 HAY QUM = QS Xy s, (5.170)
. S (W3,81] _ AWLSL)] o s .
where the equality holds when Q i =0 i . Therefore, it is always possible to find the

common virtual side information S; such that Vje({1,..., N}:

[Wl 81,11 AW ST AIW1,81,5]

HA

w1,S w1,S 5 [Wh,S
Q; = Q" Xwyus,) = HAY QU ST = IS Xy 6). (5.171)

O

5.5.2 ProofofLemma 5.7

In this section, we present the proof of Lemma 5.7.

Proof. By assumption, the both groups of answer strings, Aj,...,Ay and Ay, ...,Ay, have
virtual side information Sy for W) and S; for Wj in all queries Q j for je{l,...,N}. According
toLemmab5.1,Vje{l,..., N}

Wo,S Wo,S Wo,Si w,S w,S w,S
HAPSQorsol = ool Xy ) = HAMSIQEMST = QS Xy 5) (.172)
where Q}W‘)'S“] = Q;Wl'sll = Q; are the same query. Similarly,
A WL,S11 AIWLS AlWL,S A (W, S0l | A[WH,S AW, S
HAM SIS = QIS Xy ) = HAL SO QUorsol = QUoSol Xy 5 (.173)

where Q;Wl'sl] = Q;WU'SU] =0 ;j are the same query. From Server j’s perspective, both Q; and 0] j

can possibly be generated for (Wy, So) or (W1, S1). Thus, Q; and Oj (Vjedl,...,N}) are actually

Q[.WO,SO],[Wl,Sll

from the same subset of queries, denoted by , which has virtual side information

So and S; for Wy and W, respectively. By taking average over all queries in Q;WO’S"]’[W“SI], we
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can obtain

Wo,S Wo,S
HA Q™) Xy us,)

_ [Wo,S0l |y [Wo,S0]l _ ~[Wo,S0]
—[EQ;WO,SO]EQ;WO,S()],[Wl.Sl] [H(Aj 0,20 |Qj 020 —Qj 2% Xwyus,)

wy,S wy,S wy,S
,Sol,[W1,81] [H(A[] ! 1]|(2[] ! l]:Qg ! 1]vXW0USO)

:[EQ['Wl 511

Wo
€2
] ]

wy,S wy,S
=HA QY™ Xius,)

A (WLS1 AIWLS
=HAP QY™ Xyus,)

For the queries in Q][.W"'S"]’[WI’

(5.174)

(5.175)

(5.176)
(5.177)

i Server j can only infer the virtual side information for Wy

and Wi, but should not be able to infer which one of Wy and W; is the real demand index and
which one of Sy and S; is the real side information indices. Thus, without loss of optimality, we
can assume that for every Qy, ..., Qy there exist Ql, . QN which satisfy Equation (5.111). O

103






Multi-User Private Information Re-
trieval with Side Information

In Chapter 4 and Chapter 5, we studied the private information retrieval with side information
for multi-messages and multi-server extensions, respectively. In this chapter, we investigate
another extension, the multi-user private information retrieval with side information. We
consider the scenario where multiple users cooperatively download one message from the
single server while keeping the index of the demand message private from the server. We
consider the linear cases where answer string is assumed to be linear combinations of the
messages. We establish the capacity by providing the proof for converse and proposing an
achievability scheme.

6.1 Problem Statement

In the multi-user private information retrieval with side information problem, there is a
database which consists of K messages, denoted by X;.x = {Xj,..., Xk}, and is stored in a
single server. The random variables of the messages, denoted by X;’s, for i € {1,...,K}, are
assumed to be independent from each other, i.e.,

HX;,...,Xx) =HXj) +---+ HXKk). (6.1)

We assume that there are N users that want to cooperatively retrieve a common message
Xw € {X1,...,Xk}. Werefer to W € {1,...,K} as the demand index and Xy as the demand
message. Let W denote the random variable of the demand index W. W is assumed to be
uniformly distributed over {1,...,K}, i.e.,

Pr(W:W):%, VWe({l,...,K}. (6.2)
Additionally, it is assumed that each user initially has a subset of messages as side information.
Foreachuserie{l,..., N}, let S; denote the set of the indices of the side information messages
of user i. We refer to S; < {1,...,K}\ {W} as the side information indices of user i and Xg, =
{X;: j € S;} as the side information messages of user i. Let M; denote the number of side

105



Chapter 6. Multi-User Private Information Retrieval with Side Information

information messages of user i, i.e., |S;| = M;. Let S; denote the random variable for S; for
eachie({l,...,, N}, which is assumed to be conditionally uniformly distributed over all subsets
of {1,...,K}\ {W} with size M;, i.e,,

Pr(S;=S;) = VS; S {l,...,K}\ {W},1Si| = M;. (6.3)

K-1y’
()
We note that different users can have different numbers of side information messages. We

assume that the server only knows the numbers of the side information messages of all users
(M, ..., Mp), but does not know the actual indices of side information messages (S;,...,Sn).

The goal of the users is to download the demand message Xy from the server while revealing
no information about W to the server. To achieve the goal, the users jointly generate and send
a query Q to the server. Let Q denote the random variable for query realization Q which is
generated for retrieving message Xy while having Xs ,..., Xs, as side information at each
user, respectively. Following the literature, we assume that Q is a (stochastic) function of
the demand index W and all side information indices Sj,..., Sy, but does not depend on the
contents of any of the messages, i.e.,

H(QIX1:x) = HQ. (6.4)

After the server receives the query Q, it generates and replies the corresponding answer string
A to the users. Let A denote the random variable for the answer string realization A, which is a
deterministic function of query Q and all messages Xy, ..., Xk, i.e.,

H(A|Q,Xy:x) = 0. (6.5)

We only consider the linear code scheme, where the answer string is assumed to be linear
combinations of messages. The query Q is chosen from an alphabet 2 and the answer string A
is from a corresponding alphabet <. The PIR scheme is the set of queries and answer strings.

6.1.1 Retrieval and Privacy Conditions

Foranyfixed W and S, ..., Sy, the user jointly generate one query Q (from potentially multiple
queries) and request the corresponding answer string A from the server. In order to let every
user successfully recover the demand message Xy, the answer string A and query Q must
satisfy:

HXwlA,Q,Xs,) =0, Vie{l,...,N} (6.6)

We refer to Condition (6.6) as the retrieval condition for multi-user private information retrieval
with side information.

The private information retrieval also requires that the server should not be able to infer any
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information about the index of the demand message from the received query. Thus, the query
Q must satisfy:

I(W;Q) =0. 6.7)
As we have shown in Chapter 5, Equation (6.7) can be used to derive the following equation.
I(W;A,Q,Xy:x) =0. (6.8)

We refer to Condition (6.8) as the privacy condition for multi-user private information retrieval.

6.1.2 Definitions and Useful Lemma

For each specific multi-user PIR with side information problem, we can use a matrix to
represent all the information that we need.

Definition 6.1 (Characterization Matrix). For the multi-user private information retrieval
with side information problem with demand index W and side information indices Sy, ..., SN,
define the characterization matrix C with entry C; j (Vi €{1,...,N}, j€{l,...,K}):

1, ifj=w,
Ci,j =4 Q, l'ijSi, (6.9)

0, otherwise.

ForV cil,...,K}, let CV denote the submatrix of C with columns indexed by V. Let wq (C(i,?))
denote the number of a’s in the i -th row vector of C.

The characterization matrix contains 3 entries, which are 1, a and 0 representing demand
index, side information indices and other indices, respectively. The number of columns is
equal to the total number of messages K. The number of rows is equal to the number of users
N. Each row carries the information for the corresponding user.

Example 6.1. Consider a multi-user private information retrieval with side information prob-
lem with the setting: K=7, N=3, W =1, 81 =1{2,3}, S» =1{3,4,5}, and Ss = {2,4}. Then we can
use the following matrix to represent the problem with this specific setting.

(6.10)

a

Il
—_
{ © R
© ! R
KR K ©
o 8 o
o o o
c o o

Since we only consider the linear coding schemes, the answer string is the set of linear combi-
nations of messages. Suppose there are R linear combinations in answer string A = {Ty,..., Tg}.
We note that each linear combination T for r € {1,..., R} may not use all messages. In other
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words, the coefficients of some messages may be zeros. Hence, we define the coding subspace
for the messages which are used to generate each linear combination as follows.

Definition 6.2 (Coding Subspace). For any linear answer stringA = {Ty,...,Tg}, let supp(T,)
denote the messages which are used to generated T, for anyr € {1,..., R}. Define the partition
of the messages according to the answer string A as 2 (A) = {p1,...} such thatVT, € {Ty,...,Tg},
3 j € P(A) such that supp(T;) < g j. We call the subspace spanned by messages in g j a coding
subspace, and in slight abuse of notation, use the same symbol @ ; to denote this subspace. Let
T(@]) ={T, € {Ty,...,Tg}: SUPP(Tr) < @]}

Regarding the concept of coding subspace, it is good to notice that:

1. For each linear combination T, € {T,..., Tg}, we can easily identify which messages are
used to generate this linear combination. Hence, it is always possible to partition the
messages into subsets of messages such that each linear combination only consists of
messages from a single subset.

2. The set of all messages is always a valid coding subspace for all linear answer strings.

3. Linear combinations in different coding subspace have no commonly used messages.
They are completely independent of each other and cannot help each other to decode
any messages.

Definition 6.3 (Decoding Pattern). The set of side information messages Xs is called a de-
coding pattern of message X; if Xs andX; belong to the same coding subspace () and given
Xs, X; can be decoded from the answer string requested by the users. Hence S should satisfy
H(X;|T(p),Xs) =0.

For any answer string A satisfying the privacy condition, it is always possible to find one (or
multiple) decoding pattern(s) for every message. Otherwise, if one message has no decoding
pattern, which implies that message cannot be the demand message and violates the privacy
condition.

Definition 6.4 (MDS-Condition). A linear answers string A satisfies the MDS-Condition in
coding subspace 9; € 2 (A) if either of the following two conditions is satisfied:

(i) The normalized number of download bits is equal to the size of the coding subspace, i.e.,
IT(p:)l =il (6.11)

(i) The normalized number of download bits is equal to the size of coding subspace minus
M;,ie,3M; e{l,...,|9;|—1} such that

IT(@)| =9l — M;, (6.12)
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and given any subset of messages in @; with size M;, the other messages in @; can be fully
decoded, i.e.,

H(p;lT(pi),Xy) =0,VXy c @;, I Xy| = M;. (6.13)

Additionally, no message in 9; can be decoded, given less than M; side information, i.e.,
VXy @i with | Xyl < M; -1, VXj epi\Xy:

HX;|T(),Xy) #0. (6.14)

We note that the MDS-Condition is defined for an answer string and one of its coding subspaces.
It can be conveniently verified for any answer string A and coding subspace ;. If A satisfies the
condition (i), then the linear combinations T(g;) are equivalent to sending each message in @;
individually without any coding. If A satisfies the condition (ii), then the linear combinations
T(p;i) can be used to decode any messages in @; as long as M; messages are given as side
information. This property is closely related to Maximum Distance Separable (MDS) codes. So
we name it as the MDS-Condition.

Definition 6.5. For any characterization matrix C and any L€ {1,...,K}, define (L) as

Rc(L)=L— wq (CY(i,2)), (6.15)

max min
vell,..., KN WL VI=L-1i€ll,...,N}

where W is the index of the demand message.

For any fixed L, we select L — 1 of columns and the demand message column from C to form a
submatrix. For the selected submatrix of C, we can compute the number of a’s for any row
i and find the row with the minimum number of a’s. The optimal selection of such L—1
columns should maximize the minimum number of a’s in any row vector of the submatrix.
And Z(L) is defined as L minus the maximized minimal number of a’s. We note that the
optimal choices for V and i are not necessarily unique.

Example 6.2. Consider the single-server multi-user private information retrieval with side
information problem with the following characterization matrix:

(6.16)

a

Il
—_
{ © 8
© ) R
KR K ©
o 8 o
o o o
o o o

We can try all possible selections of columns for any Le {1,...,7} and get the following results

1. L=1:%c(L)=L.
2. L=2:Rc(L) =L withoptimal V = {2} and i = 2.

3. L=3:%c(L)=L-1 withoptimal V =1{2,3} and i = 2.
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4. L=4:Rc(L)=L-2 withoptimalV2{2,3,4} andi=1.

However, this traversal method requires high complexity. We show the detail of how to efficiently
compute R ¢ (L) in Section 6.3. Let us consider the following linear answer stringA = {T1,..., T4} :

Ti = X5 + X5 + X6 + X7, (6.17)
T, = X, + 2X;5 + 3Xg + 4X7, (6.18)
T3 =X; + X3+ Xy, (6.19)
Ty = X +2X5 + 3X,. (6.20)

It can be verified that the answer string A satisfies the MDS-Condition for coding subspaces
w1 = 1Xo,X5,X6, X7} and g, = {X1,X3,X4}. From T3 and T4, given any one message in §-, the
other two messages can be decoded. Since users have at least one message of {X3,X4}, they
can successfully decode the demand messageX,. Hence, answer string A satisfies the retrieval
condition. Also, it can be computed that Zc(4) = L—-2 =2 and Z¢(3) = L—1 =2, which are the
number of linear combinations in @ and 2, respectively.

In each coding subspace, the number of decoding patterns for each message is the same. But since
the server has no information about the side information messages of the users, the demand
message can be possible in either of the two coding subspaces. By using the randomized coding
technique discussed in Section 6.2.2, the probability of the demand message to be placed in 9; is
l9;il/ K. Then, every message can be the demand message with equal probability which is1/K.
Hence, the privacy condition is also satisfied.

As one may notice, only T3 and T, are useful in decoding the demand message X,. Why is
it necessary to have two transmissions in ©1? The reason is Zc(|91]) = 2 and we show that
IT(p1)| = Zc(p1l) is a necessary condition for users to put the demand message in @; in
Lemma 6.2.

6.2 The Capacity

Theorem 6.1. For the single-server multi-user private information retrieval with side informa-
tion problem where all users want the same message but have different side information, the
minimal number of required linear combinations satisfies

R*= min Y Zc(l), 6.21)
Zell(K) ZEZ$ ¢

whereI1(K) denotes the set of partitions of K.
Proof. We present the proof of the converse and achievability for Theorem 6.1 in Section 6.2.1

and Section 6.2.2, respectively. O
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We have the following remarks regarding Theorem 6.1.

1. The minimum number of required linear combinations can be obtained by solving an
optimization problem over all partitions of the total number of messages, K. Although
the number of partitions of K grows exponentially with K, the optimization problem can
be solved by a dynamic programming algorithm shown in Section 6.3 with polynomial
complexity.

2. The minimum number of required linear combinations is the sum of the number of
linear combinations in each coding subspace.

6.2.1 Converse

In this section, we present the proof for the converse for Theorem 6.1. We need to show that

R* = min R ). (6.22)
ZLeN(K) l;% ¢
For any answer string which is a set of linear combinations of messages from {Xj, ..., Xk}, itis
always possible to find the corresponding coding subspaces according to Definition 6.2. To
satisfy the privacy condition, a necessary condition can be derived for each coding subspace,
which is stated by the following Lemma.

Lemma 6.1. For any linear answer string which satisfies the privacy condition of single-server
multi-user private information retrieval with side information, without loss of optimality, the
MDS-Condition should be satisfied in every coding subspace.

Proof. For any answer string A from a linear PIR coding scheme which satisfies the privacy
condition, the server should not be able to infer any information about the demand index
from the answer string and query. Equation (6.8) is equivalent to

H(WIA, Q,X1:x) = HW). (6.23)

Since W is uniformly distributed over all indices {1,..., K}, the entropy H(W) achieves the
maximum entropy. Each message should have the same probability to be the demand message.
For any W € {1,...,K}, we have

Pr(W=WIA=A,Q=Q,X;:x = X1.x) =Pr(W=W) = Ii( (6.24)

Therefore, for any coding subspace g € 22(A), the messages in g should also have the same
probability to be the demand message.

Suppose the MDS-condition is not satisfied in coding subspace g, then there must exist one
message X; € @, such that X; can be decoded from T(g) given side information messages
either X, or X, . Additionally given Xs_, X5, cannot be decoded from T(g).
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In such cases, if all users have X, as side information messages, which permits successful
decoding of X;, then the messages in g which cannot be decoded from T() given X, can be
separated from g to form another coding subspace by setting the coefficients of the messages
that can be decoded given Xg, (including X, themselves) to be zeros in the corresponding
linear combinations. And in the split two coding subspaces, the MDS-condition is satisfied.
If not all users have Xg, as side information messages, we cannot split g into two coding
subspaces, since some users have to use the side information messages Xg, to decode the
message X;. Hence, the server can infer that Xs, and S, are side information messages for
different users and X; is the demand message, which violates the privacy condition. Therefore,
without loss of optimality, we can assume that the MDS-condition is satisfied in every coding
subspace. O

According to Lemma 6.1, it is sufficient to only consider the linear coding schemes with answer
strings satisfying MDS-Condition in every coding subspace.

Example 6.3. Consider a two user private information retrieval with side information problem
with setting: W =3 and S, = {1,2}, Sy = {4,5}. If we want to generate linear answer string in
coding subspace g = {1,2,3,4,5} which satisfies the retrieval condition for both users, we need
at least two linear combinations:

T =X; + X, +X3 (6.25)
T, =X3+ X3 + X5 (6.26)

It can be verified that T, T, does not satisfy the MDS-Condition in . After receiving the query for
requesting T1, T», the server knows that the decoding patterns forXs are {X;,Xo} and {X4,Xs}. If
the both users use decoding pattern {X1,Xo} to decodeXs, then the following linear combinations
should also satisfy the retrieval condition

T, =X; +X2 +X3 (6.27)
T, =Xy + X5 (6.28)

It can be verified that T} and T, satisfy the MDS-Condition in coding subspaces 91 = {1,2,3}
and @, = {4,5}, respectively. If two users use different coding patterns to decodeXs, then'T| and
T, do not satisfy the MDS-Condition any more, since user 2 cannot decodeX3. From the server’s
perspective, it can infer that the two users have different side information and X3 is the demand
message, which violates the privacy condition. We can also generate the linear combinations
which satisfy the MDS-Condition in coding subspace g = {1,2,3,4,5} as follows.

T} =X; +X; + X3 (6.29)
T, =X; +2Xo + X4 (6.30)
T, =X; +3Xo + X5 (6.31)
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The MDS-Condition guarantees that messages in the same coding subspaces have equal
probability to be the demand message and have the same number of decoding patterns.
Messages in coding subspaces with different dimensions may still have different numbers
of decoding patterns. Nevertheless, it is not necessary for them to have the same number of
decoding patterns as long as the demand message can be possibly put in any coding subspace.
Since only one coding subspace can contain the demand message, if the demand message
can be randomly placed into any coding subspace with the probability proportional to the
dimension of the coding subspace, the probability for every message to be placed in any
subspace is the same. To make sure that the users can randomly put the demand message
in any coding subspace, we need the coding scheme to satisfy the condition stated as the
following lemma.

Lemma 6.2. To generate a linear answer string A which satisfies MDS-Condition in coding
subspace p; € 2 (A) with |p;| =L, ifH(XWIT(go,-),ij) =0forall je{l,...,N}, then |T(p;)| =
Rc(L).

Proof. IfVje{l,...,N} HXw|T(®),Xs;) =0, then all users can decode the demand mes-
sage from the linear combinations consisting of messages in coding subspace g;. It implies
that Xy € p;. Since the answer string A satisfies MDS-condition in coding subspace ;,
there are two cases to discuss. If [T(9;)| = |@;| = L, then the number of linear combinations
is equal to the number of messages in the coding subspace. Hence, H Xy |T(p;),Xs j) =
0 is always satisfied and |T(g;)| = 2(L), since Z(L) < L. If [T(9;)| = lp;l — M; < |@;l, to
satisfy HXwIT(9:),Xs;) =0, Vj € {1,...,N}, we need [Xs;, ng;l = M;, Vj e {l,...,N}. Itis

.....

..........

vector of the submatrix CV. Hence,

Rc(L)=L- max min wH(CV(j, ) (6.32)
Vel ,KI\W,|V|=L-1 je{l,...,N}
<L- min wg(CY(j,)) (6.33)
jei,..,N}
= lpil - jemin Xs; N @il (6.34)
= T(gl. (6.35)

By selecting the columns V to be the set of indices of the optimal coding subspace and
M; =minjeq,..,ny 1Xs, N @;l, both inequalities are tight. O

Corollary 6.1 (Converse for Theorem 6.1). For the single-server multi-message private in-
formation retrieval with side information problem, the minimum number of required linear
combinations is lower bounded by min genx) Xic.p Zc (D).

Proof. According to Lemma 6.1, for any linear coding scheme which satisfies the privacy
condition, without loss of optimality, we can assume that it also satisfies the MDS-Condition
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in every coding subspace. According to Lemma 6.2, for linear combinations consisting of
messages in coding subspace with size L, the minimum number of required linear combi-
nations is Z¢(L). Although only one coding subspace can contain the demand message, in
order to guarantee that every coding subspace can possibly be used to contain the demand
message, the number of linear combinations in any coding subspace with dimension L should
be atleast (L) even if they are not used to transmit the demand message. Therefore, for any
partition Z € II(K), the R*(£) = Y jc» Zc(]). Hence, R* =z mingenx) X je» Zc (). O

6.2.2 Achievability

In this section, we present the proof of the achievability for Theorem 6.1 by constructing a
linear coding scheme with R* transmissions which satisfies both the retrieval condition and
the privacy condition.

For any {/3,..., g} € [I(K), the users can compute Z¢(l;) and the V*(I;) according to Defini-
tion6.5forallie{l,...,G}.

Step 1: The users create a set of G subsets, denoted by {1, ..., 9}, where |@;| = [;.

Step 2: The users randomly pick one subset (e.g. ;) to contain the demand message
with probability proportional to the sizes of the subsets, i.e.,

lpl

PriXy € ;i) = X

V@i € {@lr---)pG}- (6.36)
And the users fill up subset g; with side information messages indexed by V*(|g;).

Step 3: The users uniformly and randomly distribute other messages into the unchosen
subsets.

Step 4: The users send query to the server to ask for the coding scheme which satis-
fies MDS-Condition in each coding subspace g ; (Vj € {1,...,G}) with Z¢(lg;|) linear
combinations.

We name the above coding scheme as Partition-and-MDS-Coding scheme.

Remark 6.1. In [42], Kadhe et al. proposed a Partition and Coding PIR scheme for single-sever
single-user private information retrieval with side information. In their scheme, messages are
partitioned into subsets with size M + 1, where M is the number of side information messages.
For each coding subspace, the server sends only one linear combination which is the sum of all
messages in the coding subspace. Our coding scheme is an extended coding scheme designed for
multi-user cases and includes their coding scheme as the special cases for single-user.

In the cases where K is not divided by M + 1, the last subset has size less than M + 1.
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Lemma 6.3 (Achievability). For any £ € I1(K), the Partition-and-MDS-Coding scheme satisfies
th retrieval condition and privacy condition and the number of required linear combinations is
YiegZ%c().

Proof. In our Partition-and-MDS-Coding scheme, all users can decode the demand message
from linear combinations in the coding subspace which is chosen to contain the demand mes-
sage. Hence the retrieval condition is satisfied. To show the privacy condition is also satisfied, it
is sufficient to show that the conditional probability of one message to be the demand message
given the query and answer string is equal to the prior probability. Due to the random choice
of the subset to carry the demand message, we have Pr(Xy € ;|Q(W, S1, Sa,...,SN)) = @i/ K.
Since in each coding subspace, the linear combinations satisfy the MDS-Condition, ev-
ery message in the same coding subspace is the demand message with equal probability.
Pr(W= WXy € p;, Q(W,Sy,...,Sn)) = MWIT' By conditional probability, we have

Pr(w= W|Q(W) Sl)---)SN))

=Pr(W=W,Xw € 9;|Q(W,S;,...,5n)) (6.37)
:Pr(w = W|XW € pl‘) Q(Wy Sl) .. ')SN))PI.(XW € pl'Q(W» S]»- ~-)SN))
ol 1 (6.38)
K lpil
1
-2 (6.39)

Therefore, the privacy condition is also satisfied. The required number of linear combinations
is the sum number of the linear combinations in each coding subspace, which is }_;c » Z¢(]).

O

Example 6.4. Consider the single-server multi-user private information retrieval with side
information problem with the following characterization matrix:

(6.40)

(@)
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Let us generate the Partition-and-MDS-Coding scheme for partition £ = {4,3}. According to
Equation (6.15), we can obtain

Zc@) =2 with V*(4)=1{2,3,4} (6.41)
Zc(3) =2 with V*(3) =1{3,4} (6.42)
We note that V* (3) is not unique. It can also be {2,3}. We create two subsets 1 and @, with size
4 and 3, respectively. Then we can randomly choose 9 with probability% or , with probability

% to contain the demand messageX,. Suppose we choose the second subset g, then X; and
Xy+(3) = {X3,X4} should be placed in $,. For subset @1, fill it up with the remaining messages.
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Now we have two coding subspaces:

01 ={Xo, X5, X6, X7}, (6.43)
©2 :{XI)X3!X4}- (6.44)

Then we can generate the query to ask for the following answer string.

Ti=Xo+ X5+ Xo + X7 (6.45)
Ty = Xo + 2 X5 +3Xg + 4 X7 (6.46)
T3=X1+ X3+ X4 (6.47)
Ty = X) +2X3+3Xy, (6.48)

It satisfies the MDS-Condition in @, with Zc(4) linear combinations and in @, with %c(3)
linear combinations.

From the server’s perspective, PrXw € @1) = % and PrXw € @2) = % Furthermore, in each
coding subspace, every message is equally likely to be the demand message. Thus, Pr(W =
WIQW,Sy,...,SN) = % = Pr(W = W). The server cannot infer any information about the
demand index.

6.3 Solving the Optimization

In Theorem 6.1, given %¢(L) for all L € {1,..., K}, the minimum number of required linear
combinations can be obtained by solving the optimization problem over all partitions of the
total number of messages. Instead of trying every possible partition, we can efficiently find
the optimal one by using a dynamic programming algorithm. In this section, we present
the algorithms for computing % (L) and searching for the optimal decomposition with the
minimum number of request linear combinations.

6.3.1 Computing Z¢(L)

For any fixed L € {1,...,K}, to compute the 2 (L), we need to find the optimal subset of
columns such that the minimal number of a’s at any row is maximized. This is a set cover
problem and cannot be solved by polynomial-time algorithms. However, it is not necessary
to check all possible (IL() subset of columns. Let C, denote the submatrix of C which consists
of columns with a-entry and £ (Cy) denote the number of columns of C,. For L > £ (Cy),
Z(L) = L—min;e N wh(Cq(i,:)). Hence, we only need to do traversal search for L < Z (Cy)
and the complexity is bounded by @ (2% (C«)),
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Example 6.5. For the characterization matrix in Example 6.4. The submatrix Cy is

a 0 0
Ce=10 a «a (6.49)
0 a O
We have
L 1/2(3|4|5|6]7
RclL) |1]|2]2]2|3|4]|5

6.3.2 Searching for the Optimal Decomposition

Definition 6.6. For PIR problem with characterization matrix C, definition the average cost of
coding subspace with dimension L as
%c(L)

Ec(L) = T (6.50)

As the privacy condition of PIR requires every message to be equally likely demanded by the
users from the server’s perspective, all messages must be used in the coding scheme. The
average cost measures how many transmissions are required for each message if we partition
the messages into a coding subspace with dimension L.

Given Z¢(L) for Le{1,..., K}, the optimization problem (6.21) can be formulated as:

minimize Y 1, fi%c()
subject to Zﬁlﬂll =K (6.51)

where ; is the number of coding subspace with dimension /. This optimization problem is
related to the Unbounded Knapsack Problem (UKP) [75]. We propose a Dynamic Programming
Algorithm to solve the optimization problem (6.51).

In Algorithm 6, we search for the optimal partition for k € {1,..., K} by checking all possible
size-2 partitions of k given that optimal partitions for all integers up to k —1 are obtained
in previous rounds. The k. stores the one component of the optimal partition for coding
subspaces with dimension k for all k € {1,..., K}. Once we get Q(k), we know one component
of the optimal size-2 partition for k is /;. Hence, after we get all k. for k € {1,...,K}, we
can start from the end to get the optimal partition for K by recursively partitioning it into 2
subspaces. The complexity of Algorithm 6 is bounded by @ (K?).

Example 6.6. For the characterization matrix in Example 6.4, we can compute Zc(L) for
Lefl,...,K} as follows. It would be intuitive to guess that the best decomposition is what we
have shown in the previous example, {4,3}, since Ec(4) is the smallest, which means coding
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Algorithm 6 Dynamic Programming Algorithm

1: Input: Z =[Zc(1),...,Zc(K)].
2: Output: The optimal partition vector £, minimal number of required transmissions Q(K).
3: Initialization: £ = @, Q(0) = 0.
4: fork=1,...,Kdo
5: for!=1,...,kdo
6: gD =) +Q(k-1)
7: end for
8: hy, = argmin;<¢ g (D).
o QU= qulh)).
10: end for
11: while K —sum(%) > 0do
12: L=LU hl*(—sum(j’)'
13: end while
14: Return £ and Q(K).

RoD) | 122
Ec(L) |1]1]067]05]06]|067]071

[\
w
o~
(&)}

subspace with 4 dimension has lowest average cost.

Apply Algorithm 6 on this example, we can get:

k 1[2]3[4]5]6]7
Ql [1]2]2]2 4
e [1]1]3]4]1]1]3

According to the table, we know that h; = 3, which means we can first partition the coding
space into a subspace with dimension 3. Then, we still have 4 dimensions to decompose.
However, since hy = 4, we do not have to decompose it further. Therefore, we get the optimal
decomposition, which is {3,4}. And the average cost of such decomposition is

R+ A _4_ o (6.52)
K 7

Ec(3,4) =
Note that in this example, coding subspace with dimension 2,5, 6,7 should never be used. Since
hy. # k for k € {2,5,6,7}, for each k, there exists further partition, the number of required trans-
missions by which is equal to or smaller than putting k dimensions together. Thus, complexity
of Algorithm 6 can be reduced by removing coding subspaces with dimension l € {1,...,K} such
that hj <1 at the 5-th line of Algorithm 6.
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6.4 Conclusion

In this chapter, we study the single-server multi-user private information retrieval with side
information problem for linear coding schemes. In this problem, it is assumed that all users
want to download the same message from the single server and have different side information
messages. We prove that for the linear coding schemes, the minimum number of required
linear combinations can be obtained by solving an optimization problem over all partitions
of the total number of messages. We also propose the Partition-and-MDS coding scheme to
generate optimal linear coding schemes. Additionally, we have shown that the optimization
problem can be solved by the dynamic programming algorithm without traversing all possible
partitions.

Due to the assumption that all users want the same demand message and jointly generate
the query, the multi-user effect can be interpreted as one user with various side information
messages. The effective side information messages in such cases depend on the size of the
coding subspace which is used to generate linear combinations. Specifically, when we choose
different sizes of coding subspaces, the numbers of allowed side information may be different.
This is different from the original single-user cases, where the side information messages are
fixed and the number of side information is always the same for all coding subspaces.

There are two potential future working directions for this work. One direction is that we can
release the linear coding scheme restriction and allow the coding schemes to be more general.
Another direction is that we can release the assumption that all users want the same demand
message.
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rd Conclusion

In this thesis, we studied the cooperative data exchange problem and the private information
retrieval problem. For Cooperative Data Exchange (CDE) problem in the fully connected
network, we introduced the novel concept, (d, K)-Basis for simplifying the optimization prob-
lem without using submodular function minimization methods. Additionally, we proposed a
polynomial-time deterministic algorithm based on the (d, K)-Basis to solve the CDE problem.
We also show that our approach can be used to solve two generalized versions of the CDE prob-
lem, which are CDE with weighted cost and successive local omniscience. For the problem of
Private Information retrieval (PIR) with side information, we investigated three generalized
extensions, which are single-server multi-message PIR with side information, multi-server
single-message PIR with side information, and single-server multi-user PIR with side informa-
tion for linear coding schemes. For each extended problem, we proved the converse bound
for the capacity and proposed achievability coding scheme. We introduced two useful tools,
conditioning answer string and virtual side information, to help analyze the PIR with side
information problem.

Possible future extensions include following:

* For CDE, the (d, K)-Basis is probably useful for other extensions of the CDE problem.
For example, the helper problem, where some nodes only want to help other nodes
and are not required to recover the common file. As the fully connected network is a
strong assumption on topology, it would be great if we can relax this assumption and
use (d, K)-Basis method to solve the CDE problem on general multi-hop networks.

* For PIR, we hope we can relax the assumption of linear coding schemes for single-server
multi-user cases. In this problem, the users can be treated as a joint user but with various
side information messages. Hence, the previous tools may be useful for analyzing non-
linear cases. Another open problem would be the multi-server multi-message PIR
with side information problem, which is the generalized version of both single-server
multi-message and multi-server single-message PIR problems in this thesis.
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