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ABSTRACT

Machine Learning (ML) solutions are nowadays distributed, accord-

ing to the so-called server/worker architecture. One server holds the

model parameters while several workers train the model. Clearly,

such architecture is prone to various types of component failures,

which can be all encompassed within the spectrum of a Byzantine

behavior. Several approaches have been proposed recently to toler-

ate Byzantine workers. Yet all require trusting a central parameter

server. We initiate in this paper the study of the “general” Byzantine-

resilient distributed machine learning problem where no individual

component is trusted. In particular, we distribute the parameter

server computation on several nodes.

We show that this problem can be solved in an asynchronous sys-

tem, despite the presence of
1

3
Byzantine parameter servers and

1

3

Byzantine workers (which is optimal). We present a new algorithm,

ByzSGD, which solves the general Byzantine-resilient distributed

machine learning problem by relying on three major schemes. The

first, Scatter/Gather, is a communication scheme whose goal is to

bound themaximum drift amongmodels on correct servers. The sec-

ond,DistributedMedian Contraction (DMC), leverages the geometric

properties of the median in high dimensional spaces to bring param-

eters within the correct servers back close to each other, ensuring

learning convergence. The third, Minimum–Diameter Averaging

(MDA), is a statistically–robust gradient aggregation rule whose

goal is to tolerate Byzantine workers. MDA requires loose bound

on the variance of non–Byzantine gradient estimates, compared

to existing alternatives (e.g., Krum [12]). Interestingly, ByzSGD en-

sures Byzantine resilience without adding communication rounds

(on a normal path), compared to vanilla non-Byzantine alternatives.

ByzSGD requires, however, a larger number of messages which, we

show, can be reduced if we assume synchrony.

We implemented ByzSGD on top of TensorFlow, and we report

on our evaluation results. In particular, we show that ByzSGD

achieves convergence in Byzantine settings with around 32% over-

head compared to vanilla TensorFlow. Furthermore, we show that
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1 INTRODUCTION

Distributed ML is fragile. Distributing Machine Learning (ML)

tasks seems to be the only way to cope with ever-growing datasets

[17, 30, 38]. A commonway to distribute the learning task is through

the now classical parameter server architecture [35, 36]. In short, a

central server holds the model parameters (e.g., weights of a neural

network) whereas a set of workers perform the backpropagation

computation [28], typically following the standard optimization

algorithm: stochastic gradient descent (SGD) [43], on their local data,

using the latest model they pull from the server. This server in turn

gathers the updates from the workers, in the form of gradients, and

aggregates them, usually through averaging [31]. This scheme is,

however, very fragile because averaging does not tolerate a single

corrupted input [12], whilst the multiplicity of machines increases

the probability of a misbehavior somewhere in the network.

This fragility is problematic because ML is expected to play

a central role in safety-critical tasks such as driving and flying

people, diagnosing their diseases, and recommending treatments

to their doctors [23, 33]. Little room should be left for the routinely

reported [11, 27, 39] vulnerabilities of today’s ML solutions.

Byzantine-resilient ML. Over the past three years, a growing

body of work, e.g., [5, 9, 12, 16, 20, 46, 48, 51], took up the challenge

of Byzantine-resilient ML. The Byzantine failure model, as originally

introduced in distributed computing [32], encompasses crashes,

software bugs, hardware defects, message omissions, corrupted

data, and even worse, hacked machines [10, 49]. So far, all the

work on Byzantine-resilient ML assumed that a fraction of workers

could be Byzantine. But all assumed the central parameter server

to be always honest and failure-free. In other words, none of the

previous approaches considered a genuinely Byzantine–resilient

distributed ML system, in the distributed computing sense, where
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no component is trusted. Consider a multi–branch organization

with sensitive data, e.g., a hospital or a bank, that would like to

train an ML model among its branches. In such a situation, the

worker machines, as well as the central server, should be robust to

the worst: the adversarial attacks.

A natural way to prevent the parameter server from being a

single point–of–failure is to replicate it. But this poses the problem

of how to synchronize the replicas. The classical synchronization

technique, state machine replication [14, 44] (SMR), enforces a to-

tal order for updates on all replicas through consensus, providing

the abstraction of a single parameter server, while benefiting from

the resilience of the multiplicity of underlying replicas. Applying

SMR to distributed SGD would however lead to a potentially huge

overhead. In order to maintain the same state, replicas would need

to agree on a total order of the model updates, inducing frequent

exchanges (and retransmissions) of gradients and parameter vec-

tors, that can be several hundreds of MB large [30]. Given that a

distributed ML setup is network bound [29, 52], SMR is impractical

in this context.

The key insight underlying our paper is that the general Byzan-

tine SGD problem, even when neither the workers nor the servers

are trusted, is easier than consensus, and total ordering of updates

is not required in the context of ML applications; only convergence

to a good final cross-accuracy is needed. We thus follow a different

route where we do not require all the servers to maintain the same

state. Instead, we allow mildly diverging parameters (which have

proven beneficial in other contexts [6, 53]) and present new ways

to contract them in a distributed manner.

Contributions. In short, we consider, for the first time in the

context of distributed SGD, the general Byzantine ML problem,

where no individual component is trusted. First, we show that this

problem can be solved in asynchronous settings, and then we show

how we can utilize synchrony to boost the performance of our

asynchronous solution.

Our main algorithm, ByzSGD, achieves general resilience with-

out assuming bounds on communication delays, nor inducing addi-

tional communication rounds (on a normal path), when compared to

a non-Byzantine resilient scheme. We prove that ByzSGD tolerates

1

3
Byzantine servers and

1

3
Byzantine workers, which is optimal in

an asynchronous setting. ByzSGD employs a novel communication

scheme, Scatter/Gather, that bounds the maximum drift between

models on correct servers. In the scatter phase, servers work inde-

pendently (they do not communicate among themselves) and hence,

their views of the model could drift away from each other. In the

gather phase, correct servers communicate and apply collectively a

Distributed Median-based Contraction (DMC) module. This module

is crucial for it brings the diverging parameter vectors back closer to

each other, despite each parameter server being only able to gather

a fraction of the parameter vectors. Interestingly, ByzSGD ensures

Byzantine resilience without adding communication rounds (on a

normal path), compared to non-Byzantine alternatives. ByzSGD

requires, however, a larger number of messages which we show we

can reduce if we assume synchrony. Essentially, in a synchronous

setting, workers can use a novel filtering mechanism we introduce

to eliminate replies from Byzantine servers without requiring to

communicate with all servers.

ByzSGD
1
uses a statistically–robust gradient aggregation rule

(GAR), which we callMinimum–Diameter Averaging (MDA) to toler-

ate Byzantine workers. Such a choice of a GAR has two advantages

compared to previously–used GARs in the literature to tolerate

Byzantine workers, e.g., [12, 50]. First,MDA requires a loose bound

on the variance of the non–Byzantine gradient estimates, which

makes it practical
2
. Second, MDA makes the best use of the vari-

ance reduction resulting from the gradient estimates on multiple

workers, unlike Krum [12] and Median [50].

We prove that ByzSGD guarantees convergence despite the pres-

ence of Byzantine machines, be they workers or servers. We imple-

mented ByzSGD on top of TensorFlow [3], while achieving trans-

parency: applications implemented with TensorFlow need not to

change their interfaces to be made Byzantine–resilient. We report

on our evaluation of ByzSGD. We show that ByzSGD tolerates

Byzantine failures with a reasonable convergence overhead (∼ 32%)

compared to the non Byzantine-resilient vanilla TensorFlow de-

ployment. Moreover, we show that the throughput overhead of

ByzSGD ranges from 24% to 220% compared to vanilla TensorFlow.

The paper is organized as follows. Section 2 provides some back-

ground on SGD, the problem settings and the threat model. Sec-

tion 3 describes our ByzSGD algorithm, while Section 4 sketches

its correctness proof. Section 5 discusses how ByzSGD leverages

synchrony to boost performance. Section 6 reports on our empirical

evaluation of ByzSGD. Section 7 concludes the paper by discussing

related work and highlighting open questions. In the Appendix to

the main paper, we give the convergence proof of ByzSGD (Appen-

dix C), we empirically validate our assumptions (Appendix D), and

we assess ByzSGD’s performance in a variety of cases (Appendix E).

2 BACKGROUND AND MODEL

2.1 Stochastic Gradient Descent

Stochastic Gradient Descent (SGD) [43] is a widely-used optimiza-

tion algorithm in ML applications [3, 17, 35]. Typically, SGD is used

to minimize a loss function 𝐿 (\ ) ∈ R, which measures how accurate

the model \ is when classifying an input. Formally, SGD addresses

the following optimization problem:

argmin

\ ∈R𝑑
𝐿(\ ) (1)

SGD works iteratively and consists, in each step 𝑡 , of:

(1) Estimating the gradient 𝐺

(
\ (𝑡 ) , b

)
, with a subset b of size 𝑏

of the training set, calledmini–batch. Such a gradient is a sto-

chastic estimation of the real, uncomputable one ∇𝐿
(
\ (𝑡 )

)
.

(2) Updating the parameters following the estimated gradient:

\ (𝑡+1) = \ (𝑡 ) − [𝑡 ·𝐺
(
\ (𝑡 ) , b

)
(2)

The sequence {[𝑡 ∈ R>0} is called the learning rate.

1
We use the same name for our asynchronous and synchronous variants of the algo-

rithm when there is no ambiguity.

2
In Appendix D, we report on our experimental validation of such a requirement. We

compare the bound on the variance require by MDA to the one required by Multi–

Krum [12], a state–of–the–art GAR. For instance, we show that with a batch–size

of 100 and assuming 1 Byzantine failure, the requirement of MDA is satisfied in our

experiments, while that of Multi–Krum is not.
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Figure 1: A distributed ML setup with 4 parameter servers

and 9 workers, including respectively 1 and 3 Byzantine

nodes, which all can be viewed as a single adversary.

2.2 The Parameter Server Architecture

Estimating one gradient is computationally expensive, as it consists

in computing 𝑏 estimates of𝐺 (\, b𝑖 ), where b𝑖 is the 𝑖th pair (input,

label) from the mini–batch, and where each 𝐺 (\, b𝑖 ) involves one
backpropagation computation [28]. Hence, the amount of arithmetic

operations to carry out to estimate 𝐺 (\, b) ≈ ∇𝐿
(
\ (𝑡 )

)
is O (𝑏 ·𝑑).

However, this gradient estimation can be easily distributed: the

𝑏 computations of 𝐺

(
\ (𝑡 ) , b𝑖

)
can be executed in parallel on 𝑛 ma-

chines, where the aggregate of such computations gives𝐺

(
\ (𝑡 ) , b

)
.

This corresponds to the now standard parameter server architec-

ture [36], where a central server holds the parameters \ .

Each training step includes two communication rounds: the

server first broadcasts the parameters to workers, which then es-

timate the gradient 𝐺

(
\ (𝑡 ) , b𝑖

)
(i.e., each with a mini–batch of

𝑏
𝑛 ).

When a worker completes its estimation, it sends it back to the

parameter server, which in turn averages these estimations and

updates the parameters \ , as in Equation 2.

2.3 Byzantine Machine Learning

The Byzantine failure abstraction [32] models any arbitrary behav-

ior and encompasses software bugs, hardware defects, message

omissions, or even hacked machines. We then typically assume that

a subset of the machines can be Byzantine and controlled by an

adversary whose sole purpose is to defeat the computation.

A Byzantine machine can, for instance, send a biased estimate of

a gradient to another machine, which leads to a corrupted learning

model accordingly or even to learning divergence [8]. Byzantine fail-

ures also abstract the data poisoning problem [10], which happens

when a machine owns maliciously–labeled data. This may result

in learning a corrupted model, especially–crafted by the adver-

sary. Clearly, assuming a central machine controlling the learning

process (as with the standard parameter server architecture [36])

is problematic if such a machine is controlled by an adversary,

for this machine can write whatever it wants to the final model,

jeopardizing the learning process.

2.4 System Model

Computation and communication models. We build on the

standard parameter server model, with two main variations (Fig. 1).

Table 1: The notations used throughout this paper.

𝑛𝑝𝑠 Total number of parameter servers

𝑓𝑝𝑠 Maximal number of Byzantine parameter servers

𝑞𝑝𝑠
Number of parameter vectors a node waits for from

servers, 2𝑓𝑝𝑠 + 2 ≤ 𝑞𝑝𝑠 ≤ 𝑛𝑝𝑠 − 𝑓𝑝𝑠
𝑛𝑤 Total number of workers

𝑓𝑤 Declared, maximal number of Byzantine workers

𝑞𝑤
Number of gradients a node waits for from workers,

2𝑓𝑤 + 1 ≤ 𝑞𝑤 ≤ 𝑛𝑤 − 𝑓𝑤
𝑑 Dimension of the parameter space R𝑑

𝐿 Loss function we aim to minimize

𝑙 Lipschitz constant of the loss function

\
(𝑖)
𝑡

Parameter vector (i.e. model) at the parameter server 𝑖

at step 𝑡

G (𝑖)𝑡 Gradient distribution at the worker 𝑖 at step 𝑡

𝑔
(𝑖)
𝑡 Stochastic gradient estimation of worker 𝑖 at step 𝑡

∇𝐿
(
\
)

Real gradient of the loss function 𝐿 at \

∇̂𝐿
(
\
)

A stochastic estimation of ∇𝐿
(
\
)

[𝑡 Learning rate at step 𝑡

Without loss of generality in the analysis, we note:[
1 .. 𝑛𝑝𝑠 − 𝑓𝑝𝑠

]
the indexes of the correct servers

[1 .. 𝑛𝑤 − 𝑓𝑤] the indexes of the correct workers

1. We assume a subset of the nodes (i.e., machines) involved in the

distributed SGD process to be adversarial, or Byzantine, in the par-

lance of [12, 16, 22]. The other nodes are said to be correct. Clearly,

which node is correct and which is Byzantine is not known ahead

of time. 2.We consider several replicas of the parameter server (we

call them servers), instead of a single one, preventing it from being

a single point–of–failure, unlike in classical ML approaches.

In our new context, workers send their gradients to all servers

(instead of one in the standard case), which in turn send their

parameters to all workers. Periodically, servers communicate with

each other, as we describe later in Section 3. We consider bulk–

synchronous training: only the gradients computed at a learning

step 𝑡 are used for the parameters update at the same step 𝑡 .

Adversary capabilities. The adversary is an entity that con-

trols all Byzantine nodes (Figure 1), and whose goal is to prevent

the SGD process from converging to a state that could have been

achieved if there was no adversary. As in [12, 16, 22], we assume an

omniscient adversary that can see the full training datasets as well

as the packets being transferred over the network (i.e., gradients

and models). However, the adversary is not omnipotent: it can only

send arbitrary messages from the nodes it controls, or force them

to remain silent. We assume nodes can authenticate the source of

a message, so no Byzantine node can forge its identity or create

multiple fake ones [15].

2.5 Convergence Conditions

We assume the classical conditions
3
for convergence in non–convex

optimization [13]. For instance, we assume that the training data is

identically and independently distributed (i.i.d) over the workers,

and the sequence of learning rates [𝑡 is monotonically decreasing

3
The exhaustive list, with their formal formulations, is available in Appendix C.1.
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(i.e., lim

𝑡→+∞
[𝑡 = 0). We also assume that correct workers compute

unbiased estimates of the true gradient with sufficiently low vari-

ance, namely (see Table 1 for notations):

∃^ ∈ ]1, +∞[ , ∀
(
𝑖, 𝑡, \

)
∈ [1 .. 𝑛𝑤 − 𝑓𝑤] × N × R𝑑 ,

^
2𝑓𝑤

𝑛𝑤 − 𝑓𝑤

√
E

(𝑔 (𝑖)𝑡 − E𝑔 (𝑖)𝑡 2
2

)
≤
∇𝐿 (

\
)
2
. (3)

Such an equation bounds the ratio of the standard deviation of

the stochastic gradient estimations to the norm of the real gradient

with
𝑛𝑤−𝑓𝑤
2𝑓𝑤

. This assumption is now classical in the Byzantine ML

literature [12, 22]. We also empirically verify this assumption in

Appendix D in our experimental setup.

In addition, we assume: (1) 𝐿 is 𝑙-Lipschitz continuous, and (2) no

(pattern of) network partitioning among the correct servers lasts

forever. The standard 𝑙-Lipschitz continuity assumption [7, 41, 47]

acts as the only bridge between the parameter vectors \
(𝑖)
𝑡 and

the stochastic gradients 𝑔
(𝑖)
𝑡 at a given step 𝑡 . This is a liveness

assumption: the value of 𝑙 can be arbitrarily high and is only used

to bound the expected maximal distance between any two correct

parameter vectors. The second assumption ensures that eventually

the correct parameter servers can communicate with each other in

order to pull their views of the model back close to each other; this

is crucial to achieve Byzantine resilience.

Denote by 𝑆 𝑗 ≜
{
𝑠 ⊂

[
1 .. 𝑛𝑝𝑠− 𝑓𝑝𝑠

]
−{ 𝑗}

�� |𝑠 | ∈ [𝑞− 𝑓 −1 .. 𝑞−1]}
the subset of correct parameter server indexes that parameter server

𝑗 can deliver at a given step. We then call 𝑆 ≜
∏

𝑗 ∈[1 .. 𝑛𝑝𝑠−𝑓𝑝𝑠 ] 𝑆 𝑗
the set of all correct parameter server indexes the 𝑛𝑝𝑠 − 𝑓𝑝𝑠 cor-
rect parameter servers 𝑖 ∈

[
1 .. 𝑛𝑝𝑠 − 𝑓𝑝𝑠

]
can deliver. We fur-

ther assume ∃𝜌 > 0, ∀𝑠 ∈ 𝑆, 𝑃 (𝑋 = 𝑠) ≥ 𝜌 . For any server 𝑗 ,∇𝐿 (
\
( 𝑗)
𝑡

)
2

≥ 9 (𝑛𝑤 − 𝑓𝑤) 𝜎 ′ + 𝐶𝑑𝑙2

𝜌 , for some constant 𝐶 , and

where 𝜎 ′ is the upper bound on the distance between the estimated

and the true gradients (see Appendix C.1). Finally, ByzSGD requires

𝑛𝑤 ≥ 3𝑓𝑤 + 1 and 𝑛𝑝𝑠 ≥ 3𝑓𝑝𝑠 + 2.

3 BYZSGD: GENERAL BYZANTINE

RESILIENCE

We present here ByzSGD, the first algorithm to tolerate Byzantine

workers and servers without making any assumptions on node

relative speeds and communication delays. ByzSGD does not add,

on average, any communication rounds compared to the standard

parameter server communication model (Section 2.2). However,

periodically, ByzSGD adds a communication round between servers

to enforce contraction and convergence, as we show in this section.

We first describe the fundamental technique to tolerate Byzan-

tine servers: Distributed Median-based Contraction (DMC). Then,

we describe the Byzantine–resilient gradient aggregation rule we

use to tolerate Byzantine workers. Finally, we explain the over-

all functioning of ByzSGD, highlighting our novel Scatter/Gather

communication scheme.

3.1 Distributed Median–based Contraction
The fundamental problem addressed here is induced by the multi-

plicity of servers and consists of bounding the drift among correct

parameter vectors \
(1)
𝑡 . . . \

(𝑛𝑝𝑠−𝑓𝑝𝑠 )
𝑡 , as 𝑡 grows. The problem is

particularly challenging because of the combination of three con-

straints: (a) we consider a Byzantine environment, (b) we assume

an asynchronous network, and (c) we do not want to add commu-

nication rounds, compared to those done by vanilla non–Byzantine

deployments, given the expensive cost of communication in dis-

tributedML applications [29, 52]. The challenging question can then

be formulated as follows: given that the correct parameter servers

should not expect to receive more than 𝑛−𝑓 −1messages per round,

how to keep the correct parameters close to each other, knowing

that a fraction of the received messages could be Byzantine?

Our solution to this issue is, what we call, Distributed Median–

based Contraction (DMC), whose goal is to decrease the expected

maximum distance between any two honest parameter vectors

(i.e., contract them). DMC is a combination of (1) the application

of coordinate–wise Median (which is Byzantine–resilient as soon

as 𝑞𝑝𝑠 ≥ 2𝑓𝑝𝑠 + 1) on the parameter vectors and (2) the over–

provisioning of 1more correct parameter server (i.e.,𝑞𝑝𝑠 ≥ 2𝑓𝑝𝑠 +2);
both constitute the root of what we call the contraction effect. Assum-

ing each honest parameter server can deliver a subset of 𝑞𝑝𝑠− 𝑓𝑝𝑠−1
honest parameters, the expected median of the gathered parameters

is then both (1) bounded between the gathered honest parameters

and (2) different from any extremum among the gathered honest

parameters (as 1 correct parameter server was over-provisioned).

Since each subset of the gathered honest parameters contains a sub-

set of all the 𝑛𝑝𝑠 − 𝑓𝑝𝑠 honest parameters, the expected maximum

distance between two honest parameters is thus decreased after

applying DMC.

3.2 Minimum–Diameter Averaging
To tolerate Byzantine workers, we use a statistically–robust Gradi-

ent Aggregation Rule (GAR). AGAR ismerely a function of

(
R𝑑

)𝑛
→

R𝑑 . Reminiscent of the Minimum Volume Ellipsoid [42], we use

Minimum–Diameter Averaging (MDA) as our Byzantine–resilient

GAR. Given 𝑛 input gradients (with 𝑓 possible Byzantine ones),

MDA averages only a subset of 𝑛 − 𝑓 gradients. The selected subset
must have theminimum diameter among all the subsets of size 𝑛− 𝑓
taken from the 𝑛 input gradients; hence the name. The diameter of

a subset is defined as the maximum ℓ2 distance between any two

gradients of this subset.

MDA can be formally described as follows. Let

(
𝑥1 . . . 𝑥𝑞

)
∈(

R𝑑
)𝑞
, and Q ≜

{
𝑥1 . . . 𝑥𝑞

}
the set of all the input gradients. Let

R ≜ { X | X ⊂ Q, |X| = 𝑞 − 𝑓 } the set of subsets of Q with car-

dinality 𝑞 − 𝑓 . Let S ≜ argminX∈R
(
max(𝑥𝑖 ,𝑥 𝑗 )∈X2

(𝑥𝑖 − 𝑥 𝑗 
2

))
.

Then, the aggregated gradient is MDA

(
𝑥1 . . . 𝑥𝑞

)
≜ 1

𝑞−𝑓
∑
𝑥 ∈S 𝑥 .

3.3 The ByzSGD Algorithm

ByzSGD operates iteratively in two phases: scatter and gather. One

gather phase is entered every 𝑇 steps (lines 8 to 11 in Algorithm 2);

we call the whole 𝑇 steps the scatter phase.

Algorithms 1 and 2 depict the training loop applied by workers

and servers respectively. As an initialization step, correct servers
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Figure 2: ByzSGD: worker and parameter server logic.

Algorithm 1 Worker

1: 𝑡 ← 0

2: repeat

3: ms← read_models()

4: m.set(Median(ms))

5: g← compute_grad()

6: 𝑡 ← 𝑡 + 1
7: until 𝑡 > max_steps

Algorithm 2 Parameter Server

1: Calculate 𝑇 & seed

2: m← init_model(seed)

3: 𝑡 ← 0

4: repeat

5: gs← read_gradients()

6: m.update(MDA(gs))

7: if 𝑡 mod 𝑇 = 0 then

8: m← read_models()

9: m← Median(ms)

10: end if

11: 𝑡 ← 𝑡 + 1
12: until 𝑡 > max_steps

initialize the model with the same random values, i.e., using the

same seed. Moreover, the servers compute the value of 𝑇 .

The subsequent steps 𝑡 ∈ Nwork as follows. The algorithm starts

with the scatter phase, which includes doing a few learning steps. In

each step, each server 𝑖 broadcasts its current parameter vector \
(𝑖)
𝑡

to every worker. Each worker 𝑗 then (1) aggregates with coordinate–

wise Median (hereafter simply, Median) the first 𝑞𝑝𝑠 received \
(𝑖)
𝑡

(line 4 in Algorithm 1), and (2) computes an estimate 𝑔
( 𝑗)
𝑡 of the

gradient at the aggregated parameter vector, i.e., model. Then, each

worker 𝑗 broadcasts its computed gradient estimation 𝑔
( 𝑗)
𝑡 to all

parameter servers. Each parameter server 𝑖 in turn aggregates with

MDA the first 𝑞𝑤 received 𝑔
( 𝑗)
𝑡 (line 6 in Algorithm 2) and then

performs a local parameter update with the aggregated gradient,

resulting in \
(𝑖)
𝑡 . In normal steps (in the scatter phase), \

(𝑖)
𝑡+1 = \

(𝑖)
𝑡 .

Every 𝑇 steps (i.e., in the gather phase), correct servers apply

DMC: each parameter server 𝑖 broadcasts \
(𝑖)
𝑡 to every other server

and then aggregates with Median the first 𝑞𝑝𝑠 received \
(𝑘)
𝑡 ; this

aggregated parameter vector is \
(𝑖)
𝑡+1.

4 CORRECTNESS OF BYZSGD

This section sketches the convergence proof ByzSGD. The full proof

is detailed in Appendix C.

Theorem 1 (Correctness of ByzSGD). Under the assumptions

of Section 2.5, ByzSGD guarantees the convergence of all correct pa-

rameter servers, i.e.

∀𝑖 ∈
[
1 .. 𝑛𝑝𝑠 − 𝑓𝑝𝑠

]
, lim

𝑡→+∞

∇𝐿 (
\
(𝑖)
𝑡

)
2

= 0. (4)

Equation 4 is the commonly admitted termination criteria for

non–convex optimization tasks [13]. We provide here the key intu-

itions and steps of the proof, which relies on two key observations:

(1) assuming that the learning rate [𝑡 converges to 0, Median guar-

antees that all correct servers’ parameters \𝑡 all eventually reach

the same values (i.e., contract) and (2) any given server 𝑖’s parame-

ters \
(𝑖)
𝑡 eventually essentially follows a stochastic gradient descent

dynamics, which guarantees its convergence as described by Equa-

tion 4. In the sequel, we detail these two points.

4.1 Contraction by Median
The first key element of the proof is to prove that Median contracts

the servers’ parameters in expectation, despite the Byzantines’ at-

tacks. This turns out to be nontrivial. In fact, the diameter of servers’

parameters does not decrease monotonically. The trick is to follow

the evolution of another measure of the spread of the servers’ pa-

rameters, namely the sum of coordinate-wise diameters. We prove

that, using Median, Byzantines can never increase this quantity.

Lemma 1 (Safety ofMedian). Let Δ\𝑡 the sum of coordinate-wise

diameters, i.e.: Δ\𝑡 =
∑𝑑
𝑖=1max𝑗,𝑘∈[1 .. 𝑛𝑝𝑠−𝑓𝑝𝑠 ]

���\ ( 𝑗)𝑡 [𝑖] − \
(𝑘)
𝑡 [𝑖]

���.
Then, no matter which gradients are delivered to which servers, and

no matter how Byzantines attack, we have Δ\
𝑡+1
≤ Δ\𝑡 .

Sketch of proof. On each dimension 𝑗 , since𝑞𝑝𝑠 ≥ 2𝑓𝑝𝑠+2, for
any server 𝑖 , there is a majority of correct servers whose parameters

have been delivered to 𝑖 . Thus, the median computed by server 𝑖

must belong to the interval containing the 𝑗-coordinates of all

correct servers. Since this holds for all servers 𝑖 , the diameter along

dimension 𝑗 cannot increase. □

But interestingly, assuming that all delivering configurations can

occur with a positive probability, we can show that there will be

contraction in expectation.

Lemma 2 (Expected contraction by Median). There is a con-

stant𝑚 < 1 such that E
[
Δ\

𝑡+1

]
≤ 𝑚Δ\𝑡 . Note that the expectation is

taken over all delivering configurations, and given Byzantines’ attacks

for a delivering configuration.

Sketch of proof. Using the assumption 𝑞𝑝𝑠 ≥ 2𝑓𝑝𝑠 + 2, for any
coordinate, we show the existence of a delivering configuration such

that the diameter along this coordinate is guaranteed to decrease

by a factor 3/4. The trick to identify this configuration is to divide,

for each coordinate 𝑖 , the set of servers into those that have a high

coordinate 𝑖 and those that have a low coordinate 𝑖 . One of these

two subsets, call it 𝑋 ∗, must contain a majority of correct servers.

Given that 𝑞𝑝𝑠 ≤ ⌊
𝑛𝑝𝑠−𝑓𝑝𝑠

2
⌋, we can thus guarantee the existence

of a delivering configuration such that all parameter servers all con-

tain a majority of inputs that come from 𝑋 ∗. If this happens, then
all servers’ parameters after application of Median must then have

their 𝑖’s coordinates closer to the subset 𝑋 ∗. In fact, we show that

their new diameters along the coordinate 𝑖 is at most 3/4 of their
previous diameter, which proves the contraction along coordinate 𝑖

for at least one delivering configuration. Taking the expectation im-

plies a strict expected contraction along this coordinate. Summing

up over all coordinates yields the lemma. □

Unfortunately, this is still not sufficient to guarantee the con-

vergence of the servers’ parameters, because of a potential drift

during learning. However, as the learning rate decreases, we show

that contraction eventually becomes inevitable, which guarantees

eventual convergence.

Lemma 3 (Bound on the drift). There exists constants 𝐴 and

𝐵 such that E
[
Δ\

𝑡+1

]
≤ (𝑚 +𝐴[𝑡 )Δ\𝑡 + 𝐵[𝑡 . Here, the expectation

is over delivering configurations, from parameter servers to workers,

from workers to parameter servers and in-between parameter servers.
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The expectation is also taken over stochastic gradient estimates by

workers, and for any attacks by the Byzantines.

Sketch of proof. This bound requires to control the drift de-

spite Byzantine attacks on two different levels, namely when param-

eter servers deliver their parameters to workers, and when workers

deliver their gradients to servers.

In the former case, we exploit the fact that the spread of all correct

parameters along, measured in terms of sum of coordinate-wise

diameters, is at most Δ\𝑡 , to guarantee that the coordinate-wise

medians of the parameters computed by workers are also close to

one another.

Using Lipschitz continuity, this then implies that the gradients

they compute are also close to one another, in the sense that the

diameter of gradients is at most 𝑙Δ\𝑡 plus some deviation 2ℎ𝑤𝜎
′

due to the noise in the stochastic gradient estimates.

Then, using the Byzantine resilience property of MDA, we show

that the diameter of servers’ aggregated gradients is at most that of

workers’ estimated gradients. Combining it all yields the lemma.

Note that the constant 𝐴 depends on the Lipschitz continuity of

the gradient of the loss function, while the constant 𝐵 comes from

the randomness of the gradient estimates by workers. See more

details in Appendix C.4. □

Lemma 4 (Eventual contraction of Median). As a corollary,

assuming [𝑡 → 0, we have E[Δ\𝑡 ] → 0.

Sketch of proof. This comes from the eventual contraction of

Δ\𝑡 . Note that it implies that some other measures of the spread

of servers’ parameters, like their diameter measured in ℓ2, also

converge to zero. □

4.2 Liveness of Server Parameters

The previous section showed that eventually, the parameters will

all have nearly identical values. In this section, we show that, as

a result, and thanks to a Byzantine–resilient GAR like MDA, any

parameter’s update is nearly an update that would be obtained by

vanilla Byzantine-free SGD, for which the guarantee of Theorem 1

has been proven.

First, we note that MDA ensures that its output gradient lies

within the correct set of gradients submitted to a correct server, as

stated by the following lemma.

Lemma 5 (MDA bounded deviation from majority). The dis-

tance between the output of MDA and (at least) one of the correct

gradients is bounded below the diameter of the set of correct gradients.

Formally, let (𝑑, 𝑓 ) ∈ (N − {0})2 and let 𝑞 ∈ N such that 𝑞 ≥
2 𝑓 + 1. Let note 𝐻 ≜ [1 .. 𝑞 − 𝑓 ].

It holds that, ∀
(
𝑔1 . . . 𝑔𝑞

)
∈
(
R𝑑

)𝑞
, ∃𝑘 ∈ 𝐻, :

MDA

(
𝑔1 . . . 𝑔𝑞

)
− 𝑔𝑘


2
≤ max

(𝑖, 𝑗) ∈𝐻 2

𝑔𝑖 − 𝑔 𝑗 
2

(5)

Hence, SGD, with MDA, alone would converge.

Now, we show that a server 𝑗 ’s update can be written \
( 𝑗)
𝑡+1 =

\
( 𝑗)
𝑡 − [𝑡𝐺 ( 𝑗)𝑡 , where 𝐺

( 𝑗)
𝑡 satisfies the classical assumptions of

Byzantinemachine learning. Namely, we show thatE𝐺
( 𝑗)
𝑡 ·∇𝐿

(
\
( 𝑗)
𝑡

)
is positive, under our assumptions.

Theorem 2 (Liveness and safety of parameter servers). Un-

der our assumptions for any parameter server 𝑗 , E𝐺
( 𝑗)
𝑡 ∇𝐿

(
\
( 𝑗)
𝑡

)
> 0.

Sketch of proof. To guarantee this condition, we first prove

that the expected maximum distance between an estimate 𝐺
( 𝑗)
𝑡 by

worker 𝑗 and server 𝑘’s parameters ∇𝐿
(
\
(𝑘)
𝑡

)
is upper-bounded

by the spread of all servers’ parameters and a term due to the

randomness of the worker’s gradient estimates.

We then show that the servers’ updates are all similar, which

allows to say that after applying Median, all servers are guaran-

teed to move along the direction of the true gradient, given our

assumptions. □

Complexity. The communication complexity of ByzSGD is

O(𝑑𝑛𝑤𝑛𝑝𝑠 ) when𝑇 is very large. With small values for𝑇 , the com-

munication complexity is O(𝑑𝑛𝑝𝑠 (𝑛𝑤 + 𝑛𝑝𝑠 )). The computation

complexities of Median and MDA are O(𝑛𝑝𝑠𝑑) and O
( (𝑛𝑤

𝑓𝑤

)
+ 𝑛2𝑤𝑑

)
.

Notably, distributed ML problem is network–bound [29, 52] and

hence, the (possibly) exponential complexity of MDA does not ag-

gressively harm the performance, as we show in Section 6.

5 BYZSGD: REDUCING MESSAGES WITH

SYNCHRONY

We show here that assuming network synchrony, we can boost

ByzSGD’s performance while keeping the same resilience guar-

antees. In particular, the number of communicated messages can

be reduced as follows: instead of pulling an updated model from

𝑞𝑝𝑠 servers (line 3 in Algorithm 1), each worker pulls only one

model and then checks its legitimacy using two filters: Lipschitz

and Outliers filters. In this case, ByzSGD requires 𝑛𝑤 ≥ 2𝑓𝑤 + 1
while keeping 𝑛𝑝𝑠 ≥ 3𝑓𝑝𝑠 + 2. The full proof of ByzSGD, while

considering synchronous networks, is in Appendix C.

5.1 Lipschitz Filter
Based on the standard Lipschitz continuity of the loss function

assumption [12, 13], previous work used empirical estimations

for the Lipschitz coefficient to filter out gradients from Byzantine

workers in asynchronous learning [19]. We use a similar idea, but

we now apply it to filter out models from Byzantine servers. The

filter works as follows: consider a worker 𝑗 that owns a model \
( 𝑗)
𝑡

and a gradient it computed 𝑔
( 𝑗)
𝑡 based on that model at some step

𝑡 . A correct server 𝑖 should include 𝑔
( 𝑗)
𝑡 while updating its model

\
(𝑖)
𝑡 , given network synchrony. Worker 𝑗 then: (1) estimates the

updated model locally \
( 𝑗 (𝑙))
𝑡+1 based on its own gradient and (2)

pulls a model \
(𝑖)
𝑡+1 from a parameter server 𝑖 . If server 𝑖 is correct

then the growth of the pulled model \
(𝑖)
𝑡+1 (with respect to the local

gradient 𝑔
( 𝑗)
𝑡 ) should be close to that of the estimated local model

\
( 𝑗 (𝑙))
𝑡+1 , based on the guarantees given byMDA (see Appendix C.2.1).

Such a growth rate is encapsulated in the Lipschitz coefficient of

the loss function. If the pulled model is correct then, the worker

expects that the Lipschitz coefficient computed based on that model

be close to those of the other correct models received before by the

worker. Concretely, a worker computes an empirical estimation of
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the Lipschitz coefficient 𝑘 =

𝑔 ( 𝑗 )𝑡+1−𝑔
( 𝑗 )
𝑡


2\ ( 𝑗 (𝑙 ) )𝑡+1 −\ ( 𝑗 )𝑡


2

and then, ensures that

it follows the condition 𝑘 ≤ 𝐾𝑝 ≜ quantile𝑛𝑝𝑠−𝑓𝑝𝑠
𝑛𝑝𝑠

{𝐾}, where 𝐾 is

the list of all previous Lipschitz coefficients 𝑘 (i.e., with 𝑡𝑝𝑟𝑒𝑣 < 𝑡 ).

Note the Lipschitz filter requires 𝑛𝑝𝑠 > 3𝑓𝑝𝑠 (see Appendix C.2.3).

5.2 Outliers Filter
Although the Lipschitz filter can bound the model growth with

respect to gradients, a server can still trick this filter by sending

a well-crafted model that is arbitrarily far from the other correct

models [8]. To overcome this problem, we use another filter, which

we call Outliers filter, to bound the distance between models in

any two successive steps. In short, a worker 𝑗 assumes the dis-

tance between a local estimate of a model \
( 𝑗 (𝑙))
𝑡+1 and a pulled

model \
(𝑖)
𝑡+1 to be upper–bounded as follows:

\ ( 𝑗 (𝑙))𝑡+1 − \ (𝑖)
𝑡+1


2

<

[𝑇 · (𝑡 mod𝑇 )
𝑔𝑇 · (𝑡 mod𝑇 )


2

(
(3𝑇+2) (𝑛𝑤−𝑓𝑤 )

4𝑓𝑤
+ 2

(
(𝑡 − 1) mod 𝑇

) )
.

Sketch of proof. Each worker 𝑗 at time 𝑡 computes a local

updated model \
( 𝑗 (𝑙))
𝑡 as follows:

\
( 𝑗 (𝑙))
𝑡 = \

( 𝑗)
𝑡−1 − [𝑡𝑔

( 𝑗)
𝑡 .

Simultaneously, a correct server 𝑖 computes an update as follows:

\
(𝑖)
𝑡 = \

(𝑖)
𝑡−1 − [𝑡MDA

(
𝑔
(1)
𝑡 . . . 𝑔

(𝑛𝑤 )
𝑡

)
.

Based on the guarantees given by MDA [22], the following holds:MDA

(
𝑔
(1)
𝑡 . . . 𝑔

(𝑛𝑤 )
𝑡

)
− 𝑔 ( 𝑗)𝑡


2

≤ 𝑛𝑤 − 𝑓𝑤
2𝑓𝑤

𝑔 ( 𝑗)𝑡


2

.

Hence, based on the Lipschitzness of the loss function, we have:\ ( 𝑗 (𝑙))𝑡 − \ (𝑖)𝑡


2

≤ [ (𝑇 · (𝑡 mod𝑇 ))
𝑔(𝑇 · (𝑡 mod𝑇 ))


2

·
(
2

(
(𝑡 mod 𝑇 ) − 1

)
+ (𝑛𝑤 − 𝑓𝑤) (3𝑇 + 2)

4𝑓𝑤

)
(6)

□

Such a bound is also based on the scatter/gather scheme we are

using. The details of deriving this term is in Appendix C.2.3.

5.3 ByzSGD: The Synchronous Version

Keeping the parameter server algorithm as is (Algorithm 2), Algo-

rithm 3 presents the workers’ training loop in the synchronous case.

We focus here on the changes in the ByzSGD algorithm, compared

to the asynchronous case (Section 3.3).

In the initialization phase, each worker 𝑗 chooses a random

integer 𝑟 𝑗 with 1 ≤ 𝑟 𝑗 ≤ 𝑛𝑝𝑠 before doing one backpropagation

computation to estimate the gradient at the initial model.

While parameter servers are updating the model (line 7 in Algo-

rithm 2), each worker 𝑗 speculates the updated model by computing

a local view of it, using its local computed gradient and its latest

local model (line 7 in Algorithm 3). Then, each worker 𝑗 pulls one

parameter vector from server 𝑖 where, 𝑖 = (𝑟 𝑗 + 𝑡 + 1) mod 𝑛𝑝𝑠 .

Such a worker computes the new gradient, using backpropagation,

based on the pulled model. Based on this computation and the local

estimate of the updated model, the worker applies the Lipschitz and

Algorithm 3 ByzSGD: worker logic (synchronous)

1: Calculate the values of 𝑇 & seed

2: model← init_model(seed)

3: r← random_int(1,𝑛𝑝𝑠 )

4: 𝑡 ← 0

5: grad← model.backprop()

6: repeat

7: local_model← apply_grad(model,grad)

8: if 𝑡 mod 𝑇 = 0 then

9: models← read_models()

10: model←MeaMed(models)

11: else

12: 𝑖 ← 0

13: repeat

14: new_model← read_model((𝑟+𝑡+𝑖) mod 𝑛𝑝𝑠 )

15: new_grad← new_model.backprop()

16: 𝑖 ← 𝑖 + 1
17: until pass_filters(new_model)

18: model← new_model

19: grad← new_grad

20: end if

21: 𝑡 ← 𝑡 + 1
22: until 𝑡 > max_steps

Table 2: Models used throughout the evaluation.

NN architecture # parameters Size (MB)

MNIST_CNN 79510 0.3

CifarNet 1756426 6.7

Inception 5602874 21.4

ResNet-50 23539850 89.8

ResNet-200 62697610 239.2

the Outliers filters to check the legitimacy of the pulled model. If

the model fails to pass the filters, the worker 𝑗 pulls a new model

from the parameter server 𝑖++, where 𝑖++ = (𝑟 𝑗 + 𝑡 + 2) mod 𝑛𝑝𝑠 .

This process is repeated until a pulled model passes both filters.

Every𝑇 steps (i.e., in the gather phase), each worker 𝑗 pulls models

from all servers and aggregates them usingMedian, completing the

DMC computation.

6 EXPERIMENTAL EVALUATION

We implemented our algorithms on top of TensorFlow [3], and we

report here on some of our empirical results. Appendix E presents

additional experiments, highlighting the effect of changing 𝑛𝑝𝑠 and

assessing the efficiency of our filtering mechanism.

6.1 Evaluation Setting

Testbed. We use Grid5000 [2] as an experimental platform. We

employ up to 20 worker nodes and up to 6 parameter servers. Each

node has 2 CPUs (Intel Xeon E5-2630 v4) with 10 cores, 256 GiB

RAM, and 2×10 Gbps Ethernet.
Experiments.We consider an image classification task due to its

wide adoption as a benchmark for distributed ML systems, e.g., [17].

We use MNIST [34] and CIFAR-10 [1] datasets. MNIST consists

of handwritten digits. It has 70,000 28 × 28 images in 10 classes.

CIFAR-10 is a widely–used dataset in image classification [45, 52].

It consists of 60,000 32 × 32 colour images in 10 classes.
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Figure 3: Convergence in a non-Byzantine environment.
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Figure 5: Convergence with

one Byzantine server.

We employ several NN architectures with different sizes ranging

from a small convolutional neural network (CNN) for MNIST, train-

ing <100k parameters, to big architectures like ResNet-200 with

around 63M parameters (see Table 2). We use CIFAR10 (as a dataset)

and CifarNet (as a model) as our default experiment.

Metrics. We evaluate the performance of ByzSGD using the

following standard metrics. 1. Accuracy (top–1 cross–accuracy). The

fraction of correct predictions among all predictions, using the test

dataset. We measure accuracy with respect to time and model up-

dates. 2. Throughput. The total number of updates that the deployed

system can do per second.

Baseline. We consider vanilla TensorFlow (vanilla TF) as our

baseline. Given that such a baseline does not converge in Byzantine

environments [18], we use it only to quantify the overhead in non–

Byzantine environments.

6.2 Evaluation Results

First, we show ByzSGD’s performance, highlighting the overhead,

in a non–Byzantine environment. Then, we compare the through-

put of the synchronous variant to that of the asynchronous variant

in a Byzantine–free environment. Finally, we report on the perfor-

mance of ByzSGD in a Byzantine environment, i.e., with Byzantine

workers and Byzantine servers. For the Byzantine workers, we

show the effect of a recent attack [8] on ByzSGD, and then we show

the results of 4 different attacks in the case of Byzantine servers. In

all experiments, and based on our setup, we use𝑇 = 333. We discuss

the effect of changing𝑇 on ByzSGD’s performance in Appendix E.2.

Non–Byzantine environment. Figure 3 shows the conver-

gence (i.e., progress of accuracy) of all experimented systems with

both time and model updates (i.e., training steps). We experiment
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Figure 6: Convergence in the presence of Byzantineworkers.

with two batch sizes and different values for declared Byzantine

servers and workers (only for the Byzantine–tolerant deployments).

Figure 3(a) shows that all deployments have almost the same conver-

gence behavior, with a slight loss in final accuracy for the Byzantine–

tolerant deployments, which we quantify to around 5%. Such a loss

is emphasized with the smaller batch size (Figure 3(c)). This accu-

racy loss is admitted in previous work [50] and is inherited from

using statistical methods (basically,MDA in our case) for Byzantine

resilience. In particular, MDA ensures convergence only to a ball

around the optimal solution, i.e., local minimum [22]. Moreover,

the figures confirm that using a higher batch size gives a more

stable convergence for ByzSGD. Figures 3(a) and 3(c) show that

both variants of ByzSGD almost achieve the same convergence.

The cost of Byzantine resilience is more clear when convergence

is observed over time (Figure 3(b)), especially with the lower batch

size (Figure 3(d)). We define the convergence overhead by the ratio

of the time taken by ByzSGD to reach some accuracy level com-

pared to that taken by TensorFlow to reach the same accuracy level.

For example, in Figure 3(b), TensorFlow reaches 60% accuracy in 268

seconds which is around 32% better than the slowest deployment of

ByzSGD. We draw two main observations from these figures. First,

changing the number of declared Byzantine machines affects the

progress of accuracy, especially with the asynchronous deployment

of ByzSGD. This is because servers and workers in such case wait

for replies from only 𝑛 − 𝑓 machines. Hence, decreasing 𝑓 forces

the receiver to wait for more replies, slowing down convergence.

Second, the synchronous variant always outperforms the asynchro-

nous one, especially with non–zero values for declared Byzantine

machines, be they servers and workers. Such a result is expected

as the synchronous algorithm uses less number of messages per

round compared to the asynchronous one. Given that distributed

ML systems are network–bound [29, 52], reducing the communica-

tion overhead significantly boosts the performance (measured by

convergence speed in this case) and the scalability of such systems.

Throughput. We do the same experiment again, yet with dif-

ferent state–of–the–art models so as to quantify the throughput

gain of the synchronous variant of ByzSGD. Figure 4 shows the

throughput of synchronous ByzSGD divided by the throughput of

the asynchronous ByzSGD in each case. From this figure, we see

that synchrony helps ByzSGD achieve throughput boost (up to 70%)

in all cases, where such a boost is emphasized more with large mod-

els. This is expected because the main advantage of synchronous

ByzSGD is to decrease the number of communication messages,

where bigger messages are transmitted with bigger models.

Byzantineworkers.We study here the convergence of ByzSGD

in the presence of Byzantine workers. Simple misbehavior like
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message drops, unresponsive machines, or reversed gradients are

well-studied and have been shown to be tolerated by Byzantine–

resilient GARs, e.g., [50], which ByzSGD also uses. Thus, here we

focus on a more recent attack that is coined as A little is enough

attack [8]. This attack focuses on changing each dimension in gra-

dients of Byzantine workers to trick some of Byzantine–resilient

GARs, e.g., [12, 22].

We apply this attack to multiple deployments of ByzSGD. In

each scenario, we apply the strongest possible change in gradients’

coordinates so as to hamper the convergence the most. We study

the effect of this attack on the convergence of ByzSGD with both

the ratio of Byzantine workers to the total number of workers

(Figure 6(a)) and the batch size (Figure 6(b)). We use the deployment

with no Byzantine behavior (No Attack) as a baseline.

Figure 6(a) shows that the effect of the attack starts to appear

clearly when the number of Byzantine workers is a significant

fraction (more than 20%) of the total number of workers. This is

intuitive as the attack tries to increase the variance between the sub-

mitted gradients to the parameter servers and hence, increases the

ball (around the local minimum) to which the used GAR converges

(see e.g., [12, 22] for a theoretical analysis of the interplay between

the variance and the Byzantine resilience). Stretching the number

of Byzantine workers to the maximum (𝑓𝑤 = 8) downgrades the

accuracy to around 40% (compared to 67% in “No Attack" case). This

can be explained by the large variance between honest gradients,

above what MDA requires, as we discuss in Appendix D.

Increasing the batch size not only improves the accuracy per

training step but also the robustness of ByzSGD (by narrowing

down the radius of the ball around the convergence point, where

the model will fluctuate as proven in [12, 22]). Figure 6(b) fixes the

ratio of 𝑓𝑤 to 𝑛𝑤 to the biggest allowed value to see the effect of

using a bigger batch size on the convergence behavior. This figure

confirms that increasing the batch size increases the robustness

of ByzSGD. Moreover, based on our experiments, setting 25% of

workers to be Byzantine while using a batch size of (up to) 256

does not experimentally satisfy the assumption on the variance

of MDA in this deployment, which leads to a lower accuracy after

convergence (see Appendix D).

Byzantine servers. Figure 5 shows the convergence of ByzSGD

in the presence of 1 Byzantine server. We experimented with 4 dif-

ferent adversarial behaviors: 1. Reversed: the server sends a correct

model multiplied by a negative number, 2. Partial Drop: the server

randomly chooses 10% of the weights and set them to zero (this

simulates using unreliable transport protocol in the communication

layer, which was proven beneficial in some cases, e.g., [18]), 3. Ran-

dom: the server replaces the learned weights by random numbers,

and 4. LIE, an attack inspired from the little is enough attack [8],

in which the server multiplies each of the individual weights by a

small number 𝑧, where |𝑧 − 1| < 𝛿 with 𝛿 close to zero; 𝑧 = 1.035

in our experiments. Such a figure shows that ByzSGD can tolerate

the experimented Byzantine behavior and guarantee the learning

convergence to a high accuracy.

7 CONCLUDING REMARKS

Summary. This paper is a first step towards genuinely distributed

Byzantine–resilient Machine Learning (ML) solutions that do not

trust any network component. We present ByzSGD that guaran-

tees learning convergence despite the presence of Byzantine ma-

chines. Through the introduction of a series of novel ideas, the

Scatter/Gather protocol, the Distributed Median-based Contraction

(DMC)module, and the filteringmechanisms, we show that ByzSGD

works in an asynchronous setting, and we show how we can lever-

age synchrony to boost performance. We built ByzSGD on top of

TensorFlow, and we show that it tolerates Byzantine behavior with

32% overhead compared to vanilla TensorFlow.

Related work. With the impracticality (and sometimes impos-

sibility [26]) of applying exact consensus to ML applications, the

approximate consensus [25] seems to be a good candidate. In ap-

proximate consensus, all nodes try to decide values that are arbi-

trarily close to each other and that are within the range of values

proposed by correct nodes. Several approximate consensus algo-

rithms were proposed with different convergence rates, commu-

nication/computation costs, and supported number of tolerable

Byzantine nodes, e.g., [4, 21, 24, 37].

Inspired by approximate consensus, several Byzantine–resilient

ML algorithms were proposed yet, all assumed a single correct

parameter server: only workers could be Byzantine. Three Median-

based aggregation ruleswere proposed to resist Byzantine attacks [50].

Krum [12] and Multi-Krum [18] used a distance-based algorithm to

eliminate Byzantine inputs and average the correct ones. Bulyan [22]

proposed ameta-algorithm to guarantee Byzantine resilience against

a strong adversary that can fool the aforementioned aggregation

rules. Draco [16] used coding schemes and redundant gradient

computation for Byzantine resilience, where Detox [40] combined

coding schemes with Byzantine–resilient aggregation for better

resilience and overhead guarantees. Kardam [19] is the only pro-

posal to tolerate Byzantine workers in asynchronous learning setup.

ByzSGD augments these efforts by tolerating Byzantine servers in

addition to Byzantine workers.

Open questions. This paper opens interesting questions.

First, the relation between the frequency of entering the gather

phase (i.e., the value of 𝑇 ) and the variance between models on

correct servers is both data and model dependent. In our analysis,

we provide safety guarantees on this relation that always ensure

Byzantine resilience and convergence. However, we believe that in

some cases, entering the gather phase more frequently may lead to

a noticeable improvement in the convergence speed (see Appen-

dix E.2). The trade-off between this gain and the corresponding

communication overhead is an interesting open question.

Second, the Lipschitz filter requires 𝑛𝑝𝑠 > 3𝑓𝑝𝑠 (see Appen-

dix C.2.3). There is another tradeoff here between the communica-

tion overhead and the required number of parameter servers. One

can use Byzantine–resilient aggregation of models, which requires

only 𝑛𝑝𝑠 > 2𝑓𝑝𝑠 , yet requires communicating with all servers in

each step. In our design, we strive for reducing the communication

overhead, given that communication is the bottleneck [29, 52].

Third, it is interesting to explore similar Byzantine–resilient

solutions in the context of decentralized settings, i.e., in which all

machines are considered as workers with no central servers and also

with non-iid data. Although it seems that we can directly apply the

same algorithms presented in this paper to such settings, designing

better algorithms with low communication overhead with provable

resilience guarantees remains an open question.
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