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Abstract — The unconditionally (that is, information 
theoretically) secure Kirchhoff-law-Johnson-noise (KLJN) key 
exchanger operates with two pairs of resistors, one at Alice's 
side and another one at Bob's end. Whenever the cable 
resistance is not negligible, the original scheme leaks 
information to the eavesdropper (Eve). The typical way to 
reduce this leak is treating the exchanged key by privacy 
amplification. In the present work our goal is to reduce the 
leak earlier, during the bit exchange level. So far, the common 
belief has been that the resistance values in Alice's/Bob's pairs 
should be very different for an easy separation of the bit values 
to yield low bit error probability in the key exchange. 
However, such situation is helping Eve during all the currently 
known types of attacks owing to higher information leak. We 
explore the possibility of enhancing the security by narrowing 
the difference between the resistance values. The impact on 
security and the cost of reduced communication speed are 
demonstrated for the Bergou-Scheuer-Yariv attack. 

Keywords—information-theoretic security, KLJN key 
exchange, Bergou-Scheuer-Yariv attack, enhanced Johnson 
noise, unconditional security via wire channels 

I. INTRODUCTION: THE KLJN SECURE KEY EXCHANGE  
The unconditionally (that is, information theoretically) 

secure Kirchhoff-law-Johnson-noise (KLJN) hardware key 
exchanger [1-16] operates with two pairs of resistors, one at 
Alice's side and another one at Bob's end, see Fig. 1. During 
the secure bit exchange operation, one of the resistors (RL or 
RH) are independently and randomly selected and connected 
to the wire by units A (Alice) and B (Bob), respectively. The 
noise generators represent either the Johnson noises of the 
resistors or external generators mimicking much higher 
effective noise temperature Teff. In the secure state (mixed 
resistor index values, LH or HL at the two sides) passive 
measurements on the cable cannot identify the locations of 
the connected RL and RH however Alice and Bob know their 
own values thus, from passive noise measurements, they can 
calculate the value at the other end. For example, using the 
Johnson formula for the loop current  

 
  
Si ( f ) =

4kTeff

RL + RH

  (1) 

yields the value of the loop resistance RL+RH from which 
Alice and Bob, who know their own connected resistance, 
can calculate the resistance value at the other side by 
subtraction. 

 

 

Fig. 1. The core KLJN scheme [1, 2]. The "thermal" noise voltage 
generators of the resistors RL and RH have power density spectra SL and SH, 
respectively, at effective temperature Teff. Eve has access to the wire and 
can measure the noise voltage and current there and evaluate their power 
density spectrum Su(f) and Si(f), respectively. 

II. ASYMMETRY BASED ATTACKS 
The asymmetry of the resistor values in the secure bit 

exchange (LH/HL) situations allows information leak to the 
eavesdropper (Eve). Such attacks have two major classes: 

 Non-ideality based passive attacks [1]. When the system 
deviates from the core scheme, the security is not perfect 
with a passively listening (measuring) Eve. Examples 
are the non-zero wire resistance (Bergou-Scheuer-Yariv, 
BSchY) attack [9-11]; the temperature inaccuracy (Hao) 
attack [12]; cable capacitance attack [13]; transient 
attack [14]; etc. Making the difference greater between 
the RL and RH resistors increases not only Alice's and 
Bobs fidelity but also Eve's signal-to-noise-ratio and the 
information leak to her, provided the bit exchange 
duration (communication speed) is kept fixed. 

 Active attacks [2] are present when Eve modifies the 
system. Relevant examples are the current injection 
attack [15]; the man-in-the-middle attack [16]; etc. The 
current injection attack is based on the distribution of 
currents injected into the wire and that will naturally 
increase Eve's signal-to-noise-ratio and information leak 
when the difference is greater between the RL and RH 
resistance values provided the bit exchange duration  
(communication speed) is kept fixed. On the other hand, 
the man-in-the-middle attack [16] is not utilizing these 
differences thus it is immune against the asymmetry of 
the resistors. 
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The typical ways to reduce the information leak, out of 
reducing non-idealities, are simulating the communication 
channel and Eve's attack, and then dropping high-risk bits [4, 
15] (with a proper combination with other dropped bits), 
and/or treating the exchanged key by privacy amplification 
(hash functions). In the present work our goal is to reduce the 
leak also at an earlier stage, during the bit exchange level, by 
narrowing the difference between the resistance values, thus 
reducing the asymmetry. The cost, similarly to the above 
methods, is a reduced communication speed. The impact on 
security is demonstrated for the Bergou-Scheuer-Yariv cable 
resistance attack [9-11]. Note, for that attack, compensation 
techniques exist [e.g. 1,10,11] however they increase the 
vulnerability against several other attack types. 

III. IMPACTS OF REDUCING THE RESISTANCE DIFFERENCE  
Reducing the resistance difference increases the BEP of 

Alice and Bob at a given communication speed. In the 
following, we show its impact on the communication speed 
while we keep the BEP at a fixed value, and we examine the 
effect on the information leak. Note, the communication 
speed is inversely proportional to the number of statistically 
independent measurement samples N during the exchange of 
a single bit. 

A. The bit error probability of Alice and Bob 
Alice and Bob must distinguish the insecure (HH and 

LL) and secure (HL and LH) bits. The parallel resultant 
resistance between the wire and the ground is   RHH ≡ RH / 2  
in the HH state and   RLL ≡ RL / 2  in the LL state, and in the 
secure bit exchange situation it is  

 
  
R|| ≡ RHL/LH =

RH RL

RH + RL

.  (2) 

The mean-square voltage and the current on the wire are 
proportional to the parallel resultant resistance between the 
wire and the ground. Alice and Bob measure the noise 
voltage and the current on the channel for a τ time window 
involving N statistically independent measurement points for 
the exchanged bit. They separate the secure and insecure bits 
by evaluating the mean-square voltage (and/or current) on 
the wire [1,2,7,8]. For the sake of simplicity, we examine the 
case of the noise voltage only.  

The standard deviation of the mean-square voltage  ΔHH
of the HH state scales inversely with the root mean square of 
bit length [1,7]: 

 
  
ΔHH ∝ 1

τ
∝ 1

N
.  (3) 

For studying the impact of narrowing resistance 
difference, we fix the value of   RH  – therefore   RHH  is also 

fixed – and vary the value of   RL . The gap κ  between 
  
R|| and 

  RHH  is given as: 

  
κ =

RH

2
− R|| =

RH
2 − RL RH

2 RL + RH( ) .  (4) 

The dependence of 
  
R||  and κ  versus   RL are 

demonstrated in Fig 2. 

 

 
Fig. 2. The increase of loop resistance R|| defined by (2) and the decrease 
of the gap κ  while the lower resistance value (RL) value is approaching the 
resistance of the higher resistor value (RH=10 kΩ). 

For a given N, reducing the gap between RL and RH 
implies increasing BEP for Alice and Bob because, due to 
statistical errors, it makes harder to separate the mean square 
voltage values [1,7]. If we want to keep the BEP at a fixed 
value while κ  is reduced, we must keep the ratio of ΔHH 
and the gap κ at a fixed value. From (3), N must be changed 
as: 

 
  
N ∝ 1

κ 2   (5) 

In order to examine the BEP of the key exchange and the 
information leak we have carried out numerical simulations 
based on a code written in the LabVIEW environment. In the 
analyzed system,   RH  was 10 kΩ, the rms voltage of the 
related external noise generator was 1 V and the resistance of 
the cable was 200 Ω. We varied the value of   RL  from 330 Ω 
to 9 kΩ, while the rms voltage followed the Johnson formula 
[1]. 

The exchange of 50000 secure bits was simulated for 
each value of   RL . The value of N was 30 for the lowest   RL  
and it had been increased by following (5), see Fig. 3.  

Fig. 4 shows that – in accordance with our goal – the 
ratio of ΔHH and κ remains constant; therefore the BEP of 
Alice and Bob remains the same for every value of   RL . 
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Fig. 3. Required number of independent samples N for a single secure bit 
exchange for a steady BEP value for Alice and Bob, see (5). The lower 
resistance (  RL ) value is approaching the resistance of the other resistor (

  RH = 10kΩ ). 

 
Fig. 4. The ratio of ΔHH and κ while the lower resistance (  RL ) value is 

approaching the resistance of the other resistor (  RH = 10kΩ ) and N has 
been following (5) as shown Fig. 3. The wire resistance was  
200 Ω. 

B. Information leak during the BSchY attack 
We examined the information leak caused by the non-

zero wire for the Bergou-Scheuer-Yariv attack [1,9,10]. 
Note, at known other cable resistance based attacks (such as 
10) Eve’s BEP is proportional to the BEP in the present 
work. 

As it is shown in Fig. 5, our new tool is favorable for 
Alice and Bob: while their BEP remains the same, Eve’s 
BEP of her eavesdropping on the bit exchange is 
dramatically increasing and it is approaching the limit of 0.5, 
the limit of zero information entropy. 

The obvious cost of the reduced information leak is the 
reduced communication speed, which is significant in the 
case of small difference between the resistances. However, 
the BEP of Eve is saturating when the relative resistance gap 
is small. For example at   RL = 6kΩ  her BEP is nearly as 
large as at   RL = 9kΩ , see Fig. 5, but the speed is much 
higher in the former case, see Fig. 3. 

 
Fig. 5.  Eve's bit error probability (=1-p where p is the probability of 
successful guessing of the bit value) while the lower resistance (  RL ) value 

is approaching the resistance of the other resistor (  RH = 10kΩ ). Compare 
with N increase in Fig. 3. The wire resistance was 200 Ω.  

IV. CONCLUSION 
We have pointed out that reducing the gap between the 

resistor values in the KLJN secure key exchange protocol 
reduces Eve's signal-to-noise-ratio and the information leak 
during various types of attacks. We demonstrated this claim 
with the BSchY wire resistance attack where we could 
significantly reduce Eve's information. The price of the 
methods is slowdown. In practical situations, the gain and 
price of this method should be compared with that of the 
privacy amplification and the discarding of high-risk bits. 
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