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Rhigh = match(EthType = IP , IP proto = TCP ,TCP dport =

22) → drop

Rmid = match(EthType = IP , IP dst = 1.2.3.4) → forward(port1)

Rlow = match(EthType = IP , IP dst = 1.2.3.4) → forward(port2)

Rlow Rhigh Rmid
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True False True

(a∨ ¬c)∧ (b∨ a∨ c)∧ (¬b) (a∧ b)∨ c



(x ∗ y == 4)∧ (array[x] == 5)∧ (array[y] == 4)
x = 1 y = 2 array[1] = 5

array[4] = 4 x = 4 y = 1 array[1] = 4 array[4] = 5
x = 3 y = 3 (array[2] == 5) ∧
(array[2] == 4)

x+ 2y+ 3z ≥ 3
2x+ z ≥ 5

y ≤ −3

x+ z



0 ≤ xi ≤ 1

x1 ∨ ¬x2 ∨x3 x1 + (1 − x2) + x3 > 0
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client1.discover_packets 

client1.discover_packets 

New relevant 
packets: 

[pkt1, pkt2] 

Enable new 
transitions: 

client1.send(pkt1) 
client1.send(pkt2) 

Symbolic 
execution 

of packet_in 
handler 

State 
0 

State 
1 

State 
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Controller state 
sw_id, inport 

client1.discover_packets 

client1.send(pkt1) 

State 
3 

discover_packets transition: 

client1
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Matches(probe, Rprobed) ∧(∀R ∈ Rules : R.priority > Rprobed.priority ⇒ ¬Matches(probe, R)
)

LowPrioRules := {R ∈ Rules : R.priority < Rprobed.priority}
IsHighestMatch(pkt, R, Rules) := Matches(pkt, R) ∧(∀R′ ∈ Rules : R′.priority > R.priority ⇒ ¬Matches(pkt, R′)

)
∀R ∈ LowPrioRules :

IsHighestMatch(probe, R, LowPrioRules) ⇒
DiffOutcome(probe, Rprobed, R)

Matches(probe, Rcatch)

Rprobed

(i)

(ii) (iii)

(i) (ii)

(iii)

P

Rprobed Rprobed

P Rprobed P

Rprobed



Rprobed

Rhigh1 Rhigh2

Rlow2

Rprobed
Rlow1

Rprobed

Rlow2
Rprobed

Rprobed

R

R P

Rlowest := match(srcIP=∗, dstIP=∗) → fwd(1)

Rlower := match(srcIP=10.0.0.1, dstIP=∗) → fwd(2)

Rprobed := match(srcIP=10.0.0.1, dstIP=10.0.0.2) → fwd(1)

P Rlowest

Rprobed Rprobed

P := (srcIP=10.0.0.1, dstIP=10.0.0.2)
Rprobed Rlower

Rlowest



Rprobed

P Rprobed

RLP Rprobed

P Rprobed RLP P

RLP Rprobed

IsHighestMatch(P ,R,OtherRules)
P R

IsHighestMatch

Rprobed

P Rprobed

DiffOutcome(P ,Rule1,Rule2)

Rule1.outport �= Rule2.outport

P

Rcatch

Rlow := match(srcIP=∗) → fwd(1)
Rhigh := match(srcIP=10.0.0.1) → fwd(1)

Rhigh

Rhigh R′
high := match(srcIP=10.0.0.1) →

rewrite(ToS ← voice), fwd(1)
Rlow



P := (srcIP=10.0.0.1,ToS �= voice)

R′
high

DiffOutcome(P ,R1,R2) := DiffPorts(R1,R2)∨DiffRewrite(P ,R1,R2).

Rlow R′
high

rewrite(None) �= rewrite(ToS ← voice)

ToS = voice

P

DiffRewrite(P ,R1,R2) :=
∃i ∈ 1 . . . headerlen :

(
BitRewrite(P [i],R1) �= BitRewrite(P [i],R2)

)
BitRewrite(P [i],R) P [i] R

(i)

(ii)



DiffRewrite(P ,Rdrop,R′) := False

DiffOutcome

DiffOutcome
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(ii) (iii)

DiffOutcome(P ,R1,R2) :=
DiffPorts(R1,R2) ∨DiffRewrite(P ,R1,R2)

DiffPorts(R1,R2) := (F1 �= F2)

F1 F2 R1 R2



DiffPorts(R1,R2) :=
(
(F1 ∩ F2) = ∅

)

R1
F1 F2

F2
DiffPorts(R1,R2) :=

(
(F1 \ F2) �= ∅

)
F1 � F2

|F1| �= 1

DiffOutcome

R1 R2 F1 F2
DiffRewrite

DiffRewrite

F1 ∩ F2

DiffRewriteOnPort(P ,R1,R2, port)
R1 P R2 port

F1 ∩F2
DiffRewrite(P ,R1,R2) := ∃port ∈ F1 ∩F2 :

DiffRewriteOnPort(P ,R1,R2, port) F1 F2
R1 R2



DiffRewrite(P ,R1,R2) := ∀port ∈ F1 ∩ F2 :
DiffRewriteOnPort(P ,R1,R2, port)

R1
R2

DiffRewrite(P ,R1,R2) := ∀port ∈ F1 ∩ F2 :
DiffRewriteOnPort(P ,R1,R2, port)





p

p = 0.25
1/p

λ = 1/p





R1 := match(srcIP = 10.0.0.1, dstIP = ∗) → fwd(1)
R2 := match(srcIP = ∗, dstIP = 10.0.0.2) → fwd(2)
R3 := match(srcIP = 10.0.0.0/24, dstIP = 10.0.0.0/24) →

drop

R1
P1 := (10.0.0.1, 10.0.0.2)

R2 P2
P1 R1

R2 R1 P1 R2
R1

P1 R3 R3
R1
R2 R3

R2
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H H

H

probe probe[H ]

probe[H ]

H

probe

probe[H ]

R R.match[H ] �= probe[H ]

R.match[H ] = ∗ probe[H ] := spare

spare

Matches(probe,R)

R Matches(probe,R)

≥

Matches(probe,R)



H R H

Matches(probe,R) H R.match
Matches(probe,R)

R.match H R

R.match H ′ H

H

probe[H ′] �= R.match[H ′] Matches(probe,R)
False probe[H ]

H Matches(probe,R)
probe[H ′] = R.match[H ′] H

H ′

probe

¬Matches

If(m1, d1, If(m2, d2, If(m3, d3, ...))) mi di

Matches(P ,R) DiffOutcome(probe,Rprobed,R) R

Matches DiffOutcome

DiffOutcome DiffRewrite DiffPorts

DiffPorts True False

DiffRewrite Matches

Matches

Rlow := match(srcIP=1, dstIP=∗) → fwd(1)



Rcatch := match(V LAN=3) Rhigh :=
match(srcIP=1, dstIP=2) → fwd(2)

p1p2 . . . p6

Matches(P ,Rcatch) ∧ Matches(P ,Rlow) ∧ ¬Matches(P ,Rhigh)

True Rlow

(p = 0b11) ∧ (p = 0b01) ∧ ¬ (p = 0b01 ∧ p = 0b10)

0b
(p5 ∧ p6) ∧ (¬p1 ∧ p2) ∧ (p1 ∨ ¬p2 ∨ ¬p3 ∨ p4)

R Rprobed

R

Rprobed R

x

∀x : ¬Matches(x,Rprobed) ∨ ¬Matches(x,R)
P

¬Matches(P ,Rprobed) ¬Matches(P ,R)
Matches(P ,Rprobed) ¬Matches(P ,R)

R

Rprobed

Rprobed

Si



Si

Si

Si

H Reserved

Reserved = {xi : i is a switch}
(i) H

(ii) H

i |Reserved| − 1
match(H = xj) xj ∈ Reserved\{xi}

H

xi

H1 H2 Reserved1 = {xi :
i is a switch} Reserved2 = {yi : i is a switch}
i

Rcatch := match(H1 = ∗,H2 = yi) →
fwd(controller)

Rfilter(j) := match(H1 = xj ,H2 = ∗) → drop

xj ∈ Reserved1\xi

H1 = xprobed,H2 = ynext probed

next
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I I

x1, x2, ..., xn I

n n

I = (x1 ∨ x2) ∧ (¬x2 ∨ x3) ∧ ¬x3
I

Ri i

Ri

R1 := (0, 0, ∗) R2 := (∗, 1, 0) R3 := (∗, ∗, 1)
Rlow := (∗, ∗, ∗)

I



ϕ1, . . . ,ϕn

ϕ := ϕ1 ∧ ϕ2 ∧ · · · ∧ ϕn

ϕ := ϕ1 ∨ ϕ2 ∨ · · · ∨ ϕn

(ψ1 ∧ ψ2) ∨ ψ3 ⇔ (ψ1 ∨ ψ3) ∧ (ψ2 ∨ ψ3)

ϕ := ϕ1 ∨ ϕ2
v ϕ′ := (v ∨ ϕ1) ∧ (¬v ∨ ϕ2)

ϕ1 ϕ2

v ∨ϕi

v

ϕ1 ∨ϕ2 ∨ · · · ∨ϕn

ϕ′ := (v1 ∨ ϕ1) ∧ (v2 ∨ ϕ2) ∧ · · · ∧ (vn ∨ ϕn) ∧ (¬v1 ∨ ¬v2 ∨ · · · ∨ ¬vn)

ϕ := ϕ1 → ϕ2 ¬ϕ1 ∨ ϕ2
ϕ := x ↔ ϕ1 (x → ϕ1) ∧ (ϕ1 → x)

(¬x∨ ϕ1) ∧ (x∨ ¬ϕ1)

¬ϕ

¬(v) = ¬v ¬(¬v) = v

ϕ := ¬(l1 ∨ l2 ∨ · · · ∨ ln) ¬l1 ∧ ¬l2 ∧ · · · ∧ ¬ln
l1, . . . , ln

ϕ := ¬(l1 ∧ l2 ∧ · · · ∧ ln) (¬l1 ∨ ¬l2 ∨ ... ∨ ¬ln)



ϕ :=
(
s = if(i1, t1, if(i2, t2, if(. . . , if(in,tn, else)) . . . ))

)

ϕ =
(

¬i1 ∨ ¬t1 ∨ s
) ∧

(
¬i1 ∨ t1 ∨ ¬s

) ∧
(
i1 ∨ ¬i2 ∨ ¬t2 ∨ s

) ∧
(
i1 ∨ ¬i2 ∨ t2 ∨ ¬s

) ∧

· · · ∧
(
i1 ∨ i2 ∨ · · · ∨ in−1 ∨ ¬in ∨ ¬tn ∨ s

) ∧
(
i1 ∨ i2 ∨ · · · ∨ in−1 ∨ ¬in ∨ tn ∨ ¬s

) ∧
(
i1 ∨ i2 ∨ · · · ∨ in−1 ∨ in ∨ ¬else∨ s

) ∧
(
i1 ∨ i2 ∨ · · · ∨ in−1 ∨ in ∨ else∨ ¬s

)

Matches(P ,R)

True

DiffOutcome DiffRewrite DiffPorts

DiffPorts

DiffOutcome True

DiffRewrite

DiffRewrite(P ,R1,R2)

rewrite(P ,R1) �= rewrite(P ,R2) P

P [i]

i Matches() R[i]

R

False

True True



R[i] i P R
¬P [i]
P [i]
True

Matches(P ,R)

P R

R1[i] R2[i]
False
True
True
False

P [i]
¬P [i]

P [i]
¬P [i]
False

DiffRewrite(P ,R1,R2)

R1 P
R2




























