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Riassunto

Sicurezza ed efficienza delle comunicazioni sono due delle principali preoccupazioni nelle reti
di oggi e lo saranno in quelle del futuro. La comprensione di come inviare dati efficacemente
tramite diversi canali e reti e stata significativamente approfondita nell'ultima decade (vedi per
esempio [1-3]). La comprensione di come inviare informazioni in maniera sicura, invece, non
ha ancoraraggiunto lo stesso livello. Questa tesi contribuisce ad approfondire la comprensione
di alcuni aspetti della teoria delle comunicazioni sicure derivando risultati riguardo la capacita
di trasmissione segreta per reti con cancellazioni e sviluppando codifiche che garantiscono
sicurezza incondizionata (basata sulla teoria dell'informazione) per questo tipo di reti.

La capacita di trasmissione segreta raggiungibile in presenza di un avversario che intercetta
la comunicazione viene derivata in vari scenari. In questi scenarila comunicazione avviene
tramite canali con cancellazioni e con informazioni di ritorno sullo stato. I risultati presentati
forniscono una caratterizzazione per il canale punto-punto, per il canale broadcast con piu
riceventi, per la rete con canali paralleli, per la rete a V e per la rete triangolare.

Si presenta inoltre uno schema di codifica a due fasi che consiste in una fase di generazione di
chiavi e una fase in cui i messaggi criptati vengono inviati. Questo schema sfrutta numerose
risorse per garantire la sicurezza: le cancellazioni del canale, I'informazione casuale condivisa
e la topologia della rete. Vengono presentati schemi di codifica per gli scenari menzionati nel
precedente paragrafo e per reti con cancellazioni con topologia arbitraria. Per tutti i casi per i
quali e presentata una caratterizzazione esatta uno schema a due fasi raggiunge la capacita di
trasmissione segreta. Tutti gli schemi di codifica proposti usano operazioni lineari e percio
possono servire da base per realizzare dei codici usabili in pratica.

Per le reti viene sviluppata una base di analisi che puo essere usata per descrivere schemi di
codifica sicuri e per derivare nuove maggioranti esterne. Gli schemi presentati sono descritti,
e laloro ottimalita viene provata, usando programmi lineari.

Sono presentate inoltre nuove maggioranti esterne basate sulla teoria dell’'informazione. Le
dimostrazioni presentate, intuitivamente, trovano una relazione tra velocita di trasmissione
dei messaggi e velocita di generazione di della chiave segreta che viene usata per rendere
sicuro il messaggio.

I risultati presentati rivelano caratteristiche non triviali della comunicazione sicura in reti con
cancellazioni. Si trova che — in contrasto con la comunicazione non sicura — la capacita di
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trasmissione sicura di un taglio non puo essere ridotta per semplificazione alla somma delle
capacita dei canali che formano il taglio. Inoltre la capacita di trasmissione segreta di una rete
non puo essere ridotta per semplificazione alla capacita di trasmissione segrete minima dei
suoi tagli.

Parole chiave: reti con cancellazioni, confidenzialita, segretezza, sicurezza basata sulla teoria
dell'informazione, capacita di trasmissione segreta, generazione di chiave segreta
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Abstract

The security and efficiency of communication are two of the main concerns for networks of
today and the future. Our understanding of how to efficiently send information over various
channels and networks has significantly increased in the past decade (see e.g., [1-3]), whereas
our understanding of how to securely send information has not yet reached the same level.
In this thesis, we advance the theory of secure communication by deriving capacity results
and by developing coding schemes that provide information-theoretic security for erasure
networks.

We characterize the highest achievable secret-message rate in the presence of an eavesdrop-
ping adversary in various settings, where communication takes place over erasure channels
with state-feedback. Our results provide such a characterization for a point-to-point erasure
channel, for a broadcast erasure channel with multiple receivers, for a network with multiple
parallel channels, a V-network and for a triangle network.

We introduce several two-phase secure coding schemes that consist of a key generation phase
and an encrypted message sending phase. Our schemes leverage several resources for security:
channel erasures, feedback, common randomness and the topology of the network. We
present coding schemes for all the above mentioned settings as well as for erasure networks
with arbitrary topology. In all the cases where we provide exact characterization, a two-phase
scheme achieves the secret-message capacity. All our proposed coding schemes use only
linear operations and thus can serve as a basis for practical code designs.

For networks, we develop a linear programming framework for describing secure coding
schemes and for deriving new outer bounds. We use linear programs to describe our schemes
and to prove their optimality.

We derive new information theoretic outer bounds. In our intuitive interpretation, our proofs
find the connection between the rate of the message and the rate of a secret key that is required
to secure the message.

Our results reveal nontrivial characteristics of secure communication in erasure networks. We
find that — in contrast to non-secure communication — the secret message capacity of a cut
does not simplify to the sum of the capacities of the channels that form the cut, moreover,
the secret message capacity of a network does not simplify to the minimum secret message
capacity of its cuts.



Key words: erasure networks, confidentiality, secrecy, information theoretic security, secret
message capacity, secret key generation
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Introduction

The security and efficiency of communication are two of the main concerns for networks of
today and the future. Our understanding of how to efficiently send information over various
channels and networks has significantly increased in the past decade (see e.g., [1-3]), whereas
our understanding of how to securely send information has not yet reached the same level.
In this thesis, we advance the theory of secure communication by deriving capacity results
and by developing coding schemes that provide information-theoretic security for erasure
networks.

Information-theoretic security can augment the current technology that relies on computa-
tional security. The common model of an adversary that protocol designers consider assumes
that the adversary has full access to all communications, but that its computational capability
is bounded. In many scenarios, however, the adversary has only a limited access to the com-
munication between honest parties. Every communication medium — especially a wireless
channel - is noisy, which interferes with the adversary’s observation; moreover, in a large
network, the adversary is very unlikely to be able to control all the communication channels.
Information theory offers a framework for exploring how and to what extent we can benefit
from the limited communication presence of the adversary.

In this thesis, we exploit the limited network presence of the adversary to design schemes
that can lead to practical protocols. Early results on information-theoretic secrecy were far
from practical. For perfect secrecy, not only a secret key has to be pre-shared, but the size
of the key also has to be at least the size of the message to be encrypted (Shannon 4.
Although Shannon’s operation of encryption was extremely simple, no solution for key sharing
was available. In erasure networks, however, we can design efficient algorithms that exploit
erasures to create a key [5]. We also show that a key size that equals the number of message
packets that Eve observes (as opposed to the size of the whole message) is sufficient for security.
These contributions enable us to make steps to circumvent both of the main practical issues:
we develop algorithms for setting up a shared key and we design encryption that efficiently
uses the secret key.

We make use of several network resources simultaneously to design our secure coding schemes.
The topology of the network, the erasures that the adversary experiences, the feedback from

1For more details on one-time pad encryption, we refer the reader to Appendix A.1 and to [4].
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honest parties and the common randomness that network nodes share are all valuable re-
sources that can support secure communication. We investigate the role of these resources
and design coding schemes that optimally use them simultaneously.

We highlight that, unlike previous works, we assume only state-feedback. It is well known that
feedback does not increase the achievable rate over a single-receiver discrete memoryless
channel [6], however it does increase the achievable secret-key and secret-message rate?,
even if the feedback is public (as it was first shown by Maurer [7]). In particular, having
feedback enables us to achieve a positive secret-message rate even if an eavesdropper has
an observation less noisy than that of the intended receiver. We consider the case when the
feedback is limited to the channel state in contrast with e.g., [5,7-9], where an unlimited public
discussion channel is assumed. This enables us to make a clear distinction between the secret-
key generation and the secret-message sending problem (for more, see Section 1.3), while it
makes our model more realistic. Indeed, acknowledgments are part of many communication
standards, hence such state-feedback is a resource already available.

We believe that the erasure channel (with state-feedback) is a good starting point for investi-
gating security in networks. This model — although simpler than a general communication
model - is suitable for capturing the intricacies and possibilities of operating in a wireless
network environment. The applicability of the erasure model is justified through experiments
that artificially create erasure channels by injecting interference [10, 11] and through results
showing the relevance of an erasure model for a state-dependent Gaussian channel [12]. Thus,
results on secure communication in the erasure model are, in themselves, relevant in practice,
and they also serve as a first step towards solving the problem with a more general channel
model.

Secure communication over an erasure network significantly differs in nature, both from
non-secure communication and from secure communication over an error-free network. Our
contributions include the development of new capacity characterizations (coding schemes
and outer bounds) that reveal nontrivial properties, of which we find at least three surprising:
(1) In all the cases where we derive capacity, a two-phase scheme — which consists of a key
generation phase and an encrypted message sending phase — is shown to be optimal. (2) In a
network, finding the secret-message capacity of a cut does not simplify to summing up the
individual capacities of the channels that form the cut as might be expected. (3) Similarly,
finding the secret-message capacity of a network does not simplify to finding the minimum
value cut of the network.

Contributions

The main contributions that we present in this thesis are as follows:

¢ We provide a complete characterization of the secret-message capacity of various com-
munication settings (see Figure 1) in the presence of an eavesdropping adversary: the

2 At this point we have not yet defined secret-message rate/capacity formally, one can think of it as the highest
achievable rate under the constraint of maintaining secrecy. For formal definitions we refer to Chapter 1.
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(s)——(0) //
(a) Point-to-point channel (b) Broadcast channel

(c) Parallel channels (d) V-network (e) Triangle network

(s F—o)

Figure 1: Communication settings with a complete characterization of secret-message capacity.
Causal channel state feedback are sent over a separate noiseless public channel (not shown).

point-to-point channel, the broadcast channel®, the network with multiple parallel
channels, the V-network and the triangle network.

* We design new coding schemes for the above mentioned communication settings as
well as for erasure networks with arbitrary topologies. Our coding schemes provide
information-theoretic security and use only linear operations. In all the cases where we
derive capacity, a two-phase scheme achieves the secret-message capacity.

* We derive new information theoretic outer bounds. Our proofs reflect the two-phase
nature of our scheme: in an intuitive interpretation, a lower bound is given for the length
of a key generation phase that is required to secure a message. Our outer bounds for
networks confirm the properties mentioned above: Finding the secret-message capacity
of a cut does not simplify to summing up the individual capacities of the channels that
form the cut; furthermore, finding the secret-message capacity of a network does not
simplify to finding the minimum value cut of the network.

e We introduce a linear programming approach for describing secure coding schemes
for networks. We also use a novel linear programming proof technique for proving
optimality.

Significance

Although our results are not dependent on communication technology, we believe that they
are the most relevant for wireless communication. Providing security while maintaining
large throughput is especially challenging in a wireless network. The wireless spectrum is
a scarce resource and the demand of using this resource increases daily. In the last decade,
data communication over the wireless medium has become omnipresent. Either through a
local WiFi network or a mobile data network, people often use a wireless connection to access

3For M >3 a complete characterization is available in some special cases. We refer to Chapter 3 for details.
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media content and their data in the cloud. The Cisco Visual Networking Index [13] predicts
further rapid growth in the next four years with 10 times the volume of today’s mobile data
traffic by 2018. As opposed to a wired counterpart, where throughput can be easily extended
by deploying new communication cables, the capacity of a wireless channel is limited by
nature. As the possibilities of physically protecting the medium are limited, it is easy to launch
an eavesdropping attack. Moreover, such an attack is hard to prevent or detect: Therefore,
advanced wireless technology and — as part of it — coding techniques are required for an
efficient and secure use of the medium.

Our results could serve as the theoretical foundation of practical protocols. Some experimental
practical protocols already use wireless channel variations as a source of randomness for secret-
key generation [14-17], but our approach is different: We do not extract randomness from
channel variability, instead, we take advantage of the adversary’s limited presence and the
errors that affect the adversary. Our approach promises higher achievable rates; furthermore,
we provide a solution not only for key generation, but also for message encryption.

Outline

The thesis consists of 6 chapters. Each chapter — in Chapter 4 each section — has a Main result
section, which summarizes the results presented in the given part. We delegate some details
and lengthy derivations to the appendices.

Chapter 1 describes our communication model and provides formal definitions. We discuss
different security notions and also summarize the most relevant known results that we use
through the subsequent chapters.

Chapter 2 presents our results on the point-to-point erasure channel. We both provide a
scheme design and derive an outer bound which establishes secret-message capacity of the
setting.

Chapter 3 considers a multiterminal broadcast erasure channel. A secure coding scheme is
presented that is optimal in all cases where the corresponding non-secure capacity is known.
In this chapter we investigate different security definitions and generalize equivalence results
for a multiterminal setting.

Chapter 4 is devoted to the secret-message capacity of networks. Using a linear programming
approach we derive secret-message capacity of a network that consists of independent parallel
channels, the V-network and the triangle network.

Chapter 5 investigates networks with arbitrary topology. Chapters 4 and 5 pursue different
goals. In Chapter 4, we aim to design optimal coding schemes and provide complete char-
acterization of the secret-message capacity. In Chapter 5 we design schemes for arbitrary
topologies giving up optimality for simpler code design. We propose a two-phase achievability
scheme for secure communication.

Chapter 6 concludes the thesis and discusses open questions for future research.



1] Model and background

In this chapter we set up the mathematical framework in which we derive our results. Using
information-theoretic tools we give a formal definition of a communication setting, an ad-
versary and the notion of security that we use throughout the thesis. In this setting, a coding
scheme describes how a message is encoded and decoded by the communicating parties.
Two key properties of a coding scheme are reliability and security. Reliability means that
the intended receiver can decode the message without errors with high probability. Security
means that secrecy of the message is ensured against the adversary. A secure coding scheme —
as we define in this section — provides both reliability and security. It is meaningful to define
secret-message capacity, which is the highest rate of communication that any secure coding
scheme could possibly achieve in a given communication setting.

We also overview relevant previous results that serve as background and starting point of our
investigation. While doing so, for consistency, we reformulate results using the notions and
notation that we will next introduce.

1.1 Communication model

In our communication scenarios we have one sender, one or more receivers and an adversary.
To communicate with each other a probabilistic channel is at their disposal. We often refer to
the sender as Alice, to the receiver(s) as Bob (and Calvin) and to the adversary as Eve. In all our
settings we consider one particular channel model: a discrete memoryless erasure channel
with public state-feedback. For technical reasons' we assume that erasure probabilities are
not 0 or 1. (We can obtain results for these corner cases by taking the limits.).

1.1.1 Erasure channel with state-feedback

The input alphabet of the channel consists of all possible length L vectors over a finite field
F4. Let & denote the input alphabet of the channel, then & = [Ff,. We often call one such
finite field vector a packet. Beside all input symbols, the channel output alphabet % contains

1Such that for an erasure probability 5 terms like % or ﬁ are meaningful.
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also an erasure symbol L: % = 2 u{Ll}. We denote X; € & the input of the channel in the ith
time slot. We use the notation X" = (X, ..., X;). We apply the same shorthand also for other
vectors.

Point-to-point setting

We refer to the setting with one sender, one receiver and an adversary as the point-to-point
scenario. In this case, the channel outputs two symbols (Y;, Z;) in the ith time slot. Y; € %
denotes the output symbol that the receiver (Bob) gets, while Z; € % denotes the output that
Eve observes. Each output symbol is either the input symbol or the erasure symbol. Erasures
occur independently for Bob and Eve and also independently, with the same probability in all
time slots. We use 6 and 0 ¢ to denote the erasure probability toward Bob and Eve respectively.

Formally,
Pr{Y;, Z;| X' Y7 217y = Pr{Y;| X;} PriZ; | X;}, 1.1)
Pr{Y;|X;} = (1.2)
5, Y; =1,
1-6p, Zi=X;
Pr{Z;|X;} = (1.3)
5k, Zi=1.

With more than one receivers

In a broadcast setting there are M = 2 receivers. In this case we do not distinguish an external
adversary, instead we will assume that the adversary is a subset of the receivers. When there are
M receivers, the channel output is the tuple (YM, . YM,,-) e UM where Y;,; is the observation
of receiver j. We use Y; as a shorthand for(YLi, cees YM,,-) eyM, Similarly as in the point-to-
point case we assume that all erasure events are i.i.d., with erasure probabilities 01,...,0 um:

L M
Pr{V;| X' Yy = ] Pr{y; I X;} (1.4)
j=1
1-6j, Yji=X; :
Pr{Y;;1X;} = , Yje{l,..., Mk (1.5)
; Y=l
] It

With more than one channels

In a network setting there are more than one (¢) channels and maybe some intermediate
nodes addition to the sender and the receivers. Every channel operates as defined in the point-
to-point setting, independently of each other. In this case we use the indices of the erasure
probabilities and the first indices of variables to denote the index of the channel, e.g., Z3 ;
denotes the output symbol for Eve on the 3rd channel in the ith time slot, which is an erasure
with probability §3. We again use Y; as a shorthand for (V,;,..., Yy,;) and Z; as a shorthand for
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(Zlyi, o) Z[y,'). We do not consider broadcast and network settings simultaneously, hence in
all cases it will be clear whether Y; ; denotes the output of receiver j or that of channel ;.

Public feedback

We assume that the receivers send a public acknowledgment after each transmission, i.e., the
state of the channel toward the receivers is available strictly causally to all parties. F; denotes
the random variable that describes whether or not an erasure occurred in time slot i toward
each receiver. Let 1g; denote the indicator function, then F; = 1jy,—; for the point-to-point
scenario and F; = (1] (Yi=1} Uyy= l}) for a broadcast or for a network setting. By public we
mean that F; is available to Alice, all the receivers and intermediate nodes in a network and for
Eve also before time slot i + 1. Without giving up rigor, when it is convenient we use indices
or letters to denote correct receptions instead of complete channel state. E.g., F; = B means
“only Bob received” the ith transmission.

Note that F; does not contain information about Z; or Z; ;, but F; is also available for the
adversary. It is reasonable to assume cooperation from the receivers, but not from Eve. Indeed,
an acknowledging mechanism is part of common wireless standards, e.g., 802.11 (WiFi), 802.15
(Bluetooth), 802.16 (WiMax). In practice, feedback takes place over the same medium, however,
the size of the feedback is only 1 bit per packet, which is assumed to be negligible compared
to the packet size. With appropriate batching and source coding, the size of feedback can be
further reduced to hy (§) bits 2 in average on a channel with erasure probability §. For this
reason we assume that feedback traffic is negligible, and in our model feedback takes place on
a separate, error-free public channel, which is not taken into account in rate calculations.

Further assumptions

Alice, all receivers, and Eve are able to generate private randomness at a practically unlimited
rate. We denote the private randomnesses by ©4,0g,...,0F, or by receiver indices: e.g., O, is
the randomness of receiver 2. These random sources are independent of each other and of
any other randomness.

1.2 Secret-message sending

Below we formally define the reliability and security criteria of the secret-message sending
problem. In all scenarios the goal of the communication is to reliably and securely send a
private message W; to each receiver j. Definitions are given for M receivers and any number
of channels. For the special cases of M =1 or a single channel we omit the indices. We
provide general definitions here and adapt it for various settings in the subsequent chapters.
An (n,e,N1,N,...,Npy) coding scheme sends message W; which consist of N; packets to
receiver j using n transmissions from Alice. Beside reliable message transmission, a secure
coding scheme ensures secrecy of the messages.

21y (p) denotes the binary entropy function: hy (p) = —plog, (p) - (1 - p)log, (1 - p)
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Definition 1.1. An (n,e, N1, No, ..., Ny) coding scheme consists of the following components:
(a) message alphabets W; = [Ff,Nj, j=L12,...,M, (b) encoding maps fi.;(),i=1,2,...,n for each
channel k, and (c) decoding maps ¢; (-), j = 1,2,..., M for each receiver, such that the inputs to
the channel are

Xii = fii(Aki-1), i=L12,...,n, (1.6)

where Ay, ;—1 denotes all random variables that the sender of channel k has access to before the
ith transmission. A coding scheme provides reliability for each receiver j:

Prip;(Bjn) #Wjt<e, Vjell,.., M, (1.7)

where messages W; € W are arbitrary messages in their respective alphabets and B; ,, denotes
all random variables that receiver j has access to after the nth transmission.

For all different communication settings we specify Ay, ;1 and Bj ,.

Definition 1.2. In a communication setting arate tuple (Ry,..., Ry) € RM is achievable if for
every e > 0 there exists an (n,e, N1, Na, ..., Ny) coding scheme for which

1
Rj—e<—Nj, Vjeil,... M. (1.8)

Definition 1.3. In a communication setting the capacity region ZM c RM is the set of achiev-
able rate tuples (Ry, ..., Ryp)-

Of course, for a single receiver, the capacity region is one dimensional and hence it is mean-
ingful to call its maximum simply the capacity. This definition adheres to the usual definition
of channel capacity.

The notion of a coding scheme requires reliability, but does not consider yet security. Capacity
is the highest message rate that is achievable reliably. When we want to stress that no security
criterion is considered we refer to the capacity as non-secure capacity. The following definition
extends Definition 1.1 with a security requirement.

Definition 1.4. A (n,e, N1, N»,..., Ny coding scheme as defined by Definition 1.1 is a secure
coding scheme, if in addition to (1.6)-(1.7) it also satisfies

I(Wj;Ep) <€, (1.9)

for every receiver j, where E;, denotes all random variables that Eve has access to after the nth
transmission.

For all different communication settings we specify E,.
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Definition 1.5. In a communication setting a secret-message rate tuple (Ry,...,Ry) € RM is
achievable, if for every € > 0 there exists an (n,€, N1, No, ..., Ny) secure coding scheme for which

1
Rj—e<—Nj, Vje(l,.. M. (1.10)
n

Definition 1.6. In a communication setting the secret-message capacity region .%é” cRM is
the set of achievable secret-message rate tuples (Ry, ..., Ry) (as defined by Definition 1.5).

Similarly as in the case of capacity, secret-message capacity refers to the maximum of a one
dimensional secret-message capacity region.

We note that the definitions above define rate in terms of packets, i.e., rate 1 means conveying
one F{; vector per time slot. We use this convention also for entropy and mutual information
throughout the thesis which enables us to omit the constant factor Llog(g) from rate and
other information expressions.

1.3 Secret-key generation

In Section 1.2 the necessary definitions for the secret-message sending problem were given,
which is the main focus of this thesis. The secret-key generation problem is a different, but
closely related problem. The goal of a secret-key generation protocol is to set up a secret
common randomness — a key — between parties. As opposed to the secret-message sending
problem, the sender does not necessarily select the secret randomness a priori, the actual key is
also the outcome of the protocol. Clearly, for the secret-key problem, we are not constrained by
what common randomness the parties securely agree upon, hence a securely communicated
random message can serve as key. It is immediate that the secret-key capacity of a channel is
an upper bound for the secret-message capacity.

In the sequel we will see that secret-key generation is a very natural building block for designing
a secret-message sending scheme. For this reason, below we give formal definitions regarding
secret-key generation. In Section 1.5 we summarize relevant results on secret-key generation
for the erasure channel from [5].

For clarification we note that the terms secrecy capacity and secrecy rate are commonly used
for both secret-key generation and secret-message sending. This is because in many com-
munication settings there is no need for distinction, the two problems are often equivalent.
E.g. if the communication is one-way only (no feedback) or when unlimited public discussion
is possible, solving the secret-key generation problem solves the secret-message sending
problem also. We follow the convention that terms secrecy capacity or secrecy rate are used
only in a context, where the two problems are equivalent.

In this section we consider a single receiver (Bob) in the same communication model as
defined in Section 1.1.

Definition 1.7. An (n,¢’) key generation scheme over n transmissions has the following com-

9
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ponents: (a) encoding maps fi.; (1), i =1,2,...,n for each channel k, and (b) key computation
functions Z4 (), £p () for Alice and Bob respectively, such that the inputs to the channel are

Xki = frei(Aki-1), i=1,2,...,n, (1.11)

where Ay, ;—1 denotes all random variables that the sender of channel k has access to before the
ith transmission. Further, a secret key K ap is computed using the key computation functions
such that

Pr{#a(Ay) # Kap} <€, (1.12)
Pr{#p (By) # Kap} <€/, (1.13)
I(Kag; Ep) <€, (1.14)

are satisfied. Ay, B, and E,, denote all random variables that Alice Bob and Eve have access to
after the nth transmission.
For all different communication settings we specify Ay ;_;.

Definition 1.8. In a communication setting akey rate Rg € R, is achievable, if for everye’ >0
there exists an (n,€') key generation scheme over n transmissions for which the secret key Kap
satisfies:

1
Rx—€e< EH(KAB). (1.15)

Definition 1.9. In a communication setting the secret-key capacity Cx € R is the maximum of
the set of achievable key rates.

1.4 Adversary model and security notions

From the many different aspects of security, in this thesis we focus on confidentiality, which
means secrecy of a message from a passive adversary.

1.4.1 Adversary

We consider an eavesdropping adversary, Eve, who aims to learn the message that Alice sends
to another receiver. In most settings we assume that Eve is passive, she does not transmit any
signal. This assumption is valid in a wireless environment, where eavesdropping the channel
is easy, and an eavesdropping node does not want to reveal her presence with communication.

We do not make any assumptions on the computational power of Eve. Instead, we only assume
that the channel through which she observes the communication is not perfect; erasures occur
on her channel also.

In a broadcast setting we will assume that the adversary controls some of the receivers. This
gives the chance to Eve to influence how the protocol runs through the feedback the adver-

10
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sarial receiver sends. An adversarial receiver might lie about its channel state in order to
learn information about an other receiver’s private message. In Chapter 3 we introduce the
appropriate security definitions against such an adversary.

In a network setting, the adversary can select a subset of channels to eavesdrop on. We assume
that the maximum number of eavesdropped channels is known, but the actual subset of
eavesdropped channels (which we sometimes call the location of Eve) is not.

1.4.2 Information theoretic security notions

Information theoretic secrecy is defined in terms of mutual information between the message
and the observations of the adversary. It is common to distinguish perfect, strong and weak
secrecy [18]. Let W denote a message to be secured and Ej, all observations that Eve has access
to after n transmissions of the protocol. Perfect secrecy means that

I(W,E;)=0. (1.16)

This definition implies exact statistical independence between the message and Eve’s observa-
tions.

In most communication settings perfect secrecy is too stringent and not possible to satisfy.
Strong secrecy replaces exact statistical independence with asymptotic independence:

lim I (W,E,) =0. (1.17)

n—oo

Clearly, strong secrecy is equivalent to our definition of secrecy according to Definition 1.4.
The difference between perfect and strong secrecy has a similar flavor as the difference
between zero-error communication [6] and the usual definition of reliable communication
(e.g., Definition 7.14. in [2]), which asks arbitrarily small, but not exactly zero error probability
of decoding.

Strong secrecy can be interpreted as requiring that the information leak toward Eve is negligible.
Instead, weak secrecy requires only a negligible rate information leak:

1
lim —I (W, E,)=0. (1.18)
n—oon
A sub-linear growth of leaked information still satisfies the weak secrecy criterion. This
could even mean that Eve observes an asymptotically unbounded number of message bits in
cleartext.

Although weak and strong secrecy are not equivalent, in many cases (e.g., [8,9, 19, 20]) the
securely achievable rates are the same under both criteria. Our secret-message capacity results
are of this kind also. We provide secure coding schemes that satisfy strong secrecy and we prove
outer bounds for weak secrecy. By this we also show that relaxing the security requirement
from strong to weak secrecy does not increase the derived secret-message capacity region.

11
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For completeness, we mention that the term weak security is sometimes used in another
meaning in the network coding literature (e.g., [21-23]). In that context, the security criterion
applies for any part of the message, but not for the message as a whole. If W* denotes any k
length part of a message of size N, then the weak security criterion is

I(Wk;En) = 0. (1.19)

1.4.3 Equivalence of security notions

We formulate security in information-theoretic terms. In the realm of computational cryptog-
raphy it is more common to prove security of an encryption scheme by showing distinguishing
security or semantic security. To facilitate the interpretation of our results and to make a
fair comparison with other schemes possible, we cite a recent result from [24], which shows
equivalence between the two approaches.

The results hold for a single receiver Bob and hence for a single message W, that has a
distribution Py . It is common to define the advantage of the adversary to express the gain that
the adversary obtains by observing a protocol. Considering information-theoretic security, the
adversarial advantage expressed in terms of mutual information (mis = mutual information
security) is defined as:

Adv™S = n;axI(W; E,). (1.20)
w

The notion of semantic security captures the intuition that the probability that an adversary
can compute a function g of the message should not increase significantly after observing
the protocol compared to the a priori probability of a correct guess. The semantic security
advantage is defined as

Adv® = max{maxPr {ef (Ey) =g (W)} —maxPr{¥ (Pw,g) = g(W)}}, (1.21)
g,Pw o <

where g is any function of W, & is any function the adversary may compute after observing
the protocol and .¥ is a simulator trying to compute g without accessing the protocol output.
The term simulator to denote guessing functions comes from the intuition that ideally there
exists an algorithm (simulator) that simulates the run of a protocol without having access
to the message and whose output is indistinguishable from the output of a real protocol.
Theorems 1, 5 and 8 from [24] prove the following inequalities:

Adv® < V2. Adv™S (1.22)

Adv™S < 4. AdvS] . 1.23
=4 adv Og(AdeS) (1.23)

This result shows that for a single receiver, the requirement (1.9) implies semantic security,
because a small € in (1.9) causes that Adv*®® is also small. In many cases, Adv*®log ( 1%) decays

12
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to 0 when n — oo and the converse also holds. Although security definitions might look quite
different at first sight, there is no fundamental difference between these notions of security.

The above definitions are not directly applicable for more than one receivers, hence in Chap-
ter 3 we extend the notion of semantic security so that it handles joint message distributions.
We show a similar equivalence result with distribution independent security, which we intro-
duce in Chapter 3.

We can conclude that the key difference between information-theoretic and computational
security is not the level of security they provide, but the model of adversary they consider.
Computational cryptography considers an adversary who is computationally bounded, but
has a complete observation of a protocol run, while in the information-theoretic model the
adversary is unbounded computationally, but cannot completely observe the communication
between honest parties. Real adversaries are not unlimited either in their computational
power or in their communication capabilities, hence a combination of the two approaches is
possible.

1.5 Key generation in a point-to-point setting

We summarize and reformulate the results from [5] where the secret-key generation problem
is considered. In [5] the group key generation problem is investigated in a broadcast setting,
which means that all receivers in a group are required to compute the same secret key. Further-
more, an unlimited capacity public channel is at their disposal for public discussion. Despite
of these differences, the results are directly applicable for our point-to-point setting, because:
(a) with one receiver the group key becomes a pairwise key, which matches our definition of
key generation; (b) we observe that for a single receiver the key generation scheme in [5] uses
the public channel for state-feedback only, which is available in our setting also.

In the point-to-point setting A;_; = (@ 4 F i‘l), i.e., the randomness that Alice generates as
well as the state of Bob’s channel in the first i — 1 transmissions. Further, A, = (@4, F"),
E,=(Z",0F"), B, = (Y",03,F"). We note that Y" determines F". Theorems 1 and 3
from [5] state the following (using our notation):

Theorem 1.1. The secret-key capacity in the point-to-point setting over the erasure channel
with state-feedback is

Cxk=06p(1-9), (1.24)

furthermore, secret-key capacity is achieved by a linear scheme such that the resulting secret key
Kap is uniformly distributed over its alphabet.

Recall that § is the erasure probability on Eve’s channel, while 6 is the erasure probability for
Bob.

We give the proof of the direct part of Theorem 1.1 by describing the key generation scheme

13
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that achieves secret-key capacity. The outer bound directly comes as a special case of a more
general result [9].

Key generation scheme

Intuition and an example Before a formal description, we provide intuition and overview
the principles behind the key generation scheme. Consider the following example. Alice
sends out 5 random packets Xj,..., X5 over the channel. Due to erasures neither Bob nor
Eve receives all of these. Assume Bob receives X; and X4, while Eve receives X,, X4 and Xs.
Figure 1.1 illustrates the situation. If an oracle could tell Alice and Bob which packets Eve has

Bob Eve

Figure 1.1: Example: packets received by Bob and Eve

received, they could simply use the packet X; as their shared key. Recall that by assumption
Alice knows the indices of packets received by Bob. Such oracle does not exist, still if Alice
and Bob knows that there is one packet that Bob has received but Eve has not, they can both
compute K4p = X; ® X4. This way, either X; or X is the unknown packet for Eve, K4p remains
secret.

In general, Alice and Bob can securely form as many linear combinations as the number of
packets only Bob receives. With an overwhelming probability, the number of such packets
is close to its expected value, ndg (1 — 6) after n transmissions. This gives rise to an intuitive
interpretation of the secret-key capacity: the achieved key rate corresponds to the probability
that a packet gets received by only Bob, but not Eve.

For constructing the linear combinations we need the following property. Assume Bob has
received np packets and Eve has received ng of them. A coefficient matrix of size ng x (ng—ng)
is used to produce the linear combinations. Since Eve has ng packets and we cannot know
which ones, we have to assume that she can produce any linear combination of packets
with no more than ng nonzero coefficients. Thus, Eve can compute and subtract any linear
combinations of no more than ng packets from the linear combinations that we produce.
For the key to be secret we need that the remaining part is still a linearly independent set of
packets. In other words, any npg — ng rows of our coefficient matrix has to be a full-rank matrix.
By Theorem A.4 in Appendix A.3 such a matrix is the parity check matrix of an MDS code.

Below we present a version of the scheme in [5] adapted for the point-to-point setting. We
also reformulate the analysis of the scheme.

14
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Scheme description From n we compute s, s’ such that:

N N

n=1_6+1_5 (1.25)
s s’

SZE-'-E. (1.26)

1. Alice sends n packets selected i.i.d. uniformly at random from [Ffi.

2. Let Xp denote the row vector of the first s packets that Bob receives. If Bob does not
receive at least s packets after n transmissions, an error is declared. Alice and Bob both
compute

Kap = XpHg,,, (1.27)

where Hg,, is a s x s’ matrix and is a parity check matrix of an MDS code. Hg,, can be
publicly known and used arbitrarily many times.

Analysis From the description it is clear that the scheme satisfies Definition 1.7. The uniform
distribution of K4 follows from the uniform distribution of X3 and the MDS property of Hg,,.
Hence, H (K4p) = s' and from (1.25)-(1.26)

H /
im T Ea8) _ %:5E(1—5), (1.28)

n—oo n n—
which shows the rate assertion of Theorem 1.1.

We next show that the protocol succeeds with arbitrarily small error probability. If no error is
declared, then both Alice and Bob computes the same key. Let x denote the number of packets
that Bob receives. Then,

E{xk}=n(1-9). (1.29)

An error occurs, if Bob receives less than s packets, i.e., k¥ < s.

Pr{x<s}=Pr{K<n(1—6)—s3}=Pr{[E{K}—K>s%}sPr{|[E{1<}—1<|>s3} (1.30)
2s§ 23§ ng
2 2 2
<2expy——— ¢ =2expy ———5 p <2exp ey :Ze_(l_‘s)‘/g, (1.31)
n S st =5
1-6 ' 1-6

where we used the Chernoff-Hoeffding bound (see in Appendix A.2). With n — oo, s also grows
to infinity, thus the error probability decays to 0.

We use a similar technique to prove the security of the key. The observation of the eavesdropper
is E, = (Z",F",0g). We carry out the analysis assuming no error occurred. The private
randomness of the eavesdropper is independent from (2", F", K4p) and Kup is uniformly
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distributed, hence
I(Kap; Z"F"Op) = I(Kap; Z"F") = H(Kap) — H(Kap | Z"F") =§' — H(Kag|Z"F"). (1.32)

Let Xgg denote the set of packets that both Bob and Eve received, while Xp4 the set of packets
that only Bob has. Further, Hﬁi and Hﬁi denote the rows of Hg,, corresponding to Xzg and
Xpg. Then,

BE
H(Kap|2"F") = H(XgHg,, | 2" F") ([XBE Xag| | XprF" (1.33)
Kag
- H(XBQ)HI?/?B |XBEF") @ H(XBQ,HIEEL |F”) (1.34)
= H(XpoHE? || Xpo| = i, F" | Pr{| Xpg| = i} (1.35)
i=0
N S
Dy 1n{i,s’}Pr{|XB¢|:i}zs’ZPr{|X3¢|:i} (1.36)
i=0 i
=s'Pr {|X3¢|>s’}—sPr{|XB¢|>[E{|XB¢|}—s4} (1.37)
= o (1-Pr{E{|Xao|} - Xbo| > 51} (1.38)
> s/ (1= Pr{|E{| Xpo |} - | Xng|| > 5'1}) (1.39)
3 .
_s’(l—Zexp{—zi })>s’(l—2e_6“/;). (1.40)

In step (a) we used the independence property of the packets, while in step (b) we used the
MDS property of Hg,, (see Corollary A.1 in Appendix A.3). In the last step we used again the
Chernoff-Hoeffding bound. Substituting back to (1.32) we have:

I(Kap; Z"F"Op) < s'2e 705V~ (1.41)

Since s’ grows to infinity when n — oo, the above mutual information term also decays to 0,
hence security of the key is satisfied for any ¢’ > 0 if n is sufficiently large. With this, we have
shown that for a large enough n the above scheme satisfies Definition 1.8, thus the key rate
0f (1-0) is achievable.
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¥4 Secret-message capacity of a point-to-
point channel

In this chapter we consider a communication setting with three parties: Alice, the sender, Bob
the receiver and Eve, the eavesdropping adversary. Alice aims to send a message to Bob over
an eavesdropped erasure channel - as introduced formally in the previous chapter. We refer
to this setting as the point-to-point setting or the point-to-point channel, since there are two
legitimate communicating parties.

We provide a complete characterization of the secret-message capacity for this setting. We
design a secure coding scheme and derive a matching outer bound on the secret-message
capacity. Our capacity achieving coding scheme uses linear operations only, both coding and
decoding are feasible in polynomial time complexity.

The tools and principles that we introduce in this chapter are used — and further developed - in
the subsequent chapters. Most importantly, we introduce a two-phase principle in our coding
scheme design. In the first phase Alice and Bob agree on a secret key, while in the second
phase they use the key judiciously for encryption in the second phase, when the message is
transferred in an encrypted form. Both phases constructively use channel erasures. We often
call the phases key generation phase and (encrypted) message sending phase respectively. In
our context, in a message sending phase the message is always encrypted, but for simplicity
we sometimes omit the term encrypted.

Both phases are optimal by themselves, and our converse proof shows that they are optimal
also together. The key generation phase is an optimal scheme for secret-key generation, and
the message sending phase conveys the encrypted message reliably using a capacity achieving
scheme. The fact that combining the two phases results an optimal secure scheme shows that
our message sending phase is using the least possible amount of key for securing and sending
the message reliably. We use the principle of encryption that we introduce here also in other
scenarios.

The new outer bound that we derive in this chapter provides some further insight to the
problem. Although the proof holds for any scheme, it reflects the two phases of our coding
scheme. Also, we identify information terms that can be interpreted naturally as generating
and consuming a secret key, while an inequality is drawing a balance between the two.
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Chapter 2. Secret-message capacity of a point-to-point channel

2.1 Related work

The first information-theoretic results on the problem of secure communication over an
insecure (eavesdropped) channel date back to Shannon [4]. It was shown that securing a
message over an error-free eavesdropped channel requires a pre-shared secret randomness
(a key). Furthermore, the entropy of the key has to be at least as large as the entropy of the
message. Given such a key, one-time pad encryption implements a perfectly secure encryption.
We briefly summarize one-time pad in Appendix A.1.

Wyner’s seminal paper [25] considered a noisy channel, where the wiretapper observes a noisy
version of the legitimate receiver’s observation, or in other words, Eve’s channel is a degraded
version of Bob’s. The secrecy capacity of this wiretap channel is derived. A more general setting
was investigated in [26]. Both private and common messages are considered and Eve’s channel
is arbitrary, not necessarily degraded. A single letter characterization of this setup is provided.
The results were generalized also for a Gaussian channel [27] and for a fading channel [28].
However, none of these work consider feedback from the receiver. Applied to erasure channels,
these results state that the secrecy capacity is non-zero only if the honest party has a better
channel than the eavesdropper, i.e., the erasure probability toward Eve is higher than toward
Bob.

Use of feedback and public discussion can improve the secrecy capacity, as was first shown
by Maurer [7], followed by more general results for multiple terminals in [8,9,29-31]. All
these results focus on secret-key generation, however, a cost-free public channel with infinite
capacity is also available by assumption. As a result, the secret-message capacity is trivially the
same, because the message can be encrypted with the generated secret key using a one-time
pad and sent securely on the public channel. In contrast, our setup assumes that only state-
feedback is available publicly, and there is no other high-capacity public channel. A similar
setup, but with non-causal state-information available only to the transmitter was studied
in [32, 33] for the Gaussian problem, where some achievability schemes based on dirty-paper
coding were examined.

Feedback can be especially helpful if the feedback channel is not public. In [34] the feedback
signal is implicitly used as a random encryption key without the source explicitly knowing
the signal. In [35, 36] the wiretap channel with secure feedback is investigated. In [35] the
feedback is perfect output feedback, while in [36] a secure rate limited feedback is used as a
shared random source. In contrast, in our model feedback is always public and limited to the
channel state.

As discussed in Section 1.5, for the broadcast erasure channel with public discussion, a capacity
achieving scheme for key generation was proposed in [5] for the group secret-key exchange
problem, where the public channel is also considered free and unlimited. In the case of two
parties the scheme specializes to requiring only the channel state to be communicated over
the public channel. As part of our secure coding scheme we use the key generation algorithm
from [5].
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2.2. Model

2.2 Model

We adapt our definitions to the given scenario. Before the ith transmission Alice knows the
message W, her private randomness 0 4 and all previous channel states, hence in Definition 1.1
A;—1 = (W,04,F71) and the channel inputs are (eq. (1.6) becomes):

X; :f,-(W,@A,F"‘l), i=1,2,...n 2.1)

Bob receives Y"F"" and knows ©p, thus decodability condition of Definition 1.1 (eq. (1.7))
becomes

Pr{p;(Y",F",0p) # W} <¢, (2.2)

while Eve learns 2", F" and knows OF, hence the security criterion in Definition 1.4 (eq. (1.9))
is

I(W;Z"F"0p) <e. (2.3)

2.3 Main result
The following theorem is the main result of this chapter.

Theorem 2.1. The secret-message capacity of the point-to-point erasure channel with state-
feedback is

1-66g

Cspyy=1-86)0 .
sm = ( )E1_66%

(2.4)

We prove Theorem 2.1 in two steps: we first propose a coding scheme for secret-message
sending in Section 2.4, and then give the converse proof in Section 2.5.

2.3.1 Discussion

Comparing (1.24) and (2.4) clearly shows that the secret-key and the secret-message capacities
differ, the latter is no larger than the former, which in line with our previous discussion about
the relation between the two problems (see Section 1.5).

The role of state-feedback also becomes clear from our result. First, without feedback, there is
no difference between the secret-key and the secret-message capacity. Alice does not learn
anything during a protocol run, thus if she can compute a key after the protocol run, she could
have equally computed it before running the protocol. In contrast, with using feedback, this
equivalence does not hold anymore. Second, the achievable rate is increased with the help of
feedback and - contrary to the case without feedback — the secret-message capacity is nonzero
in all cases.

Given the scheme for secret-key generation, one natural strategy is to generate a secret key,
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Figure 2.1: Point-to-point channel example: secret-message capacity and secret-key capacity
with and without feedback, 6 = 0.4

use it as a one-time pad to encrypt the message, and send the encrypted message reliably
using a forward error correcting (FEC) code. An improvement over this is possible when
Eve has a higher erasure probability than Bob by leveraging secrecy from both the secret key
generated and the channel advantage of Bob over Eve using the scheme of Yamamoto [37].
However, our two-phase capacity-achieving scheme demonstrates that one can do even better
by exploiting feedback (see Figures 2.1-2.2). The benefits of our scheme come from using ARQ
in the message sending phase (as opposed to FEC or a wiretap code) to deliver encrypted
message packets to Bob. ARQ focuses on reliable transmission to Bob and hence could repeat
(identical) transmissions, with the result that Eve receives fewer distinct encrypted message
packets. Even when Eve has a lower erasure probability than Bob, the ARQ scheme ensures
that Bob has a relative advantage over Eve. Therefore feedback has been used for the purpose
of reducing the required key size by tilting the channel advantage towards Bob.

For comparison we plot the secret-message and the secret-key capacity together with the
secrecy capacity when no feedback is available for some special parameter values. We plot
secret-message rates achieved using FEC and Yamamoto’s scheme as well. Figures 2.1-2.2
show the gap between the secret-message and the secret-key capacities as well as the benefit
that state-feedback provides. (In Figure 2.2 the secret-message capacity without feedback is 0.)

20



2.4. Coding scheme
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Figure 2.2: Point-to-point channel example: secret-message capacity and secret-key capacity

2.4 Coding scheme

2.4.1 Principles, example

We design a two-phase scheme as follows:

1. Key generation: A common secret key is set up between Alice and Bob. For this purpose
the optimal key generation scheme is used as described in Section 1.5. We define the
exact parameters later.

2. Encrypted message sending: From the secret key, linear combinations are produced
to obtain an encryption key. The encryption key is larger than the secret key and has
the same size as the message. To encrypt the message the encryption key is used as
one-time pad. The encrypted packets are then sent to Bob using ARQ), i.e., each packet
is repeated until Bob receives it.

In the second phase Eve receives only a subset of the encrypted packets. As a result, although
the encryption key has dependent components and thus it is not uniformly distributed, Eve
receives a set of packets that are encrypted with a uniformly random key. In one possible
interpretation, the message is partially secured by the secret key, and partially by the channel
properties. This way a key that is smaller than the size of the message is sufficient for security.

Example In the following example we will assume that Alice and Bob know also Eve’s channel
state. This assumption is helpful in building intuition, but we stress that the actual scheme
does not require state information from the eavesdropper.
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Chapter 2. Secret-message capacity of a point-to-point channel

An example run of our protocol is shown in Table 2.1. In our example, 8 transmissions are used
to convey a message W that consists of three packets: W, W,, Ws. Transmissions 1-3 belong
to the key generation phase, while transmissions 4-8 constitute the message sending phase. In
the key generation phase, a random packet becomes a key if only Bob receives it. In the second
phase, if Bob does not receive a transmission, Alice simply repeats it regardless of whether or
not Eve has received (transmissions 5 and 8). In transmission 6, the same key is used again as
in transmissions 4-5. Since the previous two transmissions were not received by Eve, this does
not risk security. Eve receives transmission 6, thus key K is considered used and another key
is used for the following transmission.

Alicesends 00D Eve's Key Message
channel channel available decoded

1. X; random v x K =X
2. X, random X v Ky
3. Xzrandom v % K, K> = X3
4. KieW X x Ky, K>
5. KieWw v x Ky, K> Wy
6. KieW v v K> Wy, Wy
7. Kz S7] W3 X v Wl; W2
8. Koo Ws Vv v Wy, W, Ws

Table 2.1: Example scheme with Eve’s channel state known. Erasure is indicated by x, while v/
denotes correct reception.

The example reveals that for security Alice and Bob needs only as many key packets as the
number of distinct packets Eve receives from the ARQ transmissions. Knowing Eve’s channel
state it is easy to see which key packets can be securely reused. If Alice and Bob do not know
exactly which packets Eve receives, but they know how many, then they can use coding to
make sure Eve receives packets encrypted with independent keys. In our example, if they
know that Eve receives two out of the three encrypted packets, they can use encryption keys
Kj, Ky, K @ K, to encrypt Wy, Wa, W3 respectively. No matter which two packets Eve receives,
the message remains secure.

To construct the encryption keys we need the following property. Assume Eve receives ng
packets out of the N encrypted packets. Then, we have a secret key of size ng and a ng x N
size coefficient matrix is used to produce the encryption keys. For security, we need that any
ng size subset of the encryption keys form an independent set of packets. In other words, any
ng columns of the coefficient matrix has to be a full-rank matrix. By Theorems A.4-A.5 (see
Appendix A.3) such a matrix is the generator of an MDS code.

From the channel parameters Alice and Bob can estimate well how many packets Eve receives.
If the number of message packets is large, the number of received packets concentrates around
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2.4. Coding scheme

its expected value. The probability that Eve receives an encrypted packet sent using ARQ is:

1_
(1-06p)+66p(1=06p) + (06> =6p) +--- = Or ) (2.5)
1-66g

This suggests that to secure a rate R message, a secret key of rate R 11__56555 is sufficient. This

intuition is confirmed by formal analysis in Section 2.4.3.

2.4.2 Detailed description

The (n,€, N) scheme uses n transmissions to convey a message of N packets. W = (Wy, ..., Wy)
denotes the row vector of the N message packets. We first calculate the following parameters:

n=ny1+ny (2.6)
1-9g 3 1-0g

=N N 2.

=N 66, Y 100, @.7)

- N N 2.8)

eI s '

where n; is the number of transmissions needed to create a key of size s with error parameter
¢/ <€ (for the parameters of the key generation phase we refer the reader to (1.25)-(1.26)).

1. Key generation phase: Alice and Bob perform the key generation scheme described
in Section 1.5 using n; transmissions. By the scheme Xj,..., X}, are random packets
selected uniformly at random. If the key generation fails, declare an error, otherwise let
Kp denote the shared secret key. K4p is a row vector of s packets.

2. Encrypted message sending phase: Alice computes the encryption key K/, , as follows:
Kyp=SGxr , (2.9)

where Gk, is a s x N MDS generator matrix over Fy. The encrypted message W' is
computed as a one-time pad with encryption key K, ,

W =WeK),. (2.10)

Alice transmits the encrypted packets W' = (W}, ..., W))) using ARQ. Let X, 11 = W],
then

Xny+i-1= W], if Fp -1 = %

Vi€ 2, mab: Xnyei = W, if Fyy;1=v and j<N, 2.11)
None otherwise,

where j denotes the index of the last encrypted packet sent, x and v denote erasure and
correct reception as Bob’s channel state. “None” means that Bob has already received all
encrypted packets, but there are still some transmissions left and the channel remains
idle. If Bob does not receive all encrypted packets, then an error is declared.
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Chapter 2. Secret-message capacity of a point-to-point channel

2.4.3 Analysis

In this subsection we prove the direct part of Theorem 2.1. We prove that for a large enough n
our (n,€, N) coding scheme satisfies Definition 1.5 showing the achievability of secret-message
rate Cgpy.

From the scheme description it is obvious that (2.1) is satisfied, we need to show security (2.3)
and decodability (2.2).
Security

We assume that the key generation phase declared no error, otherwise the scheme is trivially
secure. We observe that O is independent of any other variable and thus I (W; Z"F"OF) =
I(W; Z"F™). Hence, we can omit O from the analysis. We have already seen in Section 1.5
that the key generation phase is secure, i.e., for any ¢’ > 0 and a large enough n;

I(S;ZMF™) <¢€, (2.12)

and K4p is uniformly distributed. Let Ir denote the index set of the subset of encrypted
packets that Eve receives, and W's the vector of encrypted packets restricted to columns
defined by index set Ig. We use the same notation for W, GK/’QB also.

[(W; Z"F") = I[(W; Z" W' F?) = T(W; 2 F™) + (W W'le| 2 BT (2.13)

N
D 1w W zmETY = Y 1(W W ZM T | Tgl = i) Prillgl = i}, (2.14)
i=0

where the step (a) follows from the fact that the channel state and the transmissions in the
first phase are independent of W. We have that

H(W'e| ZMF" | [g| =) < (2.15)
and
H(W'" s |\WZMF" | Ig| = i) = H(W’E ®SGL |WZ™MF",|Ig| = i) (2.16)
AB
= H(SG \wzmF" 1 1p = i) @ H(SG 12,1151 =i) (217
(s | 1) = i) @ H(SG 12" 115l = i) (@217)
= H(SGJ5 I11gl=i) - I{SG{: ;2™ Il =) (2.18)
KAB KAB
> H(SGJE |11l =)~ 1(S; 2™ 11g] = i) (2.19)
AB
2 H(sGE Ilel=i)-1(5;2™) (2.20)
AB
(c) 1 . ’
S H(SGE |11p1=1i)- 2.21
(s 111s1= i) —e @.21)
@ min{s,i}—¢, (2.22)
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2.4. Coding scheme

where in steps (a) and (b) we used again that transmissions in the first phase are independent
of the message and the channel states in the second phase, step (c) is from (2.12), (d) follows
from the MDS property of Gk, (see Corollary A.2 in Appendix A.3). Substituting (2.15) and
(2.22) back to (2.14) we get:

N N
I(W;Z"F") <€’ + ) (i—min{s,iDPr{|Ig| =i} =€+ )_max{0,i— s}Pr{lIg|=i}  (2.23)
i=0 i=0
N
=¢'+ Y iPr{|lgl=i}<¢'+ NPr{|Ig| > s}. (2.24)
i=s+1

Eve receives an encrypted packet with probability 11__;;)5 . The receptions of different encrypted
packets are independent events, hence |Ig| can be seen as a sum of N independent Bernoulli
variables. Hence,

Pr{|I |>s}—Pr{|I I>N 1=0p N3 170k }—Pr{l[ |—E{|Ig]} > N3 1-0¢ } (2.25)
El=or= E 1-66g 1-60g) E E 1-66g '
1_
sPr{||1E|—[E{|1E|}|>N3 Or }sze‘“&%m, (2.26)
1-66g

2
where as 2 = 2 (%) is constant from the Chernoff-Hoeffding bound (see Appendix A.2).
Substituting back to (2.24):

[(W;Z"F") <€ +2Ne ®2VN, 2.27)

From the properties of the key generation phase it follows that ¢’ can be arbitrary small if 7 is
large enough. Also, N — oo when n — oo, hence a large enough n ensures that the above term
is smaller than any € > 0 if 7 is large enough. By this we have shown that the scheme provides
security.

Reliability

Clearly, if no error is declared Bob is able to decode W. We have already seen in Section 1.5
that the key generation phase succeeds with arbitrarily small error probability. The second
phase fails if Bob does not receive N packets in n, transmissions. This error event is similar in
nature to the error of the key generation phase and we use the same technique to upper bound
its probability. Let | Iz| denote the number of transmissions for which no erasure happens for
in the second phase. Error occurs of [I5| < N. Similarly to |Ig|, |Ig| is the sum of n, Bernoulli
variables. Thus,

3

3 3 2N2
Pr{N > |Igl} = Pr{[E{IIBI}— \I5] > N4} < Pr{I[E{IIBI} Il > N4} SZexp{—n—} (2.28)
2

<2 20-0VN, 2.29)
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Chapter 2. Secret-message capacity of a point-to-point channel

The probability of error can be made arbitrarily small by selecting 7 (and thus N) to be large
enough.
Rate calculation

The rate of the above scheme is %, thus it proves the achievability of secret-message rate
R=1lim,_ % From the parameter definitions and from the properties of the key generation
phase we get for the required key rate:

N 1—(5]5

lim > =p——2F 2.30
neon " 1-06, (2.30)
Further,
S
lim — =65(1—6) 2.31)
n—oo 113
. n R(1 —55)
lim 2 = 2.32
noo 7 (1—001)05(1-0) (2.32)
lim 72 - B (2.33)
n—con 1-0 )
R(1— R
1= lim 22772 -0 R (2.34)

n—oo n (1—655)55(1—5) 1-6

By rearranging terms in (2.34) we get the claimed expression for the achievable rate by the
scheme. O

We also note that the computational complexity of our scheme is polynomial in n. Computa-
tionally the most costly operation is the matrix multiplication that is feasible in ond).

2.5 QOuter bound

In this section we prove the converse part of Theorem 2.1 by deriving a new outer bound
on the achievable secret-message rate. Throughout the proof we assume that the feedback
F; contains Eve’s channel state also. Clearly, this information can only help Alice and Bob
to achieve a higher rate, hence the derived outer bound is valid for our setting. We use the
notation F; € {B, E, BE, ¢} to indicate that the ith transmission was received by “only Bob”,

“only Eve”, “both of them” and “none of them” respectively. Since the bound should hold for
any message distribution, we might assume that W is uniformly distributed.

Proof. We have the following inequality:

n
H(Xl)>H(Xl |y il Fi- 1) Z (X, |y il Fi- 1W)+1(X,,W|Y’ Lpi= 1) (2.35)

M: W M:

~
Il
—

(X,-|Y"‘12"‘1F"‘1W) +I(Xi;W|Yi‘1Fi‘1). (2.36)
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The following two lemmas give bounds on the last two terms.

Lemma 2.1. In the defined point-to-point communication model, for any achievable secret-
message rate R

nR(1—65)
(1-086g)6g(1-6)

n . . .
Y H(Xi|Y"1Z"1F"1W) > —n&s ., (2.37)
i=1

Og
where&, 1 = 5200 (1 —5 + (ha(e) + RG)W
Lemma 2.2. In the defined point-to-point communication model, for any achievable secret-
message rate R

n
Y (X Wiy E) 2 "—};—néaz,z, (2.38)
i=1

where & , = 2@+ ke (f) ERE )

We provide proofs in the next subsection. By substituting back the results of the above two
lemmas to (2.36) and dividing by n the proof is complete. We leave the final steps as an exercise
for the reader. Note that &> 1, &> » are vanishing error terms, since € is arbitrarily small. O

Although the outer bound holds for any secure coding scheme (2.36) reflects the structure of
(2.34) and the phases of the achievability scheme. Indeed, % 1- 5 is the (expected) number of
transmissions required to complete the message sending phase, while as we have seen, a rate
R 11 6%’5 key is used by the scheme which requires (in expectation) % transmissions.
In this interpretation, Lemma 2.1 lower bounds the amount of required secret key, i.e., the
minimum length of the key generation phase. This is done through drawing a balance between
the generated and the used keys, which is a possible interpretation of inequality (2.45) (see in
the proof). Once again, this interpretation of information terms is attached to our scheme,

but the converse proof is general for any scheme.

2.5.1 Proofs of Lemmas 2.1-2.2

We start with proving Lemma 2.2.

Proof of Lemma 2.2

We observe that the private randomness of the receiver does not help in decoding, because
the protocol run does not depend on it. One can formally argue this by observing that

IW;Y", F*",0p)=I1(W;Y", F"). (2.39)
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In other words, Bob must be able to decode also without using @p. If R is the rate of a coding

scheme, then

nR=HW)=HW)-H(W|Y"F")+H(W|Y"F") ¢ I(Y"F"; W)+ ha(€) + nRe (2.40)

= .nlz(wi;wwi-lzﬂ—l) + hy(e) + nRe Y .nlz(n;wwi-lﬁ—lﬂ) +hyle) + nRe (2.41)
1= 1=
© i 1(Y WIY'™ F""\ F; € (B, BE) | Pr{F; € (B, BE}} + ha(€) + nRe (2.42)
i=1
=(1-6) i I(Xi; W|Yi‘1zi‘1Fi‘1) +hy(€) + nRe (2.43)
i=1
“1-9Y (X5 WY 21 F 4 (1 - 8)60. (2.44)
i=1

Step (a) follows from the decodability condition 2.2 using Fano’s inequality (see e.g., Theo-
rem 2.47 in [2]) and (2.39). We have (b) from the fact that the channel state F; is independent of
(w, Yi-LF i‘l). Step (c) holds, because the mutual information term gives zero, if Y; =L. O

Proof of Lemma 2.1

To complete the proof, we show the following two inequalities:

n . . . n . . .
Y 6s-OH(X; Y 2T F W) 2 Y (- 6n1 (X v 2 F W) (2.45)
i=1 i=1
n i e R 6p(1-6)
I(xs itz p ) s 2 28 21, 2.46
D (x5 v )2 156 1o, e (2.46)
For (2.45):
0<H(Y"Z"F"W)=H(Y" | Z"F'"W)+ H(Y,|Y" ' Z"F"W) (2.47)
=H(Y" NZ" Y F W) — [(ZyFy YV ZP P W) + H (Y| YL Z7 F W) (2.48)
D H(y" 2" YW — I (Zy; YN 2T W) + H (Y, Y 2 E W) (2.49)

Qg (v 2" P W) = 1 (Z; YN 27V FIW, By € {E, EBY) PriF, € {E, EB}}
+H(Y,|Y" ' Z"F""'W, F,, = B)Pr{F,, = B} + H(Y,,|Y" ' Z"F""'W, F,, = EB) Pr{F,, = EB}
(2.50)
=H(Y" MZ" FIW) - -6 (X Y HZP T E W)
+(1=O0pH (Xul Y 1 Z" VP IW) + (1-8) (1 -8 p) H (X, Y1 2" X, F W) (2.51)
=H(Y" MZ" FIW) - (-6 (X Y HZ'HE W)
+(1=OSpH (X, Y"1 2" Flw). (2.52)

In (a) the independence property of the channel states is used, while (b) holds because in case
of erasure the terms in question are zero. Doing the same steps recursively gives (2.45).
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To get (2.46), we first consider the security condition. In the outer bound proof, we use the
weak form of security (see Section 1.4.2 for discussion about different security notions):

ne > I(Z"F% W) = i I(Zl-F,-; W|Z"‘1F"‘1) - i I(Zi; W|Zi‘1Fi‘1F,~) (2.53)
n = = n
=y I(Zi;lei_lFi_lFi € {E, EB})Pr{Fi € (E,EB)=) (1 —6E)I(X,~; W|Z"‘1FH).
- - (2.54)
From Fano’s inequality we have that
nR<I(Y"Z"F"; W)+ ha(€) + nRe (2.55)
@ oy(e)+ nRe+ Y (1 s6p)1 (X WY 21 F) (2.56)

i=1

n . . . . .
< ha(e)+nRe+ Y. (1-66p)1 (X WIZI ' FI1 )+ (1-860)1 (X Y127 Pl w) 257)
i=1

b 1-66 L . . )
D hyte) + nRe + : Ene+Z(l—&(SE)I(Xi;Y’_1|Z"1F"1W) (2.58)
—OFE i=1
1-865)65(1 -6 n o
<! 1E)5E( )ngz,l+2(1—655)1(&-;Y’—1|Z'—1F'—1W). (2.59)
—OE i=1

In (a) we used a derivation similar to Lemma 2.2. To avoid repetition we omitted the details.
In step (b) we used (2.54). O

2.6 Linear programming formulation

We provide an alternative formulation of Theorem 2.1 that gives the secret-message capacity
as a solution of a linear program. First, we state a theorem for the message sending phase. The
theorem is a direct consequence of our achievability proof in Section 2.4.3, noticing that the
second phase of our scheme uses the secret key as input, and it does not depend on how the
key is generated.

Theorem 2.2. Consider an erasure channel with state-feedback as defined in our communica-
tion model. Assume the sender and the receiver have access to a uniform random key Kap of
rate Rk such that for an arbitrarily small €'

I(Kap; EIW) <€, (2.60)

where W denotes the message to be sent and E denotes all the random variables the eavesdropper

observes before starting transmissions. Then, a secret-message rate min{l —-0,Rx 11__65‘15 } is

achievable. Further, the claimed rate is achievable by the message sending phase of the scheme
described in Section 2.4.

The linear programming formulation of our result is the following:
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Chapter 2. Secret-message capacity of a point-to-point channel

Theorem 2.3. The secret-message capacity of the point-to-point erasure channel with state
feedback is the solution of the following linear program (LP), where parameters m, k = 0.

maxR, such that:

R=(1-0)m (2.61)

1-6g
m(1—5)1_56E <kop(1-96) (2.62)
l=zm+k. (2.63)

We identify constraint (2.61) as a rate constraint, constraint (2.62) as a security constraint and
constraint (2.63) as a time-sharing constraint. In the sequel (in Chapter 4) we will see LPs that
have a similar structure.

The above LP has a direct closed form solution, which is the same as the secret-message
capacity claimed by Theorem 2.1, so no proof is needed beyond what is already shown. Still,
we make a reverse argument to show that the solution of the LP gives directly the parameters
of a scheme.

Assume the above LP is feasible with some parameter values m, k. Then, nk is the length of a
key generation phase, while nm is the length of a message sending phase. Constraint (2.63)
ensures that n transmissions suffice. The key generation phase enables to set up a key of rate
kdé g(1-6), while in the message sending phase we have the possibility to transmit a message of
rate at most (1 —0)m (see (2.61)). By Theorem 2.2, constraint (2.62) ensures that the available
secret-key rate is sufficient to secure a message of this rate. Thus, a feasible LP gives rise to the
parameters of a secure coding scheme that provides achievability of a secret-message rate R.

At this point the LP formulation might seem to be a complicated way of describing for-
mula (2.4), but at the same time it explicitly reflects the components that our scheme is
built of. This property will enable us to use key generation and Theorem 2.2 as building blocks
to design schemes described through linear programs for more general settings. In Chapter 4
we use this approach extensively.

2.7 Next steps

We investigated the point-to-point erasure channel with state-feedback and provided a com-
plete characterization of its secret-message capacity. We introduced a two-phase coding
scheme that achieves capacity in this setting. Our result clearly shows the role of feedback
as well as the difference between the secret-key generation and the secret-message sending
problem.

In the following chapters we generalize this result in various directions. We investigate the
secret-message sending problem for a broadcast channel (Chapter 3) and also for multihop
networks (Chapter 4-5).

30



8] Secret-message capacity of a broad-
cast channel

This chapter is devoted to the 1-to-M broadcast channel. The broadcast channel models
a situation that is common in a wireless environment, namely when the sender, Alice can
simultaneously transmit to M receivers. As an example, one can think of an access point with
multiple terminals connected to it. In this setting — unless the communication is synchronized
—nodes cannot know in advance if they are the intended recipient of a packet. For example,
according to the WiFi standard (IEEE 802.11), nodes check the destination MAC address after
reception and drop packets not destined to them. This mode of operation makes clear that —
apart from some storage space — storing packets not intended for the given node requires no
overhead from the devices. Results on network coding have shown that storing such packets
is not useless, they can be used as side information to decode a subsequent encoded packet
(e.g., [38-41]). In this chapter we make use of side information to maximize efficiency, but at
the same time we also ensure message security.

In this chapter message secrecy is considered against the receivers instead of an outsider
eavesdropper. Alice aims to send a private message to all receivers, such that they do not
learn each other’s message. We define two adversary models. An honest-but-curious adversary
follows the protocol, which in our setting means that she sends honest acknowledgments
about her channel state. In contrast, a dishonest adversary might lie about her receptions
in order to gain information about the message of an other receiver. The crucial difference
between the two models is that a dishonest adversary can influence - to some extent — the run
of the protocol.

We propose a secure coding scheme for the broadcast channel that is optimal in the honest-
but-curious adversary model in all the cases where a non-secure capacity achieving scheme is
available. In order to show optimality, we derive a new outer bound for the secret-message
capacity region. As a side result, our proof offers a new proof for the known outer bound of the
non-secure capacity region derived in [39,42].

We consider the dishonest adversary model in the special case of two receivers. We show that
securing private messages against a dishonest adversary does not come at a compromise
in rate, the secret-message capacity region does not change when the stronger adversary is

31



Chapter 3. Secret-message capacity of a broadcast channel

considered. Thus, the optimality of our scheme is immediate from the optimality result for
the honest-but-curious case.

The security notions are adapted to the multiuser setting and also to the dishonest adversary
model. We make the observation that in the dishonest adversary model security relies on
the independence and on the uniform distribution of the private messages. In some com-
munication scenarios this assumption might be restrictive, hence we introduce the notion of
distribution independent security that requires secrecy without any assumption on the joint
distribution of the messages. We also provide a scheme that satisfies this stronger security
requirement.

3.1 Related work

Besides the results on secure communication summarized in the previous chapter, the most
relevant results are on non-secure communication over a broadcast channel, and more specifi-
cally over a broadcast erasure channel with state-feedback. The characterization of a broadcast
channel is significantly harder than dealing with the point-to-point counterpart. The capacity
region of a discrete memoryless broadcast channel (DMBC) is still an open problem (for partial
results see e.g., [43-45]). In the case of a point-to-point discrete memoryless channel feedback
does not increase capacity [6], however, in some cases feedback increases the capacity of a
broadcast channel [46-48]. The broadcast erasure channel with state-feedback is a special
case of a DMBC, where capacity results are available [39,40,42,49]. Our focus is on this type of
broadcast channel.

Network coding has been used in several capacity achieveing coding schemes [39, 40, 42, 49].
An optimal scheme that uses linear network coding is available for the < 3 receiver broadcast
erasure channel with state-feedback under arbitrary channel parameters. Network coding has
proven to be a powerful technique to achieve capacity in various network settings (e.g., [50-52]).
As investigated in [53, 54], feedback offers benefits in certain scenarios where network coding
is used, it is the case in our communication setting also.

In our secure coding scheme we are going to use the non-secure capacity achieving coding
scheme proposed in [42]. We briefly summarize the scheme in Section 3.3.

3.2 Model

3.2.1 Honest-but-curious adversary

For the honest-but-curious adversary model we can naturally adapt our definitions in Sec-
tion 1.2. Before each transmission, Alice has access to her private randomness, the mes-
sages Wi,..., Wy, for each receiver and the previous channel states. We use the shorthand
W = (W, ..., Way), thus in Definition 1.1 A;_; = (W, 04, F'~1) and hence (1.6) becomes:

Xl-zfi(W,@A,Fi_l), i=1,2,...,n. 3.1)
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3.2. Model

We have a decodability condition for each receiver ((1.7) in Definition 1.1):
V1sjsM:Pr{g;(v/F0;) £ Wil <e, (3.2)

We require secrecy of any private message even if the adversary has access to the observations
of all other receivers. Hence, our security criterion in Definition 1.4 becomes:

vjell.. My (WY e ) <e, 3.3)
where Y_”]. stands for Y/",..., Y].”_I, Yj’ﬁrl,..., YA’} and similarly ©_; is ©1,...,0;_1,0/41,...,0ym

denoting the private randomnesses of the receivers other than j.

To make a clear distinction, we denote the secret-message capacity region in the honest-but-
curious adversary model as 9?% .

Following [42], we distinguish two special cases.

Definition 3.1. We call the channel symmetric if the erasure probabilities are all the same:
5i=5j,VISi,jSM.

Definition 3.2. We call a rate vector one-sidedly fair if6; = 6 j implies R;6; = R;j6 ;. The set of
one-sidedly fair rate tuples for a given channel is denoted by Ag’é = RM.

3.2.2 Dishonest adversary

For a dishonest adversary, we need a slight modification in Definitions 1.1, 1.4-1.6. This is
because we do not aim to provide any guarantee — either reliability or security — for a dishonest
party. However, an honest receiver should suffer no harm. Also, as we will see, the distribution
of the messages plays an important role in security. First, we assume that the message of the
dishonest receiver is uniformly distributed and independent of the other receiver’s message.
To relax this constraint, we introduce the notion of distribution independent security, which
requires security independently of the joint message distribution.

We provide definitions for two receivers, Bob and Calvin. This time Alice has no access to
the true channel states, only the potentially dishonest acknowledgments. We denote F; the
acknowledgments in time slot i. A dishonest receiver can do the following: he can (a) select
the marginal distribution of the other user’s message arbitrarily; his own message is assumed
to be independent of the other user’s message and uniformly distributed over its alphabet
and the dishonest user does not have a priori access to his own message, and (b) produce
dishonest acknowledgments as a (potentially randomized) function of all the information he
has access to when producing each acknowledgment (this includes all the packets and the
pattern of erasures he received up to and including the current packet he is acknowledging
and the acknowledgments sent by the other user over the public channel up to the previous
packet). In the sequel o denotes the acknowledging strategy of the adversary. The definitions
below are specific to this chapter.

Thus, A;—1 = (W,04, F*'"1) and:
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Chapter 3. Secret-message capacity of a broadcast channel

Definition 3.3. An (n,e, N1, Nb) coding scheme against a dishonest adversary consists of the
Jfollowing components: (a) message alphabets W = [FKL]Nj, j =1,2, (b) encoding maps f;(-),
i=1,2,...,n, and (c) decoding maps ¢ (), j = 1,2 for each receiver, such that the inputs to the
channel are

X; =fk,i(w,®A,F*"‘1), i=1,2,...n. (3.4)

It provides reliability for each honestly acknowledging receiver. That is, in case Bob acknowl-
edges honestly

Pr{¢; (Y"F*"Op) # W1} <e (3.5)
is satisfied and if Calvin acknowledges honestly then

Pr{op; (YS'F*"0c) # Wa} <e (3.6)
is satisfied.

Definition 3.4. A (n,e, N1, N») coding scheme as defined by Definition 3.3 is secure against
a dishonest adversary, if in addition to reliability it also provides secrecy for each honestly
acknowledging receiver. That is, in case Bob acknowledges honestly

max I (Wy; Y,'F"Oc) <e 3.7)

PW1 O

is satisfied and if Calvin acknowledges honestly then

max [ (Wa; Y{'"F"035) <€ (3.8)
PW2 e
is satisfied under the assumption that the message of a dishonest receiver is uniformly distributed
and is independent of the other message. The maxima are taken over all possible adversarial
acknowledging strategies.

Definition 3.5. A secret-message rate tuple (Ry,...,Ry) € [Rﬂ‘f is achievable against a dishonest
adversary, if for every e > 0 there exists an (n,€, N1, No) coding scheme that is secure against a
dishonest adversary for which

1
Rj—e<—Nj, Vje{l2. (3.9)

Definition 3.6. The secret-message capacity regionin the dishonest adversary model %% H< R2
is the set of secret-message rate tuples (R, Ry) that are achievable against a dishonest adversary.

When defining security against a dishonest receiver, we assumed that the dishonest receiver
cannot control his own message distribution. Relaxing this assumption leads to a stronger
notion of security.
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3.2. Model

Definition 3.7. A (n,€, N1, N2) coding scheme as defined by Definition 3.3 is secure against a dis-
honest adversary independently of the message distribution, if in addition to reliability it also
provides secrecy for each honestly acknowledging receiver irrespective of the joint distribution
of the messages Wy, Wo. That is, in case Bob acknowledges honestly

max [ (W; Y, F"Oc|W,) <€ (3.10)

PW],WQYU

is satisfied and if Calvin acknowledges honestly then

max I (W,;Y"F"0p|W;)<e 3.11)
PWIrWZ’U
is satisfied. The maxima are taken over all possible joint message distributions and all possible
adversarial acknowledging strategies.

We refer to security definitions (3.10)-(3.11) as distribution independent security.

Definition 3.8. A secret-message rate tuple (Ry,...,Rp) € IR{]JYI is achievable against a dishonest
adversary independently of the message distribution, if for everye > 0 there exists an (n,€, N1, N»)
coding scheme that satisfies Definition 3.7 and for which

1
Rj—e<—Nj;, Vje{l,2. (3.12)
n

Definition 3.9. The distribution independent secret-message capacity region %% 15 S R2 is the
set of achievable secret-message rate tuples against a dishonest adversary independently of the
message distribution.

We also adapt the definition of semantic security. The current definition of semantic security
(1.21) considers only the distribution of one message. Applying the definition directly to
the multiuser setting thus implicitly assumes that a dishonest adversary has no control over
its own message distribution. This definition of security matches Definition 3.4, however
the implicit assumption might be too restrictive. We thus extend the definition of semantic
security for two receivers. We give definitions assuming Calvin is the dishonest receiver,
symmetric versions hold for security against Bob. We define the adversarial advantage in this
case as:

Advzsis = max {maXPr {‘d(Yan Fnro-’ WZ) = g(Wl’ WZ)}
&Pwwy0 | A

- m;XPr{y(Pwl,wz,g, Wa) = g(WI»WZ)}}- (8.13)

Note that here we let the simulator to have access to the message W, which an honestly
acknowledging Calvin will learn. The corresponding definition of adversarial advantage for
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Chapter 3. Secret-message capacity of a broadcast channel

distribution independent security in information-theoretic terms matches Definition 3.7:

Ad dlS = max I(Wl;anFn®2|W2)- (3.14)

Py, wy 0

3.3 Non-secure 1-to-M broadcast

Before summarizing our results we review the non-secure message sending problem and
the coding schemes proposed in [39,42]. First, we restate the result that characterizes the
non-secure capacity region. Let ¥ denote a permutation of {1,2,..., M} and 7; the ith element
of the permutation.

Theorem 3.1. For M < 3 or for a symmetric channel with M > 3, the capacity region Z™ of
the 1-to-M broadcast erasure channel with state-feedback is characterized by the following
inequality:

maxZ <1, (3.15)
i= 11 nk 167'[k

where the maximization is taken over all permutations  of {1,..., M}. Furthermore, if a rate
tuple (Ry,...,Rym) € AM_ then (Ry,...,Ry) € #M if and only if (3.15) is satisfied.

osf’

Further, it is known [42,49] that (3.15) is an outer-bound for ZM in all cases.

Theorem 3.2. Any rate tuple (Ry,...,Rp) € M satisfies (3.15).

We illustrate the proposed scheme for two receivers, Bob and Calvin. Alice sends messages
of rate Ry and R, to Bob and Calvin respectively. We refer to the corresponding messages W;
and W, as messages intended for Bob/Calvin or simply Bob’s/Calvin's message. According to
Theorem 3.2 Ry and R, are such that

R R
L, _ 2 <, (3.16)
1-6; 1-0616>
R R
L 2 <1 (3.17)

1-610, 1-0,

The scheme has two steps:

Step a) Alice repeats every message packet intended for Bob until either Bob or Calvin cor-
rectly receives it. She then repeats every message packet intended for Calvin until
either Bob or Calvin correctly receives.

Step b) Alice sends the XOR of one of Bob’s message packet that only Calvin received and one
of Calvin’s message packets that only Bob received. The XOR-ed packet simultaneously
carries a message packet for both Bob and Calvin. Upon reception, either is able to
receive a new message packet. Alice keeps sending such XOR-ed packets until one
of the receivers receives all his message. After that, she simply repeats the not yet
received message packets until the other receiver is also satisfied.
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3.4. Main results

The use of network coding in Step b) enables us to make use of the side information collected

in Step a). The coded transmissions are equally useful for both receivers and make the

scheme more efficient than simple time-sharing. The first step takes (in expectation) %

.. . . . an _ I’lRl nRg _ nRg
transmissions, while finishing the second step takes max{—l_ 3 T 125,6," 1-5;, ~ 1-5,05, } The

achieved rate region thus matches (3.16)-(3.17).

The scheme can be generalized for more than two receivers [42]. The proposed schemes have

the following structure:

Step a) Alice repeats each message packet until at least one of the three receivers correctly
receives it.

Step b) Alice sends linear combinations of the packets that are not received by their intended
receiver in Step a).
A key contribution of [42] is in specifying how to construct the linear combinations in Step b).
We refer the reader to [42] for the exact constructions, and highlight here the two important
properties that we rely on:
* A message packet successfully delivered to its intended receiver in Step a) is never used
in Step b).

* For M = 3, or for a symmetric channel, or for a one-sidedly fair rate tuple the proposed
scheme achieves any rate point within the region in (3.15).

3.4 Main results

3.4.1 Honest-but-curious adversary

Our main result for honest-but-curious receivers is the characterization of the secret-message
capacity region for sending private messages to M receivers over a broadcast erasure channel,
for all the cases where the non-secure capacity region has been characterized, namely, the
2-receiver, 3-receiver, symmetric M-receiver and one-sidedly fair M-receiver cases. For all the
mentioned cases, when the capacity region 2™ is known, we prove the following theorem
which describes the corresponding secret-message capacity region %AH/I .

Theorem 3.3. For M < 3 or for a symmetric channel with M > 3, the secret-message capacity
region %Ah/{ is characterized by the following inequality:

M
R; (1 - Hkgj»ﬁk) M
. s +max ) - <1, (3.18)
Jjeil,...,.M} (1 _6]) kgj k (1 _ 1‘[%4:1 6]6) i=1 1- Hk:l 6ﬂk

Ry,

i

where the second maximization is taken over all permutations w of {1,..., M}. Furthermore, if a
rate tuple (Ry, ..., Ry) € AM,, then (Ry,..., Ry) € ] if and only if (3.18) is satisfied.

We prove the achievability part of Theorem 3.3 constructively by describing a coding scheme
that achieves any rate tuple in ,%AH4 in the mentioned cases. The scheme together with the
proof of its properties are given in Section 3.5.1.
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0.5

Ry

Non-secure
message sending
capacity region

0.1

0.3

Ry

Figure 3.1: Non-secure message sending and secret-message sending capacity regions for
M=2,6,=0.7,6,=0.5.

We also develop a new converse proof to show that the scheme is optimal. We provide the
converse proof in Section 3.6, which completes the proof of Theorem 3.3. Our converse proof
inherently provides a new proof of Theorem 3.2. This new proof might be of interest on its
own, hence we provide it separately in Section 3.6.1.

Comparing regions 2™ and .OJBAH/[ , the first term in (3.18) can be interpreted as the overhead for
security. Indeed, in the scheme we present, there is a key generation phase whose duration is
proportional to this term. In Figure 3.1 we visualize this overhead for some parameter values.

3.4.2 Dishonest adversary

For the case of a dishonest receiver, we characterize the rate region ?2% g+ In particular, we
show that %% 0= %%I, i.e., the same rates are achievable against dishonest receivers as against
honest-but-curious receivers. We provide a formal description and proof for M = 2. The same
ideas can be easily extended for the cases where Theorem 3.3 holds.

Theorem 3.4. The rate region %%  as defined in Definition 3.6 is the set of all rate pairs
(Ry, Ry) € R? which satisfy the following two inequalities:

Ri(1-65) R R (3.19)
6,1-61)(1-6162) 1-61 1-6162 .

Ry(1-6 R R

2(1-01) ! 2 <. (3.20)

51(1-02)(1-06102)  1-616,  1-0;
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Achieved

rate region under
distribution independend security

Ry

Figure 3.2: Achieved rate region under distribution independent security criterion compared
to secret-message capacity region M =2, 5, =0.7, 6, =0.5.

It is clear that %% S 9?%,, since the converse developed for the honest-but-curious case
provides a valid outer bound. To prove that the region given by (3.19)-(3.20) is achievable, we
construct a linear scheme that is secure against dishonest receivers and achieves any pair in

the region. The scheme is described in Section 3.5.2.

Theorem 3.4 gives a complete characterization of the problem considering security against a
dishonest receiver. Regarding distribution independent security we do not have such a char-
acterization. We construct a scheme that satisfies this stronger security definition, however its
optimality is not clear. The next theorem gives the rate region achieved by our scheme.

Theorem 3.5. Ifa rate pair (Ry, R2) satisfies

Ri-6) RO-6) R R _ (3.21)
5,(1-01)(1-0102)  61(1-0)(1-010)  1-6;  1-6107 '

Ri(1- Ry(1- R R

1(1-6) 2(1-01) L 2_ <1, (3.22)

+ + +
02(1-61)(1=06102) 61(1-62)(1—-6162) 1-6162 1-62

then (Ry, R) € &7, 5.

From the definitions it is clear that ,%2D s S %% ;- We conjecture that there is a fundamental
gap between .0]3% ¢ and ,0}3% ;p» but we leave the proof an open question. We illustrate the gap
between the rate regions of Theorems 3.4-3.5 in Figure 3.2. The scheme that constructively
proves Theorem 3.5 is given in Section 3.5.3.
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Chapter 3. Secret-message capacity of a broadcast channel

Corollary: security against an eavesdropper

Consider the special case when R, = 0. There is only one receiver with nonzero rate and we
aim to secure his message against the other, dishonest party. In this setting the other receiver
is equivalent to a passive eavesdropper who overhears the communication. Note that the
sender does not trust the feedback from the second receiver, so this feedback is simply ignored,
or in other words, in this particular setting there is no difference between giving potentially
dishonest feedback and not giving any feedback at all. In the end, we have a broadcast channel
with one receiver and an eavesdropper against whom we aim to secure a message. Indeed,
Theorems 3.4-3.5 give the result of Chapter 2 as a special case when Ry = 0.

Equivalence between security notions

We show the following lemma which implies that the security requirement (3.10) is equiva-
lent to the extended notion of semantic security that we introduced in Section 3.2.2. This
result confirms the intuition of Section 1.4.3 that semantic security and information-theoretic
security are equivalent [24].

Lemma 3.1.

Adv <\/2-AdvEy (3.23)

. on

Adv® < 4-Adv3 log (—) . (3.24)
d d

15 1s Advf’f;s

We provide the proof of the above lemma in Appendix B.5.

3.5 Coding scheme

We constructively prove the direct parts of Theorems 3.3-3.5 in this section.

3.5.1 Honest-but-curious receivers

Following the two-phase concept introduced in Chapter 2, our scheme for the broadcast
channel has two main steps:

1. Key generation. We create M pairwise keys, each key is shared between Alice and one of
the receivers, and it is perfectly secure from all the other receivers even if they collude.

2. Encrypted broadcast. Using the keys set up in the first phase, we employ an encrypted
version of the non-secure 1-to-M broadcast scheme as described above.

Our scheme uses the property of the encryption we have seen in Chapter 2 that fewer key
packets than message packets suffice. In addition, we make use of two key observations. First,
there is no need to run the key generation protocol one by one with each receiver, the key
generation phase can be done simultaneously with all receivers. Second, in the second step of
the non-secure coding scheme, when linear combinations of packets are sent, the receivers
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3.5. Coding scheme

cannot learn any new packet from the other receiver’s message, thus if packets in the first step
are properly encrypted no further encryption is needed in the second step. It follows that the
use of network coding does not compromise security.

Before giving a detailed description we illustrate these properties through an example.

Example

In our example Alice wants to securely send N; = 1 message packet W; = [W 1] to Bob and
N, = 2 message packets W, = [W5 1, W, 2] to Calvin. The example protocol run is found in
Table 3.1 below.

Bob’s Calvin’s Bob Calvin

Ali d Bob’s k Calvin’s k

lce sends ACK ACK obs key alvins key decoded decoded
X; random v x Kp1=X;
X, random v v Kp,1
X3 random x v Kpg,1 Kci=X3
X4 = Wl,l GBKBJ X v KC,I
X5 = Wg,l (7] KCJ X v KC,l W2,1
XG = W2,2 [« KC,I X X KC 1 Wg,l
X7 = Xs \/ X W2,1
Xg=X180 Xy v v Wi1 W1, Wa o

Table 3.1: An example of the protocol run.
Key generation:

a) Alice transmits random (independent and uniformly distributed) packets X;, X», X3. At the
end of this phase, Alice and Bob share a secret key packet Kp; = X; that Bob received and
Calvin did not. Similarly, Alice and Calvin share the secret key packet K¢; = X3. The packet
X, which was received by both Bob and Calvin is discarded.

Encrypted message transmissions:

b) Alice secures Bob’s first message packets with a one-time-pad (using the secret key gen-
erated above) and repeatedly transmits an encrypted packet until either Bob or Calvin
receive. In our example this happens immediately (X;). The packet received only by Calvin
is a side information which enables us to efficiently use the channel at a later point.

¢) Inthe next few transmissions (X5- X7) we do the same with Calvin’s packets. As we see, if
only Calvin receives (X5), a part of the message is successfully delivered, however the key
used for encryption can be used again securely to encrypt the next message packet (Xg). If
neither Bob nor Calvin receive (Xg), the packet is simply repeated (X7).

d) Once Bob also has a side information (X7), we send the sum of the two side information
packets thereby sending information that is useful simultaneously for both receivers. This
happens at transmission Xg, where both Bob and Calvin can decode a novel message
packet. Note that at this step we do not need any new keys to secure the transmission.
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Chapter 3. Secret-message capacity of a broadcast channel

Detailed description

We need to define a few parameters. We note that in the case of honest-but-curious receivers
a variable-length coding scheme that adapts to the actual erasures could be used, because in
this case we do not need to rely on the statistical behavior of the channel to ensure the security
of the keys. Using such a scheme, in this setting, we could achieve secret-message capacity
even without knowing the erasure probabilities of the channel. For consistency with the rest
of thesis, we define a fixed-length coding scheme also here.

The length of the secret keys we aim to set up for receiver j (expressed in terms of packets) is
sj, and the length of the key generation phase in terms of transmissions is 7;. We define

3/4
1- —H’“M=;5'“ 1- —nkMgisk sj+ 533/4
si=Nj————+|Nj———— and n;=max———. (3.25)
j =Nj j ) :
1-ITL, Ok 1-ITL, Ok - Ll
J

1. Key generation: K; denotes the key between Alice and receiver j. Alice transmits 7;
random packets Xj, ..., X, generated uniformly at random over [Fé. K; is the vector of
the first s; packets X; for which F; = j. If there are less than s; such packets, we stop
and declare an error for receiver j.

That is, Alice transmits random packets, and we treat a packet received by only one
receiver as a shared secret between Alice and that receiver.

2. Encrypted broadcast: We now follow the two transmission steps in the non-secure
protocol, with the following modifications: in Step a), we encrypt the message packets
using key packets as we specify in the following; in Step b), we simply reuse the already
encrypted packets from Step a) to create the required linear combinations — we do not
use additional key packets.

Step 2.a) Before transmitting each message packet to receiver i, Alice encrypts it by
XOR-ing it with a key packet that has either not been used for encryption
in the past, or if used, none of the other users received the corresponding
transmitted packet. In other words, a key is reused until an encrypted packet
is received by any of the other receivers.

Consider the transmissions to receiver j. Initially, Alice encrypts the first
packet for j as W;; @ K;1 and transmits it until it is received by at least one of
the receivers. If only receiver j receives this encrypted packet, she reuses the
same key packet K 1 to encrypt the next message packet. Subsequently, if for
someiand /< Nj, k<sj: X; = W]f,( =W;j®Kj, then

Xi» lfFl = ¢
Xi+1 = W1,,£+1 =Wjra @Kj,k» ifFi = ] (3.26)

W1,,£+1: 0419 Kj k41, otherwise.
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An error is declared if the s; key packets are not sufficient to encrypt all the N;
message packets of W;. Alice performs similar transmissions for all receivers.

Step 2.b) At the end of Step 2.a), the receivers have received as side information en-
crypted packets that are not intended for them; we use the same encoding as
in Step b) of the non-secure protocol to deliver these packets to their intended
receivers.

Analysis of the secure protocol

Condition (3.1) is clearly satisfied by our scheme. We show the other required properties for
receiver j, the same arguments apply to any j.

We first argue that our scheme satisfies (3.3). From construction, we create at the end of the
first phase a key K; with
. n n n n n —
LK Y Y Y Y E™ ) =0, (3.27)
In Step 2.a), every packet W]f , that any of the other receivers receive has been encrypted using
a different key packet K; ;. These key packets, from (3.27), are secret from all other receivers.
Thus the packets received by the M — 1 other receivers together are one-time pad encrypted
and hence perfectly secret from them, even if they collude. In Step 2.b), Alice transmits linear
combinations of packets W]f , that have not been received by receiver j, but have already been
received by at least one of the other M — 1 receivers — thus, assuming these receivers collude,
they do not receive any innovative W]f ¢+ This concludes our argument and shows that
LW Y Y] Y Vi) =0, (3.28)
We next prove (3.2) showing that receivers can decode. Trivially, if no error is declared, re-
ceiver j can retrieve W; from WJ’ using his key K;. We show that the probability of declaring
an error can be made arbitrarily small. It is enough to consider the following two error events

since the other error events are similar: (i) we do not obtain s; key packets for receiver j during
the first phase, and (ii) s; key packets are not sufficient in Step 2.a).

(i) Denote by x the number of packets in the first phase that are received only by receiver j.

M
Then, « is the sum of 7, i.i.d. Bernoulli variables with parameter p = (1-6) Hkg—;&k. Thus,
L, ok
Eikl=mp=m1-8)——z5;+s"
J
The probability of error event (i) equals
Prix <sj} <Pr{Efxt—x > ¥4} < Pr{lE () - x| > s34} < eV, (3.29)

for some constant as 29 > 0. The last inequality follows from the Chernoff-Hoeffding
bound. Selecting n sufficiently large, this error probability can be made arbitrarily small.
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Chapter 3. Secret-message capacity of a broadcast channel

(i) This error event is similar, it occurs if the number of packets that only Bob receives
is significantly less than its expected value, and the same technique applies. We omit
details to avoid repetitive arguments.

With this we have shown that the scheme is secure against an honest-but-curious adversary. A
straightforward calculation with the given parameters together with the capacity achieving
property of non-secure 1-to-M protocol shows that our proposed schemes achieves any
rate tuple within the region given by (3.18), which concludes the proof of achievability of
Theorem 3.3. For completeness we provide the rate calculation in Appendix B.3.

3.5.2 Dishonest adversary

We describe a coding scheme for M = 2 that provides security for an honestly acknowledging
receiver even if the other receiver is dishonest. To achieve this goal our starting points are
the results of Chapter 2 for providing secrecy against an eavesdropper and the results of
Section 3.5.1 for serving multiple receivers at the same time. Compared to the previous coding
schemes our scheme against a dishonest adversary has the following distinguishing features:

¢ In the key generation phase the set of packets we use to compute the keys for Bob and
for Calvin are not disjoint. Despite of this, we show that the produced keys are secure.

* Although the adversary can influence the run of the protocol, we ensure that inde-
pendently of his acknowledging strategy, he cannot control how many times a given
encrypted packet from the other receiver’s message appears on the channel. From this
property it follows that we can estimate accurately the number of packets the adversary
overhears which makes it possible to use the encryption scheme as seen in Chapter 2.

¢ Inthe second phase we need coding to make transmissions maximally useful for both
users as seen in the previous section. Alice can send an XOR-ed packet only if both
receivers have a side information packet. However, a dishonest user might deny having
a side information packet and hinder these coded transmissions. In our scheme, we
limit the number of transmissions that each step might take, ensuring that the honest
receiver does not experience a loss in rate even if no encoded transmissions take place.

The design principle of the scheme is not different from the previous schemes: we have a key
generation phase and an encrypted message transmission phase. We apply coding similarly
as in Chapter 2 to make security for one receiver independent from the feedback of the other
receiver.

The operation of the protocol utilizes a set of parameters which we can directly calculate
before the protocol starts, and whose use will be described in the following. Recall that Bob’s
message W) consists of N packets, while Calvin’s message W, consists of N, packets. Similarly
as before F;, F;* € {B,C, BC, ¢} denotes that “Bob received”, “Calvin received”, “both received”,
“none received”.

1-6, ( 1-6, )3 3.30)

» =N, +[N
S8 11—5152 11—5162
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3.5. Coding scheme

o=y 0 +(N 1-0, )2 (3.31)
CT 21616, ' 21-06104 '
S' S/S/4
B B
sp= L2+ B 3.32
B 5, 5, (3.32)
S/ 513/4
C C
sc=S4+C 3.33
C 5. oy ( )
3 3
SB S |+ Sc sc \*
7] = max + ) + 3.34
! {1—51 (1—51) 1-6, (1—52) } 8:34)
M +( M )3/4 (3.35)
n = .
217 176,06, (1-6104
My = — 2 +( Na )3/4 (3.36)
22712610, (1-0616, '
. = N +( M )3/4 n (3.37)
237 125, \1=0; 2,1 .
n!! =—+(—) -n 3.38
237125, "\1-0, 2,2 (3.38)
n:nl+n2,1+n2,2+max{n§,3,ng’3 ) (3.39)

Key Generation

1. Alice transmits n; packets Xj, ..., X;,. She generates these packets uniformly at random
from Ffi using her private randomness, and independently of Wy, Ws.

2. Bob and Calvin acknowledge which packets they have received. If Bob receives less than
s packets we declare a protocol error for him. Similarly for Calvin if he receives less
than s¢ packets. When an error is declared for both users, the protocol terminates. If
not, we continue with the user not in error, as if the user in error did not exist.

3. Let Xf be the row vector of the first sg packets that Bob acknowledged. Alice and Bob
create 5}3 secret key packets as Kp = Xf Hg,, where Hg, is a sp x sg matrix and is a
parity check matrix of a [sp, sg — s;] MDS code. Similarly, using the first sc packets that
Calvin acknowledges, Alice and Calvin create s;, secret key packets using a matrix Hg.
Matrices H,, Hi, are publicly known and fixed in advance.

Encrypted message broadcast
Encryption

4. Alice and Bob produce N; linear combinations of their s}, secret key packets as K, =
Kp GKE’;, where GKlr3 isa s% x Nj matrix and is a generator matrix of an [V, s%] MDS code
which is also publicly known. Similarly, Alice and Calvin create N, linear combinations
of their s, key packets.

5. Alice creates N; encrypted messages to send to Bob

Upi=W,i®Kg;, i=1..Np. (3.40)
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Chapter 3. Secret-message capacity of a broadcast channel

Let Ug denote the set {UB,Z- 1= 1,...,N1}. She similarly produces a set Uc of N> en-
crypted messages to send to Calvin.

Encrypted transmissions

46

6. Alice sequentially takes the first encrypted packet from Up;, i = 1... Nj, that is not yet

acknowledged by either Bob or Calvin and repeatedly transmits it, until it is acknowl-
edged by either receiver. That is, if at time i Alice transmits X; = Up ; for some j < Nj,
then

X;, ifF;k=(Z5

Xi1 = (3.41)

Up,j+1, otherwise.

Alice continues these transmissions until all packets from Up are acknowledged or n;
transmissions are already made in this step. In the former case, she continues with the
next step. In the latter case, if Bob does not acknowledge % packets, then he is
considered to be dishonest and Alice continues with sending only Calvin’s packets using
ARQ. Similarly, if Calvin does not acknowledge % packets, then he is considered
to be dishonest and Alice continues with sending only Bob’s packets. In case neither
receiver is considered to be dishonest, still U is not completely delivered, Alice stops

and an error is declared for both receivers.

. Similarly, Alice sends not-yet-acknowledged encrypted packets from Uc;, i =1... Np,

until either Bob or Calvin acknowledges. If at time i Alice transmits X; = Uc, ; for some
Jj < Ny, then

X,  ifFi=¢
Xiy1= (3.42)

Uc,j+1, otherwise.

Alice continues these transmissions until all packets from U are acknowledged or 75 »
transmissions are already made in this step. In the former case, she continues with the
next step. In the latter case, if Bob does not acknowledge %:g;) packets, then he is
considered to be dishonest and Alice continues with sending only Calvin’s packets using
ARQ. Similarly, if Calvin does not acknowledge % packets, then he is considered
to be dishonest and Alice continues with sending only Bob’s packets. In case neither
receiver is considered to be dishonest, still U is not completely delivered, Alice stops

and an error is declared for both receivers.

. Let Qp denote the set of packets that only Calvin acknowledged in Step 6. Similarly, Q¢

denotes those packets that only Bob acknowledged in Step 7. Alice sequentially takes
packets from Qp and Q¢. For each transmission, she takes the first packet from Qp that
Bob has not acknowledged together with the first packet from Q¢ that Calvin has not yet
acknowledged and she transmits the XOR of the two packets. If at time i Alice transmits



3.5. Coding scheme

Xi =Qp,j ®Qc,¢ for some j <|Qpl,¢ <|Qcl, then

X;, itFr =g,
QB,j+19Qcye, ifF/ =B,
QB,j®Qcye+1, I F=C,
QB,j+19Qcr+1, ifF =BC.

(3.43)

Alice continues with the XOR transmissions as long as either receiver acknowledges
all his packets. If Bob has already acknowledged all packets from Qp, Alice repeats
packets that are not yet acknowledged by Calvin from Q. Similarly, if Calvin has already
acknowledged all packets from Qc¢, then Alice continues with repeating the remaining
packets for Bob from Qp.

If at any point, the overall number of transmissions would exceed 7 as defined in (3.39) we
stop and declare an error for the party (or parties) who has not acknowledged all his encrypted
message packets.

Protocol analysis

We prove that the presented scheme is secure against a dishonest adversary as defined in
Definition 3.4 and runs without error with high probability. We use lemmas whose proofs
are provided in Appendix B. A simple calculation with the given parameters (delegated to
Appendix B.3) shows that it achieves any rate pair in the the region defined by (3.19)-(3.20).

Security In our argument we focus on the secrecy of W) against a dishonest Calvin, but the
same reasoning works for W, against a dishonest Bob as well.

To analyze the secrecy of Wi, we may, without loss of generality, assume that no error was
declared for Bob during the key generation phase. Recall that an error is declared for Bob
only if Bob fails to acknowledge at least sp packets. If an error was in fact declared for Bob, no
information about Bob’s message W is ever transmitted by Alice. However, note that we do
account for this error event when we analyze the probability of error for Bob.

We observe that the generation of keys Kp and K¢ is no different than the key generation
against a passive eavesdropper. Also, Kz depends only on Bob’s feedback and Calvin has no
control over the protocol run in the key generation phase. Hence, we can rely on the proof of
Theorem 1.1 to show that the key generation phase is secure. We have the following lemma.

Lemma 3.2. When Bob is honest and no error is declared for Bob in the key generation phase,
I(Kp; YU FOc) < she@u Vs, (3.44)

where az 44 > 0 is a constant. Further, Kg is uniformly distributed over its alphabet.

The proof of this lemma is the same as the proof of Theorem 1.1 with appropriate substitution
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Chapter 3. Secret-message capacity of a broadcast channel

of the parameters. For this reason we omit the detailed proof.

We still need to show that the secrecy condition is satisfied by the scheme even if Calvin
chooses any message distribution Py, and applies any acknowledging strategy, i.e., (3.7)
holds. In the proof we omit taking the maximum, but the argument holds for any message
distribution and any adversarial strategy, so the statement follows. We have

I(Wy; Y'F"O¢) < I (Wh; Y'Y, F"OcUc), (3.45)

where the inequality used the fact that ® 4,0¢, W>, F" are independent of W; and we may
express anl, Uc as deterministic functions of ® 4, ®¢, W, F". Let Mg be the random variable
which denotes the number of distinct packets of Up that Calvin observes either in its pure
form or in a form where the Up ; packet is added with some Uc, ; packet. We have the following
two lemmas:

Lemma3.3. H(Y,'|Y," F"©cUcH) <E{M{}.
Lemma3.4. H(Y,)'|W1Y," F"®cUc) = E{min (s, M5)} — I (Kg; Y," F"1O¢).

The proofs of these lemmas are found in Appendix B.1-B.2. Using these in (3.45), we have
1(W;Y,"F"Oc) < E{max (0, M§ — sp)} + I (Kp; Y;" FO¢). (3.46)

Lemma 3.2 gives a bound for the second term. Notice that the probability that Calvin overhears
a packet Up ; (where we count overhearing in both pure form or as part of a linear combina-
tion), is 11_:5—‘15252 independently of Calvin’s acknowledging strategy, because Calvin has no control
over how many times a given packet is transmitted (it is repeated until Bob acknowledges).

Thus, Mg is a sum of N; independent random variables, and hence E {Mg} =M 11_:5‘?(252 . Since

3
Sp=Ni 11_:5‘?(252 + (N1 11_:5‘?32 ) ' by applying Chernoff-Hoeffding bound we have

E{max (0, M§ — sj)} < Ny Pr{M§ > s,} < Nye~ VM, (3.47)
for a constant as 47 > 0. Substituting this together with Lemma 3.2 in (3.46) we get
[(Wh; Y)'F"0O¢) < Ny~ @ VNI 4 of o= sua/sy, (3.48)

for constants as 44, as.47 > 0. By choosing a large enough value of N; (which implies a large
enough n), we satisfy (3.7).

Error probability An error happens if (a) Bob receives less than sg packets in the first phase,
or (b) he does not receive N; encrypted message packets in steps 6 and 8 before the protocol
terminates. Both these error events have the same nature. An error happens if Bob collects
significantly fewer packets than he is expected to receive in a particular step. We apply the
Chernoff-Hoeffding bound as we did earlier proving that the probability of these events can
be made arbitrarily small. We omit details to avoid repetition.
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3.5. Coding scheme

3.5.3 Distribution independent scheme

In the following, we describe a scheme which satisfies the stronger security notion as defined
in Definition 3.7. The protocol of Section 3.5.2 cannot satisfy distribution independent security,
because if Calvin knows his message a priori, then U¢ carries information about the packets
used in the key generation phase, hence potentially giving him extra information about Bob’s
key. We can overcome this issue if we modify the key generation phase and make sure that
no packet used in generating Calvin’s key contributes to Bob’s key, thus Uc is conditionally
independent of Bob’s key given W, and Calvin’s observation of the protocol. This results in
two separate key generation phases, one for Bob and one for Calvin.

Instead of sending n; key generation packets as defined in (3.34), we have a key generation of
length nf + n; , where

3

* SB Sp ¢
= 3.49
& 1—61+(1—61) (3.49)

* Sc Sc 4
= — — . 3.50
2 1—52+(1—52) (3:50)

Bob’s key is then computed from the first n] packets, while Calvin’s key is computed from
the next n; packets. All other parameters remain the same as in Section 3.5.2 and the second
phase remains unchanged too.

This scheme provides distribution independent security, which property is proved in Ap-
pendix B.4. A straightforward rate calculation completes the proof of Theorem 3.5.
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Chapter 3. Secret-message capacity of a broadcast channel

3.6 Outer Bound

We show the converse part of Theorem 3.3, by which we conclude the proof of Theorems 3.3
and 3.4. This result proves optimality of the schemes presented in Section 3.5.1 and in Sec-
tion 3.5.2. Our derivation assumes honest feedback. This provides a valid outer bound for
a dishonest adversary also, since honest acknowledging is a valid adversarial strategy. We
provide an intuitive interpretation of our proof in Section 3.6.2.

Proof. We present our proof for M = 3, the generalization of the same argument for any M is
straightforward. We are going to show that for any j and any =

2

1 _ 610203
R; (1 . ) R, Ry Ry,
50,0 + 5 + 5.5 + 5 6.5 <1 (3.51)
(1—5]')%(1—515253) 1- Ty 1- T, Y 1- T Y Y s

holds, which implies the statement of the theorem. Also, to avoid cumbersome notation we
show (3.51) for j =1 and 7 = (1,2,3). With simple relabeling, the same argument holds for
any j and 7.
n n . . n . . . . . .
n=Y HX) =Y H(XY{ " FY = Y H Xy~ v~ F e o (X vy
i=1 i=1 i=1

(3.52)

n . . . . . . . . . . .
=3 H (X (X Y (X vy
i=1

1

(3.53)
n . . . .
=Y H(xawiwawa v~y Ty R (3.54)
i=1
(X Vi YR (3.55)
1 ) s
P AATATA s i ity (3.57)

In the following Lemmas 3.5-3.8 we give bounds on each of the terms (3.54)-(3.57). Combining
these results together and taking the asymptotic of both sides gives (3.51) and in turn the
statement of the theorem. The proofs of Lemmas 3.6-3.8 are delegated to Section 3.6.3. [

Lemma 3.5. From conditions (3.1)-(3.3) it follows that

n . ) ) : nRi(1-5626
> H(X1¥ v wiwe waF) = 20209 g @58)
i=1

T (1-61)6203(1—010263)

where &35 = é"g,mﬁ, and &3 10 is a vanishing error constant specified in the proof.

)
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3.6. Outer Bound

Lemma 3.6. From conditions (3.1)-(3.3) it follows that

- I’lRl I’lRl
T 1-67 1-6:02

- nésg, (3.59)

1

n . . .
1(X5 vy
=1

where &3 g = 120+R (fl:;‘le .

Lemma 3.7. From conditions (3.1)-(3.2) it follows

- nés7, (3.60)

1 il e e n(Ry+Ry) n(R+Ryp)
I X,Yl lyl lyl lFl 1 > _
— ( s I ) 1-618, 1-016203

1

hy(2€)+2€(Ry+R;
where &3 ; = e t2ctRi+Ry) )1_51(521 2,

Lemma 3.8. From conditions (3.1)-(3.2) it follows that

n(Ry+ Ry + R3) 1 i—1~xrie1<ri=1 mi—1 n(Ry + Ry + R3)
————————— —né3g < I(X';W WoWs|Y Y, YT F <——FF— X, (3.61
1—515263 3.8 1:21 i 1Vv2 3| 1 2 3 ) 1—615253 ( )
where &35 = 12 (3€)fg(£1;5f2+R3).

3.6.1 Proof of Theorem 3.2

Proof. Itis sufficient to prove the inequality for 7 = (1,2, 3). By relabeling, the same argument
holds for any 7. We repeat the first steps of the previous proof and bound term (3.54) by 0:

n . . .

n= Y 1(X; vy (3.62)
i=1
(X vy R (3.63)
PR ATATA Gt Ea (3.64)

Lemmas 3.6-3.8 give bounds on terms (3.62)-(3.64) respectively. Combining these gives the
stated inequality. O

3.6.2 Interpretation of the converse proof

To facilitate understanding, beside our formal proof through Lemmas 3.5-3.8 here we provide
some intuitive interpretation of terms (3.54)-(3.57) and of the inequalities we derive. Similarly
as in the point-to-point setting, we can match terms to steps of our scheme, but we stress that
the proof holds for any possible scheme.

In Lemma 3.5 we see the following (here we omit small terms for simplicity):

n i . Ri(1-8,6
(1-60)8265 Y H (XY v v winpws P11 = (1~ 0203) (3.65)
i 1-610203
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The entropy term on the LHS of this inequality accounts for fresh randomness sent by the
source. In our scheme we call this the key generation phase. The constant factor (1 —61)6203
suggests that a random packet becomes a key for receiver 1 if if he is the only one that
receives the transmission. The RHS of the inequality corresponds to the expected number of
(encrypted) W) packets that not only receiver 1 gets, but some other receivers also overhear.
These are the packets that need to be secured, thus to be able to secure them, receiver 1 needs
at least the same amount of secret key packets. This lower bound on term (3.54) suggests
that any scheme has to introduce some source randomness. We find it natural to call it key
generation.

Terms (3.55)-(3.57) correspond to the second phase of our protocol. Term (3.57) corresponds
to the first step of the message transmission phase (see Step (a)), when the sender ensures
that the receivers together could decode all the messages. Terms (3.55)-(3.56) account for
the encoded transmissions. E.g. (3.55) intuitively corresponds to “a packet that is of interest
for receiver 1 known to receiver 2”. Indeed, Lemma 3.6 lower bounds this term with the
expected number of transmissions that are needed to convey to receiver 1 the side information
overheard by receiver 2.

3.6.3 Proofs of Lemmas 3.5-3.8

For technical reasons the order of the proofs does not follow the order of appearance of the
Lemmas. We use that the private randomness of the receivers does not help them decoding,
as we have seen in the proof of Lemma 2.2.

Proof of Lemma 3.8
n(Ry + Ry + R3) — n&3.8(1 — 816263) < I (Y'Y Y F™ Wi Wo W) (3.66)
= ill(yl 1Yo, Y3 i Fi; Wi WaWa| V{71, i_lYi_lFi_l) (3.67)
iz
:i 1(Y,1 Yo, Va5 Wi Wo Wa Vi~ Vi Vi FIU R (3.68)
:Xn:Pr{F,;éQ&}I(Yl,Yg,Yg,,WleWsIYI’ DA A i IF,;éczs) (3.69)

™M= W

~
Il
—

P ATATATA G i Ay S [ ) (3.70)

Here, the first inequality is Fano’s inequality, and we exploited the independence property of
F;. This completes the proof of the first inequality of the lemma. Further, we also see that

I(Y'Y Y F Wi WaWs) < n(Ry + Re + Rs). 3.71)
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From (3.66)-(3.70)
n . . . .
IV Y FMWaWs) =Y T (X,-; UALAT N S A Yg’_lF’_l) (1-616263), (3.72)
i=1
which gives the second inequality of the lemma. O

Proof of Lemma 3.6

From the same type of derivation as we apply in Lemma 3.8, we have that

ZI(Xi;WllYI’_lF’_l)z L s (3.73)
i=1 — U1
n il nR
I X;wWh Yty R < — 3.74
= ( i 1| 1 2 ) 1—5152 ( )
Thus,
nRy i-1pi-1
~n&e< Y 1 Xy F) (3.75)
1-6; i=1
= (X Wy YT Y e (X Y ) < 1 (X v YT R )
i=1
n . . . . . .
< (X Wy YT R g (X v ) (3.76)
i=1
an u i—1 - -
<s———+ Y I1(x; vy R 3.77
v Z&(, Sy (3.77)
O
Proof of Lemma 3.7
The proof follows the same steps as the proof of Lemma 3.6. We omit details. O
Proof of Lemma 3.5

To show the statement, we prove the next two helper lemmas. Combining the results of
Lemma 3.9 and Lemma 3.10 completes the proof of Lemma 3.5.

Lemma 3.9. From the definition of the channel it follows that

1 picly - 1-6,65 & S ,
H(Xilyll_lYZZ_lYS’l_lWlWZWE‘»FZ_I) 2 e > I(Xi: Yll_l|Ygl_lygl_lWleWe.Fl_l).
1 (1-61)6203 (3

n

1

(3.78)

Proof. The proof follows the same steps as we have seen when deriving inequality (2.45). Here
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we omit some intermediate steps. Recall that W is a shorthand for (W;, W,, W3).

0< H(YIVYSF"W) = H(Y" Y, V' F"W) + H (Y1, V" Y, Y F'W) (3.79)
_ H(Y1”_1|Y2”_1 st—an—IW) _ I(Yln—l; YZ,nYS,nFnlyzn_l st—1Fn—1W)
+ H(Y1,n Y Y F W) (3.80)
= H(Y N P W) - (V) X T YT R IW) (10— 62683)
+ H (X" U F W) (1-61)6265. (3.81)
We do the same steps recursively to obtain the statement of the lemma. O

Lemma 3.10. From conditions (3.1)-(3.3) it follows that

Ry

n
—— —né310, 3.82
1516205 nés 1o (3.82)

n . . . .
Y I(X,-; iy Y;*F’*lwlwzwg) >
i=1

where 310 = 283.10a + 3.100 + €3.10¢ + E3.10d- 63.10a>E3.100,E3.10¢,E3.10a are vanishing error
terms, defined throughout the proof.

Proof.
n . . . . n . . . .
Y (X Vi T T T W wa we) = 3 1 (X v T R g (3.83)
i=1 i=1
—I(X,-;W2W3|Y2"‘1Y3i‘1Fi‘1W1) + I(Xi;W2W3|Y{‘1Y2i‘1Y;‘lF"‘lwl). (3.84)

We bound the terms in (3.83)-(3.84) one by one. First, consider the two terms in (3.84). From
the decodability condition and Fano’s inequality we have

(Y)Y F WoWa|Wh ) < 1 (Y5 Y3 F™ WaWs) + n(ha(€) + €(Ro + R3)). (3.85)

Following the same kind of derivation as in the proof of Lemma (3.8), we can write

n . . . n . . .
Y I(Xi; W Ws V™! Y;‘lFl‘lwl) <y I(Xi; Wy Wa V]! Y?j‘lF"l) + 185100  (3.86)
i=1 =1

1

hy(€)+€(Ro+R3)
where &3.104 = ZTgfszg,s

For the other term, we use the independence property of the messages:

L") Y F WoWs|Wh) = I (Y'Y Y F™ Wo W) — T (Wh; Wo Wa) + T (Wi Wo W3 Y'Y, Y F)
> I(Y"Y, V' F"; W, Ws), (3.87)

and thus
n . . . . n . . . .

I(Xi;W2W3|Y1’_1Y2’_1Ysl_lFl_IWl) >y I(Xi;W2W3|Y1’_1Y2’_1Y3f_1F’_1). (3.88)
=1 i=1

1
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Now both terms have the form which is similar to those seen in Lemma 3.8. This enables us to
bound these terms using the same ideas. Doing so gives

1 ; ; ; n(Ry+R
DA AT sy T R R e 0 (3.89)
] 1-6,03
1 ; ; ; ; n(Ry+R
PRI PR AT s s  a T MR RS e e (3.90)
i=1 1-616203

It remains to give a bound on the term in (3.83). From the security condition! and after a few
basic steps (as seen in the derivation of (2.54)) we can arrive to

n . . . n . . . .
nsiop> Y1 (X Wil T E) = Y 1 (X v YT T R ),
i=1 i=1

(X Wal Y (s v R, (3.91)
where &3 19 = —=—=. From a similar result as we have seen in Lemma 3.8:
1-6,63

- - - . nRkR
I(Xi;WllYf lyj-lyj-1Fi 1)2%—%&106, (3.92)

where &3 10¢ = %. Further, a symmetric result to Lemma 3.7 shows:

i rie] i n(Ry+R3) n(Ry+R3)
I Xy, v Yy ty et > - —n&3.10d) 3.93
( LYy 1Y, Y ) 1-0,05  1-010,05 3.10d (3.93)
where &3 104 = %ﬁ?%. Applying these bounds in (3.91) results

1 i i i1 i n(Ry +R n(Ri+R,+R
Z—I(Xi;Yf_llel_lYg,l_lFl_IWJ2 Mo+ fy) _nthy+ R+ By) — 1(E3.10b + E3.10¢ + E3.104)-
i=1

1-08203 1-610203
(3.94)

Substituting back (3.89)-(3.90) and (3.94) to (3.83) results the claim of the lemma. O

3.7 Next steps

In this chapter we have seen that the techniques developed for a point-to-point channel are
applicable (with appropriate modifications) for a broadcast channel. Our two-phase protocol
design achieves capacity in this setting also. Indeed, we have seen that the point-to-point
channel can be seen as a special case of the broadcast channel.

In the following chapters we turn our attention toward networks, where communication takes
place over multiple channels.

1Recall that in outer bound proofs we use the weak form of security.
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Secret-message capacity in networks

The current chapter and the next chapter investigate the secret-message sending problem in
networks. We restrict our attention to networks where all channels operate independently. In
particular, we do not consider broadcasting, instead, our networks are built from the same
kind of point-to-point channels that Chapter 2 considers, i.e., all channels are potentially
eavesdropped point-to-point erasure channels with state-feedback. This model is well suited
for wired networks and also matches today’s common wireless practice which aims to operate
all wireless link independently using different frequency bands for each connection.

In this chapter we provide exact characterization for a number of simple network topologies.
First we look at a network that consists of multiple parallel channels between the source and
the destination node. We then consider the V-network, which is an intermediate step toward
multihop settings. The V-network has two sources that have a common destination and that
have access to a limited rate common randomness. The last topology we consider is the
triangle network, where the source is connected to the destination via two paths: one goes
through an intermediate node whereas the other is a direct channel. These topologies are
depicted in Figure 4.1.

o
Fw oY 0

(a) Parallel channels (b) V-network (c) Triangle network

Figure 4.1: Our networks. Causal channel state-feedback are sent over a separate noiseless
public channel (not shown).

In all cases we derive the secret-message capacity against an eavesdropper who wiretaps
any one channel of her choice. We present optimal coding schemes for each setting. We
build on ideas from the previous chapters, but beyond that, each setting requires several new
ideas. In particular, to achieve security we can exploit not only the channel erasures, but also
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the structure of the network. Intermediate network nodes have the possibility to inject new
randomness to the network, while common randomness between nodes becomes a precious
resource. These new features make the behavior of even these simple networks nontrivial.

We extensively use the linear programming approach that we have introduced in Section 2.6
for the point-to-point channel. We give both our coding schemes and our outer bounds in
form of linear programs, which is a new approach to address network secrecy problems.

4.1 Related Work

Secure network coding considers secure communication over a network that consists of unit
capacity, error-free channels [55, 56]. A strong connection between the min-cut, the number
of eavesdropped edges and the secrecy capacity of the network was shown. In particular,
if the min-cut is h and Eve eavesdrops on z channels, the secrecy capacity is h — z. In that
setting, the secret-message capacity is the same whether or not the set of wiretapped edges
is known. In our networks this is not the case. Note that in the case of error-free channels,
state-feedback is superfluous. Hence, the setting of [55,56] can be seen as a special case of our
network when all erasure probabilities are zero. Indeed, our proposed schemes specialize to
the secure network coding scheme when the erasure probabilities get close to 0.

Wyner’s wiretap channel [25] was generalized for networks [57, 58] and more specifically for
wireless erasure networks [59], however none of these works consider feedback.

4.2 Parallel channels

4.2.1 Model

As shown in Figure 4.1a, a source, Alice is connected to the destination, Bob through indepen-
dent parallel channels. The number of channels is £ = 1. The operation of the channels are as
we described in Chapter 1. According to Definition 1.1 in this setting (1.6) becomes

Xei= fioi (W04 F ), i=12m k=10 4.1)
Bob simultaneously receives through all channels, hence (1.7) in Definition 1.1 has the form
Pri{p(Y)",....Y,, F",0p) # W} <e. 4.2)

The eavesdropper, Eve, might select any one channel to wiretap without Alice or Bob being
aware of her choice. This is equivalent to having an eavesdropper on every channel, but these
eavesdroppers do not collude. The security criterion (1.9) in Definition 1.4 is thus

1(w;ZFrep) <e, Vjell,..., o) 4.3)
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4.2.2 Main result

The following theorem gives the secret-message capacity for the communication setting
with ¢ parallel channels.

Theorem 4.1. The secret-message capacity of the network with ¢ parallel channels is the optimal
value of the following linear program, where all parameters m;, c; = 0:

maxR, such that:

4
R=<) (1-6)m; (4.4)
i=1
Vie{l,...,t}:
1-6; £
mi(1—6,‘)—”556i6ig(1—6i)+ Z Cj(l—(sj') (4.5)
1_51'5iE j=1,j#i
1=2m;+c¢;. (4.6)

We show that through its parameter values, the above linear program describes a coding
scheme that achieves secret-message rate R in all cases when the linear program is feasible.
Discussion

The linear program in Theorem 4.1 follows the structure of the LP (2.61)-(2.63). Constraint (4.4)
is a rate constraint, constraints (4.5) are security constraints for each channel and con-
straints (4.6) are time-sharing constraints.

For the special case of ¢ = 1, we get the same LP as we have seen in Section 2.6 for the
point-to-point channel. Consider ¢ = 2. Then, the linear program is the following.

maxR, such that:

R<s(1-61)m+1-56)my 4.7)
1-6
mi (1-6)) ——2— < 1815 (1-61) +¢2 (1 - 62) 4.8)
1-6161€
1-02g
My (1—02) —————— <2025 (1-62)+c1 (1-61) (4.9)
1-0,2025
l=2m;+¢ (4.10)
1=my+ 0. (4.11)

It should be noted that — as opposed to the LP seen in Section 2.6 — the solution of this
linear program is not trivial any more. Given Theorem 2.1, it is clear that if we knew that the
eavesdropper eavesdrops on the first channel, the secret-message capacity would be

1-6101k

: 4.12
1-6,6%, (@12

(1-62)+61(1-61)
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0.1H — Secret-message capacity
" ||— Secret-message capacity with Eve’s location know|
0 Secret-message capacity without feedback ‘
0 0.2 0.8 1

0.4 0.6
01 =01 = 02 = ba

Figure 4.2: Parallel channels: example secret-message capacity with/without knowing Eve’s
location, with/without feedback

whereas if we knew that she selects the second channel, it would be

1-020
(1—51)+525(1—52)—2§E. (4.13)
16205,
One might expect that if her selection is not known we can possibly achieve
1-0,0 1-020
min{ (1-62) +815(1-81) ———=, 1 =81) + 825 (1~ 82) ———— (4.14)
1_51615* 1_6252E

The above formula gives a trivial upper bound, however — as we show here - it is not achievable
in general. In some cases the secret-message capacity is strictly smaller than (4.14). To
illustrate the gap, we plot one such case in Figure 4.2. In the same figure one can also observe
the role of state-feedback. In our example case, if feedback is not available, one cannot do
better than using secure network coding after applying an error correction code on each
channel.

4.2.3 Codingscheme
Principle

In our scheme we use the ideas that we developed in Chapter 2 for the point-to-point channel.
In particular, we have two phases on each channel, a key generation phase and a message
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4.2. Parallel channels

sending phase. This time, the sender sets up two different secret keys, one against each
eavesdropper (or in other words, one for each). Then, the message is split into £ parts, one
part to be sent on each channel. In the second phase channels operate independently. The
sender encrypts the message part assigned to each channel using the secret key of the given
channel and transmits the encrypted packets using ARQ in the same way as we have seen for
the point-to-point channel.

Compared to the point-to-point channel, the novelty of the scheme lies in the key generation
phase. We exploit the fact that a key generation packet sent over channel j and correctly
received by the destination can serve as a secret key against every eavesdropper, except the
one who wiretaps channel j. Clearly, such a packet is a shared randomness between the
sender and the destination, and the eavesdroppers on the other channels cannot have any
information about it. On the RHS of (4.5) new terms ¢; (1 - ;) appear, which corresponds to
this observation.

Detailed description

We assume that a feasible set of parameters for the linear program in Theorem 4.1 is given. For
a given n, we define the following parameters:

Vie{l,...,f}:
3
ne; = —L_ 4 i (4.15)
'T1-6; 1-6; '
’ 5
s~—i+i (4.16)
i — . .
O0ig Oir

Let N; be the number of message packets that can be reliably and securely transmitted on
¢

j=1,j#i
(4.5) such N; exists such that lim;,_.o % = m;(1-90;). For a detailed calculation of N; see

channel i using nm; transmissions and a key of size s} + 3. sj. By Theorem 2.2 and from

Appendix C.1. Then N = Zle Nj, and an (n,€, N) coding scheme is as follows:

Key generation: On channel j Alice sends nc; packets selected independently and uniformly
at random. If the destination does not receive s; packets on some channel i an error is
declared. For channel j the secret key S; consists of two parts. The first part is the s;. secure
key packets generated from the first s; packets received through channel j using the key

¢

i=1,i%) Si random packets that

generation scheme in Section 1.5. The second part is the first }_
the destination receives on channels other than j.

Encrypted message sending: For each channel j, N; message packets are assigned and Alice
performs the second phase of the scheme for a point-to-point channel (as described in
Section 2.4), i.e., she encrypts the N; message packets using the secret key S; and forwards
them with ARQ. If the destination does not receive all encrypted message packets, an error is
declared.
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Analysis

The security of the above scheme directly follows form Theorem 2.2 and (4.5). The rate of
the secret key S; that we set up for each channel equals ¢;6;g(1-6;) + Z?Zl‘#i cj (1 - 6]-),
which by Theorem 2.2 and (4.5) is sufficient to secure a message of rate m; (1 -6;). The nm;
transmissions in the second phase support rate m; (1 — §;), thus overall we can send a message

of rate Zle m; (1 —9;) such that (4.2) and (4.3) are satisfied for a large enough n.

On each channel two phases run and we have already shown that each of these succeeds with
high probability. The error probability of the scheme is upper bounded by the sum of the error
probabilities on each channel. The analysis in Section 2.4.3 has already shown that for every
channel the probability decays to 0, thus by the same argument the overall error probability is
also arbitrarily small for a large enough n. This proves the direct part of Theorem 4.1.

4.2.4 Outer bound

We provide the outer bound also in the form of a linear program. We derive several general
information inequalities and transform them into linear constraints by treating entropy and
mutual information terms as arbitrary non-negative parameters. As we are going to see, there
exists a one-to-one mapping between the parameters we define this way and the parameters
of the coding scheme linear program. That is, the outer bound linear program has the same
form as the linear program that describes the scheme, which shows immediately that the outer
bound matches the achieved rate.

As a first step, we show that assuming independence of simultaneous transmissions on dif-
ferent channels does not reduce the achievable secret-message rate. The theorem below
formalizes the following: if a scheme does not satisfy independence of simultaneous trans-
missions, we can construct another scheme that achieves the same rate and satisfies the
assumption as follows. We take ¢ independent copies of the scheme (using independent mes-
sages and new independent randomness). In every ¢ time slots we proceed one transmission
of each copy such that on all the ¢ edges a different copy of the scheme runs in each time slot.
Clearly, the rate does not change and also packets sent in the same time slot are independent.

Let ¢4 be the class of functions that give back a subset of their inputs, such that the selection of
the subset does not depend on the input, i.e.

¢ ={glg(X) = X's,for some I € 2" X1} 4.17)
where X’s denotes the vector X restricted to indices I g

Theorem 4.2. Ifthere exists a scheme &2 that achieves secret-message rate R in our setting, there
also exists a scheme that achieves the same rate and for which

1(Xe Xilg v/ 2 F ) =0 (4.18)
foreveryi, foranyk, j, k # j and for any function ge 4.
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Corollary 4.1. Ifforeveryi, foranyk, j, k # j and for any function g € 4 (4.18) holds, then
1(Yes Viilg (Y™ 2 P w) ) =0 (4.19)

also holds.

Proof. To help readability, we show the theorem for ¢ = 2, the generalization for any ¢ is trivial.
We construct a new scheme that achieves the same rate as follows. Let X and Y denote the
channel inputs and outputs of the given scheme &2. We take two independent copies of the
scheme 2. Let 2’ and 22" denote the two copies. The channel inputs defined by ' and 2"
are

/ ri—1
X = fui (@'A» y” ,W’), (4.20)

ni—1

X,f} :fk,i(G)Zp Y? ,W”) (4.21)

for some function fi,; defined by the scheme 22. Here (©/,, W') and (©'}, W") are independent
random variables. For the new scheme

04=(0,,0), (4.22)
w=(w',w"). (4.23)

The new scheme uses 27 transmissions defined as follows:

Xi@i/i’ if i is odd
X1,i= » 2 (4.24)
Xlg”i , ifiiseven

’2

" . ..
Xfﬂ , ifiisodd
"z

X1 = (4.25)

X2, ifiiseven
2,5

The new scheme achieves the same rate as &2, since it runs two copies of it in 2n time slots.

Let F'" and F''" denote the channel states relevant for each copies. Also, for i odd and some

g, g"e€%:

. . ri—1 ri—1 ni—1 ni—1
I(X]l;Xleg(Yl_IZl_anW)):H(X]1|g,(yy Z(@ F/nwl),gll(y.@ Z@ Fllnwl/))
(4.26)
ri—1 ri—1 ni—1 ni—1
- H(X1i| X0, &' (Y‘@ 77 F’"W’), g" (Y‘@ VAd F”"W”)) 4.27)
(@/i—l yri—l g/i—l yri—l
- H(Xlilg'(Y z F'"W’))—H(Xlilg’(Y z F’"W’)) -0, (4.28)

where the last step follows, from the independence of variables used by &' and 2#". By
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symmetry, we get the same result for i even. Corollary 4.1 is a direct consequence of (4.18) and
the fact that channel erasures are independent. O

In the rest of the proof we will assume (4.18)-(4.19). Similarly to our previous outer bound
proofs we assume that F; contains also Eve’s channel state information and use the fact that
Op does not help decoding. We can now start deriving the inequalities that will serve as
constraints in our linear program.

Rate constraint
Lemma 4.1. For any achievable message rate R:
n

(1=6)) Y. 1(x;5 Wiyt E1), (4.29)

i=1

nNR—né&y <

M~

where&41 = hy (€) + Re.

Proof. We use Fano’s inequality and the independence of channel erasures:

n . . l
nR—n6"4,1SI(Y”F”;W)=ZI(IG;W|Y’_1F’_1) Z (Y],,WIY’ VWi Yoy F 1)
i=1 j=1

ﬁM:

n ¢ . . / n . .
@ Z Y (Vs wiy T T = Y (1-6,) 1 (x5 wIYITTEY). (4.30)
i=1j=1 j=li=1
In step (a) we used Corollary 4.1. O
Security constraint

Lemma4.2. Foranyke{l,...,¢}:

(1-64)(1-6kp)

n
y I(Xk,,-; WlYi_lFi_l) —ne<

1_6k6kE i=1
n . . é . .
ZakE(l—5k)H(Xk,i|YHFHW)+ Y (1-96)) (Xj,l-|YHFHW). 4.31)
i=1 j=Lj#k

Proof. We are going to show that for any k

n . . . . . .
> (1-6x6kp) (Xk,i; W Y’_lZ,’C_lF’_l) + ¥ k(l -5)) I(Xj,,-; W Yl_IZ]’c_lFl_l)
i=1 j=Lj#

n
=Y Y (=6 1wy P, @32)
i=1j=1
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and
n . . 4 . . .
Z@kE(l—5k)H(Xk,i|Yl‘1F"1W)+ y (1—6]-)H(Xj'i|Yl_1Z,i_1Fl_1W)
i=1 j=1,j#k
n . . .
=Y 1 —5k5)I(Xk,i;W|Yl_IZ;C_1Fl_1) —ne. (4.33)
i=1
We eliminate the common term Y., I (X ;; W|Y'~! Z{"! F'~1) by combining the above two
inequalities:

(1-61)(1—6kp)

o & I(Xes WY = ne < Y 61 (- 60 H (XY P )
- E i=1

i=1
- i-17i—-1pi-1
Y (=8 (H(Xuy Tz w)
j=Lj#k
(1-61) A -0kp) A i
T 600 (1 (5.5 WY 2 FY) = (X WY L ))) (4.34)

n

2 Z Sip(1=55) H(Xk,,-w"*lF"*lW)

(1-61) (1 —6kp)

¢ L . L
+ 2 (- 61( (Xj'”Yl_lZIi_lFl_lW)"' I(Xj,i;Z,i_llY’_lF’_IW))

j=1Lj#k 1-6kbkE
(4.35)
n
<Y Sk (=60 H(Xe Y P w)
i=1
l . . .
v (=) (H (X T W) -1 (x5 2 R w)
j=1,j#k
A=0K)A=6kB) (v . i-1,yi-1pi-1
L I(X,,l,zk Vémys W)) (4.36)
(b) i—1i—1 £ i-1pi-1
<Z6kE(1 5k)H(Xk,|Y F W)+ 3 (1—6,-)H(X]-,i|y F W), 4.37)
i=1 j=1,j#k
where in (a) we have used that
1(Xjs WY ZE Y < 1 (X s Wiy R (4.38)

= 1(X5 2 W W) 1 (X5 2 YT ) < 1 (X 2 Y T W), @s)
and in (b) we have used that W <1.

It remains to show (4.32) and (4.33). First we show (4.32).
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From (4.30),
4 n . .
Y (1-6,) Y (X WY T = 1 (YT W) < 1(Y" ZE W) (4.40)
j=1 i=1
@ v i-1 i-1pi-1 ‘ i-1 »i-1pi-1
DY a-6xbip) (X s WY ZI P 4 Zk(l—aj)l(xj,i;ww Z Y.
i=1 j=1j#

(4.41)

The derivation of (a) follows the same steps as (4.30).

As for (4.33), we use the independence property of the channels and Theorem 4.2 to get (we
omit some intermediate steps):

0< H(Y"|Z"F"W)
< | I 7 . . .
= Zl— (A =8ke) (X YT ZET I W ) 4 6 (1 - 600 HXp il VI 2 FI )
1=
[ . . .
+ ;?ﬁk(l_6j)H(Xj,i|Yl_IZ]l€_lFl_1W) (4.42)
J=bLJ

n . . . . .
<Y —Q-6p) I (Xk'l-; Yz pi W) + 8 (1-61) H(Xk,il yi-1pi-1 W)
i=1

Y (=8 H(xY T 2 E w). (4.43)

¢
j=1j#k

J
Also, from the security criterion, we have that
n . .
ne>I(ZIFW) =Y (1-64p) I(Xk,l-; W|Z,’C_1F’_1) : (4.44)
i=1

thus,

A=6k) Y. 1 (Xess VITUZT FTIW) 2 Y =100 = 63) (Xi s WIZE FI7Y)
i=1 i=1
+(1 —5kE)I(Xk,l-;W|Yi*12,i*1Fi*1) (4.45)

n . . .
> —ne+ Z (1-0kR) I(Xk,i;WIY’_lZ,’C_lF’_I). (4.46)
i=1

Combining (4.43) and (4.46) results (4.33). O

Time-sharing constraint

Lemma4.3. Foranyje{l,..., ¢}:

n
n=Y H(Xj,,-wi‘lFi‘lW) 4 I(Xj,i; W Yi_lFi_l). (4.47)
i=1
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Proof.

n n . X
n=) H(X;)z Y H(Xly' ™ Pt =

n
i=1 1=

1 H(Xj,iw"‘lF"‘l W) +1 (Xj,,-; W Y"‘IF"‘l) .

~
Il
—

(4.48)

O

Outer bound linear program

We use Lemmas 4.1-4.3. We divide the inequalities in the lemmas by n and take the limit
with n — oo, € — 0 (by this we eliminate the small error terms). We introduce the following
relabeling by which we define the variables of our outer bound LP:

RN i-1pi-1
i~y ~1(x; Wy (4.49)
i=1n
G~y lH(X- 1Y E W) (4.50)
i . n Ji . .

~
Il
—

We rewrite the inequalities in Lemmas 4.1-4.3 and get:

4
R<) (1-6,)m;

i=1

Vie{l,...,t}:

. 1-6ig _ S
mi(l—éi)—m56i6i5(1—5i)+ Z Cj(l—aj)
1-6i6ig j=1,j#i
1=m;+¢;.

We treat variables m;, ¢; as arbitrary non-negative variables and take the maximum value in
R, which results an outer bound. By this we arrive to the same linear program as the scheme
linear program, proving optimality of our scheme. O

4.3 V-network

In this section we investigate the V-network depicted in Figure 4.1b, where two sources S; and
S, are connected to a common destination through independent erasure channels. The two
sources share a rate limited common random source and they both have access to the same
message W to be cooperatively sent to D.

This model is motivated by the observation that in a network, nodes cannot share arbitrary
amount of randomness. The rate of available common randomness limits the amount of
keys that can be generated on one of the channels and used for encryption on the other
channel. In one extreme, without any common randomness we get the sum capacity of the
two point-to-point channels. In the other extreme, with infinite rate common randomness,
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we get the secret-message capacity of two parallel channels. In this section we explore the
intermediate cases.
4.3.1 Model

We denote the common randomness V. For simplicity we assume that the common random-
ness is available in the form of i.i.d. uniform random packets. The rate of common randomness
is Cr, that is H (V) = nC,. We assume that S; and S, share nC, uniformly random packets.
The sources can generate private randomness ©; and 0O, at infinite rate. The channel inputs
are defined by

Xl,i = fl,i (W) ‘{J)QI)Fi_l)v (4.51)

X5i=foi (W, ‘P,®2,FH). (4.52)

As before, we assume that Eve observes any one of the two channels. We think of such
an eavesdropper as two noncolluding eavesdroppers Ej and E, wiretapping channel 1 and
channel 2 respectively. The decodability and security conditions are the same as for the
parallel channels’ case, (4.2)-(4.3) applies with £ = 2.

4.3.2 Main result

We characterize the secret-message capacity of the V-network.

Theorem 4.3. The secret-message capacity of the V-network is the optimal value of the following
linear program, where all parameters m;, c;,c, ki, r; = 0:

maxR, such that:

R=(1 —61) mp+(1 —52) my (4.53)
-01F (1-61)

my (1- 51)m<(01+k1)511€(1 61)+r 11?5—16154_r2+62(1 62) (4.54)
my (1 - 62)%<(02+k2)625(1—62)+r2%+r1+cl(1—61) (4.55)
lzm+k +c+ N (4.56)

= 1 1 1 1—51 .

r2

1= k 4.57
=my+ 2+(32+1_62 (4.57)
Crzc+ri+n (4.58)
02(1—51515)014-(1—52)62 (4.59)
c=(1-06202p)c2+(1—-01)cy. (4.60)

The interpretation of the new variables will be clear from the description of our scheme.
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00 0.2 0.4 0.6 0.8 1
01 = 0ip = 02 = b

Figure 4.3: Secret-message capacity of the V-network as the function of the rate of common
randomness

Discussion

In addition to a rate constraint (4.53), security constraints (4.54)-(4.55) and times sharing
constraints (4.56)-(4.57) a new set of constraints (4.58)-(4.60) appears. These new constraints
describe the use of the common randomness, hence we refer to them as common randomness
constraints.

In Figure 4.3 we plot the secret-message capacity of the V-network for some example parameter
values with several common randomness rates.

As one can observe, the solution of the LP in Theorem 4.3 does not coincide with the rate that
a simple time-sharing between the two extreme cases (rate 0 and rate 1 common randomness)
would give. Note that beyond a threshold value, the increase of common randomness rate
cannot increase the secret-message capacity. For comparison, we plot the secret-message
capacity against the time-sharing rate for some example parameter values on Figure 4.4.

4.3.3 Codingscheme

We prove the direct part of Theorem 4.3. Given any feasible point of the LP in Theorem 4.3 our
scheme achieves the value of the LP.
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0.1

— Secret-message capacity
Time-sharing rate

0 0.2 0.8 1
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Figure 4.4: Secret-message capacity of the V-network compared to the rate achieved with
time-sharing

Principle

We build on our scheme for the parallel channels. The novelty of our scheme for the V-network
is the efficient use of common randomness for key generation. We need to distinguish key
generation from the private randomness of each source and key generation from the common
random source.

In order to use common randomness the most efficiently we introduce two new techniques.
We have seen in the previous section that a key generation packet that D receives contributes
to the key that is used on the other channel. In the V-network this holds only for packets
generated from the common randomness.

Our first observation is that transmissions from the common randomness need not to be
independent. Consider the example on Table 4.1. For simplicity we assume that Eve’s channel

Packet D E; E, KeyforS; KeyforS,

S1 sends Xy x v X x
S, sends X5 x v x x
Sysends Xj0Xo V x v v

Table 4.1: Coding across packets from the common randomness

state is known. Packets X; and X, are common random packets sent by S; and S, respectively.
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The first two transmissions are not successful for D, but X; gets received by E; and X, gets
received by E,. Although both X; and X, are known by one of the eavesdroppers, they can
still contribute to both keys. In our example, as a third transmission, S, sends X; ® X». E»
does not receive the transmission, hence X; ® X, becomes a key against both eavesdroppers.
Observe that the important property of a key generation packet is that it is innovative for D
and E; (taken together) and also for D and E, (taken together). In our scheme we use coding
to generalize this idea for the case when Eve’s channel state is not known. This key generation
strategy achieves the same key rates as if a new random packet was sent in each transmission,
but it uses the available randomness more efficiently.

Our second observation is that ARQ can be used also as a key generation technique. On
one hand, retransmission of a random packet increases the chance of the eavesdropper to
overhear it, which results a lower key rate on the given channel. On the other hand, ARQ uses
less common randomness than sending always an innovative random packet and a packet
always provides a key for the other channel. Thus, in some cases ARQ is a reasonable strategy
for key generation, unlike when the common randomness is unlimited.

We split the common random packets and apply a time-sharing between the above described
new key generation methods.

Detailed description

In our description we focus on the key generation step. Given a secret key for both channels,
the encryption and the message sending phase is the same as we have seen in previous section.
Building on Theorem 2.2 and the results of the previous section it becomes clear that the
availability of a key of sufficient rate (as required by (4.54)-(4.55)) ensures that the claimed
secret-message rate (4.53) is achievable. To ease readability we omit detailed parameter
definitions for the second phase.

Below we describe the transmissions each source does. Every step results a key of a certain
rate, the keys of S; and S, are the concatenation of these keys. Keys are generated as linear
combinations of packets received by D, similarly as we have seen in Section 1.5. Here we only
claim the key rate achieved by each step, we delegate parameter definitions and proofs to the
analysis of the scheme.

Initialization:

The common randomness ¥ (or potentially a part of it) is split into three disjoint sets of
random packets:

HMW)=n(c+r +r). (4.61)

We assign nr; packets to S; and nr; packets to Sy. The third part, nc packets will be used
commonly.
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Key generation:

Step 1) S; and Sy send nk; and nk; uniform random packets generated from their private
randomness. Key rates k1015 (1 —901) and k;62£ (1 — 62) are achieved for S; and S.

Step 2) S; and S; send the nr; and nr, packets from the common randomness using ARQ.

rd:(1-61) 1202£(1-0>) :
Key rates rp + =715 501, and ry + 24752 5,0, are achieved.

Step 3) The nc packets from the common randomness are arranged into vector C. Out of
these packets nc + nc, linear combination packets are produced to be sent by S; and
S, respectively. The linear combinations are produced as follows:

CG= [cl Cz] , (4.62)

where G is a nc x n(cy + ¢2) matrix and is a generator of an MDS code. C;,C, are
vectors of nc; and nc, packets. These packets are sent (once each) by S; and S,
respectively. This step creates arate 615 (1 —91) c1 + ¢2 (1 —92) key for S; and a rate
025(1=02)co+c1(1-67) for S,.

Message sending:

Using their keys from the key generation phase, S; and S, transmit a rate m; (1 —6) and arate
my (1 —62) part of the message. Channels operate independently, they both apply the second
phase of the coding scheme for a point-to-point channel. We omit details to avoid repetition.

Analysis

The previously proved properties of the message sending phase together with constraints
(4.54)-(4.57) shows that secret-message rate R is achievable, if the claimed key rates are
achieved. In the following lemmas we show the key rate of each step. We highlight the ideas
here and delegate details to Appendix C.2.

Lemma 4.4. Step 1 of the key generation phase achieves secret-key rates k1615 (1—01) and
k2625 a- 62) fOT Sl and 82.

Proof. This step of the key generation is the same as the key generation scheme in Section 1.5.
The lemma is a rephrasing of Theorem 1.1. O

Lemma 4.5. Step 2 of the key generation phase achieves secret-key rates r, + %}gj) and

rn+ —’Zfi’j;j@;f” for Sy and S,.
Proof. For the keys of S;, the security of packets sent on channel 2 is obvious, this part of
the key has rate r». To create keys from the packets sent using ARQ, we use the same key
generation method as we have seen in Section 1.5, with the only difference that instead of

1-6,g, this time the probability that Eve receives a packet is increased to 11_3?(‘5’;. Security
and small error probability follows from the properties shown in Theorem 1.1. For details we
refer the reader to Appendix C.2.1. O
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Lemma4.6. Step 3 of the key generation phase achieves secret-key rates ¢, (1 —62)+c¢1615 (1 —981)
andcy (1-901)+ c2025 (1 —62) for Sy and S,.

Proof. Our proof shows that the linear combination packets C; and C» can be used as if they
were packets generated independently. Constraints (4.59)-(4.60) ensure the property that the
packets we send are innovative for the eavesdropper and D taken together. Similarly as before,
the proof builds on the MDS property of the generator matrix and on concentration results.
For the detailed proof see Appendix C.2.2. O

4.3.4 Outer bound

To derive our outer bound we use the technique that we have seen in Section 4.2.4. However, in
this case the linear program that we get after transforming the various information inequalities
into linear constraints does not have the same form as the LP in Theorem 4.3. Hence, we
apply a series of transformation in order to show that the outer bound linear program has
the same optimal value as the linear program that describes our scheme. Throughout the
transformation we make sure that the optimal value of the outer bound program does not
decrease, however the feasibility region might shrink (the outer bound program has more
variables initially). Our possible reduction steps are:

1. Renaming of variables. By any renaming we apply, we make sure that the introduced
new variables are non-negative.

2. Eliminating variables. We apply the well known Fourier-Motzkin elimination [60] to
reduce the number of variables.

3. Introducing constraints. We introduce constraints that do not follow from the inequal-
ities in the linear program. By this we reduce the feasibility region but do not reduce
the optimal value of the program. Our arguments show that if in an optimal point
the given constraint is not satisfied, we can apply a transformation on the variables
without violating any existing constraints to arrive to another optimal point, where the
constraint is satisfied. We conclude that introducing the constraint in question does not
lower the value of the program.

4. Dropping constraints. Obviously, by dropping some constraints we cannot decrease the
value of the program.

5. Deriving constraints. We add constraints that follow from existing constraints.
Since the transformation is a lengthy process we delegate it to Appendix C.3. Here we only
derive the set of constraints from which we form the outer bound linear program. In our

derivations we use that parallel transmissions on different channels can be assumed to be
independent (see Theorem 4.2, which trivially generalizes for the V-network).
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Rate constraints

We use that H (W) < nR and the same kind of derivation as in the proof of Lemma 4.1 to get
the following inequalities. We omit details.

n . .
nR=Euy < I(WY"F") = Y (1=80) (W Xal VI ")+ (1= 82) I (W Xl YT P! < R
i=1
(4.63)

nR—&41<I(W;Y"Z]'F")
=3 A=010up) I(WiXui ¥ Z{ ) 4 =00 I (Wi Xoal Y 2 ) < R
i=1

(4.64)
nR—&41<I1(W;Y"Z}F")

n . . . .
=Y a-6)I (W;Xll-lY"lZz"lF"_l) +(1=82825) 1 (W; XZilY’_lZZ’_lF"_l) <nR

—

(4.65)
nR—8,1 <1(W;Y"Z"F")

n . . . .
=Y A-6:6:01 (W;Xll-lY"lzl‘lF"_l) (1= 8285) 1 (W; XgilY"lZ"lF"_l)
i=1

IA

~

n (4.66)

Common randomness constraints

nCr=H)=I(¥;Y"Z"F"W)

n . . . . . .
=Y 1-6:6,p1 (Xl,-;‘PI yi-lzi-1pi-1 W) +(1=82025) 1 (Xgl'; g|yi-lzi-1pi-l W)
i=1
(4.67)

0=<I

—_—

W 2 Y 2P F W =

Il
M=

(1= 8288 1 (Xgl-; ZiTyitl Zin pit W) PRy (Xll-; ZiTyitl Zin pitl W)
=1

+6,(1-61p)1 (Xl,-; g|yi~lzi-1pi-1 W) +(1-6D1 (Xli; ZiF|yi-l zi-! W\P) (4.68)

0=1I

—_—

W Z Y2 W =

I

—(1-6,61p) I(Xli; Zi-yitlzi-1picl W) (=691 (Xgi; Zi-yitlzi-1pitl W)

+82(1=8o0) I (Xoi WY 2T FIT W)+ (1= 60 1 (Xois 27 1Y 207 W) 4.69)
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0<I(vwiyZF T w)

n . . . . . . .

=Y —(1=-6:6p) X0 YWYV ZI P W+ (1=6) I X PIY I 2 Pl
2 1 1

~
—

+ =81 (X5 Y ZI T W) - (=60 1 (X5 25TV 2 W) @)

0=<I

—

YWYy 2 W)

—(1-62020) (X5 Y{ 1Y Z5 P W)+ (=80 1 (X w1V 2

1M

+ (-6 I X2 Wi ZF Y w - a -6 I X 2 i ZE tww 4.71)
1 2 1 2

Distinguishing keys

We interpret the following constraints as distinguishing keys generated by S; and S,. The
derivation is similar to that of (2.45).

n . . .
0<H(YZIF"W) =Y (=810 (X Y127 Ftw)
i=1
+61p(1=8) H Xyl Y 2 W) 4 81— 60 (X Y 27 F W) @72)
(a) n . . .
2y —a-aw (XY Z T P w)
i=1
+61p(1=8) H( Xy Y T ZT P W)+ (- 61600) 1 (X5 v 1Y 2 P W) @.73)
(b) & i—1i—1
2one+y -(-61p) (X WIZ T F W)
i=1
+61p(1=8) H(Xu Y ZT P W)+ (= 61600) 1 (X5 v 1Y 2 P W) @)

In (a) we used that

n . . . n . . . . . . .
(XY N2 F W) = 31X 2T T W) 1 (a2 E ),
=1 =1

1

1

(4.75)
while in (b) we used (4.46). From symmetry,
n . .
0<-ne+ ) —(1-60)(XoisWIZE P~ W)
i=1

+ 805 (1—89) H(XgilYi_IZZi_lFi_IW) +(1=8262p) 1(X2,~; iy 1z pit W) .
(4.76)
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Time-sharing constraints

The following constraints make sure that no more than » transmissions take place on each
channel.

n n
zZH(Xh)>ZH(X1, |y i1 i 1) Z (Xll Yl Zi- R 1)+I(X1,,Zz’ Lyi-1pi- 1)

i=1 i=1
:ié (X11|Yl 1Zz 1 pi- 1W)+I( LY 1Zz 1 i 1) I(Xli;ZZif”Yi—lFi—l)
= iH(Xli'Yi_IZzi_lFi‘IW) +1(WiXyly = 2 w7

~
1l
—

From symmetry:
n
Z (Xail YT 27 W) 4 1 (W3 Xl Y 2 (4.78)
Also,
n n
ZZH(XM)>ZH(X1, |y i-1Fi 1):2 (Xh |y il i 1W)+I(X1,,W|Y’ Lpi= 1)
i=1 i=1

=
Z (XlilYi_lzli_lFi_IW)+I(W;X1i|Yi_1Fi_l) (4.79)

holds, and again from symmetry:

n . . . . .

n=Y H(X1i|Y"1ZZ"1F"1W) + I(W;Xll-IY’_IF’_I) (4.80)
i=1
n . . . . .

n=Y H(XgilY’_lZl’_lF’_IW) + I(W;XgiIY’_lF’_l) (4.81)
i=1

S
v

~
Il
—

H(Xoil VI 2 W) 4 1 (W X VI PP (4.82)

Further constraints

We need the following trivial constraints to complete our program.

n . . . . . . .
) H(XlilY’_lzf_lF’_lw) ~1 (Xl,-; Zi7Y Yl‘lzf‘lFl‘lw)

i=

n
Z H(X1i|Yi—1Zi—1Fi—1W)

~
—
—

(4.83)

n n
Z (Xlz \yi-lzi-1pi- IW) Z (Xlz \yi- lzl 1 pi- IW) I(Xli;Zli—1|Yi—lzzi—lFi—lw)

i=1 i=1

~.

(4.84)
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n n
Z (le |yi-1zi-1pi- IW) Z (le \yi-1zi-1Fi- IW) I(XZi;Zzi—1|Yi—1Z1i—1Fi—1W)
i=1 i=1

(4.85)

M:

Y1 2000 24 W) 4 24 )

~
Il
—
~.
Il
—

(4.86)

& Gviel el piel s . i-1 i-1pi-1

Y H(xul Y 2 E W) = Y g (X vy 2 E ) (4.87)

i=1 i=1

iH(X Y-l zio pi- 1W)>iI(X SlY' T 2 ) (4.88)
21 = 20 .

M= T
M= I

~
Il
—
-
Il
—

HXuswiy = 2 ) < 3 0 (X Wiy 27+ 1 (X 27y 2 R w)

(4.89)

M=
M=

$ sy 2 ) 5 = 2 s 2

~
I
—
-
I
—

(4.90)

The transformation shown in Appendix C.3 completes the proof of Theorem 4.3.

4.4 Triangle network

This section considers the triangle network, which consists of three nodes and three channels
as it is shown in Figure 4.5. This is the first multi-hop network we investigate and we provide a
complete characterization.

4.4.1 Model

We label the channels as Figure 4.5 indicates: channel 1 is the S — D channel, channel 2 is
the S — U channel, while channel 3 is the U — D channel. Channels operate as described in

Figure 4.5: Triangle network

Chapter 1. The channel inputs are defined by:

ki = fii (W05, F'7Y), kei1,2) (4.91)

X3 = f (Yzi_I;Fi_I»@U)- (4.92)
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D has to be able to decode from its receptions on channels 1 and 3:
Pr{p(Y]", Yy, F",0p) # W} <e. (4.93)

In our model we assume that node U can generate private randomness O at unlimited rate.
In the next section we give an example on how this affects the achievable secret-message rate.

The eavesdropping adversary might select any one channel to wiretap, but network nodes
are not aware of her choice. As previously in this chapter, we can think of three noncollud-
ing eavesdroppers. Message W remains secret from each eavesdropper, thus the security
condition becomes:

I1(W;Z'®pF") <e, kefl,2,3} (4.94)

4.4.2 Main result

We characterize the secret-message capacity of the triangle network.

Theorem 4.4. The secret-message capacity of the triangle is the optimal value of the following
linear program, where all parameters m;, c;,c, ki, r; = 0:

maxR, such that:

R<(1-681)my+(1—83)ms (4.95)

m; (1-67) % <(ki+c))01g(1—=61)+r3+c3(1-03) (4.96)
my (1—52)% < k2625 (1—62) + k1 (1-61) (4.97)
s (1= 89) ——03E < (ky 4 €3 B (1 B3) + Ky + 00) (1= 61) + Fadap— S (4.98)

1-6303E 1-06303E

l=m+k+q (4.99)

1=my+k (4.100)
12m3+k3+(:3+1_53 (4.101)

ko(1—-05)=c+r3 (4.102)
c=(1-8101p) c1+(1-63)c3 (4.103)

c=(1=83035) c3+(1-61) ¢y (4.104)

(1=83)msz = (1—82) Mo+ (1=51). (4.105)

As usual, we prove Theorem 4.4 in two steps. In the next section we design a coding scheme
that achieves the secret-message rate claimed by the theorem. The roles of constraints (4.95)-
(4.105) become clear from the description of the scheme. The matching outer bound is
provided in Appendix C.4.
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0.2/ — Secret-message capacity

Achieved rate with FEC+SNC
— Secret-message capacity without feedback
—Cut value

0 01 02 03 04 05 06 07 08
01 =6y = 03

0

Figure 4.6: Comparison of secret-message rates with/without exploiting erasures and with-
/without feedback. In all cases ;5 = §; +0.2.

Discussion

In the linear program we can observe the same structure that the previous LPs have. There
is a rate constraint (4.95), three security constraints (4.96)-(4.98), three time-sharing con-
straints (4.99)-(4.101) and three common randomness constraints (4.102)-(4.104) with k2(1 —
62) playing the role of the common randomness. The last constraint (4.105) describes the
operation of the intermediate node as we will see shortly.

The triangle network has two cuts, the S— UD and the SU — D cut. The minimum value of
these cuts is an obvious outer bound on the secret-message capacity. Note that the cuts consist
of two parallel channels, thus we can find their values using the LP of Theorem 4.1. It might be
expected that the solution of the LP in Theorem 4.4 reduces to the min-cut value — as in the
case of non-secure message sending. In contrast, in the case of secure message sending, the
min-cut value is not achievable in general.

Solving the LP in Theorem 4.4 enables us to evaluate (1) the benefit of exploiting erasures
(2) the benefit of exploiting feedback (3) how much private randomness at the relay U can
help. Figure 4.6 compares three schemes: secret-message capacity refers to our scheme
in Theorem 4.4; we plot secret-message capacity without feedback to show the benefits of
exploiting erasures for secrecy yet without using feedback [25, 58]; and finally FEC+SNC refers
to applying a link-by-link error correction coding (FEC) and then using the secure network
coding scheme [55, 56]. On the same plot, we show the value of the min-cut as well.
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0.35

0.3r

0.251

0.2

— Secret-message capacity with intermediate randomness
0.05 — Secret-message capacity without intermediate randomness

0 0.2 0.4 0.6 0.8 1
)

Figure 4.7: Comparison of secret-message capacities with/without private randomness at U.
61 = 525 = 0.8, 615 =0.5, 63 = 535 =0.3.

Our other example (Figure 4.7) shows a case when the presence of private randomness at U
increases secret-message capacity by more than 40% compared to the case where U does not
use private randomness!. We note that in many cases the difference is less significant.

4.4.3 Codingscheme

This section proves the direct part of Theorem 4.4. We build our coding scheme for the triangle
network using the tools that we have developed through the previous sections. Note that the
relay U and the source S will share limited rate common randomness, from random packets
that S sends to U through the S — U channel, which is very similar to the V-network setup. Yet
there is also a significant difference from the V-network: the relay U does not have the message,
it can only receive it by consuming resources of the S — U channel. Beside the encryption and
key generation methods we use in the V-network we apply two new ideas explained below.

Principles

Our first observation is that keys generated on the S — D channel can be used for encryption
on both the S— U and the U — D channel, even though U does not have access to such keys.
The encrypted message packets that travel on the S— U — D path can potentially be encrypted
with three types of key: key that only S — U share (say Ksy); key that only U — D share (say

1We do not prove the capacity result without private randomness at U here, but it can be easily verified using
our proof that we obtain capacity by forcing k3 = 0 in the LP.
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Kyp), and key that S and D share (say Ksp). The source can send to U messages encrypted
with Kgyy and Ksp. U needs to remove Kgiy from these encrypted messages (since D does not
have it), yet it does not need to remove Ksp. That is, U does not need to completely decrypt
the message, but instead it can recombine packets and secure part of the message sending
phase on the U — D channel with the Ksp key. Conceptually, U can use Ksp as if it had access
to it.

The second new idea we use reduces the number of message packets U needs to receive.
Assume that S creates a random packet P from the common randomness that is shares with U
(as we did in the V-network). Instead of sending P, S now combines P with a message packet
W, and sends P’ = P ® Wy to D. Note that D cannot yet decode Wy. Packet P is available for
U (since it is from the shared randomness), and it is transmitted on the U — D channel using
ARQ. This transmission is utilized in two ways. First, note that Wy = P’ @ P, thus it allows D to
decode a message packet. As far as U and D are concerned, transmission of P from U can be
considered as part of the message sending phase, but there is no need to further encrypt such
transmissions, because P is independent of the message. Second, as far as Eve on the U — D
channel is concerned, these are random key generation packets forwarded using ARQ, so they
also contribute to the key Kyyp on the U — D channel.

The latter observation is counter intuitive for our usual flow based interpretation of network
traffic. For D it is not always possible to tell through which path a certain message packet has
arrived, because it depends on the interpretation of the packet. This gives us some flexibility
and it overrules the intuition that it should not be possible to send more message packets on
the U — D channel than what was received by U in the message sending phase on the S— U
channel.

Detailed description

We use the parameters defined by the LP in Theorem 4.4. We rely on the properties of the key
generation techniques that we have proved in the previous section and also on Theorem 2.2 to
argue that the available key rate is sufficient to secure the corresponding message sending
phase. This enables us to focus on the novelties of the scheme and use key generation and
encryption techniques as building blocks while omitting the formal specification of details,
which can be deduced from previously shown results. We believe that a detailed formal
description would be repetitive and would compromise readability. Our phrasing is thus
not completely formal. We often use “number of packets” instead of time fractions or rates.
E.g., we say “S sends k random packets”, which in the actual scheme means sending k' packets
for some k' such thatlim,,_., %k’ = k, where n is the overall number of transmissions. Given
our previous formal arguments, this does not compromise the mathematical rigor of our
proof.

Key generation

1. S—U channel: S sends k; i.i.d. uniform random packets. The packets that U receives
form a k, (1 — §,) rate common randomness shared between S and U.
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2. S—D channel: S sends k; i.i.d. uniform random packets from its private randomness.
It then utilizes the k» (1 — §2) packets it has in common with U with a scheme akin to
the V-network, but with a modification: it divides the packets to two disjoint sets of
c and r3 packets. From the ¢ packets, it creates two streams of rates ¢; and c3; ¢; to
be sent by S, c3 by U. These packets are created by expanding the ¢ packets through
multiplication with the generator matrix of an MDS code (as seen in (4.62)). S sends
the ¢ packets using the idea described above, i.e., XOR-ed with message packets. All
c1 such transmissions use a different packet created from the common randomness,
while the same message packet is repeatedly used to form the XOR-ed packets until D
acknowledges its reception. Thus all (encrypted) message packets are received, and all
received transmissions are independent.

3. U - D channel: U sends ks i.i.d. uniform random packets from its private randomness.
Then, U sends the c3 packets (each once), and finally sends the r3 packets using ARQ.
Key rate on each channel
1. S—U channel: The k, packets enable a key rate k»625 (1 —2). Moreover, the k; packets
sent through the S — D channel also contribute to the encryption, resulting in an overall
key rate

ko02(1—062)+ k1 (1-67). (4.106)

2. S—D channel: From the S— D channel’s perspective there is no difference between the k;
packets from the private randomness and the c¢; packets that are XOR-ed with message
packets. Indeed, all these packets are i.i.d. random packets and they are independent of
the message packets that are to be sent in the message sending phase of this channel.
Additionally, there are r3 + c3 (1 —03) packets that D receives from U and S can also
generate, which adds to a rate

(k1 +¢1)61(1-061)+r3+c3(1-03). (4.107)

3. U— D channel: The kj private random packets, the c3 common randomness packets, as
well as the r3 packets sent using ARQ, together result in a secret-key rate (k3 + c3) 035 (1 — 03)+

I3 %. Moreover, U will send c; (1 —8,) packets from the S — U common random-
ness using ARQ. For an eavesdropper on the U — D channel these are random packets

independent of the message, thus U can additionally use ¢; (1 —-61) %;;3) key packets

(the rate follows from the key rate achieved by ARQ). Overall we have a key of rate
03 (1-063) 63p (1-03)

k 03p(1-96 _ 1-6 .
(k3 +c3)03E ( 3)+713 | — 62047 +c1( 1) 1 —5354p

(4.108)
Encryption and message sending phase

The message packets are split into: ¢; (1 —0) packets delivered with the ¢, packets; m; (1 -6)
packets W to be sent through the S— D channel; and m; (1 — §2) packets W5 to be sent through
the S— U - D path.

82



4.4. Triangle network

1. S—U channel: Let KZ(” and KZ(Z) denote the matrices formed of the k; (1 —§) and the
k202E (1 —82) key packets, respectively. The encrypted packets W, are

W
G2

(2)
G2
——
G

wy=wpe K" K| (4.109)

where Goisa (ky (1 —-01) + k2025 (1 — 62)) x my (1 — 62) generator of an MDS code. Packets
W, are sent using ARQ.

2. S— D channel: Similarly, let K; denote the key created for the S — D channel.
W =W, e K1Gy, (4.110)

where Gy isa (k1015 (1 —61) + ¢3 (1 —63) + 1r3) x my (1 —6,) MDS code generator. Packets
W/ are sent using ARQ.
3. U - D channel: The message sending phase on the U — D channel takes three steps. U

first sends the c; (1 — 1) packets from the S — U common randomness using ARQ; these
enable D to decode the ¢ (1 — §1) message packets. U then calculates

Wy =W, e KPGY =w,e KV G, (4.111)
to remove the K2(2) Géz) that D does not know. U computes
[Wga Wéh] = W) Gs = W) [GM ng] : 4.112)

where Gz is an m (1 — d,) x my (1 — §,) invertible matrix such that G, is of size my (1 — 85) x
min{kl 1-947) %, my (1 — 52)} and GS) Gs, is the generator of an MDS code. sta

are sent using ARQ.

Finally, let K3 denote the key that U creates with the different key generation methods,
as explained above. It uses K3 to encrypt the remaining part of the message WS,’ b

Wy, = Wy, @ K3Gj, (4.113)

+
where Gg isa|Ks| x (mg 1-062)—-k1(1-0671) %) generator of an MDS code. Packets
of Wy, are sent using ARQ.

4.4.4 Analysis

Rate D receives a rate m, (1 —0;) message from the message sending phase on the S— D
channel. In addition, the message sending phase on the U — D channel delivers a message
of rate (1 —93) ms as long as it is not larger than c; (1 -0;) + my (1 — 82), which is the rate
of message packets (or packets interpreted as message packets) that U has access to. The
condition (1 —63) m3 < ¢; (1 -61) + my (1 —6>) is ensured by (4.105), hence rate (1 —6;) m; +
(1 —63) ms is achieved.
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Chapter 4. Secret-message capacity in networks

Constraints (4.99)-(4.101) ensure that the scheme described above is feasible, i.e., no more
than n transmissions are used on each channel.

Security We need to see if a sufficient key rate is available against all eavesdroppers whenever
we send encrypted packets. The security of the scheme then follows from Theorem 2.2.

1. S—U channel: It is clear from (4.97) that the key rate (4.106) available on this channel is
sufficient to secure a message of rate m, (1 —9»).

2. S— D channel: In the same way (4.96) ensures that the key rate (4.107) is sufficient to
secure a message of length m; (1 -0;).

3. U - D channel: The first set of packets (c; packets from the common randomness) are
random packets that are independent of the message, thus no encryption is required
and they cannot reveal any information to Eve about the message.

Packets Wj , are of the form
Wy, = WaGsq® KV G Gso. (4.114)

We see the same form of encryption as in Theorem 2.2, applied on the linear combination
W, G3, as message packets and matrix Gé” Gs,, for combining the keys Kl(”. The key rate
of Kl(” is k1 (1 —6)), while the rate of W;_ is

ki (1-67) ———, (4.115)
hence the rate of Kl(l) is sufficient to secure this message rate by Theorem 2.2.
1-03g

while the key has rate (k3 + ¢3) 835 (1 —83) + (r3 + ¢1 (1 — 61)) %;Sfj by (4.108). Hence,
for security we need that

+
Consider the message packets W;, . The rate of W, is (I’)’lz (1-62)—-ki(1-67) %) ,

1-630
my(1-89) -k (1-6;) ———F <
1-638 835 (1—53)
(ks +€3) 835 (1 — 83) ———L 4 (r3+¢; (1 -8)) =22 (4.116)
1—535 1_53E
Using (4.105) we get:
1-630
my(1—83)—c; (1-61) —ky (1-8)) ———L <
1-03g
1-638 Sap(1—0
(k3+03)635(1—53)J+(r3+cl(1—61))M. 4.117)
1—535 1_63E

After rearranging terms this condition becomes constraint (4.98), hence the security of
message packets W, is ensured by the feasibility of the LP.
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4.5. Next steps

This concludes the proof of the direct part of Theorem 4.4. We have seen that the scheme is
feasible, it achieves the claimed rate and it ensures security against each eavesdropper. O

4.4.5 Outer bound

We complete the proof of Theorem 4.4 by providing a matching outer bound. We apply the
same proof technique as we have used for the V-network. Showing equivalence of the outer
bound linear program and the LP in Theorem 4.4 is a lengthy derivation. We delegate the
whole proof to Appendix C.4.

4.5 Next steps

In this chapter we further developed our two-phase approach to the secret-message sending
problem and derived secret-message capacity of small network settings. We used a linear
programming framework to describe our schemes as well as to derive new outer bounds.

Even these small networks show nontrivial behavior. The tools that we used to find an optimal
scheme — and especially to prove optimality — do not scale well for a network of arbitrary
size. With the size of the network the complexity of the problem increases exponentially. The
number of paths, the number of subsets of intermediate nodes that can generate and share
randomness grow exponentially. In fact, finding the secret-message capacity is an NP-hard
problem even if intermediate nodes do not generate randomness [61]. In the next chapter we
consider arbitrary networks and target a trade-off between complexity and achieved secret-
message rate.
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Secret-message sending in arbitrary
networks

In the preceding chapter we took the first steps towards understanding the secret-message
sending problem in a multihop erasure network. We have seen that an optimal coding scheme
needs to combine various key generation techniques and exploit some nontrivial coding
solutions even in a small setting with no more than three network nodes. It is also known that
finding the secret-message capacity of a general network is as hard as determining the capacity
region of mulitple unicast network coding, which is a long-standing open problem [62, 63]. All
these indicate that the complexity of pursuing optimality in a network increases with the size
of the network.

In this chapter we target a trade-off: our goal is to design a simple scheme that is applicable
for a network of arbitrary size and achieves a secret-message rate that is close to the optimum.
In our design we follow our two-phase approach. In the previous chapter we have seen
that the optimal scheme might require that the length of the phases are different on each
channel. In this chapter we use a global two-phase scheme, by which we mean that the
length of each phase is the same on each channel of the network. Here we also assume that
intermediate nodes do not generate private randomness. This assumption fits well with the
current networking philosophy of having the intelligence at the edge of the network and
keeping intermediate node operations simple. Moreover, it allows a fair comparison with
secure network coding [56], where the same assumption was imposed.

Our scheme simultaneously exploit erasures and the topology of the network for secrecy. First,
we establish a connection between the two-phase approach and secure network coding. We
show that these two are not fundamentally different, a secure network coding scheme can be
converted to a two-phase scheme. This observation enables us to design a general scheme that
reduces to the optimal two-phase scheme for a network with a single channel (point-to-point
setting, see Chapter 2) and at the same time reduces to the optimal secure network coding
scheme for an error-free network.

We also derive new outer bounds for the network setting and using these, we evaluate the
achieved secret-message rate of our scheme. We believe that our proposed scheme represents
areasonable trade-off between complexity and achieved rate.
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Chapter 5. Secret-message sending in arbitrary networks

5.1 Related work

The most relevant related work for the current chapter is secure network coding by Cai and
Yeung [56], where secret-message capacity of an error-free network was derived. In Section 5.3
we provide a short summary of the secure network coding scheme. This work was followed
by a number of alternative constructions and extensions [64-66]. In [57] a generalization for
erasure networks was presented, however feedback was not considered. The problem remains
open in many nontrivial settings, e.g., for unequal link capacities, for nonuniform wiretap sets
or with private randomness at intermediate nodes only partial results are available [61,67-69].

5.2 Model

We introduce notation specific to this chapter and adapt the definitions in Section 1.2.

Communication takes place over a network which is represented by a directed acyclic multi-
graph ¢ (V, E), where V is the set of network nodes and E is the (multi-)set of edges.

Every edge e = (i, v) € E is an erasure channel with parameters 6,0 . The channels operate as
described in Section 1.1.

In this chapter we consider not only unicast, but also multicast traffic. A source node s€ V
aims to send securely message to a set of destination nodes D c V. The source S can generate
arbitrary amount of private randomness, however other network nodes do not use private
randomness.

The multicast capacity of ¢ with source S and destination nodes D is ki (1 — §), where h denotes
the number of edges in the smallest value min-cut between S and any d € D. We introduce
parameters h = t + ¢, where ¢ is the number of multihop paths between S and D while ¢ is the
number of direct S-D links in the smallest value min-cut. In case the smallest value min-cut is
not unique, we choose the one that gives the smallest value for ¢.

The eavesdropper Eve can select arbitrarily up to z edges of the network to wiretap. A< E
denotes the subset of wiretapped edges, where | A| < z. We assume that z is known as a design
parameter, but A is known only by the eavesdropper. We assume that z < h, but we discuss
the possibility of relaxing this restriction in Section 5.8.

The set of incoming and outgoing edges of v € V are denoted by I, and O,. If § € E then Y; ¢
denotes the set of received packets by the network nodes in the ith time slot on the set of
edges &. Similarly for 7 < V the notation Y; » denotes the set of packets that the set of nodes
¥ receives in the ith time slot. In case there are parallel edges the notation (u, v) means the
set of edges starting from U and ending at v.

According to Definition 1.1, the channel inputs are defined as

Xisv) = fism (W»®s,Fi‘1) (5.1)
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5.3. Secure network coding over error-free networks

Xi ) = fiwm (Y}M_I,Fi_l), Vu#s. (5.2)
For each receiver d € D the decodability condition (Definition 1.1, (1.7)) becomes:
Pr{pa(v]!) 2 W}<e, vae. (5.3)
The security requirement against the eavesdropper (Definition 1.4, (1.9)) is

I[(W;Z,F") <e, YACE,|Al<z. (5.4)

5.3 Secure network coding over error-free networks

In this section we shortly summarize the work of Cai and Yeung [56]. In the special case of
error-free channels 6 = § = 0 our model becomes the same as seen in [56]. A linear coding
scheme known as the secure network coding scheme is proposed that has secret-message
rate (h— z)*. The scheme uses source randomness of size z and ensures that all destination
nodes receive both the message and the additional randomness. It is shown that the secure
network coding scheme is optimal in terms of the achieved secret-message rate and it uses
the minimum amount of additional randomness any optimal scheme might use.

Let us assume that Eve simply discards any packet that she receives more than once. We denote
Z' < z the number of innovative packets Eve observes. Then, we can write Eve’s observation in
the following form:

c]
Q,

wr

A

Zp=[0 W] (5.5)

Here Q?T isa z x z/ matrix and QIZVT isa (h — z) x z/ matrix. The secure network coding scheme
has the property that the matrix QgT }v}/as rank z'. Thus, @Q?T is a set of z’ < z independent
uniform random packets, while WQ , T is a set of 2z’ linear combinations of the message
packets, hence from Eve’s perspective what she observes is some data WQ};VT encrypted using
one-time pad with key @Q?T.

One possible intuitive interpretation of these results is the following: to give perfect security
against Eve who has access to at most z innovative packets, we need to send z packets of
additional randomness and hence the secret-message capacity of the network is reduced by
z compared to its multicast capacity. We use this intuition when we design our scheme for
erasure networks.

5.4 Main result

The main result of this chapter is the design of secure coding schemes for arbitrary network
topologies.
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Chapter 5. Secret-message sending in arbitrary networks

Theorem 5.1. In a network, a secret-message rate

h

R 6.6

=66y T 1-5

is achievable, where x corresponds to the key rate that our key generation phase achieves and it
equals

1-6
x=h(1-6)—(z—1)* (1-6)(1-6) —min{z, 1} (1 - §) ——, (5.7)
1-80k
for a unicast problem, whereas it is
1-6g
=h(1-0)—z(1- . .
k=h(1-98)—-2z( 6)1—555 (5.8)

for a multicast problem.

Our coding scheme described in Section 5.6 provides a constructive proof of Theorem 5.1
(together with details delegated to Appendix D.2).

Clearly, if 5 = 6 — 0 then k — h— z and R — h — z, hence in this special case the scheme
achieves the same rate as the secure network coding scheme. Also, for h = z = ¢ =1 we have

Kk =0gp(1—-0)and getback R=6g(1-6) }:ggf , the optimal rate of a single channel network.
E

We derive two outer bounds which give a basis for comparison and provides proof of optimality
in a few further cases. The first bound is valid for any network and depends on & and z, while
the other is valid for networks where O; = I; = h and beside h and z, parameter ¢ also plays a
role. The ratio between our achieved rate and the outer bound is not larger than ﬁ. In most
cases the gap is even smaller.

Theorem 5.2. Assuming z < h, for the achievable secret-message rate over 9 it holds that

1-66g

R<(1-8)(h-2)+20p(1-5 .
SA-0)h-2+2br(1-0) 1~

(5.9)

We note here that when z > h we can substitute z = h to get a valid upper bound for all cases,
since the secret-message capacity cannot decrease by decreasing z.

Theorem 5.3. Assuming O; = I = h, for the achievable secret-message rate over 9 it holds that

. 1-6p)1-0)
RS(1—5)h—mln{t,z}W. (510)

We provide the proofs of Theorems 5.2-5.3 in Appendices D.3-D.4. As a corollary of Theo-
rems 5.2-5.3 we have the following optimality result.
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5.4. Main result

Corollary 5.1. Our scheme achieves secret-message capacity in the following cases:
1. h=¢=¢,
2. Os=Ilj=handt =z,

3. 5520075521.

5.4.1 Discussion, numerical examples

Applying a link-by-link error correction first and then using a secure network code directly
results a secret-message rate (h—z) (1 —6). In the case where 6 = §f, taking into account
Eve’s erasures, but not using feedback does not allow any better rates [58]. The advantage of
exploiting feedback is twofold. First, it allows a higher key generation rate x = (h — z) (1 - 9).
Second, it allows to reduce the size of the key we need in the second phase from n,z (1 - 6) to

nyz(1-0) %. In this section we illustrate qualitatively how large this advantage is.

One can immediately see that the larger 6  and z are the larger the advantage of exploiting
erasures and feedback is. In particular, if z = h our scheme still achieves a nonzero rate, which
is not possible without feedback (assuming 6 g < 6).

In our example we consider the case when § = §g. In this case, the highest achievable secret-
message rate without feedback is (2 —z) (1 -6). We consider a network with parameters
h=t=10and 6 =0.3. We plot in Figure 5.1 the advantage of our scheme as the ratio between
R and (h - z) (1 - 6). We see that in this case our scheme achieves a rate up to 3 times higher
than the scheme without feedback. With the increase of the network size or 6 = g the
advantage becomes even larger. Note that we have selected the parameter values for the
example such that there is no difference between the unicast and the multicast rate of our
scheme.

We have optimality result only in some special cases. In order to see how the gap between
our outer bound and achieved rate behaves we give a few numerical examples for the cases
when there is a gap. Theorem 5.2 holds for any network, while Theorem 5.3 offers a potentially
better bound when O; = I; = h. For cases when our achieved rate for unicast and for multicast
differ we evaluate for the unicast rate.

First we consider the bound given by Theorem 5.2. We express the gap between the outer
bound and the achieved rate as the ratio between the two (i.e., 1 means no gap). We evaluate
for values z < h. We can observe that the gap takes its largest value if h = ¢, i.e., all paths
between S and D are multihop paths. Further, we get the largest gap for z = h and d close to
0. In this case with §  — 0 the gap tends to ﬁ, which is the largest possible gap we might get.
For other cases the gap is more moderate, see Figure 5.2 for a few examples.

For cases when Og = I; = h holds, we can take the minimum of our two outer bounds. Note
that in this case, when z < t we do not have any gap, our scheme is optimal. Beside giving this
optimality result, Theorem 5.3 offers an improvement over Theorem 5.2 for some cases also
when ¢ > z. As an example, on Figure 5.3 we compare the gap that the bound of Theorem 5.2

91



Chapter 5. Secret-message sending in arbitrary networks

2.5-

R
—2)(1=9)

1.51

Figure 5.1: Advantage of using feedback as a function of the number of eavesdropped edges z,
when h = t=10,6 = 6 = 0.3. In this case multicast and unicast rates are the same.

gives and the gap we get when taking the minimum of the two bounds. We plot the gap for a
few specific values and for z = ¢ (for z < t there is no gap in the second case).

Both our scheme and our upper bounds are general in the sense that beside the min-cut value
and the number of direct S-D channels they do not depend on the topology of the network. A
more sophisticated network specific analysis could result both in higher achieved rates and
in improved upper bounds. However, we see that for most parameter values the rate of the
general scheme is already reasonably close to the upper bound.

5.5 Two-phase secure network coding scheme

As afirst step, in this section we examine only error-free networks. We show that the secure
network coding scheme [56] — with an appropriate modification — can be cast as a two-phase
scheme. We show that the modification does not affect the achieved rate, hence the two
phase secure network coding scheme is also optimal. That is, we provide a new, alternative
achievability scheme achieving the secret-message capacity of a error-free network. Separating
the two phases makes it possible to consider key generation and message sending separately.
This leads to our unified achievability scheme in Section 5.6 that accepts as special cases
the (optimal) achievability scheme we provide next for error-free networks and the (optimal)
achievability scheme for the point-to-point erasure channel that we described in Chapter 2.
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(@ h=1t=20,0=0.8

1.1

1.05

(b) h=20,t=10,6=0.8 () h=20,t=0,6=0.8

Figure 5.2: Upper bound/achieved rate (based on Theorem 5.2) for various parameter values

(@ h=20,t=150=0.8 (b) Os=1;=h=20,t=156=0.8

Figure 5.3: Upper bound/achieved rate (based on Theorems 5.2-5.3) for various parameter
values
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p K+ W
%: K+Ww,
Figure 5.4: Secure network coding example Figure 5.5: Coding with shared key
P K+W
K+P K+ W,
(a) First time slot (b) Second time slot

Figure 5.6: Two-phase secure network coding scheme example

5.5.1 Example

For simplicity in this example we assume unicast traffic. Consider the following simple network
(Figure 5.4). Source S and destination D are connected through two parallel unit capacity
error-free links out of which any one is being wiretapped by Eve (h = 2,z = 1). The secrecy
capacity of the network is 1, hence S can send securely a unit size message W. For the secure
network coding scheme, source S generates a unit size randomness P. As shown in the figure,
on one of the links S sends P while on the other link it sends P + W. The eavesdropper either
sees P or P + W, in either case no information about W is leaked.

Assume now, that S and D already share a unit size random key K, which is not known by Eve.
Then, as shown in Figure 5.5, S can securely send two unit size messages W; and W, using K
for encryption on both links. Hence, in this case, a unit size shared key enables us to exploit
the min-cut capacity of the network. One might ask, how S and D can set up a shared key.
The secure network coding scheme offers a way to send any message W securely to D, this
message can equally well be a key K. Consider the example in Figure 5.6, where in two time
slots two messages are sent securely to D. In the first slot a key is set up, while in the second
slot this key is used for encryption. Note that the achieved rate is 1, the same as what the
secure network coding scheme achieves. Also the amount of additional randomness remains
the same.

5.5.2 Scheme description

The properties that we have seen through our example can be generalized as follows. We call
the scheme described below the two-phase secure network coding scheme. As opposed to the
secure network coding scheme our scheme uses every link n = n; + n, times, where n; and n,
are the number of time slots used for the two phases respectively. We use a secure network
code as a building block, we select one such code at the outset and then in each of the n time
slots we use the same code on different inputs. Hence, we have that Q; e = Qje = Qe, Vi, j.

In our scheme the size of our message is N = ny k. To securely send a message of this size, we
need a shared key K of size nyz between S and the destination nodes.

94
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Key generation:

The sender generates a uniformly random K of size n,z. It also generates additional random-
2
ness O of size n, ;= . The key generation phase consists of n; = n, ;% time slots, in each slot

S securely sends h — z packets from K. On edge e in the ith slot we thus send
e k)] (5.11)

where K (i) is the ith h — z length fraction of K: K (i) = K(j—1)(h-2)+1...i(h-z)- Similarly, © (i) is
the ith z length fraction of ©: © (i) = O¢j—1)z+1...iz-

Encrypted message sending:

In the second phase we use K for encryption and in each slot i message packets are sent
securely. We use again the same secure network code n, times. We denote W (i) the first h — z
elements of the ith & length fraction of W and W’ (i) the last z elements of the same fraction.
K’ (i) is the ith z length fraction of K. On edge e in the ith slot of the second phase we then
send

W'(i)+K' (i) W(3Q)|Qe. (5.12)

It directly follows from the properties of the secure network code that we use that all destination
nodes know K and hence can decode W.

Analysis

Building on the security of the secure network code we show that the scheme is secure. We
delegate the proof of security to Appendix D.1.

Our scheme conveys a message of size ny h using n; + n, transmissions, thus our rate is

nah noh
2 =2 —ph-g (5.13)
m+ny npp=+n

which is the same as the rate of the secure network coding scheme. We further note that the
amount of randomness we use is |K| + |©] = ny %, which is also the same as the amount of
randomness that the secure network coding scheme uses to securely send a message of size

nyh. By selecting ny = h — z the rate h — z is achieved in a finite block length.

5.5.3 Discussion

In the case of error-free networks separating the two phases does not make any difference
in the achievable secret-message rate, since the rate of key generation is the same as the
achievable secret-message rate. However, in some cases this might not hold and a higher key
generation rate is possible. In those cases designing the two phases separately results in an
improved secret-message rate. We have seen that the point-to-point erasure channel is an
example, where a gap between the secret-key capacity and the secret-message capacity exists.

95



Chapter 5. Secret-message sending in arbitrary networks

Figure 5.7: Example network — triangle topology

5.6 Codingscheme

We provide the proof of Theorem 5.1 by designing a coding scheme for an arbitrary network.
We note that although our model allows that channel state is available for every network node,
in our scheme, on every channel, transmissions depend only on the state of the given channel.

We first describe our scheme for a single receiver node D = {d}, then in Section 5.6.3 we
generalize our description for multicast. We also assume here that z < h. This assumption was
necessary in the case of an error free network to achieve any nonzero rate securely, however
in an erasure network we can achieve some rate even if z > h. We discuss this case in a
subsequent section.

5.6.1 Example

Before a detailed description, we explain ideas through the example network in Figure 5.7.
This network is a special case of the more general triangle network discussed in the previous
chapter. Let z = 1. For simplicity, in the example when we calculate the number of received
packets we work with expected values instead of random variables.

Key generation:

Source S sends independent random packets over all its outgoing links. Both the destination
node D and the intermediate node U receive n; (1 —§) packets. On the link between U and D
the packets that U received are then sent to D using ARQ. To complete this task U needs n;
transmissions.

The achievable key rate corresponds to the number of packets that D receives but Eve does
not. Eve has three possible choices to select a wiretapped link, and when generating the key
we need to consider her worst-case selection.

Case 1: Eve selects the S-D link. In this case the number of packets that both D and Eve
receiveis n; (1-0) (1 —-0k).

Case 2: Eve selects the U-D link. Since D eventually receives every packet that U has and

every packet is repeated potentially several times, the probability that Eve overhears a

certain packet of D is increased to %. Node U sends n; (1 —6) different packets,

hence Eve has n; (1-9) 11__556"; packets in common with D.

Case 3: Eve selects the S-U link. We know that all the packets that U receives D also receives.
Eve and U have n; (1-06) (1 -6g) packets that they both receive, we get the same
result as in the first case.
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5.6. Coding scheme

We conclude that Eve’s best choice (from her perspective) is the U-D link. Destination D has

1-0f
1-66g

2n(1-6)—-nm (1-9) (5.14)

- 2 . .
packets not received by Eve, hence a keyrate 1 — 6 + % is achievable.

Encrypted message transmission:

There are two edge disjoint paths between S and D. Let n, be the number of transmissions
in the second phase. The message is encrypted in the form that we have already seen: Wg =
W + KG, where K is the key and G is an MDS generator matrix. Wy is split into two parts
and each half of the message is assigned to one of the paths. The message packets are then
forwarded towards D using ARQ on each link.

The size of the key K we use has to equal the number of packets Eve receives in the second
phase. In this case, the MDS property of G ensures that Eve receives every packet with an
independent linear combination of K, ensuring security of the scheme.

Since the same forwarding strategy is applied on each link, regardless of which link Eve selects,

she receives a certain packet with probability %, thus she receives overall n, (1 —9) %

different packets. Hence n; and n, are chosen such that |K| = n, (1 - 6) %.

5.6.2 Algorithm

As a first step we select & edge disjoint paths between S and D. We ignore all other edges of 4.
The example in the previous section suggests that the achievable rate depends not only on
h,z,6 and 0 g, but also on the number of direct S-D links, i.e on ¢ and ¢. Recall that h = ¢ + ¢,
where ¢ denotes the number of direct S-D links and ¢ denotes the number of multihop paths.

Key generation:
We define
3
ny=n -n; (5.15)
1-6
(1=nj(z-1)"(1-6)(1-6g)+nymin{z, 1} (1-8) £ (5.16)
1-66g
3
K| = hnl (1= 8) =1 — n}*. (5.17)

Parameter {; corresponds to the number of packets Eve might receive in the first phase!.
Source S sends at most n; random packets on all its & outgoing edges. It stops transmission
on each link as soon as n’l (1 -0) packets are acknowledged on the given link. Intermediate
nodes on each path forward the n’1 (1 -0) packets that they receive to the next node on the
path towards D using ARQ.

IMore precisely, with a probability arbitrarily close to 1, Eve does not receive more packets than {7.
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If D does not receive hn (1 —96) packets, then an error is declared. Otherwise, let M denote
the vector of all the packets that D receives. Both S and D compute

K=MH, (5.18)

where H is a (hn) (1-6) x |K|) matrix and it is a parity check matrix of an MDS code.
Encryption and message sending:

We find N, np and n;, such that

, 1-5g
= 1- 1
(2= 1p2(1-8) T (5.19)
3
K| = (o + ma) (5.20)
3
ny=ny—n, (5.21)
N=hny(1-6). (5.22)

Similarly to {;, parameter {» corresponds to the number of packets Eve might receive in the
second phase. The encrypted message Wr is computed as

Wg =W +KG, (5.23)

where K is the key from the first phase and G is a (|K| x N) matrix and it is a generator of an
MDS code.

We assign n;, (1 - 6) packets to each of our paths. These packets are then forwarded on their
assigned path to D using ARQ over each link. If D does not receive all the packets of W, after
n, transmissions, then an error is declared.

5.6.3 Multicast

In this section we present our scheme for the multicast problem, where there are more than
one destination nodes and all of them have to receive the same message securely. Compared
to the unicast scheme only a few modifications are needed. To avoid repetition, below we
highlight only the differences.

Instead of h edge disjoint paths, first we need to find a network code over [, for multicasting
atrate (1 — 9) h. Again, we can ignore all edges that are not used by the network code.

In the key generation phase we need the following modification. Instead of sending new
random packets on the outgoing edges, S selects in advance 7/ & (1 - §) random packets that
are sent reliably to all destination nodes using ARQ on each link and applying the network
code that we have chosen. The same network code is used in each time slot. This ensures
that all d € D receive the same set of packets and hence they all can compute the same key.
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5.6. Coding scheme

According to this we modify parameter (;:

1-6g

/
= 1-6)———.
¢ nyz( 5)1—555

(5.24)
Note that this change implies a change of parameters | K|, n, ng, (> and N, however all formulas
remain the same as defined for unicast.

In the second phase the only difference is that instead of forwarding through / edge-disjoint
paths we use the network code (together with ARQ) to reliably send the encrypted packets to
all destinations.

Another modification is needed in the selection of matrices H and G. Note that in the unicast
case intermediate network nodes do not perform any coding, hence Eve might only receive
packets that S produces. This property enables to code only at the source using any H and
G matrices that have the MDS property. In the case of multicast, intermediate nodes might
produce new linear combinations, hence Eve might receive combined packets as well.

As for matrix H, consider the hn’l (1 -6) packets that S sends in the key generation phase and
all their different linear combinations that the prescribed network code produces. Let Qzl
denote a coefficient matrix of size hn! (1 —08) x hn} (1 - 6)—|K] that describes a hn’ (1-06)—|K]
size subset of these packets. This subset corresponds to a set of packets that Eve might receive.
We will see during the analysis that the probability that Eve receives a larger subset of packets
is negligible. We select H such that [H Qzl] is a full rank (in fact invertible) matrix for all
possible Qzl. This property ensures the security of the generated keys. In [70] it was shown
that if H is a parity check matrix of a rank metric code over F ., this property is satisfied
independently of Q'}'.

As for matrix G, we consider a | K| size subset of the different encoded packets that Eve might
receive during the second phase. Let QXZK denote the |K]| x |K| coefficient matrix of Eve’s
possible receptions that contain the coefficients of packets from K. We select G such that all
possible such QZZK matrix is invertible. As shown in our analysis this property ensures security
of the message. Using again a parity check matrix H' of a rank metric code over F 4'» We can

-1
find such a G as the last | K| rows of [H’ Z] ,where H' has size noh (1 -8) x noh(1-906) — | K|
and Z is a full rank matrix over Fq [70].

5.6.4 Analysis

The proof of security and low error probability of our scheme uses the same techniques that
we have seen in the previous chapters. We prove that the size of the key that we set up in the
first phase is sufficient to encrypt the message in the second phase. We further rely on the
observation that due to the ARQ that we apply, Eve receives the most number of different
packets if she selects edges from different paths. We delegate details to Appendix D.2.
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H——@

Figure 5.8: Two-hop line network

5.7 Outer bounds

Theorems 5.2-5.3 provide outer bounds on the achievable secret-message rate. We highlight
some concepts and provide the complete proofs in Appendix D.3-D.4. When deriving our
upper bounds we make the following two assumptions which can only increase the achievable
rates: (a) The set of eavesdropped edges are known, hence we restrict Eve to one particular
selection of edges. (b) The state of the eavesdropper’s channel is also known to every node
in the network. Both theorems rely on the assumption that intermediate nodes do not use
private randomness.

Theorem 5.2 holds for any network. After a transformation of the network the proof generalizes
the converse part of Theorem 2.1.

Theorem 5.3 considers a special class of network. By intuition, the restriction Os = I; = h
ensures that the deletion of edges that are not on a path towards a destination node does not
reduce the achievable secret-message rate.

5.8 Discussion

5.8.1 Extensionforz>h

Assume z = 2 and consider the two-hop line network shown in Figure 5.8. Against this stronger
Eve, we can run our scheme as presented in Section 5.6, but with different parameters. We
need to calculate how many packets Eve might receive in each phase. We give the calculation
in expectation.

In the message sending phase Eve has two independent chances to overhear a certain packet,

on each link she receives a given packet with probability %, hence the number of different

packets she receives (in expectation) is:

1-6g 1-6g (1_ 1—65) (5.25)

"1 56, 1665\ 1-065

In the key generation phase she gets n; (1 -6) (1 -6g) packets in common with U on the

first link, while she receives a packet with probability

11:55§E on the second link, hence she is

expected to get

1-6g
1-66g

n(1-6)1-6g)+m(1-(1-6)1-6E)) (5.26)
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packets in common with D, which results a key rate

1-6g
=0g(1-0)-1-(1-6)1-6 . 5.27
K=0Eg( )= (1= ) ( EDI—&SE (56.27)
To calculate the achievable rate % we need to consider n; and n, such that
1-6f 1-0f ( 1-6f )
= + 1- . 5.28
MRS 56y 1005 1-00s (6:26)

Note that for any given network and any given set of wiretapped edges a similar analysis
|E|
z
our code such that it provides secrecy against all possible eavesdropped sets. However, the

is feasible. After investigating all the (")) possible sets of wiretapped edges, we can design
worst-case selection of eavesdropped edges and thus the actual rates achieved highly depends
on the topology of our network.

5.8.2 Intermediate randomness helps

In our model we assume that no intermediate node in the network can generate additional
randomness. Relaxing this assumption makes the problem significantly more difficult which
is open even for an error-free network. Consider as an example the two hop line network
(Figure 5.8) with z = 1. In case U can also randomize, then we can run our optimal protocol

for a single channel twice, first to send the message securely from S to U and second to send it
1-66k
1-66%.°

from U to D. This strategy achieves a rate 0 (1 —6) Without randomization we have

2
seen that the secure capacity is ¢ 51__5‘?’5. Clearly, intermediate randomness increases the

secure capacity in certain cases.

?
5.8.3 Unicast rate = multicast rate?

Note that this scheme for multicast (see Section 5.6.3) results in a lower secure multicast rate
than the minimum of the secure (unicast) communication rates to the individual destinations
achieved by the scheme in the preceding section. There is such a gap in case z > ¢, where ¢ is
the number of multihop paths between S and the destination with the lowest secure unicast
capacity.

Considering the example on Figure 5.9 with z = 2 helps understanding why this gap shows up.
If we had a unicast problem, with D, as the only destination, then we could achieve a key rate

5p(1-0)+ 05010 (5.29)

E 1-66% '

between S and D;. However, the unicast scheme requires S to send a new random packet on
the S-D; channel in each time slot of the key generation phase meaning that S has no control
over which packets reach D; and contribute to the key. If S applies the same strategy over
the S-D, channel then D; and D, share two different keys with S. But in the second phase S
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Figure 5.9: Multicast problem example

cannot use two different keys at the same time on the S-U channel, because the destinations
would not be able to decode. Our proposed scheme overcomes this issue by ensuring that D,
and D» receive the same set of packets and can generate the same key. Compared to unicast,
this solution comes with a sacrifice in the key generation rate. Instead of the unicast key rate
in (5.29) the multicast key rate is

§p(1-6)2
215( )

1—007 (5.30)

Whether there is a fundamental gap between achievable unicast and multicast rates for z > ¢
remains open.

102



Discussion and open problems

In this thesis we investigated the problem of secret-message sending in various erasure settings.
We introduced a two-phase scheme design and a linear programming approach which enabled
us to propose optimal coding schemes in several communication scenarios. In particular, we
have derived the secret-message capacity of a point-to-point channel, of a broadcast erasure
channel', a network with independent parallel channels, the V-network and the triangle
network. We have shown optimality of our scheme designs using novel techniques for deriving
outer bounds. We also considered the secret-message sending problem in an erasure network
with arbitrary topology, where we proposed a general coding scheme.

Our research also leads to a few related open problems. In Section 5.8 we have already
mentioned some of these. Below we provide some questions of interest for future research.

* We have considered erasure channels only. A very natural direction is to consider
channel models other than the erasure channel and further explore the role of feedback
in secure communication.

* We only considered networks composed of point-to-point channels that operate inde-
pendently. It would be relevant for a multihop wireless network to consider broadcast
transmissions through multiple hops, which would necessarily bring together ideas
from Chapters 3 and 4.

* Our outer bound proofs assume in all cases that the channel state of the eavesdropper
is available. Clearly, the outer bound is valid with this assumption and it is tight in
many cases — as we have seen. However, we conjecture that in some cases the resulting
bound is not achievable without knowing Eve’s channel state. We have already seen a
similar phenomena for networks, where we have shown that knowing or not knowing
the location of Eve (i.e., the set of eavesdropped channels) makes a difference in the
achievable secret-message rate — unlike in the case of an error-free network.

Consider a broadcast erasure channel with two receivers and an eavesdropper. State-
feedback is available from the two receivers, who receive a private message each. Assume

LFor special cases only: see Chapter 3.
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we aim to ensure secrecy of both messages against the passive eavesdropper.? In this
setting we conjecture that a different secret-message rate region is achievable with and
without knowing the channel state of the eavesdropper. If our conjecture is true, a new
technique is required to derive a better outer bound for the problem.

As we discussed in Section 3.4.2, it remains open whether or not the distribution inde-
pendent secret-message capacity region differs from the secret-message capacity region,
i.e., whether 9?2D 1s < %"ZD 5 OF %% 1s= %% i holds. We conjecture the former.

We considered networks of arbitrary topology assuming that all channel parameters
are the same. It remains open to generalize ideas for networks with arbitrarily varying
channel parameters. We have to note that the problem becomes significantly harder,
because a special case of the problem is the same as the secure network coding problem
with unequal link capacities, which is known to be NP-hard [67].

We have derived theoretical results and proposed polynomial time coding schemes for
secure communication. There are still several practical challenges to address in order to
translate these results into practical protocols.

2Note the difference between this setting and the model in Chapter 3. There each message is secured against all
other receivers, whereas here we consider all messages to be secured against one eavesdropper.
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.\ Summary of often used tools

For reference here we cite technical results we often use in our derivations. We state theorems
without proofs, but we also provide references for an interested reader.

A.1 One-time pad encryption

One-time pad encryption, also known as Vernam cipher was already used for hiding infor-
mation in the early 20th century, while historical documents prove that the idea appeared
as early as 1882 [71]. The name suggests that no encryption key should be used more than
once, which is indeed an important security criterion. A rigorous mathematical treatment was
presented by Shannon [4], which we take as basis here.

Let W denote random finite field element (with any distribution), which represents a message
and K another element of the same field selected uniformly at random. In this thesis we
perform operations over packets, hence the finite field is [Ff, in our case. Then, the encrypted
message is

W =waekKk, (A1)

where & denotes the addition operation of the field. We use the @ operator, because if the field
is a binary extension field, the addition is bitwise XOR.

Theorem A.1. For W' and K as defined above

IW; W =0, (A.2)

i.e., one-time pad encryption provides perfect secrecy against an adversary who sees only W',
and has no side-information about W or K.

For further details and proofs we refer to [4].
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A.2 Chernoff-Hoeffding bound

We use the following form of the Chernoff-Hoeffding bound. For the proof and other related
inequalities we refer to [72].

Theorem A.2. Let Xj,..., X, denote independent random variables taking values in {0, 1}, and
let X = Z?:l X;. Further, u =E{X}. Then,

72
Pr{X<pu-t}<e " (A.3)
2
Pri{X=p+th<e . (A.4)
As a direct consequence,
2
Pr{|X—p|=1}<2e %, (A.5)

A.3 MDS matrices

Alinear [n, k] code over F is described by a k x n generator matrix G. An information (row-)
vector x of k symbols over F is assigned the codeword xG. A linear code % is the set of all
codewords, defined by

©={ceFlaxeFl:c=xG}, (A.6)
The parity check matrix H of an [n, k] linear code is the n x (n — k) matrix for which

CEC <—cH=0. A7)

An MDS code is a code that meets the Singleton-bound with equality. The Singleton-bound
claims the following:

Theorem A.3. For a code € over [, with block length n and minimum distance d < n, the
number of codewords is upper bounded by

1€ < "1, (A.8)

If6 is a linear (n, k] code, thend < n—k + 1.
MDS codes exist for any parameters [n, k] over Fg, provided g is large enough. E.g. Reed-
Solomon codes are linear MDS codes over a filed of size g > n.

Theorem A.4. A linear [n, k] code over F 4 with parity check matrix H is an MDS code if and
only ifany (n — k) rows of H are linearly independent.

Theorem A.5. The dual of an MDS code is again an MDS code. Thus, if H is the parity check
matrix of an [n, k] MDS code, then HT is the generator of an [n, n — k] MDS code.

106



A.3. MDS matrices

Corollary A.1. Let X denote a row vector of ¢ random packets, i.e., X is an L x ¢ matrix over
Fq such that each column of X is selected independently and uniformly at random from [F(L].
Further, let HY denote an arbitrary selected subset of ¢ < n rows of a parity check matrix of a
linear [n, k] MDS code over F ;. Then, the entropy of XH ¢ expressed in terms of packets is:

H (XH[ ) —min{l,n—kj. (A.9)

Corollary A.2. Let X denote a row vector of k random packets, i.e., X is an L x k matrix over
Fq such that each column of X is selected independently and uniformly at random from [F(L].
Further, let G¢ denote an arbitrary selected subset of ¢ < n columns of a generator matrix of a
linear [n, k] MDS code over F 4. Then, the entropy of X G’ expressed in terms of packets is:

H(XG[ ) —min{¢,k}. (A.10)

For proofs of the above theorems and for more insight about error correcting codes we refer
to [73,74].
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Proofs for Chapter 3

B.1 Proofof Lemma 3.3

Let Ug be a vector of length N; such that the i-th element U g ;is Up,i if Calvin observes this
Up,; either in the pure form or added with some element of Uc, and Uy c ;=1 otherwise. Let

1€ . be the indicator random variable for the event U§ , #1, so M§ = va 11 lg The following

are information equivalent, i.e., we can express each side as a deterministic function of the
other.

(3", F",0c,Uc) = (Ug, Y," ,F",0c,Uc). (B.1)
Therefore,

H(Y,'F"OcUc) = H(US Y, F"OcUc). (B.2)

H(Y)'|Y," F"OcUc) = H(Ug|Y," F"OcUc) (B.3)
Ny .

- ZIH(Ugi|U§HY2”1F"®CUC) (B.4)
1

— ( C UCl IYnIFHQCUC) (BS)
N

sz (ug.n§,) (B.6)
1\_7 N

sz {16, =1} = [E{legvi}. (B.7)
=1 1=

where the third equality follows from the fact that the indicator random variable lgi isa
deterministic function of the conditioning random variables. O
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B.2 Proofof Lemma 3.4

We adopt the notation for Ug and lg ; introduced in the proof of Lemma 3.3. In addition,
let K'§ be defined in a similar manner as U§ such that k', =L if US, =L and K'§; ; = K'5,;
otherwise. Also, let lg be the vector of indicator random variables lg sJ=1..., N1

Proceeding as in the proof of Lemma 3.3, we have

H (YW1 Y, F"OcUc) = H(Ug W Y, F"OcUc) (B.8)
= H(K'5IMY;" F"OcUc) = H(K'§15Wi v, F"ecUc) (B.9)
= H(K'5NG) - 1 (K5 m " F'ocUcii§). (B.10)

But, from the MDS property of Gky, and the fact that Kp is uniformly distributed over its
alphabet, we have

H(K'5115) = me(z sB)Pr{Zl } {mln(sB,%l )} (B.11)

1

Also,

1(K'5 Wy FrecUcng) @ (K G v Fing) < 1(K'515 v F™ ) < 1 (Kg; ;" F©c).
(B.12)

where (a) follows from the fact that the distribution of W, (uniform and independent of
F",04,0¢) implies that U¢ is independent of @ 4, F"* and using this we can argue that the
following is Markov chain

K'g- (15, v, F™) - (W1,0¢, UQ). (B.13)

Substituting back we have the lemma. O

B.3 Rate calculation
B.3.1 Honest-but-curious adversary

N;
The achievable rate for user j is R; = lim, .o, —-. Compared to the non-secure 1-to-M protocol
we have an overhead of 7n; transmissions. We have

lim L = R,— (B.14)
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and thus
Gt oD
lim L =Rj————, (B.15)
n—oo n 1- Hk:l 6k
R; (1 - M0
om J 5
r}lr{)lo7 = 'eglaxM} 7 o > . (B.16)
- jeil,..., ~10k
(1-0;) k&j- = (1 =TTz, Ox)

Using Theorem 3.1 the rate assertion of Theorem 3.3 follows.

B.3.2 Dishonest adversary

max{ny, 7y}

Similarly as in the honest-but-curious case, we need to compute lim,_.o % and lim;;,—. m

It is immediate that

n, R Ry
lim -2 = B.17
"1—1’20 n 1—51+1—5152 ( )
né’ Rl Rz
B.18
n—oo n 1—6152 1—62 ( )
Further,
s 1-65
lim B =g, — %2 B.19
nl_ILIO n 11—6152 ( )
lim , R, L0 (B.20)
n—oo n B 21—6162, '
from which
. SB 1-6
1 — =Ry — B.21
oo n 152(1—5152) ( )
. Sc 1-6;
lim < =R——— B.22
oo 25y (1-6107) (b-22)
and
lim 2 = max|R 1=0 R 1=, (B.23)
n—co n 16,161 (1-6162) 261 (1-62)(1-6,02))° '
We also observe that
1- 1- R R R R
R 02 >Ry o1 = ! + 2 > ! + 2 .
62(1-61)(1-6162) 61(1-02)(1-6162) 1-61 1-6162 1-6162 1-6>
(B.24)

From these the rate assertion of Theorem 3.4 follows.

111



Appendix B. Proofs for Chapter 3

B.4 Proof of distribution independent security

We need to show that if Bob is honest, then (3.10) holds. In the proof we omit taking the
maximum, but our argument is true for all joint distributions of (W7, W5), hence the property
follows.

We can almost identically follow the proof of Section 3.5.2. Similarly to (3.45) we have
(Wi Y F"Oc|W,) < I(Wy; Yy F"OcUc|Wa) = I (Wh; V5|, T F* O cUcWa). (B.25)

The last step follows because given W, variables @ 4,0, F" are independent of Wy, further
Y2”1+”2, UC are deterministic functions of © 4, ¢, Wa, F"*. The proofs of Lemmas 3.2 and 3.3
directly give us

I(KB; Y2m+n2 Fn1+nz@C) < s;ge—aB_gﬁ\/g, (B.26)
H(Y)'| Y, ™ F"OcUcWs) < E{M§}, (B.27)

under the same conditions as defined in Lemmas 3.2 and 3.3, where ag 26 > 0 is some constant.
We still need to show that

H(Y MW, Y," ™ F"OcUc) = E{min (s, M§)} — I (Kg; ¥, 2 Fthe) (B.28)
holds. We can again follow the proof of Lemma 3.4, but we have to argue step (a) in (B.12), i.e.,
I(K’C; Wy W Y2"1+"2F”®CUC|1g) = I(K’C; Y2"1+"2F”1+"2|1g), (B.29)

where the independent and uniformly distributed property of W, was exploited when prov-
ing the lemma. To see that equation (B.29) is true under the modified protocol, consider
that K. is generated from a different set of random packets than K’ <, s0K'S— Y,n " — Ue
is a Markov-chain, and since (© 4, F") is generated independently of (W, W>,0¢), K’ f,? -
(v, "2, 15, F™m) — (W, Wh, ©¢, Uc) has the Markov property too.

Having established the three key lemmas for the modified protocol, we can conclude the
proof the same way as we have seen in Section 3.5.2. We omit the details to avoid repetitive
arguments. O

B.5 Proofof Lemma 3.1

As afirst step we define

Advyy =  max {m;xPr{ﬁf(Yz",F”,Gz,a,u»z)=f(w1,wz)}

frPw, w2,

—m;}xPr{y (Pw,, f, ws) = f (W, LUZ)}}. (B.30)
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As opposed to Adv*® here w; is not a random variable but a constant value from #5. Clearly,
AdVE < AdvS,, (B.31)

because W, taking the value w, with probability 1 is a particular joint distribution W;, W, can

take, so the scope of the maximization is restricted. We show that Advy:> = Advy; .

AV, = max Jmaxprier (], ", 00,0,5) = (1, W}

frPwy,wy, 0

—maxPr{s (Pw;, f,Wz) = f W, Wg)}} (B.32)

= max ZPWZ (WZ){m;XPr{'Q{(YZn)Fn,QZ’U) WZ) :f(Wl»W2)|W2: wZ}

fvPWI,WZ 0w,

—maxPr{S (Pw;, f,0,We) = f (W, Wp) W, = wz}} (B.33)

= max {mdaxPr{d(YZ”,F”,G)g,a, wy)=f (Wi, ws )}

*
Wzvapwlxwzzw;ra

—m;}xpr{y (Pw,, f,w3) = f (Wi, w;)}} (B.34)
- Amaxpria (5P, 00,u3) = £ (Wi, w3}

—m;xPr{Sﬁ (Pw,, f,w;) = f (Wi, w;)}} (B.35)
= Adv;, (B.36)

where the second step follows because there is a certain value w; of W, that maximizes
the expression inside {...}, and moreover this expression depends on Py, w;, only through
Pw,\w,=w,, hence a maximizing joint distribution of W;, W» is when W, takes this particular
value with probability 1.

We continue the proof in two steps, first we define a notion of distinguishing security appli-
cable for jointly distributed messages by extending a similar definition in [24] and show its
equivalence with the above definition of semantic security. Then we show equivalence be-
tween this notion of distinguishing security and distribution independent security as defined
by Adv1[E.

We define a notion corresponding to distinguishing security by defining the adversarial advan-
tage:

Advg = max  2Pr{ss (wf,w],wp, V) F",05,0) = b} -1, (B.37)

o, wd, Wi, w,,0

where w?, w% € #) are possible messages, similarly w, € #,, b is a variable uniformly dis-
tributed over {0, 1} and is independent of all other variables, while ” Y," is Calvin’s observation
given W; = wf’ .
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Distinguishing security defined by Advgiss is equivalent to semantic security as defined by
Advy’ and hence equivalently as defined by Adv;.. To show that distinguishing security
implies semantic security, we can almost identically follow the proof of Theorem 5 from [24],
with a slight difference that a conditioning on W, appears. Given an adversary </, attacking
semantic security, we construct an adversary o, attacking distinguishing security as follows:
s outputs 1, if the adversary attacking semantic security </ gives as output f (w%, ws),
otherwise it returns 0. Then, if Wl0 and W11 are i.i.d. both having the same distribution as W,
then

Priclys (W), W, Wo, 1Y), F",@,,0) = 1|Ws = wo}
= Pr{As (Ys', F", 02,0, Wa) = f (Wi, Wo) |[Wa = wo}
(B.38)

Priclys (WY, W), W, Y, F, ©,,0) = 1|Wa = wy}
< m;xPr{y (Pw,, f, Wa) = f (W1, Wo) IWa = w,}.  (B.39)

Finishing the derivation as in [24] we get

Pr{Ag (Y, F", 02,0, Ws) = f (W1, Wa) [W, = wz}—mygxPr{Sﬂ (Pwy, [, Wa) = f (W1, Wa) [Wa = wo}

< max 2Pr{g¢ds (w?, w}, wz,bYZ”,F”,Gz,a) = b} -1 (B.40)

0 1
wy, wy, Wa,dgs,0

for all Py, f, o5, 0, hence taking the maximum over these variables on the LHS and over w-
on both sides keeps the inequality. This establishes that

— d
AdvES, = Adv’SS < Adv < 24dvS,. (B.41)

The other direction of implication is a straightforward consequence of the definitions, the
scope of maximization in Advgiss is a subset of that of Advy:,, in case of AdvgisS f is a function
that computes b, while Py, is such that W; uniformly takes the two values w? and w] and
independently W, takes w» with probability 1.

What remains to show is that distinguishing security defined by Adv;liisS is equivalent to distri-
bution independent security as defined by Advg}iss. Clearly, for any particular value of w»,

Adviy = max I(Wy; Y5 F 0| Wa = wy). (B.42)

WO

If we fix w, for the scheme, we can directly invoke Theorem 5 from [24] which proves that

o, wl,o Py, 0

max  2Pr{sf (w),w},ws,P¥}', F",05,0) = b} -1 < \/2 max I (Wy; Y' 70| Wa = w,)
(B.43)

<\/2-Adv]E, (B.44)
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B.5. Proof of Lemma 3.1

which holds for every w», so we can take the maximum in w, on the LHS, which gives in turn

AdV, < \/2-Adv]S (B.45)

showing that the distribution independent security implies distinguishing security. The
other direction is also true. We can apply the same type of argument as when showing
Adv3: = Advy to get:

S

Ad df;: max I(Wy;Y)'F"02IW2) = max I(Wy; Y)'F"O2|Wa = wy). (B.46)

Pwy,ws,0 wa, Py, ,0

Let us denote

Adv®® () = max 2Pr{g¢(w‘f,w},wz,bYZ”,F",(az,a)=b}—1. (B.47)

of Wl wlo
We can apply Theorem 4.9 from [24] with a conditioning on W, = w,, which implies that for

any wo:

2n
max I (Wy; Y F"@0|Ws = wo) < 2AdvY® (w,) 10 (—) (B.48)
Puy,0 (Wi Y F 02 W2 = w) 2708 Adv® (wy)

Since the above is true for any w», we can take the maximum in w, on both sides resulting

ds

) on
Ad dif’sZAdvdSlog(Adv ) (B.49)

This completes the proof that distribution independent security is equivalent to semantic
security defined by Advy:.. O
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8] Proofs and calculations for Chapter 4

C.1 Calculating N;

Let N/, N}’ and N; be defined by the following equalities:

¢ 1-0ig B 1-0ig
i+ si=Nl———= + N.* ———= (C.1)
! jzgf;éi J "1-6:0;¢ ' 1-6;6ig
1 "%
| N.
nm; = N; : (C.2)
1-6; 1-6
N; =min{Nj,N;'}. (C.3)
From the paramter defintions it is clear that
N 1-6:6; ¢
lim — = b (1-87) + ci(1-6; (C.4)
n—oo n 1—51']5 o ! jzlzj;,gi ]( ])
{/
lim —+=m;(1-9;). (C.5)
n—oo n
. N . N! ) N
From (4.5) we know that lim, o, 5= <limy—. =, hence lim;, .o, 7} = m; (1 - 0;).
C.2 Proofs of Lemmas 4.5-4.6
C.2.1 Proofof Lemma 4.5
Define
nry 3
e r+n (C.6)
nro 3
T =ry+T, (C.7)
O = ——— (C.8)
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Appendix C. Proofs and calculations for Chapter 4

1-61g

6= ——— C.9

27 1-6161k (€9
" 5

r{zr,—1+r+4 (C.10)
01 Ol

o

=242 (C.11)
6 Oop

S; and S» continue ARQ for at most 1’1—%‘1 and 1’1—%22 transmissions. Let X;,p denote the first r;

packets that D receives on channel 1 (if no such, an error is declared). Then, for S; a key is
computed as follows:

Ki2a=X1,pHi 24, (C.12)

where H o, is a r x |’ parity check matrix of an MDS code. Another key K »j, is formed for S,
from the first r, packets that D receives on channel 2. The same method is applied to create
keys Kz 24, K22 for Ss.

The security of keys Kj »; and Kj ), is obvious. The generation of Kj 24, K2, is the same as
the key generation scheme in Section 1.5, with the only difference that & and &, , play the
role of 6 g. The same analysis of security and error probability applies. The claimed key rates
follow directly from the parameter definitions after taking the limits with 7 — co. O

C.2.2 Proofof Lemma 4.6

We provide the proof for the key of S;, the same derivation applies for So. We define the
following parameters:

ney = ne) + (nc))** (C.13)
ney = nch+ (ncé)g/4 (C.14)
. I’LCi’ ( nci’ )3/4 " 15)
nc, = )
Y7 1-6161r \1-6161
3/4
, ncy ( ncy )

ne, = C.16

271-6, \1-6, (C.16)
O1E(1-61)

6 == C.17
T 1-6161E (€17
,one’ 1 (2nci”)3/4 (C.18)

ncy = +— )

8l O\ O

X2 denotes the nc! =2 vector that consists of the first nc —=2— packets that D receives
C1 11 61615 11 51515

in this step on the S; — D channel, while ng the first nc) packets received from S; in the
corresponding step. Again, we assume that sufficient number of packets are correctly received
to form these matrices, otherwise an error occurs. We later show that the error probability is
negligible.
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C.2. Proofs of Lemmas 4.5-4.6

Like before, we use the notation Xé‘l and Xé‘f’ for the packets received by A € {D, E, DE} and
for those received by S only, where D stands for the destination and E for the eavesdropper on
channel 1. With a slight abuse, we denote corresponding index sets by 4, [44. Note that the
eavesdropper on channel 1 does not receive any packets from C,.

The key Kj 3 is computed as follows:

D D
Ki3=[Xg, X5,Gi3l, (C.19)
where G 3 is a matrix of dimension nc/ 1_15_155‘“3 x nc}’ and it is a parity check matrix of an MDS
code.
We show that

1(Ki3 X)) (C.20)

can be made arbitrarily small by choosing a large enough 7.

From the properties of C; and C; (i.e., the MDS property of G) it follows that ng and Xgl are
independent as long as

1-6;

1 1

c,+c—— <, C.21
2 11-6161k (€21

which directly follows from (4.59). Thus, we have that
H(K3) = H([X5,x2,Gi3]) = H(XE) + H(X2,G13) = n(c) +¢)). (C.22)

This already shows that K 3 has uniform distribution and that it achieves the claimed rate. We
need to show that Kj 3 is secret from the eavesdropper on the S; — D channel.

H (K3l XE,8") = H([XE, XBG1a]1X5S") C23)
= H (x5, 1XE, s") + H(XZ Gy 31XE, xE,8™) (C.24)
=ncy+ H (X2 Gy 31XE, x5, 8") (C.25)
= ncy+ H(X2P G151 x5 X, s") (C.26)

Further,
H(x2P Gy | xE, X8, 8")
= ;;Pr{lxéil HXEP1= X001 =} H(XEP G5 IXE XGS" 1XE | +1XE01 = kIXEP) = )
(C.27)
=5 S B KB kX1 (X2 U XS, XA X0 = X - )

1
k=0 j=nc}

(C.28)
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Appendix C. Proofs and calculations for Chapter 4

n(c—cj) &k

=ncl Y Y Pr{IXEI+1X2P1= kX001 = )} (C.29)
k=0 j=nc/"

= nc(z Pr{IXE, |+ IX0P1 = k,IXEP) = nef'} (C.30)

=na c1 c1!=Mhldc 1= : ’
k=0

We exploited that |XZ,| +1X22| < n(c-c}) implies that |XZ,| +1X22| +1X5,| < ¢, thus the

D I .
columns of XCI‘D G1],33¢ are independent of (Xgl, Xé)z).

e E Dy D@ "
kz Pr{IXE, 1+ IX0P1 = k,IXEP| = nef'} (C.31)
=0

_n(C—CZ E D@, _ Dg " E D@, _

= Y PrilXg I +IXoP 1 = ki PralX Pl = nel' |l Xy | +1Xo7 | = k (C.32)

k=0

s E Do, _ Do i wE Do, _

> Y PrilXgl+IXoP 1 = ki PralX P = nel' |l Xy | +1XoP | = k (C.33)
k=nc{
n(c—cz) E D@, _ D@ "n E D@ _ "

> Y Pr{IXE I +1X221 = ktPr{IXP2) = nel1xE | +1XE2| = n] (C.34)
k=nc/

=Pr{nc] < |XE,|+ X221 < n(c— )} Pr{IXQP1 = ne|IXE | +1XEP 1 = nef}  (C35)

We show that both these latter two probability terms are close to 1. We use the Chernoff-

Hoeffding bound and that [E{IXgll + |Xgl¢|} = nci (1-6101F) to get:

Pr{IXE, |+ IXEP1 < n(c-c)} (C.36)
=1-Pr{IXE, | +1X201> n(c- &)} (C.37)
> 1—Pr{|X§1| +1X2% 1> nc-c (1 —52))} (C.38)

> 1-Pr{lIXG | +1X20 - E{IXE 1+ 1201 > n(c- 2 (1-82) - 1-81610)}  (€39)
(@ 3/

= 1-Pr{IIXE 1+ IXEP1 - E{IXE 1 +1XQ2 1} 1> (1 - 61610) (nef)*"} (C.40)
>1—e dcavna, (C.41)

for some constant ac 41 > 0. In step (a) we used (4.59). Also,

Pr{IX&,|+1X0P1 < nef | (C.42)
b b nci’ 3/4
E o} E ?
SPI‘{||XC1|+|XCI |_[E{|XC1|+|XC1 |}|>(1—5151E)(m) } (C.43)
< e dcuy ”Ci/, (C.44)
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C.3. V-network outer bound proof

for some constant ac 44 > 0. Thus,

1"

Pr{nc} <|XE1+IX0P 1 < n(c-cf)} 21— e en Ve _ gmacuy/nel, (C.45)

For the second term:

Pr{IX201= nellIXE, | +1X2P) = nef} = (C.46)
Pr{Ix& 1= n (e - " IXE | +1X201 = nef | (C.47)
=1 —Pr{ngll >n(c] —c") ||X]C51| + |X1C)1¢| = nci’}. (C.48)

1’ ¢ Or in other words the probabil-

ity that a packet that we know that either D or the eavesdropper received is known to the

eavesdropper, equals = 305 hence

The probability that a given packet in (X £ Xé)fj) is in X

1-6
£ (1-6),). (C.49)

[E{XE XE | +xP? =nc"}=nc"——
I X Xy I+ 1X e 1 116161

1

Using this, we can again apply the Chernoff-Hoeffding bound to get:

Pr{IXE 1> (] - ") IIXE, | +1XEP 1= nef | < e eV, (C.50)

for some constant ac 59 > 0. With this we have shown that
I(Ky,1; X6, S") <e (C.51)

is satisfied if n is sufficiently large.

The error probability of this step can be shown to be arbitrarily small using the techniques we
have seen before. We omit details to avoid repetitions. O

C.3 V-network outer bound proof

We summarize our outer bound linear program below. With a slight abuse of formality, we
do not introduce a name on all the different entropy and mutual information terms, but
from this point we do not use any properties of the information terms except that they are
non-negative. We replace some terms with a named variable to help readability or when there
is a corresponding variable in the scheme program. As before, we work with the asymptotic
form of the inequalities.

Since we use terms as names we can ease notation by omitting %Z?:p
in all terms), and index i. This should also help the reader not to think of these terms as

meaningful information terms in the sequel.

Fi=1 (which appears

R=(1-6D)I1X;WIY)+ (1 -62)1(Xo; WIY)
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Appendix C. Proofs and calculations for Chapter 4

R=(1-6161p) [(X;; WIY Z1) + (1-62) [ (Xo; WIY Z3)
R=(1-06202p) I (Xo; WIY Zp) + (1-61) I (Xq; WIY Z)
R=(1-6161) I(X;; WIY Z) + (1-6262) I (Xo; WY Z)
Crz2(1-0101p)IX;PIYZW) + (1 —02025) I (Xo; V| Y ZW)
0=—-(1-062026)1(Xo; Z11Y Z,W) = (1 =61) [ (X3; Z11Y Z, W)
+01A-0pIX;PIYZW)+(1-01)1(Xy; LY ZLWWY)
0=-(1-6161p)1(X3; LY Z1W) = (1-62) [ (X2; Z2|Y Z1 W)
+02(1=02p) I(Xo; WIYZW) +(1=02) I (Xp; Zo|Y Z1 W)
0<-(1-01p) (X ; WIZ1W) +615(1-61) HX1IY Z1W) + (1 -61618) I (X3; Y21 Z1 W)
0=<—-(1-062p) [ (Xo; WIZoW) + 625 (1= 062) H(X2lY Zo W) + (1= 6202E) I (X2; V1| Y22, W)
(1-6161p) I (X1; Y2I1 Z1 W) < (1 -62) [ (Xp; PIY ZW)
+(1=82) I (Xo; Z|Y ZY W) — (1= 62) [ (X2; Zo|Y Z1 W)
(1=62625) I (Xo; V11Y2 2, W) < (1-61) [ (Xy; PIY ZW)
+ (1= I(Xy; Z11Y Z,W) = (1= 61) [ (X3; Z11Y Z, W)
IXy;WIYZ) = IX; WIY Z)) + 1(Xy; 22| Y 2y W)
I(Xo; WIY Z) < [(Xo; WIY Z) + 1 (X2; Z1|Y Zo W)
1=2HXG|YZW)+1(X; WY Zy)
1= HOGIY ZLW) + 1(Xo; WIY Z))
12 HX Y ZW) + 1 (X W|Y)
1= HOGIY ZoW) + 1 (Xo; WIY)
12 HX|Y ZW) +1(X; W|Y)
1= HOGIY ZLW) + 1 (Xo; WIY)

H(X|YZW) = HX|Y ZW) - 1(Xy; Zo|Y Zi W) (C.52)
HX|YZW) = HX|Y ZW) - [(X1; Z1|Y Z, W) (C.53)
H(X|YZW) = H(X|Y ZIW) — I (Xo; Zo|Y Zy W) (C.54)
HXG|YZW) = H(X|Y ZW) — I(Xo; Z1|Y Zo W) (C.55)
HX|YZW) = [(X;P|Y ZW) (C.56)
HXG|YZW) = (X P|Y ZW) (C.57)

IX;WIYZ) s T(Xy; WIY Z0) + 1(Xo; Z2|Y 2 W)
I(Xo; WIY Z) = I(Xo; WY 22) + 1 (Xo; Z1|Y Zo W)

We introduce the following naming. Some variables already match variables in the scheme
program, in which case we use the name of the corresponding variable. We distinguish the
variable names used only in the outer bound program with overscore. Recall that in the
following the unnamed terms are also treated as non-negative variables.

I(Xy; WIY) ~my (C.58)
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C.3. V-network outer bound proof

1(Xo; WIY) ~ mp

H(X1|YZW) ~I[(X;Y|YZW) + k;

HX|YZW) ~ 1 (Xo; YIYZW) + ko
I XYY ZW) ~ §
I(X,;YIYZW) ~ 8
1(Xy; Zo|Y Z1W) ~ 6,
1(Xp; Z1|Y Z,W) ~ £y
1(Xy; Z1|Y ZW) ~ %1
1(Xo; Zo|Y Z1W) ~ X,

Besides these, we also apply equalities (C.52)-(C.55) to eliminate the following terms:

H(X1|Y Z,W) H(X1|Y Z,W)
H(X|Y ZyW) H(X|Y Z,W)

After these steps we can drop (C.56)-(C.57), and we have the following:

R=(01-01)m+1-5)my

R=(1-6161p) I (X;; WIY Z1) + (1-62) [ (Xo; WIY Z3)

R=(1-06202p)1(Xo; WIY Zp) + (1-61) [ (X1; WIY Z3)

R=(1-6161p) I(X;; WIY Z) + (1-6202) I (Xo; WY Z)
Crz(1-6161p)$1+(1—-6161E) 52

0<—(1-062825) 02— (1-61) X1 +61(1—-615) §1+ (1 -6 [ (X1;; 21| Y Z, W)
0<—(1-6161) 01— (1—=82) X2+ 62 (1=625) S+ (1 - 62) I (X25 22| Y ZLW'P)
0<61,(1-61) (ki+$i+01)—(1-61p) [ (X; WIZIW) + (1 -61616) I (X3; Y2121 W)
0<828(1=82) (k2 + 2+ 02) = (1= 826) I (X; W Z W) + (1 = 82025) I (Xo; Y11 Y2 Zo W)
(1-6161p) I (X;; Y2I1Zi W) < (1-62) 2+ (1= 62) o — (1= 62) [ (X2; 22| Y Z1W'Y)
(1=062626) I (Xo; 11Y2ZoW)<(1-61) 1+ (1 =61 X1 —(1-61)1(Xy; Z11Y LWY)
I(X;WIYZ) < T(X; WY Z)) + 6y

[(Xp;WIYZ) < I(Xp; WIY Z) + 42

1=zki++5+1(X; WY Z)

1=k +$H+5+1(X; WY Zy)

1=k +5+6+m

1=ko+$+0s+my

1=k +8§+mp+ x5

1=ko+$H+my+ 3

(C.59)
(C.60)
(C.61)
(C.62)
(C.63)
(C.64)
(C.65)
(C.66)
(C.67)

(C.68)
(C.69)
(C.70)
(C.71)
(C.72)
(C.73)
(C.74)
(C.75)
(C.76)
(C77)
(C.78)
(C.79)
(C.80)
(C.81)
(C.82)
(C.83)
(C.84)
(C.85)
(C.86)
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Appendix C. Proofs and calculations for Chapter 4

We eliminate I (X»; Z,|Y Z,WW) and I (X1; Z11Y Z, WW) using Fourier-Motzkin elimination.

R=(1-6)my+1-582)my

R=(01-6161p) I(X;; WIY Z1) + (1= 62) [ (Xo; WY Z1)

R=(01-62625)I(Xo; WY Zp) +(1—=61) [(X1; WY Zy)
R=(01-6161p) I(X1;WIY Z)+ (1 -062062£) I (X2; W|Y Z)

0<015(1-61) (ki +8+01)—(1-61p) [(X;;WIYZ1) + (1 =61615) I (X1; Y21 Z1 W)  (C.87)
0=<0625(1—-82) (ko+ $2+02) — (1= 625) I (Xo; WIY Z5) + (1 - 82025) I (Xo; Y11Y22, W) (C.88)

(1-61615) I (X1; V2|1 Z1W) < (1= 62625) $2 — (1 - 61818) &1 (C.89)
(1-6101p) I (X; Y2l ZiW) < (1-82) 2+ (1-62) X2 (C.90)
(1= 062625) I (Xo; Y11Y2ZoW) < (1-61615) §1 — (1= 62825) > (C.91)
(1=6202p) 1 (Xo; 11 Y22,W) < (1-61) 1+ (1-61) %1 (C.92)

[(X;WIYZ) < T(X;; WIY Zy) + 64
I X WY Z)<T(Xp; WY Z) + ¥
1zki+5+5+1(X; WY Z)
1=k + S+ %+ 1(X; WY Z))
1=k +51+01+m
1=ko+$+ 0o+ my
1=ki+$1+m+x1

1=k +SH+my+ %
We apply (C.89)-(C.92) in (C.87) and (C.88). After this, we drop (C.89)-(C.92).

R=(1-6y) my+(1-65)my

R=(1-6161p) I (X;; WIY Z1) + (1-62) [ (Xo; WIY Z3) (C.93)
R=(1-06262p)1(Xo; WIY Zp) + (1 -61) I (Xy; WIY Z3) (C.94)
R=(01-6101p) I(X;; WIYZ)+ (1 —=62628) 1 (X2; W|Y Z)

Cr=(1-6161p)$1+(1—-61618) %2
1-61p) I(Xy; WIY Z1) <615 (1-61)
A1-61p) I(Xy; WIY Z1) =615 (1-61)
(1=625) I (Xo; WIY Z3) <626 (1 - 62)
(1=62p) I (Xo; WIY Z3) <626 (1 - 62)
I(Xy;,WYZ)<I(Xy; W YZ) +€-1
I(Xo;WIYZ) < T (Xo; WY Zy) + €
1=zki++5+1(X; WY Z)

1=k +$H+5+1(X; WY Z7)

k1+§1+[1 +(1—62)s'2+(1—52)x'2 (C.95)
+(1=08262) $— (1-61615) 61
+(1-01)55+0-671)% (C.96)

+(1=81615) §1 — (1-8262p) 02

k1+§1+f_1
k2+§2+[2

k2+8_2+é_2

—_— o~~~
—_— — — ~—

12k1+s'1+€_1+m1
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C.3. V-network outer bound proof

12k2+s'2+€_2+m2
1=ki+5+m+x

12k2+s'2+m2+x'2
In (C.93) we write
1-60101p) I X;WIYZ) =(1-61p) IX; WIYZ)+01e(1-01) I (X1; WIY Zy) (C.97)

and apply (C.95) on the first term. We replace (C.93) with the resulting inequality. We do a
similar replacement with (C.94) using (C.96).

R=(01-61)my+(1-62)my
R<61p1-6)(ki+s1+01)+0-62)$+61e1-6)I(X; WY Zy)

+(1=62) [ (Xp; WIY Z1) + (1 - 62) X2 (C.98)
R<635(1-62) (ko+ $2+02)+ (1 =61)§1+626(1—62) I (Xp; WY Zp)
+(A -6 I(X;;WIY Z)+(1-61) X1 (C.99)

R=(1-06161p)I(X1;WI|YZ)+(1-062028) I (Xo; WY Z)
Cr=2(1-6161p)$1+(1-61618) &

Q-6 IX;WIYZ)<61(1-61) (ki +8§1+61)+(1=82) 2+ (1 —62) %2 (C.100)
A=-81p) I (X WIY Z1) <8151 =81) (ki + 8§51+ 01) + (1= 62828) - (1-86161£) /1 (C.101)
(1=625) [ (Xo; WY Z3) <625 (1= 682) (ko + 2+ £2) + (1= 61) 1 + (1 —61) 5 (C.102)
(1= 0828) I (Xo; WIY Z3) < 825 (1= 82) (ko + S+ £2) + (1= 61815) §1 — (1= 8262) /> (C.103)

I(X;;WIYZ) < T(X;;WIYZ) + 04

I(Xp;WIYZ) < I (Xp; WIY Z) + €

lzki+s51+ X5+ 1(X;; WY Z) (C.104)
1=k +$H+5+1(X; WY Z)

1=k +s+0,+m

1=ko+$o+0s+mo

1=k1+$§+mp+ 1

1=k +$H+mp+ 3

We show that there is an optimal point where (C.100) is equality. First, there is an optimal point
where either (C.100) or (C.101) is equality. If it is not the case in an optimal point, then we
can increase the value of I (X1; W|Y Z;) without violating any constraints until either becomes
tight. Assume that in an optimal point the RHS of (C.101) is smaller than the RHS of (C.100).
Then we do the following transform, for some A > 0:

/A (C.105)
I(X; WY Z) 1A, (C.106)
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One can observe that the (C.101) remains equality, and the RHS of (C.98) does not change,
thus no constraints are violated. As a result either (C.100) becomes equality or £} = 0. If the
latter occurs, do the following transform:

B lA (C.107)
(X2, WY Z1) 1 A. (C.108)

Again, the RHS of (C.98) and (C.104) do not change, thus no constraints are violated. Since
2 1 =0, (C.100) becomes tight at least when X, reaches 0.

With a similar argument it can be assumed that (C.102) is also equality. Thus, adding the
constraints

(1—51615)[1+(1—62))52552(1—52E)S_2 (C.109)
(1—626215)[24-(1—61))6_1561(1—615)8_1 (C.110)

does not restrict the value of the program. We add these two constraints as well as we drop
(C.101), (C.103) and change (C.100) and (C.102) to equalities. We also substitute these equali-
ties back to (C.98)-(C.99).

R=(1-56)my+(1-82)my (C.111)
R=<( —5161}3) I(Xl; W| YZI) +(1 —52) I(Xz; W| YZI) (C.112)
R<(1-0620)I(Xo;WIYZ)+(1-61)I(X; WY Zp) (C.113)

R=(01-6161p) I X;; WIYZ)+ (1 —-062625) I (Xo; W|Y Z)
Cr=z(1-6161)81+(1-6161F) 52

A-61p) IX;WIYZ) =61e(1-61) (ki +§1+01)+(1-62) 2+ (1-62) %

(1 - 626) I (Xp; WIY Z3) = 625 (1= 82) (ko + S+ 2) + (1= 61) 1 + (1 - 61) K
(1-61615) 01+ (1= 62) X2 < 82 (1 - B25) &

(1-62628) lo+(1-61) %1 <6, (1-61£) §1

I(X; WY Z) < I(X;; WY Zy) + 6,

I(Xp; WY Z) < I(Xo;W|Y Z) + 0

1=k +51+x0+1(X; WY Z) (C.114)
1=k +$H+5+1(X; WY Z)

1=k +s+0,+m

1=ko+$H+0s+my

1=k +$§+mp+x; (C.115)

1=k +$H+my+ 3 (C.116)

126



C.3. V-network outer bound proof

We show that

my =1(Xy; WY Z,) (C.117)
my =1(Xy; W|Y Z7) (C.118)

can be assumed without restricting the value of the program. First, we show that
my < I(X;; WY Zy) (C.119)

can be assumed. If in an optimal point this does not hold, then we can increase the value of
I(Xy; W|Y Z) until it holds without violating any constraints. Note that (C.114) is respected
due to (C.115). With a similar argument

my < I(Xo; WY Z) (C.120)

can be assumed. We continue the proof in two steps. First we show that at least one of
(C.117)-(C.118) can be assumed. Assume the contrary:

my < I(Xy;; WY Z3)
my <I(Xo;, WY Zy).

If in an optimal point (C.112) is not equality, then one can decrease I (X»; W|Y Z;) until either
(C.117) holds or (C.112) becomes equality. Hence, if (C.117) does not hold, then one can
assume that (C.112) is tight. Similarly, we can assume that (C.113) is equality. If /5 >0,
consider the following transform for some A > 0:

~ A
b | ———— C.121
2| 6,001 ( )
A
Xl (C.122)
1-6;
A
IX;, W YZ) | —— (C.123)
1-6;
A
I1(Xo; WY Z _ C.124
(Xo; W 2)11—52525 ( )

As a result of this transform either ¢, = 0 or m; = I(X;;W|Y Z») occurs. Note that other
constraints remain unchanged, except for (C.115). However, if (C.115) was equality, m; =
I1(Xy; WY Z,) would follow. We can also do a symmetric transform:

~ A
0| —— C.125
1l 161017 ( )
A
C: C.126
X2 1 15, ( )
I, W YZ) | (C.127)
1-6,
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I(X;; WY Z) 1 (C.128)

A
1-61618
Thus, if still neither of (C.117) and (C.118) holds, we can assume ¢; = ¢, = 0. At this point,
we can increase (1 —02) my and decrease (1 —01) m; by the same amount, until (C.118) holds
without violating any constraints (if (C.116) becomes equality, then (C.118) already holds). We
note that it cannot happen that m, reaches 0 before (C.118) holds, because if m1; = 0, then the
RHS of (C.111) is strictly smaller than the RHS of (C.112), thus (C.112) could not be tight. We
conclude that there is an optimal point, where at least one of (C.117),(C.118) holds. W.Lo.g. we
assume

my=1(Xo; W|Y Z1). (C.129)
We then have:

R=Q1-6) m;+(1—62)my (C.130)
R<(1-6101p)I(X;;WIYZ)+(1=082)my (C.131)
R<(1-06202p) (X0, WIYZo)+(1-61) I (X1; WY Zp) (C.132)
R=(01-0101p)I(X;;W|YZ)+(1—02025) I(Xo; WY Z) (C.133)
C,z(1-6161p)851+(1-0101g) $2 (C.134)
A=-61) [(X;WIYZ) =815 (1-81) (k1 +$1+01) +(1-82) 2+ (1 - 52) % (C.135)
(1= 825) [ (Xo; WY Z) = G2 (1= 82) (ko + $2+ 02) + (1-81) §1 + (1-61) % (C.136)
(1-6161p) 01+ (1 —62) % <82(1—025) S (C.137)
(1=8262g) L2+ (1-61) 51 <61 (1-61£) §1 (C.138)
IX;WIYZ) < (X WY Z) + 6, (C.139)
[(Xo;WIYZ) < I (Xo; WY Zo) + 0o (C.140)
1>k +§+5+ (X WY Zy) (C.141)
12k +8§+01+m (C.142)
12ko+$+ 0o+ (C.143)
1=k +8$+m+x; (C.144)
1=k +SH+my+ % (C.145)
my < [(X;; WY Z,) (C.146)

We show that the last constraint can also be made tight, i.e., m; = I (X;; W|Y Z,) can be
assumed. If in an optimal point (C.132) is not equality, then one can decrease I (X;; W|Y Zy)
until either (C.146) is tight or (C.132) is equality. Thus, we assume (C.132) is tight. Similarly as
in the previous step, if £, > 0 we do the following transform:

A

Oy | — C.147
2| 10,001 ( )
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A
¢ C.148
X1 =6, ( )
I(X;; WY Z) | (C.149)
1-6;
1 (X5, WY Z _ C.150
(Xo; W 2”1—6262E ( )

Again, either my = I (X;; W|Y Z,) or /5 = 0. Hence we assume ¢» = 0. We show that #; = 0 can
also be assumed. If 7 1 >0, we do the following transform:

_ A
0] —— C.151
1 6,011 ( )
A
S| ———— (C.152)
02 (1-62g)
1-6,8
§it 272k A (C.153)

02(1=62p) (1-6101F)
01(1-015) (1 -0262E)

A S 06 1 —6181) 101 (€159
TOGWIYZ) | 5 (C155)
IX;WIY2) | 1~ 02028 A (C.156)

62 (1;525) (1-061618)
I(Xo; WIY Z) 1 5, (1=50) (C.157)
I(X5; WIY 2) 1 m (C.158)
IOGWIYZ) | 22 (€.159)
il 62(1 —152_;2(1 -61) A (C.160)
my | m (C.161)

A side calculation in Section C.3.1 shows that no constraints are violated by this transform. If
$ =0or I(X;;W|Y Z;) =0 then ¢, = 0 follows, thus if after this transform m; < I (X1; W|Y Z)
still holds and ¢; # 0, then there are two cases:

Case 1. my = 0. Do the following transform:

A
IX;WYzZ) | ——— C.162
(X WIY2) | s (C.162)
A
I(X;W|YZ)] ——— C.163
(Xo; W| )T1_52512E ( )

As a result, either I (X;;W|Y Z) =0 (i.e., Case?2) or I (Xo; W|Y Z) = I (Xo; W|Y Z) oc-
curs. Assume the latter. If (C.142) was not equality, we could do the following trans-
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Case?2.

form:

2 ﬁ (C.164)

N A
i1 — (C.165)

A
my | =5 (C.166)

A
my 1 s (C.167)

A

I(X;; WY Z) 1 T8 (C.168)

Note that m, = 0 cannot occur, otherwise (C.130) could not be equality. Thus, we
assume (C.142) is equality. From this,

(=5 +1(X;; WY Zy) (C.169)

which implies that (C.139) cannot be tight, because otherwise, if (C.139) is equality,
then

1-6:01p) I (X; WY 2Z)
2(1-6101p) I X;; WIYZ)+(1—-61618) I (X1; WIY Z)

would follow. But from the fact that (C.132) is equalityand I (Xo; W|Y Z) = I (Xo; WY Z,)
1-6161p) IX; WIYZ)=(1-61)1(Xy; WY Z) (C.170)

holds, thus I (X;; W|Y Z;) =0 and ¢; = 0 would follow. Thus, one can decrease ¢; and
I(Xy; WY Z7) without violating any constraints until /1 = 0 holds. Note that since
m; =0, (C.131) is not violated.

I(Xy;W|Y Z) = 0. Since (C.132) is equality, from (C.140) and (C.133) it follows that
I (Xy; WY Z,) =0, thus (C.146) must be equality.

We conclude, that if m; < I (X;; W|Y Z,) holds, then ¢; = 0 can be assumed. If this is the case,
then one can decrease (1 — §2) m, and increase (1 — ;) m; by the same amount, until either
my = 1(Xy; W|Y Z,) or (C.131) is equality. In the latter case we know that

(1=062)my > (1-062625) I (Xo; WY Zp) 2 (1 —02028) I (Xo; WY Z) (C.171)
1-61)m=(1-6161p) I (X1;WIYZ)=2(1-61018) I (X;; WIY Z). (C.172)

These two imply that the RHS of (C.133) is strictly smaller than the RHS of (C.130), which is not
possible. Thus we can conclude that m; = I (X;; W|Y Z,) can be assumed without restricting
the value of the program.
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As a result we have:

R=01-61)m+(1-65)my

R=(1-6101p) I(X;; WIY Z)+(1—-62)my

R=<(1-06202p)I(Xo; WIY Zp)+(1—-61) my

R=(01-6161p) I(X1;; WIY Z)+ (1 -062062£) I (X2; W|Y Z)

Crzs1+$

Q-6 IX;WIYZ) =615(1=61) (ki +§1+01)+(1-62) 2+ (1—62) %2
(1=82) I (X2; WIY Z) = 825 (1= 82) (ka2 + $2+ £2) + (1 = 61) $1 + (1= 61) %
(1=81818) /1 + (1= 82) %o < 82 (1 - 62p) &

(1=062625) €2+ (1=61) 51 <61 (1-615) i

I(X;;WIYZ) < I(X;;WIYZ)+ 6,

[(X; WIY Z2) < I(Xp; WIY Z5) + 05

1=k +s+0,+m

1=ko+$H+0s+my

1=k1+$§+mp+x;

12k2+§2+m2+x'2

From (C.173), (C.174) and (C.176)

(1-61)(1-61p)

m;<615(1-051) (k1+s'1+€_1)+(1—62)s'2+(1—62)x'2
1-6101g

follows. Similarly

(1-02)(1-02E)
1-6202E

my <8 (1-62) (ko + 2+ 02) +(1-81) 1+ (1-61) %

(C.173)
(C.174)

(C.175)

(C.176)
(C.177)

(C.178)
(C.179)

(C.180)

(C.181)

holds. We add these two constraints, while we drop (C.175), (C.176), (C.177), (C.178) and

(C.179).

R=(1-61)my+(1-02) my
C,« = S_l +S_2
1-61)1-01p)
1-0101F
(1-62)(1-042E)
1-6262E
(1-61615) 01+ (1=82) %2 <62 (1—62£) S
(1=062025) b2+ (1—-61) %1 <61 (1-615) §

12k1+§1+[1+m1

my<815(1=61) (k1 +$1+01)+(1=682)$+(1—-682) %

my <05 (1—-055) (k2+s'2+€_2)+(1—61)s'1+(1—51)x'1

12k2+8_2+[2+7712

(C.182)
(C.183)
(C.184)
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1 2k1+s'1+m1+x'1 (C.185)

1=k +$H+mp+ 3

We show that there is an optimal point where /1 <x%.Ifinan optimal point it is not true, then
do the following transform:

~ A
0| ———— C.186
1l 161017 ( )
l— (C.187)
02(1-02E)
1-6,0
Sl 2728 A (C.188)

02(1—=025)(1-6161E)
61(1=0618) (1-6202E)

3 A C.189
Al 62(1—-625)(1-61015)(1—01) ( )
m | -5 A (C.190)
16,0628 (1-061) '
A
— C.191
Ml S 6an) (€190

By this transform, one of the following cases occurs:

Casel ¢, =0. This immediately implies (1< x.

Case?2 mj = 0. In this case, we can decrease ¢; without violating any constraints until /1 =0.
Case3 $ =0. Which also implies ¢, = 0.

Case 4 (C.185) is equality, which together with (C.184) implies (<.
Similarly we can show that 0y < %. Let

(1-61615)(1-01)

rn=(x-0) 5050 (C.192)
(1=858,5) (1-6

o= (- ) 622(125)6(2,9) 2 (C.193)

c=(1-81615)§i + (1= 82825) § — 1 — 12 (C.194)

o1 =01+ - H;ﬁ (C.195)

c2=lr+ v —;2625 (C.196)

Note that c, c;, ¢ = 0 directly follows from (C.182)-(C.183). We get:

R=1-61)m+1-062)my (C.197)

Crzc+ri+rn (C.198)

1=zki+mi+c+ n (C.199)
1-6,

1=ky+mp+cy+ 2 (C.200)
1-6,
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(1-61p)(1-61)
1-6101k

m

2 1-62025

015(1-61)

< r2+r1—+02(1—52)+(cl+k1)515(1—51)

1-6101k

1-625) (1-6 62p(1-6
(1=02p) 0 =02) _\ , 0260702) 1 5y 4 (0o o) B (1— 6)

1-6202g

(1 —61615‘) a+@1 —52) C)=C
(1 —52625) c+(1 —61) Cl1=CcC

which is the same as the linear program for the scheme.

C.3.1 Side calculation

Change of RHS of (C.130):

Change of RHS of (C.131):

1-6> N 1-6> _
_02(1—062p)  O62(1-62p)
from (lt 01)m from (1t62) my

1-96, 1-6,

%2 A 472 A=
_02(1-628) 62(1-62g)

from (1-6,61p) I (X1;W|YZy) from (1-62) my

Change of RHS of (C.132):

1—52525 1_6252E

P — - 0.
02(1-02E) 02(1-062E)

S ——— | ———

from (1 —8262) I (Xo; W|Y Zo) from (1 -61) I (X1; WY Z)
Change of RHS of (C.133):
1—52525 " 1_6252]5 0
02(1-62E) 02(1-62E) '
S ——— —_———

from (1

Change of RHS of (C.134):

Change of LHS of (C.135):

=0161p) I(X;;WIYZ)  from (1-0202p) I (X WIY Z)

1-6200 ,  1-06202g A=0
02(1-62p) 02(1-82p)

from (1-6101g) §1 from (1 —0282£) $

. (1-62)A-61p)
02(1—0625)(1-0161E)

(C.201)

(C.202)

(C.203)
(C.204)

O

(C.205)

(C.206)

(C.207)

(C.208)

(C.209)

(C.210)
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Change of RHS of (C.135):

016(1-01) (A1 =02026) |\ 01p(1=8)) , 1-8s
02(01=0625)(1-61615) ~ 1-06161  02(1-028)

from 6, (1-61) § from 8, (1-6,)¢, from(1-62)0;

_01E(1—61)(1—06262p) ,  62(1—062)61£(1—61) (1-02)(1-6161E)

T 6,162 (1=81815)  62(1—-025)(1-61615) 21— 825) (1-61615)
61(1-61)(1—-02) A (1-62)(1-06101E) A (1-62)(1-01p)

T 5,(1-025)(1-01015)  02(1-025)(1—-01015)  02(1—025) (1—-01015)

Change of LHS of (C.136):

1-62g
02 (1—062E)

Change of RHS of (C.136):

1-6 1- 1- 1-6 1-
02E ( 2)A+ (1-062025) (1-061) A+61( 1E) (1 =6262E)

_02(0-0625)  62(1—062p)(1-61615)  02(1—-625)(1-61615)

v~

fr0m625(1—52)s'2 from (1—61)5_1 from (1—51)I(X1;21|YZZW)

025 (1—-02) N 1-6202E _ 1-02g
02(1—=02E) 62 (1—-02E) 62 (1—-02E)

Change of LHS of (C.137): —A, change of RHS: —A.
Change of LHS of (C.138):

01(1-015) (1 —62062E)
02(1=025)(1—-6161E)

Change of RHS of (C.138):

01(1—=0615) (1 -0262E)
02(1-0625)(1-01061F)

Change of LHS of (C.139):

3 1-06,05g
02(1-025)(1-6161E)

Change of RHS of (C.139):

_ 1—52 A A _ 1_5252E
C62(1-62p) (1-61618) 1—515154_ 02(1=02) (1-06101F)
from I (X‘f; WY Zy) froI‘Irl 0,

Change of LHS of (C.140):

_ A
02(1—062E)

134

(C.211)

(C.212)

(C.213)
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(C.215)
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Change of RHS of (C.140):
A

_ (C.222)
02(1-062E)
Change of RHS of (C.141):
1-62062g 01(1-018) (1 —-6202E) 1-62062g
A+ - A (C.223)
62(01-625)(1-61615)  62(1—-625)(1-61615)(1—-61)  62(1—625)(1—61)
frog S from I (X;El |Y Z,W) from I ();lr;Wl YZ,)
_ (1-06262p)(1-061) At 01(1=0618) (1-6202E) A 1-6262g
02 (1-628)(1-61615)(1—061)  62(1—028)(1-06101g)(1-61)  62(1—02)(1—-061)
(C.224)
1—62525 1_6262E
= A— A=0 (C.225)
02(1—=02g) (1-61) 02(1-62p) (1-61)
Change of RHS of (C.142):
1-06,02g A 1-6,
_ — (C.226)
02(1=625)(1-6161p) 1-6161p 02(1-02)(1-61)
from §; from ¢; from m,
1—52 1_62
A<0 (C.227)

= A_
02(1-028)(1-61618)  02(1—028) (1-061)

Since the increase of m, equals the decrease of s, (C.143) and (C.145) are also respected.
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C.4 Triangle network outer bound proof

When deriving our bounds we will use the assumption that the inputs Xi;, X»;, X3; of the
different channels in the same time slot are generated from different independent random
sources. Theorem 4.2 shows that this assumption does not affect capacity. The proof trivially
generalizes for the triangle network. We also assume that F; contains the channel state of the
eavesdroppers.

C.4.1 Rate constraints

We use the same kind of derivation as in Section 4.3.4 to get the following inequalities. We
omit details.

nR—841 <1(W;Y"Y,'F")
=i(1—51)I(Xli:WlYli_lei_lFi_l)+(1—62)I(XZi;WlYli‘lYZi‘lFi‘l) (C.228)
P
nR—&41 < I(W; V"Y' Z'F")
= i(l ~6181) (X WY T 2 T 4 (1= 8) (X WYy 2
=

(C.229)
nR—&41 < I(W; V"Y' Z]F")

n . . . . . . . .
=Y (1-82620)1 (le-; Wyt Ygflzz’*lplfl) TRy (Xl,-; Wyt YZHZZHFH)

~
—

(C.230)
nR—8,1 <1(W;Y"Y]'F")

n . . . . . .
=Y A=601(Xas WY YT 4 (=69 1 (Xei W1 YT EY) (C23D)
i=1

~

~

nR—&41 < I(W; V"Y' Z'F™)
n . . . . . . . .
=Y (1-6161p) I(Xli; WIYl’_lel_IZf_lF’_l) +(1-63) I(Xg,-; W|Y1"1Y3l‘12{‘1Fl‘1)
i=1
(C.232)
nR—&41 < I(W; V"Y' Z7F™)

n . . . . . . . .
=Y (1-6363p) I (Xgl'; Wyt Y;‘lz;‘lpl‘l) Ry (Xl,-; Wyt Y;‘lz;‘lpl‘l)

~
—_

(C.233)

C.4.2 Security constraints

We use a derivation similar to the derivation of (2.45). We omit details.

0< H (Y'Y IZI'F"W)
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n

+(1-0) H (X Y 27 P w)

We have a similar inequality for the second eavesdropper.

n

:Z—(l S0 (Y X 2 W) 4 60 (-8 H (Xl YT Yy T 2T W)

(C.234)

0=y —(1-820) (Vi V™ Xoil Z 7 F I W) 4825 (1= 6) H Xoi Vi v 21 P )

i=1
+ =60 H (Xl Vi Y 2 P w)

We have two more inequalities of this kind.

n

(C.235)

0<Y -(- 53E)1( Y VYN Xy 2 R 1W)+53E(1 53)H(X31|Yll Ly zi-1pi= 1W)

i=1
+ =8 H (Xl Y Y 2 F )

n

(C.236)

0<Y —(1-61p)1 (Yf‘l vl Xl,-|zf‘1F"‘1W) +815(1=6)) H(XlilYli_l Y3i_lZf_1Fi_1W)

i=1
+(1=85) H (Xl Y vy~ Z{ 7 P w)

We derive the following inequalities directly from the security criterion:

M=

I(Xli; Y/ lyi Zi pi W)
1

~
Il

n

1l
—

1

n . . . .

15 o - ne
=Y (X Wiyt 2
i=1

™=
M=

1% ZT FT W) 2 Y 1 (Xos WY T YT ZIT ) - e

~
Il
—

1

M=

I (Xl,-; WYL Y;‘IZ{‘IFi‘l) —ne

™=

~
I
—

1

M=

(
I(Xl,,Yf Lyjl Zi- i lw)z
(

™=

I X3lyY11 1Y3l llzl lFl lw)

I
—_
~
I
—

C.4.3 Time-sharing constraints

I (Xg,‘; Wy, Y;‘lzg"lFi‘l) ~ ne.

(C.237)

1w 2 F ) s (s E - (s wiz e

(C.238)

(C.239)

(C.240)

(C.241)

(C.242)

The following few constraints ensure that no more than n transmissions are needed. We omit

details.

n . . . . . . . .
=Y H(xul Y Z W e 1 (X Wiy g 2 R
i=1

(C.243)
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=Y H(Xoil Vi ZE T W 1 (X Wiy 2 R (C.244)

n . . . . . . . . . . .
=Y H(xul Y ZE W) e (X Wiy T 1 (xas 2y T R w)

i=1
(C.245)
n . . . . . . . . . . .
n=Yy H(X2i|Y{‘1 Yzl_IZf_lFl_IW) ) (Xgl-; Wyt YZ’_lF’_l) +1 (Xgl-; Zi ! Yg‘lFl‘lw)
i=1
(C.246)
n= Y H(XulY[ Y Z T F W e 1 (X Wiy T R (C.247)
i=1
=Y H(Xail ViV Z T FT W 4 1 (X WY TR (C.248)
i=1
n=Y H(XliIYli_l Y;‘lzg‘lFi‘lw) + I(Xli; Wy Yg"‘lzgf‘lF"‘l) (C.249)
i=1
n=Y H(X3,~|Yf‘1 Y;‘lz{‘lFi—lw) + I(Xgi; Wy YS"‘IZ{‘IF"‘I) (C.250)
i=1
n=Y H(Xll-lYli_l Y;‘lz{‘lFi‘lw) + I(XU; Wiy Y;‘lF"‘l) (C.251)
i=1
n=Y H(Xg,l-lYli_l YSf_IZf_lFi_IW) 4 1(X3,~; Wy Ysi_lFi_l) (C.252)
i=1
=Y H(xulY[ Y 2 F T W e 1 (X Wiy R (C.253)
i=1
n . . . . . . .
=Y H(Xail Y Y Z F W 1 (X WY R (C.254)

i=1

C.4.4 Distinguishing keys

We distinguish keys that we use on channel 1 and on channel 3 based on where they were
generated.

0=

T

(Y ZPF"W)

I
M=

—(1=6.p)1 (Xl,-; yi! |Z{‘1Fi‘lw) +6,5(1-67) H(XlilYli_lZf_lFi_l W) (C.255)

i=1
n . . . . . . .
=Y —(1-6,p)1 (Xl,-; v~ |Z{‘1FHW) +615(1-6)) H(XUIYl’_l v~z pin] W)
i=1
+81p(1=80) (X Vi Y 2 P w) (C.256)
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A symmetric inequality holds for the other channel as well.

n . . . . . . .
0=y —(1-83p)1 (Xgl'; yi-! |ZS’_1F’_1W) + 635 (1—83) H(Xgil v/~ Y;‘lzg‘lFl‘lw)
i=1

835 (1=83) 1 (Xai Vi 1Y Z0 7 P w) (C.257)

Also,
n . . . . . . . . . . .
(X0 Y 2P F W) = 1 (s Y2 T W) 1 (X v 2 )

~
—_

(C.258)

1(Xais N Z F W = 1 (X VTN ZT W) 0 (X v YT 28 F )

T

~
Il
—

(C.259)

C.4.5 Connecting cuts

So far all our inequalities hold for either the first cut or the other cut. However, since we want
to show that the cut values are not achievable we need to connect the two cuts through some
more constraints.

0< H(Y Y'YV Z!' ZIF'"W) = H(Y,)" Y'Y Z! Z] F"W) + H (Yo, | V' Y Y 2] ZR F W)

(C.260)
~ I (VinZ1n YanZan; Y, YLy 2 20V w)
+ H (Yol VY Y 20 20 E w) (C.261)
n . . . . . .
=Y —(1-6161) I(Xli; YZ"1|Y{‘1Y;‘lzf‘lz;‘lFl‘lw)
i=1
= (1=8383) 1 (Xais Y3 1Y Vi 27 2 FIT W) 4 (1= 6) H (Xail Vi1 Y 2 F
(C.262)
In the last step we used that
n . . . . . .
Y (%o vy 2 Y 2 ) = 0 (C.263)
i=1

follows from the definition of channel inputs, because (¥, !, W, 0y, F'"!) determine X.™!
and thus (Y™, ZI~1), while Xy; is independent of ©y. Further,

0<I(Z'Y5 Y Y ZIF"W) (C.264)
=12 YL YV ZEF W) + 1 (Zyn Vi YV Y 20 Z W) (C.265)
=I(Z YL ) N ZEF W) + 1 (Yo 20 YN Y Y Z0 F W)

139



Appendix C. Proofs and calculations for Chapter 4

+1(Z1p Vi Yy Y Y 2 2 VR ) (C.266)
+ 1 (Yor; 20 YN Y ZE T P T IW) + 1 (21 Vi Yo Y Y 2 2 VR )

(C.267)
n . . . .
=Y (=830 I (Xa ¥y 1Yy 25 P )
i=1
- —53535)I(X3i;Zf_1|Y1i_1 Yef_lzgi‘lFi‘lw)
+ =8 1 (X5 YT P W) 4 =80 1 (X520 1Y T W)
+U=81810) (X1 Y 1Yy 2 2 ) (C.268)

In a similar way;

n . . . .
0<I(Y); VY ZIF"W) = Y. —(1-61818) I(XI,-; Y;‘1|Y{‘1Z{‘1Fl‘1w)
i=1

+ =8 1 (X5 Yy I 2T T W) 4 =89 1 (X5 TN Y 2 T W)

(C.269)
n . . . .
=Y -6 (XYY 2 w)
i=1
+ (=091 (Xap VY Y 2 2 P w)
+ =89 1 (Xa5 271 Y 2 T W)
— =89 1 (Xa5 2571 Y 2w (C.270)
We used (C.263) again. We further have
n . . . . .
H(ZJNYS'Y"Z'F"W) = 53(1—635)H(X3i|Y?f‘1Y{‘lz;—lz{—lpl—lw)
i=1
— (=818 (X1 27 1Y YT 2T T W) - (-6 1 (X 37 Y Y 2 R w)
(C.271)
n . . . . . .
H(Z\Y Y, Y Zw) = 53(1—63E)H(X3i|Y{‘lY;‘lyg"lzg‘lzl’—lF’—lw)
i=1
— (=89 1 (Xa5 2571y 2 P w) (C.272)
For the latter equality we used (C.263) and also that for a similar reason
n . . . . .
I(Xu;Zé‘lIYf‘lYz"lz{‘lF"lw) =0. (C.273)
i=1
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Combining the two equalities gives:

n . . . . . .
0<I(ZL YV Y ZIF"W) = Y 85(1—b3p) I(Xg,'; YZ"1|Y{‘lyg‘lzg‘lz{‘lFl‘lw)
i=1
—(1-6,61p)1 (Xli; Zi ! Y;‘lzf‘lP"‘lw) (=691 (Xgi; Zi ! Ygi_IZf_lFi_lw)

+ =81 (Xa5 257 1Y 2w (C.274)
Also,

n . . . . . .
0< H(Y Y F'"W)=Y 1-8)) H(quf‘lyg‘lF"lw) —a —62)1()(2,-; Yll_llYZ’_lF’_IW)
i=1
n . . . . . . . .
=Y 1-6y) H(Xl,-w{‘lYg‘lzf‘lFl‘lw) +a —61)I(Xli;le_llYf‘lYZ’_lF’_IW)
i=1
e —62)I(X2,~; Yli_llYZi_lFi_IW) (C.275)

Finally,

M=

. . . . n . . . . . .
H(Xul i Z W) = Y H (Xl vy 2 2 E )
1 i=1

~
Il

1

n . . . . . . . . . . .
H(Xul Y 2 2w - 1 (X v T 2T 2T T w276
=1

C.4.6 Trivial constraints

H(X”|Yll_lysl_lzll_lzef_lFl_lw) =2 H(XlilYf_lYg’_lZf_lF"IW)
=1 i—1

~.

1
~ (X 2 Y 2 ) (C.277)

=

~
Il
—

H(Xail Y[ v 2 25 P w ) =

i

H(XgilYli_lei_IZE,f_lFi_IW)

1

—1(Xai 20 Y[ Y 2 E ) (C.278)

=

~
Il
—

H(xul Y[y 2 25 P w ) =

i

H(XUIYli_lYSi_lng_lFi_IW)

1

(X 2 Y 2 ) (C.279)

=

~
Il
—

H(Xail Y[ v 2 25 P wy ) =

i

H(XgilYli_lYSi_IZf_lFi_IW)

1

1 (Xais 2V Y 2 ) (C.280)
I

=

~
Il
—

. . . . . n . . . . . .
H(Xail Vi 2 2 P w) = ) 1 (s v T 2 2 P ) (c2s)
i=1
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C.4.7 Equivalence of LPs

We apply a series of transformations on the outer bound LP until we get back the LP in
Theorem 4.4. The possible steps are as summarized in Section 4.3.4. Here again we work with

the asymptotic form of the inequalities and use terms as names of non-negative variables. We

ease notation by omitting % ;.’:1, Fi~1 (which appears in all terms), and index i. Summary of

the outer bound program:

R=(1-6)1(Xy;;WIY1Y2) + (1-62) I (Xo; WY1 Y2)

R=(1-6161p) 1 (X;; WIN1Y2Z1) + (1= 62) [ (Xo; WY1 Y2 2Z1)

R=(1-06202p) [ (Xo; WIN1Y225) + (1-61) [ (Xq; WY1 Y2 2p)
R<(1-6)1(Xy;WIN1Y3)+(1-63) (X3 W[Y1Y3)

R=(1-6161p) 1 (X;; WIN1Y321) + (1 -63) [ (X5; WIY1Y32))

R=(1-6363p) I (X3; WIY1Y323) + (1 —61) [ (X1; WIY1Y37Z3)

0<-(1-61p) N Y; X11Z1 W)+ 615 (1 -61) H(X1I V1 Y2Z1 W) + (1= 62) H (X2 1 Y221 W)

(C.282)
0=—-(01-0625)I(N1Y2; X2l Zo W) +62E(1-062) H(X2|Y1 Y22, W) +(1-61) H(X11Y1 Y22, W)
(C.283)
0<-(1-03p) [(Y1Y3; X3|Z3W) + 635 (1 —-03) H(X3|Y1Y3Z3W) + (1-61) H(X31Y1Y3243W)
(C.284)
0<-(1-61p) (N Y3; X41Z1 W)+ 615 (1 -61) H(X11V1 Y321 W) + (1 - 63) H(X3|Y1 Y32, W)
I Xy YolZiW) =z (X Wi YaZy) (C.285)
[ (Xo; 1 Y2l 2o W) 2 [ (Xo; WY1 Y2 2) (C.286)
I XNl W) =2 1(X; WY YsZy) (C.287)
I (X3, Y1 Y3|Z3W) = 1 (X3; WY1 Y373) (C.288)
(1-61p) I(X;; NIZ1W) <611 -61) H(X1 11 Y321 W) + 61 (1 -61) 1 (Xy; Y3l Y1 44 W)
(C.289)
(1-063p) I (X3; V3| Z3W) <635 (1 —063) H(X31Y1Y3Z3W) + 635 (1 —63) I (X3; Y11Y3Z3W)
I(X; N 3120 W) = 1(Xy; 4 W) + 1(Xy; Y31 Y Zi W) (C.290)

I1(X3; 1 V3| Z3W) = 1 (X3; Y3| Z3W) + I (X35 V1| Y3 Z3 W)
0=<-(1-6161p) I (X1; Y2l Y1 Y321 Z3W) — (1 — 6363E) I (X3; Y2| Y1 Y321 Z3W)
+(1=62) HX I Y24, W)
0<—(1-06303g) [ (X3;Y1|Y3Z3W) — (1 -6363) I (X35 Z11Y1 Y3 Z3W)
+ (=62 I(Xp; Y2 W)+ (1=62) I (Xp; Z1 I 1 Y2 W) + (1= 61615) [ (X3; Y21 Y32, Z3 W)
0=-(1-6101p) I (X1;; V3I1 21 W) + (1 - 63) [ (X3; Y2| Y3 Y1 21 Z3 W)
+(1-63) I (X3; Z3| Y31 2, W) — (1 - 63) [ (X3; Z3| Y2 Y3 Y1 Z1 W)
0=<635(1-063p) [ (X3;Y2IV1 Y3232, W) —(1-61618) [ (X35 Z3I1V1 Y324 W)
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—(1-63)I(X3; Z3IV1 Y3 Z1 W)+ (1-63) I (X3; Z3| V1 Yo Y3 Z1 W)
0=s(1-DHXINNRLZiW)+(1-0)I1(X;; 211 YoW)—-(1-62) (X, V1| Y2 W)
H(X i 1Y, ZiW) = H(X |11 Y324 Z3W) - 1(Xy; Va2l Y1 Y32, Z3W)

H(X11Y1Y3Z1Z3W) = HX1 I Y3 Zi W) — 1 (Xy; Z3|1 1 Y3 2 W) (C.291)
H (X311 Y32, Z3W) = H(X3|1 Y3 Z3W) — I (X3; Z11 Y1 Y3 Z3 W) (C.292)
H(X11Y"1Y3Z1Z3W) = H(X1 11 Y3 Z3W) — 1 (Xy; Z1 |11 Y3 Z3 W) (C.293)
H (X3 Y32, Z3W) = H(X3|"1 Y321 W) — I (X5; Z3| Y1 Y3 21 W) (C.294)

H (X311 Y321 Z3W) = I (X3; Yo | Y1 Y32, Z3 W)

1=z H(XINY2LW)+1(X; WY 2)

1= HXoI1 Y2 2. W) + [ (Xo; WY1 Y2 2Zy)

12 H(X1INY2Z1W) + [ (X;; W1 Ya) + 1(Xy; 21| V1 Y2 W)
1= HXoI1 Y221 W) + [ (Xo; WY1 Y2) + I (Xo; Z1 | Y1 Yo W)
1= H(X1 1" Y22, W)+ [ (X1; WY1 Ya2)

1= H(XoI1 Y22, W) + I (Xp; WY1 Y2)

1= H(X1I""Y3Z3W) + 1 (X3; WY Y323)

1= H(X3I" Y3, W) + [ (X5, WIY1Y32,)

1= HX1 Y32, W) + I (X1; WY1 Y3)

1= H(X3I"Y3Z1 W)+ I (X3, W|Y1 Y3)

1= H(X1 1" Y3Z3W) +1(Xy; W Y1Ys)

1= H(X3|"1Y3Z3W) + I (X35, W|Y1 Y3)

We apply (C.285)-(C.286) in (C.282)-(C.283) and keep the resulting inequalities while dropping
(C.285)-(C.286) and (C.282)-(C.283).

We show that (C.287)-(C.288) both can be made equalities without reducing the value of the
program. If (C.287) is not equality, we apply the following transform (for some A > 0):

I(X; Y5l Z0W) | A (C.295)
[(Xy; Vil ZW) | A, (C.296)

This transform either makes (C.287) tight or 1 (X;; Y11Z; W) becomes 0. No constraints are
violated. If the latter happens, we can do the following transform:

I(Xl; Y1 Y3|Zl W) l A (C.297)
I(X; Y31 YiZi W) | A. (C.298)

Note that (C.289) cannot be violated, since the RHS is already 0. Eventually, this transform
makes (C.287) tight. A similar argument shows that also (C.288) can be made tight, which
allows to eliminate the variables I (X;;Y; Y3|Z; W) and I (X3; Y, Y3|Z3W).

143



Appendix C. Proofs and calculations for Chapter 4

Using equalities (C29 1)- (C294) we eliminate H (Xl | Y1 Yg Z1 W), H (Xgl Yl Y3 Zg W), H (Xl | Y] Y3 Zg W)
and H(Xgl Yl Y3Z1 W)

Further, we introduce the following naming:

HX Y, Yo ZiW) ~ ky (C.299)
H(X3|V1Y2ZoW) ~ ko (C.300)
I(Xy; WIY1Y3) ~my (C.301)

I(Xo; W|Y1Y2) ~ my (C.302)

I(X3; WY1 Y3) ~ m3 (C.303)

I(X; oI Y320 Z3W) ~ § (C.304)
I(X3; Yo Y1 Y321 Z3W) ~ §3 (C.305)
1(Xy; ZsI1 Y3 ZL W) ~ £ (C.306)
1(X3; 2111 Y3Z3W) ~ {3 (C.307)
H(X3|Y1 Y321 ZsW) ~ k3 + $3 (C.308)
I1(Xy; W1 Y2 Z1) ~ X121 (C.309)
I(Xy; WIY1Y32Z)) ~ X131 (C.310)
I1(X3;W|Y1Y323) ~ X313 (C.311)

I (Xo; WIY1Y22p) ~ X22 (C.312)
I(X3; 2311 Y321 W) ~ 23 (C.313)

We distinguish the variable names used only in the outer bound program with overscore. We
get the following:

R=(1-62)ma+(1-61)1(X;; WIY1Y2)

R<(1-6161p) X121+ (1 =62) [ (Xo; WY1 Y2 Z1)

R<(1-6202) X2+ (1 -6 I (X;; WY1 Y22)

R=<(1-61)my+(1-063)mg3

R<(1-6161p) X131 + (1 —63) [ (X3; W|Y1Y321)

R < (1-03063E) X313+ (1—61) [ (X3; WY1 Y3Z3)

0=<61p(1-61)k1—(1-61p) X121+ (1 —62) H(X2| 1 Y22, W)

0=<625(1-52) ko — (1 =2p) X2 + (1 - 61) H(X11Y1 Y22, W)

0<835(1—03) l3+ 035 (1—63) ks + 635 (1 - 63) §3 — (1 - 63E) X313
+(1-61)HX1 I Y3 Z3W) + (1 -61) I (Xq; 111 Y3 Z3W)

0<615(1-61) 01+ (1—83) ks+(1—-83)$3— (1—818) K131
+(1=83) 23 +61p(1-61) H(X11Y1 Y32, Z3W)

A-61p) I(X;; I ZW) <615(1-61) 01 +615(1-81) H(X V1 Y32, ZsW)
+615(1-61) 1 (Xy; Y3114 W)
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(1-063E) I (X3; Y3| ZsW) < 835 (1 - 83) {3+ 835 (1 - 83) k3 + 635 (1 - 63) §3
+03p(1-063) 1 (X3; Y1|Y3Z3W)
X131 = I (X;; A W)+ 1(Xy; V31T 240 W) (C.314)
X313 = 1 (X5; Y3|ZsW) + 1 (X3; Y1|Y3Z3W) (C.315)
(1-6161p) $1 + (1 = 6363E) $3 < (1 -62) H(X2I 1 Y224 W)
(1-063635) €3 < (1-61615) §1 — (1 - 303) I (X3; V11 Y3 Z5W)
+(1=62) [ (Xo; Y2 W)+ (1= 62) [ (Xp; 41V Yo W)
0=<(1-063)$83—(1-6161p) [(X3; Y3121 W)
+(1=63)1(X3; Z3| Y31 Z1 W) — (1 - 63) [ (X3; Z3| Y2 Y31 Z1 W)
(1-81815)€1=83(1-83p) §3— (1-03) 23
+(1-063)1(X3; 2311 Y2 Y324 W)
0=(1-6Dk1+(1-6D1(X;;Z1 I Y2W) = (1-62) [ (Xo; V11 Y2W)
Si+ki=H(X1\hY32,Z3W) (C.316)
1=z HX1 1 Y22, W) + [ (Xy; WY YaZ3)
1= H(Xo Y221 W) + [ (Xo; WY1 Y2 2))
1=k +1(X;; Wi Y2)+1(Xq; L1 Y2 W)
l2my+ HX |1 Y2 Zi W)+ 1(Xo; Z1 1T Yo W)
1= H(X1I"Y2Z, W)+ 1(X1; WY1 Y2)
1=my+ky
1= H(X1 11324, 23W) + 1 (Xy; Z11Y1 Y3 Z3W) + [ (X1; WY1 Y323)
1> ks + 3+ 23+ [ (Xa; W|Y; Y3 Z))
1=my+0,+H(X|Y1 Y32, ZsW)
1=mg+ks+S$3+23
12 my + H(X1 Y, Y32 ZsW) + 1 (X1; 21 Y3 Ys Zs W)

IEM3+[3+IC3+S_3

We use eqalities (C.314)-(C.315) and (C.316) to eliminate variables I (X;; Y1121 W), I (X3; Y3|Z3W)
and H(X1 | Yl Y321 Zg w).

R=(1-62)mp+(1-61)1(X;;WIN1Y2)

R=(1-6161p) X121+ (1 = 62) [ (Xo; WY1 Y2Z1)
R<(1-06202) X2+ (1-61) I (X1;; WIN1Y22)
R<(1-61)my+(1-063)mg3

R=<(1-6161F) X131 + (1 - 63) [ (X3; W|Y1Y321)
R=(1-06363p) X313+ (1 =61) [ (X1; W|Y1Y323)

(1-61p) X121 <615 (1 =61) k1 + (1 = 62) H (X2 1 Y224 W)
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(1=62p) X220 <625 (1 = 62) k2 + (1=61) H(X1|1Y1 Y22, W)
(1-835) X313 < 035 (1 - 63) {3+ 635 (1 - 63) ks + 03 (1= 63) 3+ (1-81) §i + (1 =61 ky
+ (1 =61 1(Xy; 2111 Y3Z3W)
(1-61p) X131 <81 (1 =61 01+ 6151 —81) § + 812 (1= 61) ki + (1 —83) ks + (1 - 63) §3 + (1 - 83) 23
A-861p) %131 <616(1-61) /1 +815(1-81)§1+61£(A—8) k1 + (1 —61615) I (Xy; V3|1 Z1 W)
(1-083p) X313 < 835 (1 — 63) {3+ 83 (1 — 83) ks + 635 (1 — 83) §3 + (1 — 63635) I (X3; V1| Y3 Z3 W)
(C.317)
(1-061618) $1+ (1 —0303E) $3 =< (1 - 62) H (X2 Y1 Y221 W)
(1-083835) 3 < (1= 61815) $1 — (1= 8503) I (X35 V1| Y3 Z3W)
+ (1 =062) I (Xg; 1|Y2W) + (1-62) I (X2; 21| Y1 Y2 W) (C.318)
0=(1-63)83—(1-6161p) I (X1; Y311 Z1 W)
+(1-03) 1 (X3; Z31Ys V1 Z1 W) — (1 = 63) [ (X3; Z3| Y2 Y3 Y1 Z1 W)
(1-6181) 1 =85(1-83p) 3~ (1-83) 23
+(1-03) 1 (X3; Z3I Y1 Y2 Y32, W)
0=(1-6Dki+(1-0)I1(X;; L1 V2W) = (1-62) [ (Xp; Y1|Y2 W)
1= HX1 Y22, W) + [ (Xy; WY1 YaZ3)
1=k + I(X; WINYs) + 1(Xy; 211 Y1 Y2 W)
1= HX1 I Y22, W) + 1 (Xy; WY1 Y2)
1=+ +1(X; L1\ Y3Z3W) + 1(Xq; WY, Y3Z3)
1=m+0,+$5+k
1=m+8$1+k1+1(Xy; 2111 Y3Z3W)
lzmy+ H(Xo| V1Yo Zi W)+ 1(Xp; 211 Y7 Yo W)
lzmy+k
1=z HXINY2ZW)+1 (X W Y22)
1=mg+ks+s3+23
1=ks+s3+23+1(X3;W|Y1Y32])

IZI’H3+[3+IC3+S_3
We apply (C.318) in (C.317) and keep only the derived inequality.

R=(1-62)mp+(1-61)1(X;; WIN1Y2)
R=<(1-6161) X121 + (1 =62) [ (Xo; WY1 Y2 Z1)
R=(1-06202p) %22+ (1-61) I (X1; WIY1Y22)
R<(1-6y) my+(1—63)ms

R=(1-6161p) X131 + (1 -63) I (X3; WY1 Y3Z3)
R=<(1-063063p) X313+ (1—61) I (X1;W[Y1Y323)
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(1-61p) X121 =615 (1—61) k1 + (1 - 62) H(X2| V1 Y2 Z1 W)
(1=0628) X220 <625 (1= 62) ko + (1 -61) H(X11Y1 Y22, W)
(1-063E) X313 < 635 (1 - 83) {3+ 835 (1 - 83) k3 + 03 (1-63) S5+ (1-61) 1+ (1 -1 ky

+(1 =6 1(Xy; LI Y3 Z3W)
1-61p) %131 <6151 =611+ 6151 -6 S1 +615(1—61) ki + (1 —83) ks + (1—63) 3+ (1 - 63) 73
(1-61p) %131 <6151 =61 (1 +615(1—81) §1 + 6151 —61) k1 + (1 - 61615) I (Xy; V3| Y1 Z W)
(1-083p) X313 < (1= 61615) $1 — (1 - 635) €3+ 635 (1 - 63) k3 + 35 (1 - 63) §3

+(1=62) I (Xo; 1 Y2a W) + (1= 62) [ (Xp; Z1 |1 Y2 W) (C.319)
(1-6161p) $1+ (1 —=63635) $3 < (1 -62) H(X2I 1 Y224 W)
0=(1-63)$3—(1-6161p) [ (X1; V311 Z1 W)

+(1-063)I1(X3; 31 Y3 Y1 Z1 W) — (1 - 63) I (X3; Z31 Y2 Y3 Y1 Z1 W) (C.320)
(1-81815) (1= 83 (1-83p) 3~ (1-03) 23

+(1-063) (X35 Z3|1 V1 Y2 Y324 W) (C.321)
0=<(1-61)k1+(1-61)1(X1;; 2111 Y2W) = (1-62) [ (Xp; Y11V W) (C.322)

1= H(Xi 1" Y2W)+ 1 (X;;WIY1Y22)
1=k +1(X; W1 Yo) + 1(Xy; Z11 V1 Y2 W)
1= HX1 11 Y22, W) + [ (X1; WY Y2)
lzs1+k+1(X; LN Y3Z3W)+1(Xq; WY, Y373)
l=m+0,+$§+k

1=2m+8$1+k1+1(Xq; Z11Y1Y3Z3W)
12mp+ H X1 Yo Z1 W) + 1(Xy; 211 Y1 Y W)
1=my+ky

1=HXo|YiY2Z1 W)+ 1 (Xo; WY1 Yo 21)
1=mg+ks+$3+23
1=ks+S3+23+1(X3;W|Y1Y37;)

IEM3+[3+]C3+S_3

We observe that (C.322) can be made tight by increasing I (X»; Y1|Y>W). We apply the resulting
equality in (C.319). At the same time we eliminate the variable I (X3; Z31Y>Y3Y; Z1 W) from
(C.320)-(C.321).

R=(1-62)mp+(1-61)1(X;;WIN1Y2)
R=<(1-6161) X121 + (1 = 62) [ (Xo; WY1 Y2 Z1)
R<=(1-06202p) X220+ (1 =061 I(Xy; WIN1Y223)
R<(1—-6y) my+(1—63)ms

R=(1-6161p) X131 +(1-03) [ (X3, W|Y1Y32)
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R < (1-06303E) X313+ (1-61) [ (X1; WY1 Y37Z3)
(1-61p) X121 =61e(1-61) k1 + (1= 62) H( X2 1 Yo 4 W)
(1=062p) X220 <02 (1=62) ko + (1 = 61) H(X3 |11 Y22, W)
(1-083p) %313 < 835 (1 —63) {3+ 035 (1 —83) ks + 635 (1—03) 3+ (1—-61) 1+ (1 -6 ky
+(1-061)1(Xy; Z11Y1Y3Z3W)
(1-61) X131 <815 (1 =61 01+ 6151 —81) §1 + 815 (1= 61) k1 + (1 - 83) ks + (1 - 63) §3 + (1 - 83) 23
(C.323)
A-61p) %131 <6151 =611 +615(1-81) §1+616(A—61) k1 + (1 - 61615) I (Xy; V3|1 Z1 W)
(1-063g) X313 < (1 -61818) §1 — (1 - 3p) 3+ (1 - 61) k1 + 35 (1 - 83) k3 + 835 (1 - 63) §3
+ (1= I(Xy; Z1IN Y2 W)+ (1=62) I (Xo; L1 Y1 Y2 W)
(1-6161p) $1 + (1 = 6363E) $3 < (1 -62) H(X2I 1 Y224 W)
(1-6161p) I (X1; Y31 Zi W) < (1-63) 3+ (1 —63) [ (X3; Z3| Y3 Y1 Z1 W)
(1-6161p) I (X1; 311 ZiW) < (1-63638) $3— (1—61618) 1
1= HX1 Y22, W) + [ (Xy; WY YaZ))
1=k + I (X; WIN Y2) + 1(Xy; 211 Y2 W)
1= HX1 I Y22, W) + 1 (X3; WY1 Y2)
1=+l +1(X; 21N Y3Z3W) + 1(Xq; WY, Y3Z3)
1=m+0,+$5+k
12 my + 8§ + ki + I (X1 Z1| Y1 Y3 Zs W)
lzmy+ H(Xo| V1Yo Zi W)+ 1(Xp; Z11 Y7 Yo W)
1=my+k
1zH N YL W)+1(X; WY1 Y22y)
lzms+ks+S3+23
1=ks+s3+23+1(X3;WIY1Y32))

1=ms+05+ks+S3
We eliminate I (X;; Y3|Y; Z; W). (C.323) becomes redundant.

R=<(1-82)mp+(1-61)1(X;; WY1 Y2)

R=(1-6161) X121 + (1= 62) [ (Xo; WY1 Y2 Z1)

R=(1-06202p) X202+ (1-061) [ (X1; WY1 Y22)) (C.324)
R<(1-61)m+(1-053)ms

R=(1-6161p) %131+ (1 -63) [ (X3 W|Y1Y32))

R<(1-06363p) X313+ (1 —01) I (X1; WY1 Y3Z3) (C.325)
1-01pX121=61E(1 =61 k1 +(1-62) H X2 |1 Y2 Z1 W) (C.326)
(1-815) X131 < —(1=815) €1+ 615 (1= 61) §1 + 615 (1 = 81) k1 + (1 — 5303E) $3 (C.327)
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(1-61p) %131 <6151 -6 1 +615(1—61) $1 + 615 (1 —61) ky + (1 - 83) &3

+(1-063) 1 (X35 Z3|Ys 1 Z1 W) (C.328)
(1=02E) Xo2 <62 (1= 62) ko + (1 -61) H(X1|1Y1 Y225 W)
(1—-0835) %313 < 635 (1 —63) £3+ (1 —61) 1 + (1 — 1) k1 + 63 (1— 83) ks + 63 (1 - 63) 3

+(1-61)1(Xy; Z11h Y3Z3W) (C.329)
(1-035) X313 < (1-81615) $1 — (1 = 83p) £3 + (1 - 81) ky + 035 (1 — 83) k3 + 035 (1 —03) S3
+(1-6DIX; Z1INT YoW) + (1 -02) I (Xo; 211 Y1 Yo W) (C.330)

(1-061618) $1+ (1 —03038) S3 = (1 - 62) H (X2 1 Y22 W)
1= H (X111 Y22, W)+ [ (X1; WY1 Y22))

1z ki +1(X; Wi Y2) + 1 (Xy; 2111 Y2 W)

12 HOGI V1 Y22 W) + 1 (X5 WY s (C.331)
12851+ ki + [ (X;; 21N Y3 Z3W) + 1 (Xq; WY1 Y323)
l2m+01+5+k

1=m+s1+k +1(X1;211Y1Y3Z3W)

12mp+ HX WY Zi W) + 1 (Xo; Z11Y1 Y2 W)
1=2my+k

12 HX N Y2 ZW) + 1 (Xo; WY1 Y2 Zy)
1=m3+ks+S3+23

1z2k3+$§+23+1 (X3, W|Y1Y32)

12m3+[3+k3+s‘3

We show that the we can assume that the RHS of (C.328) can be made smaller than the RHS of
(C.327). If this assumption is not true at an optimal point and ¢; > 0 we can decrease ¢; until
the assumption becomes true or /1 = 0 without violating any constraints. If /; = 0, then we
can decrease the value of I (X3; Z3|Y3 Y1 Z; W) until the assumption holds. Note that we reach
equality between the RHS of (C.328) and the RHS of (C.327) at least when I (X3; Z3|Y3Y1 Z1 W)
reaches 0. Thus,

(1-61615) 01+ (1-063) I (X3; Z3| Y3 Y1 Z1 W) <83 (1 - 63E) $3 (C.332)

can be assumed. Given this, (C.327) can be dropped. We can apply the same argument on
(C.329)-(C.330) with reducing first /3 and then if needed I (X;; Z;|Y; Y3 Z3 W). We thus replace
(C.330) with the following inequality:

(1-06383) O3+ (1—61) [ (X1; 1|11 Y3 Z3W) < (C.333)
011-01p)s1+(1 -6 I(X1; Z1I1 Yo W)+ (1-62) I (X, Z1 |11 Yo W). (C.334)

Independently of this transform, we observe that I (X;; W|Y1Y>) and I (X;; W|Y;Y22,) can
be assumed to be equal. If at an optimal point I(X;; W|Y1Y2) > I(Xy; W|Y1Y22), then
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I (X1; W|Y1Y22,) can be increased until equality holds without violating any constraints. In
case I (X1; W Ys) < I(X3; W|Y1Y22,) then we can do the following transform for some A > 0,
until equality holds:

I(X;;, Wi Ya2Z,) | (C.335)
1-6;
HXIN 22 W) | 1= (C.336)
J
A
X201 . (C.337)
1-62p

No constraints are violated by this transform. Note that if (C.331) becomes equality then
I (X1; W Ys) = [ (Xy; WY, Y, Z) follows, while the RHS of (C.324) is increasing by the trans-
form.

R=s(1-62)mp+(1-61)1(X;; WIN1Y2) (C.338)
R=(1-6161p) X121 + (1 = 62) [ (Xo; WY1 Y2 Z1) (C.339)
R<(1-06202) X22 +(1-61) [ (X1; WIY1Y2) (C.340)
R=(1-61)mi+(1-63)m3 (C.341)
R<(1-06161F) X131+ (1 -03) [ (X3; WY1 Y32)) (C.342)
R =< (1-0363E) X313+ (1—61) [ (X3; WY1 Y3Z3) (C.343)
(1-61p) X121 =615 (1=61) ky + (1 - 62) H (X2 1 Y224 W) (C.344)
(1=81815) €1+ (1~ 83) I (X3; Z3| 3 Y1 Z1 W) < 83 (1 = 835) 3 (C.345)
(1-061p) X131 <615 (1-81) €1 +815(1-61) § + 8151 —61) ky + (1—-03) §3

+(1-63)I(X3; Z3|1Ys Y1 21 W) (C.346)
(1=02E) Xo2 <625 (1=62) ko + (1 -61) H(X1 Y1 Y225 W) (C.347)
(1—635) X313 < 635 (1 —63) {3+ (1= 61) §1 + (1 - 61) k1 + 635 (1 — 63) ks + 635 (1—63) §3

+(1=-6)1(Xy; L1 Y3 Z3W) (C.348)
(1-05635) O3+ (1 —61) I (X1; Z1 |1 Y3 Z3W) <61 (1-615) $1 + (1= 61) I (X1; Z1 |1 Yo W)

+(1-62)1(X2; Z1IV1 Y, W) (C.349)
(1-6161p) $1+ (1= 63635) $3 < (1 -62) H(X2| 1 Y224 W) (C.350)
12k +I1(X;WIN YY) +1(Xy; 211 Y. W) (C.351)
1= H(X1 1" Y22, W) + 1 (Xy; WY1 Ya) (C.352)
1=z81+k +1(Xy; L1 Y3 Z3W) + I (Xy; WY1 Y323) (C.353)
1=m+01+5+k (C.354)
l=m+$S+ki+1(Xy; 2111 Y3Z3W) (C.355)
1=zmy+ H(X 1 Y221 W) + 1(Xo; Z1 1 Y1 Y2 W) (C.356)
1=my+ky (C.357)
1= HXe 1 Y2 Z1 W) + 1(Xo; WIY1Y221) (C.358)
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1=mg+ks+s3+23 (C.359)
1=ks+s83+23+1( X3 W|Y1Y32) (C.360)
1=ms+0s+ks+S3 (C.361)

We observe that

my <I1(Xy; WY Y373) (C.362)
ms < I(Xs; WY1 Y321) (C.363)

can be assumed. If these are not true at an optimal point then we could increase I (X;; W|Y; Y3 Z3)
and/or I (X3; W|Y; ¥3Z;) until they both hold. No constraints can be violated by this increase.

We next show that (C.362) can be made equality. We do the following transform (T1) (A > 0):

- A

0] m (C.364)
3] A (C.365)
03(1-63p)
i} A(1-063063E)
C.366
S 00300 1-61017) (C.366)
) A(1-63635)61(1—-61E)
A A S S 1-61610 (181 (367
) A(1-63)
.368
*a | 03(1-03p) (1-6161E) .
_ A
X313 1 50 —5ap) (C.369)
A(1-030
IO W YaZ9) | 5 . ) (f’i)él) (C:370)
A(1-63)
371
" S - osm (101 (€371
A
mg 1 m (C.372)
A
I(X3; W Y324) 1 m (C.373)

We give a side-calculation in Appendix C.4.8 to help verifying that the transform does not
violate any constraints. If (C.362) is not yet equality, we can perform this transform unless
any of the variables the transform decreases already equals 0 or (C.355) is equality. In the
latter case m; = I (X;; W|Y; Y3Z3) follows from (C.353) which implies that (C.362) is equality.
Otherwise, we have the following cases:

1. /1 =0. In this case m; can be increased until (C.362) is equality without violating any
constraints.

2. $3 = 0. In this case (C.345) implies ¢; = 0 and the first case applies.

3. X131 = 0. In this case ¢; can be decreased until it equals 0 without violating any con-
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straints. Then, the first case applies.

4. 1(X;;W|Y1Y373) = 0. In this case (C.362) implies that m; = 0 and hence (C.362) is

equality.

5. mj =0. In this case from (C.363) it follows that the RHS of (C.341) is strictly smaller than

the RHS of (C.342) unless X;3; = 0. Hence, X;13; can be decreased to 0 without violating
any constraints and thus case 3 applies.

We have shown that assuming m; = I (X;; W|Y; Y3Z3) does not restrict the value of the program.

We now have the following program:

152

R=(1-02)ma+(1-61)I1(X;;W|T1Yo)
R=(1-06161p) X121 + (1 =02) [ (X2; WY1 Y2 Z)
R=(1-020625) X22+(1—-61)I(X1; W|Y1Y2)

R=<s(1-61)m+1-053)mg (C.374)
R=<(1-6101p) X131+ (1-03) [ (X3;W|Y1Y321) (C.375)
R<(1-61)m +(1—-09303E) X313 (C.376)
(1-61p) X121 <615 (1=61) ky + (1 = 62) H (X2 1 Y224 W)

(1=81815) €1+ (1~ 83) I (X3; Z3| 3 Y1 Z1 W) < 83 (1 = 83) 3 (C377)

(1-061p) X131 <615 (1-81) 01 +8615(1-61) § +815(1—61) ky + (1—-83) §3
+(1-63) (X35 Z3|Y3Y1 Z1 W)
(1=02p) Xo2 <628 (1=82) ko + (1-61) H(X1 11 Y225 W)
(1—0635) X313 < 635 (1 —63) {3+ (1= 61) §1 + (1 - 61) k1 + 635 (1 — 63) ks + 635 (1—63) §3
+(1=-6)1(Xy; L1 Y3 Z3W)
(1-065635) O3+ (1 —61) I (X1; Z1|V1 Y3 Z3W) <61 (1-615) §1 + (1 - 61) I (X1; Z1 |1 Yo W)
+(1=62) [ (Xp; Z1 11 Y2 W)
(1-6161p) $1+ (1 —=63635) $3 < (1 -62) H(X2| 1 Y224 W)
m3 <1 (X3;W|Y1Y32;) (C.378)
1=k +1(X; WIN1 Y2) + 1(Xy; 21|11 Y2 W)
1= HX1 Y22, W) + (X1, WY Y2)
l=zm+ 8§51+ k1 +1(Xy; 4|1 Y3Z3W) (C.379)
1>my+01+$ +k (C.380)
12my+ HXo 1Yo Zi W)+ 1(Xy; Z1 | Y1 Yo W)
1=my+ky
12 HXGIN Y220 W) + [ (Xo; WIN1 Y2 2y)
1=mg+ks+$3+23
12 ks + 53+ 5+ 1 (Xa; WY, Y3.20)

12}’}13+[3+k3+8_3
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We show that #1 < I (X; Z;|Y; Y3Z3W) can be assumed. Do the following transform:

_ A
ful 1-6161¢
A
03(1-63p)
A(1-6303E)
03(1-03p) (1-0101F)
A(1-6363p)61(1—61F)

Szl

st

I1(X1; Z1|1Y1Y3Z3W)
L 411415343 T63(1—53}5)(1—515115)(1_51)

A(1—-03)
03(1—03g) (1-0161E)
A
03(1—03E)

A(1-63)
03(1—63p) (1-61)
A
03(1-63p)

X131 |

X313 1

my |
ms 1

I1(X3;,W|Y1Y3Z B —
(X3; WY1 Y3 1”63(1—635)

(C.381)

(C.382)

(C.383)

(C.384)

(C.385)

(C.386)

(C.387)

(C.388)

(C.389)

Observe, that this transform is the same as T1, we need to recheck only the changed constraint
(C.376), which is straightforward to verify. We cannot do this transform in the following cases:

1. (C.379) is equality. Then, (C.380) implies that 01 < I(Xy; 20|V, Y3 Z5W).

01=0. 0, <1(X;;Z1|1Y1Y3Z5W) is immediate.

@k LN

$3 = 0. From (C.377) ¢1 = 0 follows, hence ¢} < I (X;; Z1|Y, Y3 Z3W).

%131 = 0. Then, ¢; can be reduced to 0 without violating any constraints.

mj = 0. X131 = 0 can be reduced to 0 without violating any constraints, because (C.378)

implies that the RHS of (C.375) is no larger than that of (C.374). Then, the previous case

applies.

We can add the constraint
01 < 1(Xy; Z1 |1 Y3 Z3 W)
and then (C.380) becomes redundant.

R=(1-62)mp+(1-61)1(X;;WIY1Y2)
R=<(1-6161F) X121 + (1 = 62) [ (Xo; WY1 Y2 Z1)
R<(1-06262) %22+ (1-61) I (X3; WY1 Y2)
R=(1-61)m+1-063)m3

R=(1-6161p) X131 + (1 -63) I (X3; WY1 Y3Z1)
R<=(1-061)my+(1-06363E) X313

(C.390)
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(1-61p) X121 <615 (1 —61) k1 + (1 - 62) H (X2| Y1 Y2 Z1 W)

(1-81815) €1+ (1~ 83) [ (X3; Z3| 3 Y1 Z1 W) < 83 (1~ 538) §3

(1-615) %131 <6151 =611+ 615 (1—61) $1 + 615 (1= 61) ky + (1 - 63) 3
+(1-63) (X35 Z3| Y3Y1 21 W)

(1=2E) X2 <62 (1= 62) ko + (1 -61) H(X1|1Y1 Y225 W)

(1-03E) X313 < O35 (1 —83) €3+ (1 —61) §1 + (1= 61) ky + 635 (1 — 63) ks + 63 (1 — 63) §3
+(1-61)1(X1; Z111 Y3Z3W) (C.391)

(1-063635) O3+ (1 =61) I (X1; Z1 |1 Y3 Z3W) <61 (1= 61p) $1 + 1= 61) I (Xy; Z1 |1 Yo W)

+(1-062)1(X2; 2111 Y2 W)

(1-6161p) $1+ (1 =63036) $3 < (1 =62) H(X2| 1 Y221 W)

m3 <1 (X3, W|Y1Y32))

01 < I(X1; 2011 Y323 W) (C.392)

1=k +1(X;; WIN1 Y2) + 1(Xy; Z1 1Y Y2 W)

1= HX1 I Y22W) + [ (X1; Wi Y2)

l=m+ 8§+ k1 +1(Xy; 4|11 Y3Z3W)

lzmy+ HXo|YIY2Z1 W)+ 1(Xo; Z11Y1 Y2 W)

1zmy+k

1= H(X Y221 W)+ [ (Xo; WY1 Y2 24)

1=mg+ks+83+23

1=ks+$3+23+1(X3;W|Y1Y327)

12m3+€_3+k3+s'3

In this system (C.392) can be made equality. In case it is not equality, do the following trans-

form:
I (X1; Z11N Y323 W) | =5 (C.393)
=61

C.394
my 1 =6, ( )
ms | A (C.395)

Y125, :
/31 a (C.396)

3 1= 53038 :
X313 | a (C.397)

S 1 263635 '

We verify that (C.391) is not violated. Other constraints are straightforward to check. Change
of LHS of (C.391):

—A(1-063p)

C.398
1-6303E ( )
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Change of RHS:

Adsp (1-063) A _ A0 -03p)
1-83038 ~~ 1-06303g
from (1-61) [ (X3; 211V, Y323 W)

from 63E 1 —63) [—3

(C.399)

We have two cases when we cannot do this transform:

1. X313 =0. In this case decreasing I (X;; Z|Y; Y3 Z3 W) until equality holds does not violate
any constraints.

2. m3 =0. In this case decreasing X313 to 0 does not violate any constraints and the first
case applies.

R< (1—62) m2+(1—61)I(X1;W|Y1Y2) (C.400)
R=<(1-6161p) X121 + (1 =062) [ (X2; WY1 Y2 Z)
R=(1-062625) X2+ (1-061)I(X1; WIY1Y2) (C.401)

R=(1-061)m+1-63)ms3
R<(1-6161p) X131+ (1 -63) [ (X3; WY1 Y32))
R=(1-61)my+(1-063038) X313 (C.402)
(1-61p) X121 =615 (1=61) k1 + (1 = 62) H (X2 1 Y224 W)
(1-615) %131 <6151 -6 (1 +615(1-61) S1 +615(1—61) ki + (1 -83) §3
+(1=63) 1 (X3; Z3| Y31 Z1 W)
(1=62E) X22 <625 (1=62) ko + (1 -61) H(X11Y1 Y225 W)
(1-63E) X313 < 035 (1 83) (03 + k3 + §3) + (1= 61) (1 + k1 + £1) (C.403)
(1-61615) 01+ (1—63) I (X3; Z3| Y31 Z1 W) < 63 (1 - 035) §3
(1-83636) (3 + (1= 61) (1 <61 (1=610) $1 + (1= 6D I (Xi; 21 1 Y2 W) + (1= 82) [ (Xp3 Z1 V1 Yo W)
(1-6161p) $1+ (1 =63635) $3 < (1 -62) H(X2I 1 Y221 W)
m3 < I(X3;W|Y1Y32))

1=k + I X;; W Ys)+1(Xy; 2111 Yo W) (C.404)
1= H(X1|Y1 YngW)+I(X1;W|Y1 Yg) (C.405)
l2m+85+k+0, (C.406)

1=2my+ HXo 1 Y2 Zi W)+ 1(Xp; Z11 Y1 Yo W)
1=my+ky

1=2HXo| i Y2Zi W)+ 1 (Xo; WY1 Yo 21)
1=2mg+ks+S$3+23
1=k3+$3+23+1(X3;WIY1Y321)

121’)@3+[3+k3+8_3
In this system one can increase the value of I (X3; Z1|Y1 Y2W), H(X;1Y1Y>Z, W) and m; until
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(C.404)-(C.406) all become equality. Then, it follows that we can assume
my+ 8§+ 012 [(X; WL Ya) + 1(X3; 21| Y YaW). (C.407)
We can also increase X313 until (C.403) is equality. From this, we can assume
(1-63038) X313 = (1-61) ($1 + £1). (C.408)

We show that I (X;; Z11Y; Y2 W) =0 can be assumed. We do the following transform:

I(X;; Z1In YaW) | (C.409)
1-0;
A
I(Xo; 1IN Yo W) T ——— (C.410)
1-6>
C411
my | 1=s, ( )
A
ko 1 (C.412)
1-6>
I(X;WInhY) (C.413)
1-6;
H(Xi1 Y2 Zo,W) | 5 (C.414)
-01
A
Xo2 | ———. (C.415)
1-0,202g

It is straightforward to verify that this transform does not violate any constraints. Note that

H(X1|\Y1Y2Z,W) =0implies I (X;; Z11Y1YoW) =0, so there are two cases when we cannot do
this transform:

1. my =0. In this case we can decrease X»» to 0 without violating any constraints (due to
(C.400)).

2. X2 =0. Then, we can decrease m; to 0 without violating any constraints (due to (C.401)).

Hence, if I (X7; Z11Y1 Y2 W) # 0 we can assume that 0 = m» = X»». We observe that in this case
(C.408) and (C.407) together imply that (C.402) cannot be equality. Thus, a transform that
reduces the RHS of (C.402) while maintaining (C.407) and the equality of (C.403) does not
violate (C.402). Apply the following transform of this kind:

_ A
l3 ]| ——— C.416
3l 16201 ( )
A
I(X;; 11" YaW) | (C.417)
1-6;
} Ad3g(1—-063)
X (C.418)
313 | (1-63g) (1-6363E)
I (X, WY1 Yo) 1 (C.419)
1-6;
H(X1 Y2 Z,W) | (C.420)

1-67°
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It is straightforward to verify that all constraints are respected. After this either I (X;; Z;| Y1 Y.W) =
0, or /3 = 0. Note that in case %3;3 = 0, since equality of (C.403) is maintained, /3 =0 follows.
We do yet another transform:

2 A (C.421)
1106, '
A
I(X;; Z1 I Y2 W) | (C.422)
1-6;
A
k . C.
5 (C.423)

We can do this transform unless ¢, = 0. In this case, since ¢3 = 0, reducing I (Xy; 21|11 Y>W) to
0 does not violate any constraints. We have shown that I (X;; Z;|Y; Yo W) =0 can be assumed.

R=(1-62)mp+(1-61)I(X;; WY1 Y2)

R=(1-06161p) %121 + (1 = 62) [ (Xo; WY1 Y2 Z1)

R=<(1-6202g) X2+ (1-61) 1 (X1;WIY1Y2)

R=<=(1-61)m+1-063)ms

R<(1-6161p) X131+ (1 =63) [ (X3; WY1 Y32))

R=<(1-61)my+(1-063063E) X313

(1-61p) X121 =615 (1=61) k1 + (1 = 62) H (X2 1 Y24 W)

1-61p) %131 <6151 -6 01 +615(1—61) §1 +615(1—61) k1 + (1 -83) §3
+(1-063) 1 (X35 Z3| Y31 Z1 W)

(1=62E) X220 <626 (1=62) ko + (1 = 61) H(X1 |1 Y22, W)

(1-835) X313 < 035 (1—083) (f3+ k3 + $3) + (1 —61) (1 + k1 + £1)

(1-61615) 01+ (1 - 63) I (X3; Z3| Y3 Y1 Z1 W) < 63 (1 —35) §3

(1-83836) £3+ (1= 61) (1 <61 (1-818) $1 + (1= 82) [ (Xo; Z1| V1 Y2 W)

(1-6161p) $1 + (1 =6363E) $3 < (1 -62) H(X2I 1 Y224 W)

ms < I (X3, WY1 Y32;)

12k +1(X;; WY1 Ys) (C.424)
1> H(X1|Y1Y2Zo W) + [ (X1; WY, Ya) (C.425)
12m+85+k+0, (C.426)
12 mp+ HX| V1 Y2 Z1 W) + I (Xo; 21| Y1 Y2 W)

1=my+ky

1= HX Y24 W)+ 1(X; WIY1Y22)
1=msg+ks+83+23
1=ks+$3+23+1(X3;WIY1Y32)

121?’13+€_3+k3+8_3
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We show that I (X;; W|Y; Ys) = m; + § + 1 can be assumed. It is enough to show that (C.424)-
(C.426) are all equalities. By increasing H (X;|Y; Y>Z, W) and m; we can easily make (C.425)
and (C.426) equality. If (C.424) is not equality, we do the following transform:

I(X; WIY1Yo) 1 (C.427)
1-6;
HXi Y22 W) | £ 5 (C.428)
—01
A
k C.429
2 1 1=s, ( )
m C.430
2 | =0, ( )
X22 | A (C.431)
Xop | ——————— .
220 1=6265
There are three cases when we cannot do this transform:
1. H(X111Y2Z, W) =0. This implies I (X;; W|Y1Y») =1, i.e., (C.424) is equality.
2. X22 = 0. The following transform does not violate any constraints:
I(X; Wi Y2) 1 (C.432)
1-6;
H(X1|1 1 Y22 W) | (C.433)

1-6;
If H(X1|Y1Y>Z,W) reaches 0, the first case applies.

3. my =0. In this case reducing X, to 0 does not violate any constraints. Then, the second
case applies.

From I(X;;W|Y1Ys) = m; + s + ¢; and the equalities (C.424)-(C.426) it also follows that
H (X111 Y>Z, W) = k; can be assumed.

R=(1-62)ma+(1-61) (m+s+6) (C.434)
R=(1-6161p) X121+ (1 =62) I (Xo; WY1 Y2 21) (C.435)
R=<(1-67) (m1+$1+ 1)+ (1—62028) %oz (C.436)
R=(1-61)mi+(1-063)ms (C.437)
R=(1-06161p) X131 + (1 =03) [ (X3, W|Y1Y32) (C.438)
R=(1-61)my+(1-06363p) X313 (C.439)
(I1-61p) X121 =61e(1-61) k1 + (1 = 62) H(X2| V1 Y2, W) (C.440)
(1-61p) X131 <615(1-81) 1 +815(1-61) § + 8151 —61) ky + (1-83) 53

+(1-063) I (X3; Z3| a1 1 W) (C.441)
(1=062p) X2 <02(1—-062) ko +(1-061) ky (C.442)
(1-835) X313 < 035 (1—83) (f3+ k3 + §3) + (1= 61) (81 + k1 + £1) (C.443)
(1-81815) {1+ (1= 83) I (X3; Z3| YY1 Z1 W) < 85 (1 = 83p) 3 (C.444)
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(1=08303) 3+ (1-61) 01 <61 (1-61p) i + (1 - 62) I (Xo; Z1| V1 Yo W) (C.445)
(1-06161) $1+(1—0303p) 3= (1-62) H(Xo|1 Y221 W) (C.446)
m3 <1 (X3; W|Y1Y32;) (C.447)
12m+5+01+k (C.448)
1= my+ H(Xo| Y\ Yo Zu W) + 1 (Xo; Z1| Y1 Yo W) (C.449)
1=my+k (C.450)
12> H(Xo| V1 Y2 Zy W) + I (Xo; WY1 Y2 Z)) (C.451)
1=msg+ks+83+23 (C.452)
1>ks+S3+ 283+ 1(X3; WY1 Y32Z)) (C.453)
1=2m3+03+k3+$3 (C.454)

In this system we can see that one can increase the value of I (X»; Z11Y1 YaW), kp and I (Xo; WY1 Y2 Z1)
until (C.449)-(C.451) all become equalities. We next show that (C.447) can also be made equal-
ity. We do the following transform (T2):

_ A
g ———— C.455
3l 1= 6.0 ( )
s1l s (C.456)
61(1-61p)
Al -
$31 (1~ 0101) (C.457)

01(1-0618) (1-0363E)
A(1-61615)63(1—-03F)

7 C.458
a1 01(1-61p) (1-6363p) (1 —03) ( )
_ A
X131 1 51 d-51p) (C.459)
A(1-616
[(Xs; WV Y321) | 61(1(_51E)1(11’i)63) (C.460)
A(l-01)
"5 =615 (1-63) (C.461)
A
my 1 m (C.462)
_ A(1-67)
4
13 S 510 (1= 53832) (C.463)
A
I(X; WIY1YsZ3) 1 510018 (C.464)

The side-calculations that verify that transform T2 respects all constraints are found in Ap-
pendix C.4.8. If (C.447) is not yet equality we can do this transform unless any variable the
transform decreases is 0 or (C.452) becomes equality. The latter already implies that (C.447) is
equality, so we have the following cases:

1. /3 =0. In this case we can increase m3 without violating any constraints until (C.447) is
equality.
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w N

the first case applies.

. 1(X3; W|Y1Y371) = 0. This implies m3 = 0, hence equality follows.

X313 = 0. In this case we can decrease 5 to 0 without violating any constraints and then

4. m3 = 0. In this case decreasing X313 to 0 does not violate any constraints, hence the

160

previous case applies.

I(Xo; Z11 1Yo W) |
H(Xo|W Y2, Z,W) 1

01

I(Xy;WIinY.2y) |

X121 1

I(Xo; ZHIN1 Y2 W) |
H(X2I1Y2Z1 W) 1
03

$31
I(Xo; W Ya2y) |
X211

I(X3;WI1YsZ) |

X131 1

. $§1 =0. In this case we do the following transform:

A
1-6,

1-6,
~ A
1-6161&
A
1-6101E

st

1-6,
_ A
1-61015

(c) ¢ 1 = 0. In this case, we do yet another transform:

1-62

1-65
A
1-6363E
A
1-6363E

1-6,
A
1-6161¢
A
1-6363k
A(1-63)

(1-03036) (1-6161F)

(C.465)

(C.466)

(C.467)

(C.468)

(C.469)

(C.470)

It is straightforward to verify that we can do this transform unless any of the decreased
variables equal 0. There are three cases:

(@ I(Xo;Z11Y1Y2W) = 0. Since s1 = 0, (C.445) implies that /3 =0 and then case 1)

(b) I(X2;W|Y1Y>27)=0. Since the transform maintains the equalities (C.449)-(C.451),
my = 1(Xy; Z11Y1 Yo W) = 0 also follows, hence the previous case applies.

(C.471)

(C.472)

(C.473)

(C.474)

(C.475)

(C.476)

(C.A477)

(C.478)
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Again, it is straightforward to verify the correctness of this transform. There are
four cases if (C.447) is not equality:
i. 1(Xy;Z11Y1Y,W) =0. Case 5a) applies.
ii. I(Xo;W1Y1Y221) =0. Since the transform maintains the equalities (C.449)-
(C.451), my = 1 (X; Z11Y1 Yo, W) =0 also follows and the previous case holds.
iii. #3=0. Case 1) holds.
iv. I1(X3;,W|Y3Y1Z1W) =0. Case 2) holds.

R=(1-6)ma+(1-61)(mi+s+6)

R<(1-6161F) X121+ (1 = 62) [ (Xo; WY1 Y2 Z1)

R=<(1-61) (mi+s1+01)+1Q—62628) X2

R<(1-61)m+(1-063)m3

R=<(1-63)mg+(1-061618) X131

R=(1-61)my+(1-06303F) X313

(1-61p) X121 =615(1=61) k1 + (1= 62) H (X2 1 Y2 4 W)

(1-61p) X131 <615 (1-61) €1 +815(1-61) §1 + 8151 —61) k1 + (1 - 83) 3
+(1=-63)1(X3; Z3| Y31 Z1 W)

(1=62E) X22 <625 (1= 62) ka2 + (1-61) ky

(1-83E) X313 < 035 (1—83) (f3+ k3 + $3) + (1 = 67) (§1 + kg + £1)

(1=81815) €1+ (1= 83) I (X3; Z3| Y3 Y1 Z1 W) < 85 (1 - 835) §3

(1-063635) €3+ (1—=61) 01 <61 (1=81p) §i + (1= 62) I (Xo; Z1 |1 Yo W)

(1-6161p) $1 + (1 =6363E) $3 < (1 -62) H(X2I 1 Y224 W)

I1=m+§+01+k

1= my+ H (XY Y2 ZLW) + [ (X2; Z1 1Y, Yo W) (C.479)
1=2my+ky (C.480)
1> HCGIV Y2 Z W) + 1 (X WY, Y2 21) (C.481)
1=mg+ks+s3+23 (C.482)

12m3+€_3+k3+s'3

We next show that I (X»; Z1|Y; Y2W) = 0 can be assumed in this system. Again, we can in-
crease the value of I (X5; Z1|Y1 Yo W), ko and I (X,; W|Y; Y2 Z7) until (C.479)-(C.481) all become
equalities. We do the following transform:

I(Xo; 11 Yo W) | (C.483)
1-96,

H(Xo|Y, Yo Zy W) 1 (C.484)
1-6,
~ A

{1 —— C.485

1l 6,017 ( )
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A
51 ] ———— C.486
sit 161017 ( )
I X, W1 YaZ) | 5 (C.487)
- 03
Fip | —2 (C.488)
I . .

The transform maintains all the inequalities, thus we cannot do this transform in the following
two cases:
1. I1(Xy; WY1 Y2Z;) = 0. Since the transform maintains the equalities (C.479)-(C.481), my =
1(Xo; Z1 | YiYoW)=0 also follows.

2. ¢1=0. In this case we do the following transform:

A
I(X2; Z1 I Yo W) | (C.489)
1-6,
H(Xo\hYoZi W) 1 (C.490)
1-06>
— A
l3 ] ——— C.491
3! 165045 ( )
A
31— (C.492)
1-06303g
I(Xy;WIinY.2y) | (C.493)
1-6,
A
X1t ————— (C.494)
1-6101F

This transform maintains all inequalities except (C.482), which case is considered as
case 2c below. Hence, there are three cases if I (X5; Z1|Y; Y2W) is not 0:
(@) I(Xp;W|Y1Y2Z7;)=0. Since the transform maintains the equalities (C.479)-(C.481),
my = I1(Xy; Z11Y1 Yo W) =0 also follows.
(b) ¢5 =0. Since ¢; = 0 we can reduce I (X»; Z;|Y; Y2W) to 0 without violating any
constraints.

(c) (C.482) is equality. In this case we know that Z3 = £3. We do yet another transform:

I(X2; Z1 I Yo W) | (C.495)
1-6,
HXo Y21 W) ! (C.496)
1-6,
_ A
3| ——— (C.497)
1-06303g
A
Sl — (C.498)
1-063063g
I(X;WIinY.2y) | (C.499)
1-6>
A
Yot ——— (C.500)
1-6101E
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A
73 | —————— C.501
z3l 165047 ( )

After this transform either case 2a or case 2b occurs.

Since all transforms maintain equalities (C.479)-(C.481), my = I (Xp; W|Y1Y2Z)) and ky =
H (X5|Y,Y>Z; W) can also be assumed.

R<(1-8)ma+(1-61) (my+$+6)) (C.502)
R<(1-85) my+(1-058101E) X121 (C.503)
R<(1-61) (my+$1+01)+1—682028) %22 (C.504)
R<(1-8)my+(1-83)ms (C.505)
R<(1-683) mg+(1-06101E) 131 (C.506)
R<(1-81) my+(1-08303E) X313 (C.507)
(1-61p) X121 =61p(1=61) k1 + (1= 62) k2 (C.508)
(1-61p) X131 <6151 =81) 01+ 6151 =61 1+ 6151 =81 k1 + (1 —-83) §3
+(1-63)I(X3; Z3|Ys Y1 Z1 W) (C.509)
(1=062E) Xo2 <62 (1=062) ko + (1-61) ky (C.510)
(1-083E) X313 < 035 (1—83) (f3+ ks + $3) + (1 = 671) (§1 + k1 + £1) (C.511)
(1-61615) €1+ (1-63) 1 (X3; Z3|Y3Y1 Z1 W) < 63 (1 - 63E) 3 (C.512)
(1-63635) 03+ (1-61)01<6,(1-01) S (C.513)
(1-61618) S1+ (1 —8303p) S3< (1-02) k2 (C.514)
12m+85+01+k (C.515)
1=mo+ko (C.516)
1=m3g+ks+$3+23 (C.517)
1=ms+0s+ks+S3 (C.518)

We show that /3 < 73 can be assumed. If in an optimal point this inequality does not hold, do
the following transform (T3):

- A
O3] —— C.519
3 165047 ( )
f1—2 (C.520)
61(1-01p)
A(l-68,6
$1 (1~0101r) (C.521)

01(1-015) (1 —6303E)
Ad3(1—-0635)(1-0101F)

2 C.522

B S =610 (16305 (1-35) (€022
A

_— C.523

] 61(1-61p) ( )

131 1 Ad-oy (C.524)

01(1-861g)1-0161E)
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my | — 210V (C.525)
61(1-015)(1-063)
AQ-6
%313 ) 1= (C.526)

01(1-615) (1-6363F)

We verify this transform in Appendix C.4.8. We can do this transform unless one of the
following cases occurs:

1. (C.517) is equality. In this case 4_3 < z3 already follows from (C.518).
. £3=0. The inequality in question is immediate.

2

3. § = 0. In this case (C.513) implies /3 = 0 and the inequality follows.

4. %313 =0. Then ¢ can be reduced to 0 without violating any constraints.
5

. m3 =0. In this case X313 can be reduced to 0 without violating any constraints and the
previous case applies.

We introduce the following new variables replacing some of the existing ones:

= (1-06363p)(1—03)

r3~|(z23—¢ (C.527)
3~ (2 05) 03 (1—-03E)
i~ +0 (C.528)
- _ r3
~0 - C.529
c3~ {3+ S3 1~ 504z ( )
C~ (1—5151]5) 8_1 +(1—5363E) 5_3—7‘3 (C.530)

The non-negativity of the introduced variables is the consequence of /3 < z3 and (C.512). The
new system is

R<(1-0)my+(1-051)(my+cy) (C.531)
R=<(1-62)mp+(1-61618) X121

R=(1-61)(my+c))+(1—06202p) X2

R<(1—-6y) my+(1—63) ms

R=(1-63)mg+(1-61618) X131

R=<(1-61)my+(1-06363E) X313

(1-61p) X121 =615(1=61) k1 + (1= 62) k2

(1-61p) X131 <611 =61) (c1 + k1) + (1= 03) c3 + 73

(1=62E) X22 <625 (1= 62) ka2 + (1 -61) ky

_ O3p(1-06
(1-063E) X313 < 03p (1 —03) (c3 + k3) + rs?’E—3) +(1-61)(c1+k)
1-6303E

(1—51615) 9] +(1—63) C3=C
(1-0303p)c3+(1=d1)c1<c
c+r3<(1-062)k

1=my+c+k;

164



C.4. Triangle network outer bound proof

12m2+k2
3
1-03

1=m3+ks+c3+

We show that (1 —d2) my = (1 —82025) X22 can be assumed. If equality does not hold, we have
two cases:

1. (1-62) my < (1—-6202F) X22. In this case the value of X»» can be decreased until equality
holds without violating any constraints.

2. (1-62) mp > (1—-0202E) X22. Do the following transform:

A

C.532

my | 10, ( )

ko 1 A (C.533)
21175, '

i | — 2 (C.534)
. .

Since (C.531) cannot be equality by assumption, we can always do this transform until
equality holds.

R< (1—52) m2+(1—51)(m1 +c1)
R=(1-62)mp+(1-61618) X121
R=< (1—51) my +(1—53) ms

R=<(1-063)m3+(1-0101g) X131 (C.535)
R<(1-61)m;+(1-0303E) X313
1-01p)X121<61(1-061) k1 +(1-02) k2 (C.536)

(1-01p) X131 <011 =61 (1 + k) +(1—-03)c3+713
(1-02)(1-02E)
1-6,0-g

my <62(1—062) ko +(1-061) k1

(1=63g) X313 < 635 (1 —83) (c3 + k3) + T3613E+$ +(1=61) (e + k1) (C.537)
(1-6101g)c1+(1—03)cs<c
(1-0303p)c3+(1=d1)c1<c
ct+r3<(1-062)ky
l=m+c+k
1=my+ky
s
1-03

1=m3+ks+c3+

We show that (1 —-61) (m +¢;) = (1-901615) X121 can be assumed. If equality does not hold,
there are two cases:

1. 1-61)(my+c1) <(1-=06101g) X121. In this case the value of X;»; can be decreased until
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equality holds without violating any constraints.

2. (1-61)(my+c1)>(1-6101E) X121. Increase X;2; until (C.536) is equality. From this we
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know that
(1-061p) X121 — (1 =01E) X131 = (C.538)
2(1-02)ky—01E(1-61)c1—(1-63)c3—1r3=2c—01g(1-61)c1—(1-63)c3=(1-b1p) 1
(C.539)
and hence
(1-6101p) X121— (1 =0101p) X131 = (1 -61) 1 (C.540)
Do the following transform:
my | A (C.541)
21175, )
ko1 A (C.542)
21175, )
X121 1 L (C.543)
6161k ’

We can do this transform, unless 7, = 0. In this case first decrease x;3; until it is 0 or
(C.535) is equality. We then know that

(1-01)my=1-61018) X131 (C.544)
Then, increase X313 until (C.537) is equality. We then know that
(1-06363E) X313 = (1 =61) c1. (C.545)

From these inequalities it follows that decreasing m,; does not violate any constraints
unless (C.544) is equality. In this latter case however, (C.540) implies that

(1-6161p) X121= (1 -61) (M1 +c1). (C.546)

Thus, we can always decrease m; until (1 —-01) (my +¢1) = (1-0161E) X121.

R<(1-61)(my+cy)+(1—62)my (C.547)
R<(1-61)m;+(1-583)m3 (C.548)
R<(1-083)mg+(1-6181E) X131 (C.549)
R<(1-061) my+(1-06303E) X313 (C.550)
" _15_“?1(;1;61) (my+c) <61p(1—61) k1 +(1-82) ks (C.551)
(1-61p) X131 <611 -b61)(c1+ k1)) + (1 —b3)c3+ 713 (C.552)
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(1-62)(1-02E)

m25525(1—52) ]C2+(1—51) k1 (C.553)
1-620625

_ 03p (1—-03)
(1 835) T313 < O35 (1 — 83) (C3 + k) + 1322 4 (1= 81) (e + k) (C.554)

1-6363E
(1—5151]5) Cl+(1—53) C3=C (C.555)
(1-06363p)cs+(1-61)c1=<c (C.556)
c+r3= (1—52) ]C2 (C.557)
l=2my+c + kl (C.558)
1=my+ky (C.559)

r3
1=mg+ks+cs+ (C.560)
1-963

We show that (1 - 63) m3 < (1 -61) ¢ + (1 —62) my can be assumed. Assume the contrary. Then,
we know that (C.548) is not equality. Do the following transform (T4):

A

al S 010 (C.561)
my | ﬁ (C.562)
%131 1 m (C.563)
Y13 | 61 (1 —21(151“)_(16?53535) (C.564)
my | —1=01018) (C.565)

01(1-018) (1-63)
A(1-61015) A(1-63)

+ C.566

S 6w 85 (-3) (C.566)
A

_— C.567

% 03(1-63p) ( )

cl A(1-6101E) N A(1-63) (C.568)

01(1-61p) 63(1—03E)
(C.569)

The side-calculation in C.4.8 shows that the transform respects all inequalities. We have the
following cases:

1. m3=0.(1-03)ms<(1-061)c1+(1-082) myp already holds.

2. X313 = 0. If this variable cannot be increased, then (C.554) is equality and thus ¢; =0
follows, and case 3 applies.

3. ¢1 =0. In this case we know that (C.555) is not equality unless ¢z = 0. We either can do
the following transform or c¢3 = 0 (case 3c below):

cl (C.570)

1-6,
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C.571
my | =0, ( )
A

k C.572

2 1 10, ( )

ctA (C.573)

X313 1 4 (C.574)
1-6303E

C.575

my | =5, ( )

It is straightforward to verify that the transform does not violate any constraints. We
have thus three cases:

(@) m; = 0. In this case we know that (C.549) cannot be equality, thus ms3 can be
decreased until (1 -903)m3<(1-01)c;+ (1 —-052) my holds.

(b) mgy = 0. In this case we can decrease X313 to 0 without violating any constraints. Do
the following transform:

A

my | 16, (C.576)
cl =5, (C.577)
A
c3l -5, (C.578)
A
ms 1 =5, (C.579)
_ A
X131 | 161015 (C.580)
_ A
X313 1 R - (C.581)

We have the following cases:
i. my =0. Then (C.549) cannot be equality (R = 0), hence we can decrease ms3 to
Oandthen (1-03)m3<(1-67)c; +(1-952) my holds.
ii. ¢3=0. Case 3c.
iii. X131 = 0. If this variable cannot be increased then (C.552) is equality, hence
c3 =0 and case 3c applies.
iv. (C.554) is equality. Then c3 = 0 follows and case 3c applies.

(¢) ¢3=0. Do the following transform:

A
c3 ] (C.582)
1-03
A
C.583
mg | =6, ( )
A
X131 —— (C.584)
1-6161k
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We can do this transform unless ¢ = 0. (Note that if m3 = 0, then (1 —03) m3 <
(1-01) c1 + (1 —02) my already holds.) If ¢ = 0, we can either increase ¢ and do the
transform or (C.557) is equality. Thus we can assume ¢ = 0 and (C.557) is equality.
In this case increase X;3; until (C.552) is equality. Then from (C.551) and (C.552):

1-6,6 1-6,6

1-6)m < ——E G p1=-6)ki+(1-62)ka) = — L (515 (1-61) ky +13)
1—515 1_(SIE

(C.585)

=(1-0101F) X131. (C.586)

This means that (C.549) cannot be equality, and hence m3 can be decreased until
(1-963)m3<(1-061)cy+(1—-052) my holds.

4. c3 = 0. In this case we know that (C.556) is not equality otherwise we have case 3. Do
the following transform:

A

al 510010 (C.587)
my | ﬁ (C.588)
Xizi | ﬁ (C.589)
Ta1s | 6:(1 —gf;)_(ldi)53535) (C.390)
s | 01 (Al(—lgli)l((slli)(ss) (C.59D)
rs i % (C.592)
cl % (C.593)

It is straightforward to verify that the transform does not violate any constraints. Af-
ter this transform either of the previous three cases occurs. We add the constraint
(1-63)m3<(1-61)c1+(1-62) my and drop the constraint (C.551).

(1-83)mg=<(1-61)c1+(1—-62)mp

R<(1—8y)my+(1—63)ms (C.594)
R=(1-63)m3+(1-061618) X131

R<(1-61)my+(1-0363E) X313

(1-61p) X131 <615 (1 —61) (1 + k1) + (1 —b3) c3 + 13

(1-062)(1—0d2E)
1-6262E

my<6p(1-062)ko+(1-61) k1

_ 03p (1—03)
(1—835) X313 < O35 (1 — 83) (C3 + k) + r3—e———2 1+ (1-61) (¢1 + k1)
1-06303g
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(1-6101p)c1+(1—-03)cs<c
(1-06303p)cs+(1-81)c1<c
c+r3<(1-902)k;
l1=m+c+k

1=my+ ko

rs

1=m3+ks+c3+
3 3 3 1_53

We show that (1-6;)m; = (1-0,01g) X131 can be assumed. If (1-61)m; < (1-96101E) X131,
then we can decrease X3; until equality holds without violating any constraint. Assume that
(1-961)my > (1-6161g) X131. Do the following transform:

my | A (C.595)
kitA (C.596)

- A(1-61)

X131 755 508 (C.597)

This transform does not violate any constraints ((C.594) cannot be equality), thus m; decreases
until (1-61) my = (1-61618) X131-

(1—53) ms < (1—51) Cl+(1—62) 1245 (C.598)
R<(1-61)m+1-063)m3 (C.599)
R< (1—51)m1+(1—53535)56313 (C.600)
1- 1-
(1-0)0-0:p) my <815(1=61)(ci + k) +(1—83)c3+73 (C.601)
1-61018
1-6,)(1-6
A=02)A=02E) 0 51— 80) by + (1= 1) Ky (C.602)
1-6262k
03 (1-6
(1—063E) X313 < 03p (1 —63) (c3 + k3) + T3M +(1-61) (c1+ k1) (C.603)
1-06303%
(1—51615)Cl+(1—63)6350 (C.604)
(1—63635) cs+(1-061)c<c (C.605)
c+r3<(1-902)k (C.606)
l=mi+c+k (C.607)
1=my+ky (C.608)
l=2mg+ks+c3+ s (C.609)
1-63

We show that (1 —-03) m3 = (1 —9363g) X313 can be assumed. If equality does not hold, then
we can always decrease the variable on the larger side of the inequality without violating any
constraints until equality holds.

1-03ymg=(1-61)c1+(1—-62)my (C.610)
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Rs(1—61)m1+(1—63)m3
(1-61)(1-0618)
1-6101k
(1-62)(1-0b2g)
1-6,0-g
(1-63) (1-63g) O3 (1-03)

<&35(1-6 k _
1= 62047 m3 < 03p (1-03) (c3 + k3) +13 | — 53045
(1—61515)61+(1—53)6356

(1 —53535) c3+ (1 —51) C1=C

my<61g(1-61)(c1+k1))+(1-083)c3+r3

my <6p(1-062)ko+(1-61) k1

+(1-61)(c1 +ky)

ct+r3<(1-05) ko
l=zm+c+k

1=my+ko
3
1-03

1=>=mg+ks+cs+

Finally, we show that (C.610) can be assumed to be equality. If (1—-03)m3 < (1-01)c1 +
(1-02) my, then my can be decreased until equality holds or my = 0. In that case, do the
following transform:

ki TA. (C.612)

Eventually (C.610) becomes equality by this transform. No constraints are violated.

(1—63) M3=(1—51)Cl+(1—52) no (C.613)
R=<(1-61)m+1-0563)m3
(1-61)(1-61p)
1-6101E
(1-62)(1-62p)
1-06202g
(1-03)(1—03E) 03r (1—-03)
1—3636353E m35535(1—63)(03+k3)+rgf]i5—3532
(1—6161E)Cl+(1—53)6350

(1-6303p)c3+(1-01)cr<c

my<61g(1-61)(c1+ki))+(1-083)c3+r13

my <6 (1-062)ko+(1-61) k1

+(1-61)(c1 + k)

c+r3<(1-065)ky
1=my+c+k

1=my+ky
I3
1-63

1=mg+ks+cs+

The resulting LP is the same as the LP in Theorem 4.4, which concludes the proof. O
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C.4.8 Side-calculations
Transform T1

Constraints (C.338)-(C.340) are not affected. Change of RHS of (C.341):

1-03 1-963
- + A=0.
_03(1—63p)  O3(1—063p)
from (:61)m1 from (:63) ms
Change of RHS of (C.342):
1-6 1-6
- A+ — =0.
_03(1-63p) 63(1-03p)
from (1 —glé‘lg) 56131 from (1 —53) I‘(rX3; W|Y1 Yng)
Change of RHS of (C.343):
3 1-0303fg 1-6303g —0
_03(1-03p) 63(1-063p) .
from (1 —7{353,;)5:313 from (1-61) R;(l; WY1 Y32Z3)
Constraint (C.344) is not affected. Change of LHS of (C.345):
-A
——
from (1—61615)[1
Change of RHS of (C.345):
-A
—~—
from $3
Change of LHS of (C.346):
__Ad -03)(1-01F)
_03(1-63p)(1—-61618)
from (1 —‘,515) X131
Change of RHS of (C.346):
_AS1E(1-61p) A61(1-61)(1—-083638) A(1-63)
1-6161p ~ 63(1-035)(1—-6161) 63(1—03p)
from 8,5 (1-8,) 4 from 61 (1-61) $1 from (1-63) $3
Ab1E(1-061)(1-63) A(Q-63) A(1-63)(1-61p)

T 63(1—-63p)(1-61618) 03(1—03p)  03(1—03p) (1—6,615)
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Constraint (C.347) is not affected. Change of LHS of (C.348):

A
03
~—
from (1 - 03E) X313

Change of RHS of (C.348):

A(1-61)(1-06363E) _A535(1—63)+A(1—5353E)51(1—51E)
63(1-0635)(1-6161p)  63(1—-035)  63(1—063p) (1—-61018)
from(lv—él)s'l from53EY1—53)§3 from(1—61)l()‘(r1;Z1|Y1Y323W)
__A83p(1-85) A(-83035) _ A
63(1-63g) 63(1-063p) O3

Change of LHS of (C.349):
A(1-63635)61(1—061E)
03(1-03p) (1 -610618)
from (1—6,)1(Xy; Z11Y1 Ys Zs W)
Change of RHS of (C.349):
A(1-063635)61(1—061E)
63(1-635)(1-61618)
fr0m61 (‘1’—61]5)3_1
Change of LHS of (C.350):

A(1-083635) A(1—-063638) _
63(1—063p)  635(1-03p)

from (1-6:01g)51 from (1-05303g) S3

Constraints (C.351)-(C.352) are not affected. Change of RHS of (C.353):

A(1-6303E) N A(1-6363p)61(1-615)  A(1-083638)
63(1—63p)(1-61615) 635(1—63) (1 —-61615) (1 -61) 63(1—63p) (1-61)
fl‘OEl S from I(Xl;gllYl Y3 Z3W) from I(Xl;vWI Y1Y373)
_ A(1-06363p)  A(1-03035) _
03(1—-03p) (1-61) 63(1—063p)(1-061)
Change of RHS of (C.354):
_AQ-8y A A0-830u)
03(1-63p)(1-61) 1-6161p 63(1-635) (1-61618)
fron: m frm; 2 fro;lrj $1

__ A(1-63) N A(1-63) -
03(1-035)(1-01) 035(1—-035)(1—01018)

(C.622)

(C.623)

(C.624)

(C.625)

(C.626)

(C.627)

(C.628)

(C.629)

(C.630)

(C.631)
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Constraint (C.355) cannot be violated by assumption of the transform. Constraints (C.356)-
(C.358) are not affected. Change of RHS of (C.359):

A A

- =0 (C.632)
63(1—63p) 63(1—03E)
fl‘O;ﬂ’h fl‘O?I: $3
Change of RHS of (C.360):
A A =0 (C.633)
63(1—63p)  63(1-0635) ’
from I(X3;VW|Y1 Y37y) fro; $3
Change of RHS of (C.361):
A A =0 (C.634)
03(1-0635)  03(1—-03E) .
from I (X;;;VIYl Y371) frojn:s},
Change of LHS of (C.363):
a (C.635)
03(1-63F) ’
—_———
from ms
Change of RHS of (C.363):
a (C.636)
63 (1-03E) .
[ ——"
from I(Xg; W| Y1 Y3Zl)
Transform T2
Change of RHS of (C.434):
A(l1-6 A(l-6
( ) Al 1) —0 (C.637)

01(0-615) 6:(1-61p)

from (1-67)m; from (1-61) §

Constraint (C.435) is not affected. Change of RHS of (C.436) is 0, for the same reason as (C.434).
Change of RHS of (C.437):
A(1-61) A(1-61)
- =0 (C.638)
61(1-61) 61(1-061g)

from (1 -67) m; from (1—33) m3
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Change of RHS of (C.438):

A(1-6161E) _A(1-61618)
61-61p)  61(1-61p)

from a —5151}5) )_6131 from 1 —53) I(Xg; W|Y1 Y3Zl)

Change of RHS of (C.439):

AL-6)  AQ-8)
?1(1—5115)) . 51(1—5115)4

from a —61) my from 1 —6363[;) X313

Constraint (C.440) is not affected. Change of LHS of (C.441):
A
01
—~—
from (1-01g) X131

Change of RHS of (C.441):

A6 15(1-61) N A(1-63)(1-06101F) +A(1 —01018)63(1-03E)

_01(1=61p) 61(1-61p)(1-03635)  61(1-615) (1 -03038)

from 6,5 (1-061) 51 from (1-063) $3 from (1 —063) 23
_ A6,p(A-61) A0-61618) A
61(1-61p) 61(1-61p) 61

Constraint (C.442) is not affected. Change of LHS of (C.443):

 A1-81)(1-83p)
01(1-061p) (1 -0303E)

from (1 - 03E) X313

Change of RHS of (C.443):

_Ad3p(1-063) +A53E(1 —03)(1-6161p) A(-61)
1-6363r ~ 61(1-61p)(1-0635635) 61(1-61E)
from 53;(’1 —-83) 05 from 53ET1 —63)$3 from (lv— 01) $2

_ Ad3p(1-03)(1-01) 3 A(1-67) __ A(1-61)(1-63p)
01(1-01p) (1-063635) 61(1-61E) 01(1-0615) (1-6363F)

Change of LHS of (C.444):

A(1-61615)63(1—-638)
01(1-615) (1-06303E)

from (1 -983) 23

(C.639)

(C.640)

(C.641)

(C.642)

(C.643)

(C.644)

(C.645)

(C.646)

(C.647)
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Change of RHS of (C.444):

A(1-6161£)63(1—b3E)
01(1-615) (1 -63638)

from 53 a —535) 8_3

(C.648)

Change of LHS of (C.445):

—-A (C.649)
—

from (1-6383p) i3

Change of RHS of (C.445):

—-A (C.650)
—

from 51 a —515) S_l

Change of LHS of (C.446):

_A(1—5151E) +A(1—5151E) —0
R 51(1—51}5)4‘ 51(1—5115)4

from (1-6101g) 51 from (1 —9303E) S3

(C.651)

Constraint (C.447) is not violated by assumption. Change of RHS of (C.448):

A 3 A —0
611-61p) 6,01 _51E)1_

from m, from §;

(C.652)

Constraints (C.449)-(C.451) are not affected, (C.452) is not violated by assumption. Change of
RHS of (C.453):

A(1-61618) N A(1-6161p)03(1-03p) ~ A(1-61618) (C.653)
61(1-615)(1-06363p) 61(1-0615) (1 -0630635) (1 -63) 61(1—0615) (1 -53) .
fro; $3 frog Z3 from I (X;;;VI Y1Y32))
A(1-6161E) A(1-6101E)
_ = (C.654)
01(1-01p)(1-063) 61(1—-618)(1—-03)
Change of RHS of (C.454):
A(1-61) A A(1-61618)
_ _ N (C.655)
_01(1-615)(1-063) 1-063635 61(1-061p) (1-03038)
fron‘; ms fro;qu A frogl S3
A(l-06 A(l1-0
_ -6y (1-01) <0 (C.656)

61(1-615)(1—-83)  61(1—0615) (1—3035)
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Transform T3
Change of RHS of (C.502):

_(A-6DA  a-6pA
_01(1-61p) 61(1—-61p)

from (1-67)$ from (1-6,)my

(C.657)

Constraint (C.503) is not affected, while the RHS of (C.504) changes the same way as (C.502).
Change of RHS of (C.505):
1-6nA A1 -057)
- =0 (C.658)
§1 (1 —515)4\ o011 —515)4

from (1 -61) my from (1-3563) m3

Change of RHS of (C.506):
A(1-067) 1-6nA
_ + =0 (C.659)
_61(0-61p) 6:1(1-615)
from (lt §3) m3 from (1 —g1515) X131
Change of RHS of (C.507):
1-61A A(1-61)
_ = (C.660)
61(1-61p)  61(1-b1p)
from (:61) m; from (1 —%rgégg) X313
Constraint (C.508) is not affected. Change of LHS of (C.509):
A(-67)
_ (C.661)
01(1-6101F)
| ——
from (1-61g) X131
Change of RHS of (C.509):
Ad1E(1-6 A(1-063)(1-6;0 Aé3(1-06 1-6,0
_Ad1E( 1) N ( 3)( 101E) N 3( 36) ( 101E) (C.662)
_61(0=61p) 61 (1=61p) (1 —6363p)  61(1—615) (1 -5303E)
fr0m513T1—61)ﬂ from (;63)5_3 from (1*63)1(}3;ZS‘Y3Y121W)
A61E(1-6 A(1-6:6 A A(l-6
__ 1E( 1)+ ( 101E) _A . ( 1) (C.663)
61(1-61p) 61(01-61r) 61 61(1-6161E)
Constraint (C.510) is not affected. Change of LHS of (C.511):
A(1-6 1-6
( 3E) ( 1) (C.664)

551 (1-0615) (1 -6363E)

from (1 - 63E) X313
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Change of LHS of (C.511):

_Ad3p(1-63) Adsp(1-063)(1-061615) A(l-061)

+
1-06363p ~ 61(1-615) (1 -6363p) 61(1-61p)

from 835 (1-83) I3 from &3 (1-063) $3 from (1-61) $1

_ Ad3p(1-63)(1-061) A(d-61) _  A(d-635)(1-61)

T 61(1-61p)(1—-6303) 01(1—-61p)  01(1—061p) (1-063035)
Change of LHS of (C.512):

Ab63(1—-035)(1-0101E)
61(1-615) (1 -6563E)

from (1-03) I (X3; Z3|Y3Y1 Z1 W)

Change of RHS of (C.512):

Ab3(1—-063p)(1-06161E)
01(1-0615) (1 —6363E)

from 53 a —535) S_3

Change of LHS of (C.513):

—-A
_
from 1 —(5353[:) f3

Change of RHS of (C.513):

—-A
—~—
from61 (1—515) 5_1

Change of LHS of (C.514):

A(1-6161E) +A(1 -61061E) _
61(1-615)  61(1-b1p)

from 1 —61615) S_l from 1 —6353}5‘) S_3

Change of RHS of (C.515):
A A o
611-615) 61(1-618)
fron‘lrml fro;lrl $1

(C.665)

(C.666)

(C.667)

(C.668)

(C.669)

(C.670)

(C.671)

(C.672)

Inequality (C.516) is not affected and (C.517) is not violated by assumption. Change of RHS of

(C.518):

A(1-6y) A A(1-61618)

- - +
61(0-63)(1—61p) (1—6363p) 61(1—615) (1 —-5303E)

from mg3 from /5 from $3
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__ A(1-6y) N A(1-6y) 0
01(1-63)1—-61p) 61(1—-0618) (1 —03035)

Transform T4
Change of RHS of (C.547):

(1-6)A  (1-6)A _
61(1-61p) &1(1-81p)

from (1-61)m; from (1-67)c;

Inequality (C.548) is not violated by assumption. Change of RHS of (C.549):

_(1-6161p)A +(1_6161E)A _
61(1-61)  61(1—-b1p)

from (1-063)m3 from (1-6101g) X131

Change of RHS of (C.550):
(1-6)A  AQ-6) _
61(1-61p) 61(1-061p)
from (:61) my from 1 —75;5315) )_6313
Change of LHS of (C.551):
(1-618) (1—-61) A B A _
1-6161g  |61(1-615) 61(1-0615)
frorrTml fro‘rg c1
Change of LHS of (C.552):
A
o1
—~—
from (1-61g) X131
Change of RHS of (C.552):

A0p(-8)  A1-8y) A1-8:01)  A(-8) _A
_ 61(0=61p) 63(1=b63p) 61(1-61p) 63(1-63p) &

from 8, (1-061)c; from (1—83)cs from r3

Constraint (C.553) is not affected. Change of LHS of (C.554):

A0 -61)1-0638)
_01(1-061p) (1 -0303E)

from (1 - 63E) X313

(C.674)

(C.675)

(C.676)

(C.677)

(C.678)

(C.679)

(C.680)

(C.681)
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Change of RHS of (C.554):
_A83p(1-83)  Adzp(1-083)(1-81818) Ad3p(1-63)*  A(-61) (C.662)
63(1-03p) ~ 61(1-015)(1-06303p) 63(1-6g)(1—63035) 61(1—01E) .
from 63571 -03)c3 from 5&%1;63) rs from (f: 61) 1
_ _ Ad3p(1-063)03(1—03E) N Ad3p(1-03)(1-061615) A(1-61) (C.683)
03(1-63p) (1-6363g)  61(1-01g)(1-03635) 61(1—01E) '
Ab3p(1—-03) Abd3p(1-03)(1-06161) AQ1-061)
__ N _ (C.684)
1-6363F 01(1-61p) (1—06303r) 061(1-01p)
_ ASp(1-89(1-6)  A1-8) _  AQ-8)(1-8sp) 85
01(1-61p) (1-63635) 01(1-61p) 01(1-0615) (1-6363F) '
Change of LHS of (C.555):
A(1-6161r) A(1-63)
_ _ (C.686)
. 01(1-61g)  63(1—-03g)
from(l::51§15)cl from(1v—63)c‘3
Change of RHS of (C.555):
A(1-6161r) A(1-63)
_ - (C.687)
. 61(1-61F) 53(1—5315{
fro?nc
Change of LHS of (C.556):
A(1-61) AQ-0303E)
_ — (C.688)
_61(1-61p)  635(1—63p)
from(lv—él)c] from(1:53635)03
Change of RHS of (C.556):
A(1-616 A(l-06
( 101E) ( 3) (C.689)

_ 01(1-615)  63(1-03g)
frozlc

_ AQ=6161p)  AQ-61)  A(0-03)  A(1-06363r) A(1-061) A(1-03038)

 61(0=61p) 061(1-61p) 63(1-835) O3(1—03p) O61(1-861p) 63(1—0838)

(C.690)
A(1-61) AQ-06303F) A(1-61) AQ-06303F)
——1+1- — =_ — (C.691)
61(1-61r) 63(1-03E) 61(1-61r) 63(1-03E)
Change of LHS of (C.557):
A(1-6:6 A(l-6 A(1-616 A(l-90
( 101E) ( 3) ( 101E) ( 3) —0 (C.692)

— — + _ -
_601(1-61p) 63(1—63p) 61(1-0615) O3(1—03k)

from ¢ from r3
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C.4. Triangle network outer bound proof

Change of LHS of (C.558):
A A
_ =0 (C.693)
61(1-061p) 61(1-615)
fro?nrml fro?g c
Constraint (C.559) is not affected. Change of LHS of (C.560):
A(l- A A(l- A
B (1-61618) N (1-61618) — o (C.694)
_01(1-615)(1-063) 63(1—063p) 61(1-615)(1—083) b3(1—0b3E)
fron: m3 frogl c3 fromv1 L 353
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Proofs for Chapter 5

D.1 Security of two-phase secure network coding

In the first phase we use new independent randomness in each slot, hence we know from the
secure network code that

I(Z} K, W) =0. (D.1)

In the second phase we use only randomness of which Eve has no information, hence her
observation of the first phase does not help her learning about W. With a slight abuse of our
notation we denote Eve’s observation in the second phase by Z ZZ. Formally,

I(ZHEW)=1(Z0 Z35B W) = 1(Z5 W) +1(Z 5 WIZ52) (D.2)
<I(ZHW)+1(Z)W)+I(Z)5 Z2 W) (D.3)
Dz W)+ 1(2; 2 W) (D.4)
2 I(ZW)+1(Z)5K,WIW) (D.5)
=I(Z3BW)+1(Z)KIW) =1(Z%5W), (D.6)

where in (a) we used that transmissions in the first phase are independent of the message, and
to get (b) we used that ZXZ is a function of (K, W). In the last step we used (D.1). Further, in
each slot we use independent randomness, thus

ny X 1y . 12
(zw)= Y, I(Z,-,A;W|Z;;1)s Y I(Zi,A;W)H(Z,-,A;Z;HW)= S I(ZiaW).
i=m+1 i=nm+1 i=m+1

(D.7)

Hence, we can focus on one time slot of the second phase. Again we can assume that Eve
discards any packet received more than once. Let z’ < z be the number of distinct packets she
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receives. We can write Eve’s observation in the ith time slot of the second phase as

(C}
Q.

.\ O
| =K ()QT+W®; 4,
Qyu

Znria = [WD+K'() WDH|Qa=|[W@+K'G) W)

(D.8)

for some matrix @; 4. From the properties of the secure network code and K we see that
K@) Q?T is a set of uniform random packets and W®; 4 is at most z’ linear combinations
of packets from W. Hence, as we noted in the case of secure network coding, from Eve’s
perspective this is a one time pad encrypted data. From this observation

L)

I(ZHEW)<I(ZBW)s Y. I(ZiaW)=0 (D.9)

i=m+1

follows, hence our scheme is secure. O

D.2 Proofof Theorem 5.1

We first show that a key rate « is achieved. We denote the size of the generated keys k;,
3
ky = K| = ki (1-8) - {1 —n}t. (D.10)

We denote M the set of packets D receives, M7 is the subset of these that Eve receives and M
is the subset that only D receives. The corresponding rows of matrix H are H and H%. Hence
K can be written as

HA

uz| (D.11)

K:MH:[Md MZ]

Note that in case the key generation is successful, then |M| is hn) (1 -6), but |M 4|, |M?| are
not deterministic, they depend on the channel realizations F™.

K does not depend on |[MZ#|, hence
[(ZPF™;K) = 1(Z F™ M7 K) = T(IMZ;K) + (23 F™5 KIIMZ)) = (2 F™; K| M7))
(D.12)
= H(KIIM?|) - H(KIZ}F" IM?)) =k - f H(K|Z} F™ M7 =i)Pr{iM?”| = i}
- (D.13)
We have
H(KIZ) PP M7 = i) = H(M?HY + M2 B2\ M7 ™ MP | = i) = H (MO HY M7 P M7 | = )
(D.14)
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D.2. Proof of Theorem 5.1

= H(Mdellel = i) = min{|M| - i, k;}, (D.15)

since H? is full-rank and |[M%| = |M| — |M%|. Given this,

IM|—k m
I(ZPF™K) =I(Z0F"IMPK) =k — Y, kPr{M?|=i}- Y (M|-)Pr{IM?| =
i=1 i=|M|-k;+1

<k — ki Pr{IM?| < M| - k1 } + ny Pr{|M?| > |M| - k; }
= (m + k) Pr{{M%| > |M| -k }. (D.16)

The probability that Eve receives more than |[M| — k; packets can be bounded as follows:
3 3
Pr{|M?| > |M| -k} :Pr{IMZI > +n’1“} sPr{IMZI—[E{IMZI} > nll“}
3 ,
sPr{|IMZI—[E{IMZ|}|>n/14}se_cl\/”_l, (D.17)

for some constant ¢; > 0. We used that {; = E {IM z I} irrespective of Eve’s selection. The last
inequality follows from the Chernoff-Hoeffding bound. We see from (D.17) and (D.16) that
1(Z}'F™;K) can be made arbitrarily small by choosing a large enough n;. This proves the
security of the key.

The key generation fails if D does not receive hn| (1 —§) packets. We calculate the probability
of the event that a node who has received 7/ (1 — ) packet fails to forward all of these to the
next node towards D. This event happens if out of n; transmissions more than n; — n’1 1-0)
erasures occur. Let 1 denote the number of erasures of n; transmissions. Then, the probability
of the event equals

Pr{n>n -ni(1-6)}=Pr{n-6n > (n—nj)1-96)} :Pr{n—[E{n} >n; (1—6)}
sPr{|n—[E~{n}»|>nf1 (1—5)}:e‘“2\/"7, (D.18)

where ¢, > 0 is some constant and we used the Chernoff-Hoeffding bound. This shows that
the probability of successful forwarding of 7 (1 — ) packets can be made arbitrarily close to 1
on each link, hence the probability that D receives hn’1 (1-0) packets is also arbitrarily close
to 1 by selecting a large enough n;.

The rate of the key lim,,, . %

!

fact thatlimy, —.co % =1.

=« directly follows from the parameter values and from the

Destination D can decode the message if he receives all packets in the second phase. The
probability of error has the same nature as in the first phase and thus can be made arbitrarily
small by selecting a large enough n5.

Similarly as in the two phase secure network coding scheme, observing the first phase does
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not help Eve to learn about W. Formally, if I (Z}' F™;K) = ¢/, then
I(ZZFW) < I(ZPF™ W) +€, (D.19)

where ZZZ denotes the packets that Eve receives in the second phase.

Z chan be written as WEZ , which denotes the subset of encrypted packets Eve receives. Let G*
denote the corresponding rows of G, then

W§ =W +KG~. (D.20)

In case IWEZ | <|K]|, then KGZ is a set of uniformly distributed independent packets, thus WEZ
is a set of one-time-pad encrypted message packets, hence

1(Z}2F" W) = I(WEF™; W) = I(WE; WIF™) = I(WE; WIF™|WE) (D.21)
= I[(WZ; WIF™|WZ| < |K|)Pr{lWZ| <|Kl}
+ I (WH;WIF™WE| > [K|) Pr{iWZ| > K|} (D.22)

= I(WE WIF™=|WZ| > |K)) Pr{IWZ| > K|} < np Pr{IWZ| > K|} < npe™ V"%,
(D.23)

where c3 > 0 is a constant. We omit the details of the last step, where we bound the probability
of the event that Eve receives significantly more packets than she is expected to. We use the
same technique as we have seen earlier. This together with (D.19) shows that for a sufficiently
large n = n; + ny the scheme satisfies (5.4). The rate assertion follows directly from the
parameter definitions.

D.3 Proofof Theorem 5.2

Given a network ¢ consider the partitioning of the vertices (V;, V») such that s € V;,d € V, and
it has the minimum cut value h. We create a new network ¢’ (V’, E') by merging all the nodes
in V; with S and all the nodes in V, with D. We further remove all (d, s) edges. The resulting
graph is depicted in Figure D.1. We assume that Eve eavesdrops on the remaining set of edges.
The secret-message capacity over ¢’ cannot be smaller than over 4. Clearly, merging nodes
and restricting Eve to the remaining edges can only increase capacity. The removal of (d, s)
edges does not affect the achievable rates, since no nodes in V,» can generate randomness,
and thus whatever a scheme could send through the (d, s) edges, S can also generate from its
randomness and from the public acknowledgments. (Note that the channel states are known
to Eve, thus the channel itself cannot be used to generate secure randomness.) We give an
upper bound on the secure capacity over ¢’ which is also a valid upper bound for ¥.

Using Theorem 4.2 we assume that packets sent in the same time slot on different edges are
always all independent.
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D.3. Proof of Theorem 5.2

z h
OaBe0
Figure D.1: Transformed network ¢’ after merging network nodes with S or D

We start from the following inequality:

n n X X
> Z H(X; )=y H(X,-,S| Y;‘lF"l) (D.24)
n : : . .
- Z (X, Nsaias 1W) I(Xi,s; 4 Y;‘IFH) (D.25)
Z (X,-,s| Y;‘lzj(lFl‘lw) + I(Xi_s; WlYé‘lFl_l) (D.26)

The following two lemmas that provide bounds for the latter two terms in (D.26). Applying
these results in (D.26) and rearranging terms provide the claimed upper bound on R.

Lemma D.1.

n
L R
> 1(Xis WiV, 2 T~ nép, (D.27)

Re+hy(€)

where&p1 = =%

Lemma D.2.

O0p(1— 5) (1- 555)
=

n . . .
nR-n(h-z)(1-06) sz (Xi,S|YL;‘IZj(1Fl‘1W)+n£D,2, (D.28)

where&pos = Re + hy (€) + %‘;‘Z’f).

The above two lemmas are generalizations of Lemmas 2.1-2.2 with the use of Theorem 4.2. In
the case of Lemma D.1 the generalization is straightforward, hence we omit the proof to avoid
repetition. We provide the proof of Lemma D.2 below. O

D.3.1 Proofof Lemma D.2

We show the following two inequalities:

n . . .
Y I WY Z
i=1
nR-n(l-906)(h-2)
>

0 Xyl 2 W), (D.29)
1-086¢ ’ d

166

—n<§’D2a+Z

where &p o 4 = eff—gg;e), and
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fI(XiA;WlY,;‘IZ,’;‘IF"‘I)— T <
-1 1-6p
- Sp(1—6 o
llZ;‘ lFt IW) ¥H(Xi)AIYalZ—IZIIL‘—1Fl—1W)‘ (D.30)

- 1-6g
We combine these two and get that

nR—-n(1-0)(h-2z)

—npg g —% +i 170 px pal Y 2 F Ty <
4 1-6p 4 1-86 " da A -

1-06g
no1-6 1 il Sp(1-6 i1 el
; “1215,‘1F“1W)+MH(XMYC;‘IZA‘IFHW). (D.31)

We observe that 11—_655 - llggE < 5’{9(;5) and thus we can merge the entropy terms corresponding

to Aand E’\ A without violating the inequality (we use again the independence property of
parallel transmissions). We conclude that

nR-n(1-96)(h-=2)

1 55(1 0)
1-60¢ - Ps ;

népaa— H(X,-ysl YiIT1ZIUETw). (D32)

What remains is to show (D.29) and (D.30). Consider first (D.29). We use again Fano’s inequal-
ity:

nR—nRe—hy(e) < I(Y;ZXF"; W) (D.33)

[v]:

A=-OIXy,pr s WY Z F Y + (1= 06 ) I(X, s WY ZEHFY (D.34)

~.
Il
—

M=

1-0)(h-2)— (1-8)HX;pal Y Z7 T FTI W) + (1= 88 p) I(X, s WIY T ZATTFITY,
1

~.
Il

(D.35)

where we used the independence property of the channel erasures as well as the independence
of packets sent in the same time slot over different channels.

We derive (D.30) as follows.

0< H(YJIZLF"W) = HY}  ZEF"W) + H(Yy, 4| Y  ZEF" W) (D.36)
=HY) NZE F" W) = I(Zp aF; YN ZEVF ' W) + H(Y, 0l YS ZRF'W) - (D.37)
=HY) N ZE F W) = I(Zp aF; YN ZE FP W)

+ H(Yn,p\al Y ZEF"W) + H(Yy al Y ZLF" W) (D.38)
=HY} NZ F W) - (-8R I (Xn, 0 Y ZE F W)
+ (1= O HXn,p\al Y ZEVF W) + 85(1 - ) H X Al Y ZET P W) (D39)
n . . .
=Y -(1-6pIXix Y, 1Z ' Fw)
i=1
+ (L= H(X; pral Y Z VP W) + 65 (1= 0) H(X; al Y P ZT F W) (D.40)
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Figure D.2: Transformed network ¢" after merging all intermediate nodes and deleting some
edges

n . . . . . .
<Y (=8RG a WYy Z) T + (1= HX pal Yy~ Z) T F W)
i=1
+8p(1=8)H(X; Al V) Z T F 7 W) + e (D.41)

In the last step we used that

n . . . . . . . .
Y IXia Y NZT F T Wy 2 Y 1 s WY T ZT Y - IOG s WIZYT FTY (DA42)

n
i=1 i=1

and that from (5.4)

ne>I(ZLF" W)=Y I(Zi aFsWIZE Y =Y (-6 X s WIZTFTY, (DA43)
i=1 i=1

O

D.4 Proofof Theorem 5.3

We proceed similarly as we did in the proof of Theorem 5.2. From a network ¢ we construct
a new graph ¢” such that the secure capacity over ¢” cannot be smaller than over 4. First,
we delete all nodes U for which (d, u) € E. Note that this step cannot decrease the secure
capacity of network, because if (d, u) € E, then there is no path between U and D, otherwise ¢
would have a cycle. After this step D has only incoming edges. Next, we merge all intermediate
nodes u ¢ {s, d} into one node. As a result, ¢" is a network with three nodes: S, D and U which
represents all other nodes. By this we could only increase the achievable rates, hence the
upper bound we derive is valid for 4. Note that ¢” might be cyclic, there might be some edges
(u, s). We know that (d, u) ¢ E”, since D does not have any outgoing edges. As a next step we
delete all edges (u, s) from E”. This step cannot reduce the secure capacity of the network,
because S knows exactly every packet that U has, hence it can produce any packet that U
might send on the (4, s) link. We derive our bound for z’ = min{t, z}. In case z > t using 2’
instead of z restricts Eve, hence cannot decrease the secure capacity. Our resulting graph ¢”
looks as depicted in Figure D.2.

For the same reasons as seen in Theorem 5.2 we might assume that transmissions over different
channels in the same time slot are independent. We consider an eavesdropper who wiretaps
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on a known z’ size subset of the U-D channels.

We have
n n
hnzZH(Xi,s)zZ (Xile(’sdl)Yl L= 1) (D.44)

i=1 i=1
& 1 1 1 1 1 1

:ZiH(X,le(’Sd)Y’ FIW )+ 1 (X, g WY Vi FY) (D.45)
i=
n

zZH(X, sl Y 4 ViR 1W)+I(Xl-'s;W|Y(§dlY’ L pi= 1) (D.46)
n

zz (Xl s YA Y Zi 1W)+I(Xi,S;W|Y(gdlY’ Lpi= 1) (D.47)

We give bounds on the last two terms seen in (D.47).

Lemma D.3.
flf(xi,s; WIYE )Y F 1) > % —néps, (D.48)
i=

where&p3 = R€+—h§().

Lemma D.4.

Z(l—é)H(X,-,(s,uﬂY’S;)Y’ 1 zi-1pi= 1W) Z(1—66E)H(X,-'AlY(;_IZA_lF’_IW). (D.49)
i=1 i=1

Lemma D.5.

6p(1-6)(1-66F)
1-6f

nR-n(h-2)1-6)<Y H(Xi,AI Y;‘lzj;lFl‘lw) +n&ps, (D.50)
i=1

whereEps5 = Re+ hy (€) + %.

We give the proof of Lemmas D.3-D.4 in the following subsections. We omit the proof of
Lemma D.5, which follows the same line as the proof of Lemma D.2.

We apply the results of Lemmas D.3-D.5 in (D.47) and get the claim of the theorem after
rearranging terms. O

D.4.1 ProofofLemmaD.3

We observe that Y} is a function of (¥,, F"), and hence
n
I(W; Y E") < I(W; Y[, Vi F") = Zl(l =) 1(Xi WYl vt P (D.51)
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We then use Lemma D.1, from which we know that
nR-nhy(€)-nRe<I1(YF";W). (D.52)
From these two inequalities the claim of the lemma follows. O

D.4.2 Proofof Lemma D.4

We introduce the notation P = (s,d) U (u,d) \ 4, i.e., P denotes the set of not eavesdropped
incoming edges of D. We use the fact that Y} is a function of (¥,}, F"*). From this we have

H(YNZIYPF'"W) = H(Y IZLYSF'W). (D.53)
We expand these terms as follows:

H(YMNZEYIF'"W) = H(Y Y ZIYIF'W) + H(Yn,,,IZX Y} Ylj‘lF"W) (D.54)
= BV 2 T P W)+ H (Y 2 T YT )
—H(Zn s Y Z Y W) — 1 (Vs Y N ZE T Y P W)
(D.55)

D H (v 2 Y T W) 4 H (Yl 2 Y Y )

—H(Zp Al ZP YY" W) = I (Y Y ZE Y F W)
(D.56)
= H(Y" N2y W) + (1-6) H(Xn,(s,uﬂzg‘lyg‘l Y,j‘lF"‘lw)
~(1=6p) H(XpalZ{ 'Y F W)
—A=OI(Xpp; Y ZE Y F W) (D.57)
(b) n . . . .
b 1(1—5)H(X,-,(s,u)|2;‘ YLyl 1W)

1

—(1-6p) H(Xi,A|Zj;(1 Y;‘lF"‘lw)
—a —5)1(X,-,p; YJ‘HZ;';W;‘IFZ"IW). (D.58)

In (a) we used that Z, 4 is a function of (Yu”_l,Fn) and F,, is independent of every other

variable. In (b) we used recursion and that Y(’;Lli) is a function of ( Yui_l, F i_l). With a similar

derivation we get

n . . .
H(YJIZYPF'W) =) 6p(1-6) H(X,-,A|Z;;1 Yé‘lF"lw)
i=1

—(1-6p)1 (X,,A; yil|zicL Y;‘IFZ"IW)

~A=8) 1 (Xips Vi Z Y W) (D.59)
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n . . . . . .
=Y (1-665) H(X,-,A|Zj;1 Y;‘IF"IW) —(1-6p) H(X,-,A|Zj;1 Yg‘lF"IW)
i=1
— =8 I(Xops Vi ZE YT T W), (D.60)

To get the statement of our lemma we combine (D.53), (D.58) and (D.60) as well as use the fact
that Yj_l is a function of (Ybf_l, Fi_l) and thus

n . . . . n . . . .
1(Xeps YIIZE Y W) < 3 0 (X Vi 2 YT T W), (D.61)
=1 i=1

1

1
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