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Abstract

In this paper, we propose secure and intuitive device authentication techniques for the Smart
Grid enabled Home Area Networks (HANs). We assume a distributed architecture for the HAN
in which the smart appliances can communicate both with the smart meter and the gateway.
Further, operating schedules of the smart appliances are controlled by the gateway based on the
pricing and control messages from the smart meter. We propose three different authentication
mechanisms for devices in the HAN: (1) between the gateway and the smart meter, (2) between
the smart appliances and the HAN, and (3) between the transient devices and the HAN. We show
that the proposed mechanisms are resilient against insider attackers performing serious attacks
such as man-in-the-middle or impersonation during device authentication. Further, the proposed
authentication mechanisms are intuitive and require no (or minimum) user effort.
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1 INTRODUCTION

A Smart Grid is an intelligent monitoring system which delivers electricity from suppli-
ers to consumers and keeps track of all electricity flowing in the system by overlaying
the electricity distribution grid with an information and net metering system. The main
purpose of the Smart Grid is to control the appliances at consumers” homes to save
energy, reduce cost and increase reliability and transparency.

The Smart Grid is formed by many sub-networks such as the Home Area Network
(HAN), service providers, transmission, distribution, bulk generation, operations and
market. In this paper, we focus on the HAN part of the Smart Grid. We can consider two
different architectures for the HAN: 1) Centralized architecture, in which all appliances
directly or in a multi-hop fashion communicate with the smart meter, and the Utility
sends the scheduling information via the smart meter, 2) Distributed architecture, in which
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appliances communicate with the gateway, and gateway does the scheduling based on
the pricing information it receives from the meter. Smart meters are typically not capable
of organizing and scheduling tens of devices in a HAN due to their computational
limitations. This makes the centralized architecture impractical especially for high scale
deployments. Therefore, we believe that the distributed architecture will be used by the
majority of the users, and hence, in this work, we assume a distributed architecture
for the HAN. We note that the work presented can also be applied to HANs with
centralized architectures.

A distributed architecture for the HAN (illustrated in Fig. 1) consists of the smart
appliances (AC, refrigerator, etc.), the smart meter, the gateway and a user interface
(UI) which is either directly or remotely connected to the gateway. In this architecture,
smart appliances (SAs) directly communicate with the gateway and they either directly
or indirectly (via the gateway) communicate with the smart meter (SM) using a HAN
protocol such as Zigbee [1]. Further, operating schedules of the SAs are controlled by
the gateway based on the pricing and control messages from the SM.

Fig. 1. Distributed architecture for the HAN.

The task of providing security services for the Smart Grid is not trivial due to its
large scale deployment (larger than the Internet), the legacy devices (i.e., long life-
time of most network elements), field locations (i.e., millions of scattered field devices),
and its heterogeneous architecture (i.e., various types of networks within the grid) [2].
An attacker may launch a wide range of attacks including man-in-the-middle (MITM),
impersonation, eavesdropping, message forgery, packet dropping, and noise injection.
Impacts of these attacks can be as serious as blackouts [3].

The security of the Smart Grid depends on authentication, authorization, message
integrity and privacy mechanisms. Among these security services, device authentication
for the HAN part of the Smart Grid is one of the most important challenges. Even though
there are also other crucial security requirements such as privacy, message authentica-
tion, data integrity and data availability, they all require securely authenticated devices
as a basis. Further, the HAN is the only part of the grid for which the Utility has no
direct control. Therefore, it is the most vulnerable part of the Smart Grid.



Device authentication has its own particular challenges. During the authentication
between the SM and the gateway or between the SAs and the HAN, the attacker can
take control of the gateway or SAs by initiating a MITM attack. Similarly, during the
authentication between the transient devices (such as Plug-in Hybrid Electric Vehicles -
PHEVs) and the HAN, the attacker can initiate an impersonation attack and cause the
victim to be overcharged in his electric bill.

Our main goal is to develop secure authentication mechanisms that will be resilient to
aforementioned attacks. Further, we propose intuitive authentication mechanisms (that
require no user effort), so that a high level of security can be provided in every HAN
independent of user effort. We note that a security mechanism is only as strong as
its weakest link. Therefore, counting on the user effort for the strength of a security
mechanism indeed introduces more vulnerability to the scheme since not all the users
will be able to follow the security procedures properly. Even if a single user fails to
follow the security procedures, the attacker can use that weak link to get into the system
and might threaten all the other users (even if they followed the procedures properly).

The main contributions of this work are summarized in the following.

o We propose three different authentication mechanisms between the devices in the
HAN: 1) between the gateway and the SM, 2) between the SA and the HAN, and
3) between the transient devices and the HAN.

« Proposed authentication algorithms make extensive use of collaboration between
different parties in order to provide secure and attack resilient authentication pro-
tocols.

« The proposed device authentication algorithms are resilient against insider attackers
performing serious attacks such as MITM or impersonation during the authentica-
tion of the devices.

« The proposed algorithms have low computational and communication overheads.
Therefore, they are applicable for a typical Smart Grid network that includes mil-
lions of appliances with limited computational power and memory.

The rest of this paper is organized as follows. In the rest of this section, we summarize
the related work. In Section 2, we present the proposed device authentication mecha-
nisms. Later, in Section 3, we show the attack resiliency of the proposed mechanisms
by conducting a security analysis. Finally, in Section 4, we conclude the paper.

1.1 Related Work

Existing HAN protocols support security only up to a certain level. One of the popular
HAN protocols, Zigbee [1], uses the IEEE 802.15.4 protocol. Zigbee enabled devices
can handle 128-bits security for confidentiality and message integrity. Further, they
can handle advanced encryption scheme (AES). The designers of the protocol propose
tive potential device authentication schemes for the devices in the HAN. However, the
proposed schemes either need user effort to provide security or they are impractical for a
typical Smart Grid enabled HAN. Further, IEEE 802.15.4 protocol has known vulnerabil-
ities about access control lists (ACLs), key management and new user authentication [4].
Another popular HAN protocol, Wi-Fj, is also widely deployed to many homes. Wi-Fi
alliance introduced Wi-Fi protected setup [5] for the secure establishment of the HAN.
Wi-Fi protected setup offers four choices to the customer in order to add a new device
to the HAN. However, these methods are either not secure (require user effort, and



hence, reveal secret material to users or subject to MITM attack) or not practical for a
typical Smart Grid enabled HAN. Another HAN protocol INSTEON [6] is mostly used
for the lights and the security systems in the home. In INSTEON, device authentication
is utilized either by pressing the buttons of devices (which is vulnerable to MITM attack)
or by sending special messages including device IDs which are written on the devices,
and hence, vulnerable to attacks. Different from INSTEON, Z-Wave protocol [7] is mostly
used for remote controls, smoke detectors and security sensors. In Z-Wave, each home
has a unique home ID and the privacy of communication within each home is provided
by using this unique ID. Therefore, it is likely that the attacker can compromise any
home by just capturing its unique ID.

Several technical works in the literature have focused on securing Smart Grid net-
works in general. In [8]-[12] the security challenges of Smart Grid Networks are dis-
cussed and identified. [13] proposed using public key infrastructure (PKI) and trusted
computing for the security of Smart Grid enabled HANs. However, we do not foresee
that all the appliances in the HAN will have a strong processor to perform PKI op-
erations [14]. In [15], authors addressed the impact of the blackhole attack on data
availability (during the multi-hop routing between the SMs and the Utility). They
proposed using a dedicated path during the network discovery phase to combat this
attack. Bobba et al. introduced a policy based encryption system for the data sharing
problem in the electric grids in [16]. Further, in [17], authors proposed a conceptual
layered framework for protection of the Power Grid automation systems against cyber
attacks. Finally, in [18] Hamlyn et al. discussed the strategy for security checks and
authentications for command requests of operations in the host area electric power
system (AEPS) and in the interconnecting AEPSs. Different from the existing work, in
this work, we develop secure, intuitive and low-cost device authentication mechanisms
for the Smart Grid enabled HANS.

2 SECURE DEVICE AUTHENTICATION MECHANISMS FOR SMART GRID EN-
ABLED HOME AREA NETWORKS
2.1 Assumptions

A typical Smart Grid network may include millions of devices. All these devices should
be globally reachable in order to control the network, and hence, they all should have
unique IDs [1]. One option to provide unique IDs to the devices in such large scale
deployments is to utilize IPv6. Therefore, we assume that IPv6 is used, and hence,
every device has a unique IP address (this IP address can also be represented as
the unique ID of every device). Indeed, it is also stated in [19] that IPv6 will enable
new revenue-yielding service opportunities such as Smart Grid networks. We note
that Zigbee currently uses 64-bit MAC address (EUI-64 Identifier) for the unique ID.
However, we do not foresee that this addressing will be sufficient for the future large
scale deployment of the grid. We further assume that all devices in the HAN (SAs,
SM and the gateway) are able to perform symmetric key encryption and decryption'
to preserve the confidentiality during the device authentication process. Further, every
device shares a pair-wise key with the center of trust (Utility) [1]. Furthermore, the
confidentiality of all messages between the gateway, the SM, the SA and the Utility are

1. Use of Advanced Encryption Scheme (AES) with at least 128-bits long keys is recommended by Zigbee [1]



cryptographically provided using the pair-wise keys. Moreover, all messages include a
message authentication code (MAC) to provide message integrity. To facilitate future
references, we listed the frequently used notations and cryptographic tools in Table 1.

IDg/TPg Unique ID of the gateway (IPg, unique IP of the gateway, can be used as its ID).
IDm Unique ID of the SM (IPy;, unique IP of the SM, can be used as its ID).
IDA Unique ID of the SA (IP4, unique IP of the SA, can be used as its ID).
1Dt Unique ID of the transient device - TD (IPt, unique IP of the TD, can be used as its ID).
Ka,u Pair-wise key between the gateway and the Utility.
Kwm,u Pair-wise key between the SM and the Utility.
Ka,u Pair-wise key between the SA and the Utility.
Kru Pair-wise key between the TD and the Utility.
KaMm Pair-wise key between the gateway and the SM.
Ka,c Pair-wise key between the SA and the gateway.
Ka,m Pair-wise key between the SA and the SM.
Kr.c Pair-wise key between the TD and the gateway.
Kt M Pair-wise key between the TD and the SM.
Ex, ; (X) Symmetric encryption algorithm using the pair-wise key between i and j.
MAC(K; j, X) Message authentication code algorithm using the pair-wise key between i and j.
TABLE 1

Notations and cryptographic tools.

2.2 Authentication between the Gateway and the Smart Meter

We assume that the SM is already installed by the Utility; the user can easily purchase
the gateway from any consumer electronics store and the gateway should be authenti-
cated with the SM with no user effort once it is plugged in. We further assume that the
gateway is connected to the Utility (the trust center) via the Internet (if a broadband
connection is available), land line, a cell phone or the Advanced Metering Infrastructure
(AMI). We believe that the gateway with Utility connection can be a popular architecture
and will be used by the majority of the users. Even though it is a rare situation, we also
consider the case when the gateway has no connection to the Utility in Appendix A.

We propose an intuitive authentication mechanism that is resilient to MITM attacks.
Since manufacturers or Utility companies have no physical control on the devices in
consumers’ homes, a compromised gateway may give serious damages to the network
by initiating a MITM attack during the authentication of a legitimate gateway to a
legitimate SM. After a successful attack, the attacker can send incorrect pricing/control
messages to the legitimate gateway and cause serious problems such as blackouts by
shutting down all the appliances. Moreover, the power demand can be dramatically
reduced and increased by using compromised meters.

The details of the mechanism are discussed below. Further, the steps of the proposed
authentication process are also illustrated in Fig. 2. We note that the numbers on the
tigure are the sequence numbers of the messages and they are not related to the message
numbers used throughout the text.

The gateway initiates the process as soon as it is plugged in by sending the following
authentication request message to the SM.

{AuthReq, IPg}. (1)
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Fig. 2. Authentication mechanism between the gateway and the SM.

Once SM receives (1), it responds with the following acknowledgement (ACK) mes-
sage.
{ACK, IP¢, IDy}. )

After this message exchange, gateway sends the following message to the trust center
(Utility) via the Internet, land line or through a cell phone.

{EKG,U (AuthReq, IDy), MAC (KQU, Ek  (AuthReq, IDM)) ,ng} ) 3)
Similarly, the SM also sends the following message to the Ultility.
{Ek,., (AuthReq, IP¢), MAC (K u, Exy, , (AuthReq, IPg)) , IDy } - 4)

Once, the Utility authenticates (3) and (4) using the MACs attached to them, it maps
the ID of the SM (IDy) to its location from its database?. As we discussed before,
the Utility should make sure that it authenticates the correct gateway to the correct
SM. We propose to collaborate with 3rd party service providers (such as the internet
service providers, ISPs, or telecommunication companies) depending on the type of
gateway-Utility connection to pair the gateway and the SM based on their locations. If
the gateway is connected to the Utility via the Internet, the ISP will be able to identify
its location from its unique IP. Otherwise, if the gateway is connected to the Utility via
the land line or a cell phone®, the telecommunication company will be able to identify
its location from the calling number. Assuming the gateway-Utility connection is via
the Internet, the Utility forwards the IP of the gateway (IP() along with the location of
the SM to the ISP. The ISP processes these two inputs and sends a “True” message back
to the Utility if the location of the gateway matches the SM’s location as illustrated in
Fig. 2. Otherwise, a “False” message is sent back to the Ultility.

2. Utility companies can easily map the unique ID of a SM to its actual location due to the billing support
requirement.

3. The user can use his personal cell phone during the authentication process, similar to activating a credit card
via the cell phone.



If the Utility receives a “False” message from the ISP, it sends a “Fail” message to
both the gateway and SM, and hence, terminates the authentication process. Otherwise,
the Utility pairs the gateway with the SM, creates a pair-wise key between the gateway
and the SM for them to establish a secure channel between each other, and sends the
following message to the gateway.

{Ekqo(Kan, IDy), MAC (Kq,u, Ekg o (Kam, IDw)) , 1P } )
Similarly, the Utility sends the following message to the SM.
{EKM,U (Kg, IPg), MAC (KM,Ua Bk o (Ko, IPg)) ,IDM} . (6)

After gateway and the SM authenticate (5) and (6), they both decrypt the encrypted
parts using the keys they share with the Utility to obtain the pair-wise keys that they
will use to create a secure channel between each other. Once they establish the secure
channel, they can securely negotiate on a key exchange protocol between each other.

2.3 Authentication between the Smart Appliances and the HAN

We assume that the SM is already installed by the Utility, the gateway is set up by the
user, and the SM and the gateway are authenticated to each other (and to the Utility)
by using the mechanism described in Section 2.2. We note that we do not consider an
insider attacker with a legitimate smart meter-gateway pair (as it is not a practical attack
scenario due to the limitations of the smart meters). We believe that taking out a smart
meter (which is monitored by the Utility) and using it as a mobile device for attack is
not practical in reality.

Since the SA has no direct connection to the Ultility, it has to communicate with the
gateway or the SM during the authentication process®. If the SA is authenticated to
the HAN via the gateway, the MITM attack is a potential threat against the HAN. A
compromised gateway-SA pair may give serious damages to the network by initiating a
MITM attack during the authentication of the SAs to the HAN. After a successful attack,
the attacker can send incorrect control messages to the SA and incorrect sensor readings
to the gateway, affecting the operating schedules of the appliances and causing wrong
alarms at the gateway. We note that the attacker can only take control of the appliances
that actually exist in the home and affect their operating schedules. That is, he cannot
introduce a non-existing appliance to the home as all the appliances are listed on the
UL Hence, introducing a non-existing appliance will be eventually detected by the user.

We propose to use a collaborative authentication model by using the collaboration
of the SM and the gateway to combat the attacker. We describe the details of this
authentication process below. The steps of the authentication process are also illustrated
in Fig. 3.

The SA initiates the process by sending the following authentication request message
to both the gateway and the SM.

{AuthReq, Dy }. (7)

Once the gateway receives (7), it responds with the following acknowledgement
(ACK) message.
{ACK, ID4, IP¢}. (8)

4. Communication between the SA and the SM can be either direct or via the gateway.
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Fig. 3. Authentication mechanism between the SA and the HAN.

Similarly, the SM responds to (7) with the following ACK message.
{ACK, ID4, IDy}. )

After this message exchange, gateway sends the following message to the trust center
(Utility) via the Internet, land line or through a cell phone.

{Ekq . (AuthReq, ID4, IDy;, IPG), MAC (Kg,u, Ek,, , (AuthReq, ID4, IDy;, IPg)) , IPG } -
(10)
Similarly, the SM also sends the following message to the Utility.

{Ek,., (AuthReq, ID 4, IDy;, IPg), MAC (Ky,u, Exy,  (AuthReq, ID, IDy;, IPG)), IDy } -
(11)

Once the Utility authenticates (10) and (11), it performs the following two operations:

1) The Utility verifies that the messages in (10) and (11) are coming from a paired
gateway and SM (the Utility pairs the gateway with the SM during the authentica-
tion of the gateway as discussed in Section 2.2). If the messages are coming from
a valid gateway-SM pair, Utility follows the regular procedure; otherwise, it sends
a “Fail” message to both the gateway and the SM to terminate the authentication
process.

2) Once the Utility verifies the gateway-SM pair, it maps the ID of the SA (ID,) to
the pair-wise key (K, y) between the SA and the Utility. Further, it creates two
pair-wise keys between the gateway and the SA (K, ¢), and between the SM and
the SA (Ka ) for them to establish a secure channel between each other.

We note that the Utility can also keep track of the appliances (which appliance is

located at which location) as a result of this mechanism. Once the Utility verifies the
gateway-SM pair and generates the pair-wise keys, it sends the following message to



the gateway.

{EKG,U (Ex, o (Kac, IPc), MAC (Kau, Bk, ,(Kac,IPc)) . Kac)

MAC (Kau, Exg i (Bxa o (Ka, IPa), MAC (Ka v, Bk, , (Ka e, IP6))  Kac)) 7IPG}- (12)

Similarly, the Utility sends the following message to the SM.

{EKMU (Ex, o (Kanm, IDy), MAC (Ka,u, Ex, y (Kam, IDu))  Kam)

MAC (Kn,us Bky o (Exy o (Kam, IDy), MAC (Ka,u, Ex, o (Kaw, IDu))  Kan)) Dy ¢

(13)

After the gateway and the SM authenticate (12) and (13), they both decrypt the
encrypted parts using the keys they share with the Utility to obtain the pair-wise keys
that they will use to create a secure channel with the SA. We note that neither the
gateway nor the SM can decrypt the parts of (12) and (13) which are encrypted by the
pair-wise key between the Utility and the SA (K4 v). Further, they cannot modify these
encrypted parts without being detected due to the attached MACs (which are created
using K, v). Therefore, the gateway sends the following message to the SA.

{EKAyU (KA,G7 IPG), MAC (KA,U7 EKA’U (KA,Ga IPG)) ) IDA, IPG} . (14)
Likewise, the SM sends the following message to the SA.
{Ex,, (Kam, IDy), MAC (Kau, Ex,  (Kan, IDy)) . IDa, DDy} (15)

SA initially verifies the integrity of (14) and (15). Then, it decrypts the encrypted parts
using the pair-wise key it shares with the Utility. Therefore, the SA authenticates the
gateway and the SM, and it also obtains the pair-wise keys generated by the Utility.
This finishes the mutual authentication process between the SA and the HAN. Once the
SA establishes a secure channel with the gateway and the SM (using K ¢ and K m),
it can securely negotiate on a key exchange protocol with them.

2.4 Authentication between the Transient Devices and the HAN

We denote the transient device (TD) as a portable (or mobile) device that can be used
both in its own HAN and other HANs. The best example for a TD is a plug-in hybrid
electric vehicle (PHEV) which can be charged either at user’s own HAN (referred to
as the home HAN including home gateway and home SM) or at a visiting location
(visiting HAN).

TDs such as PHEVs consume high power while being charged. Therefore, when they
are used at a visiting HAN, the power usage may be billed to their actual owner. As a
result of this, device impersonation attack becomes a critical challenge. By impersonating
a transient device, the attacker may have his own power usage billed to another (victim)
user (actual owner of the impersonated device). Therefore, the Utility should make
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sure that the TD is not being impersonated before it verifies the authentication process
between the TD and the visiting HAN.

We assume that the TD is already authenticated to its home HAN by following the
procedure described in Section 2.3. Further, the TD (if it is a mobile device such as
PHEV) can communicate with its home gateway anytime (even when it is mobile)°.
We note that this assumption is only required to provide extra security; we will also
mention the case in which the TD does not have a stable connection with its home
gateway in Section 3.3. The steps of the authentication process are illustrated in Fig. 4.
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Fig. 4. Authentication mechanism between the TD and the HAN.

The TD initiates the authentication process by sending the following authentication
request to the visiting gateway and the visiting SM.

{AuthReq, ID7, IDy;, M}, (16)

where
M = {EKT’G(IDT, SeqNo), MAC (KT,G, Ek; o (IDT, SeqNO))} , (17)

SeqNo is the sequence number of the message between the TD and its home gateway,
and ID}; is the ID of TD’s home SM. The TD notifies the visiting HAN that it is already

5. If the TD is not a mobile device, then at any instant, it is either a part of its home HAN or a visiting HAN.
Hence, it can communicate with its home gateway any time.
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authenticated to a HAN by including the ID of its home SM (IDy)) in the authentication
request message. Moreover, the authentication request message of the TD also includes
a part, M in (17), which is encrypted by the pair-wise key between the TD and its home
gateway (Kr ). This encrypted part is forwarded from the visiting HAN to the Utility
and from the Utility to the home gateway for the verification of the home gateway.

After learning that the TD is already authenticated to another HAN, the visiting gate-
way will give a manual entry option to the user about the duration of the authentication,
and hence, the user manually enters the duration of the authentication (T) via the UL
After its authentication period is expired, the TD is automatically removed from the
visiting HAN (it can be manually removed any time before its authentication period
expires by using the UI).

Next, the visiting gateway responds the TD with the following ACK message.

{ACK7 IDT) IPG7 T} ) (18)
Similarly, the visiting SM responds to (16) with the following ACK message.
{ACK7 IDT7 IDM} ) (19)

After this message exchange among the TD, the visiting gateway and the visiting SM,
the visiting gateway sends the following message to the Utility.

{EKG’U (AuthReq, ID, IDy, IPg, ID3;, T, M),

MAC (Ke,u, Exg  (AuthReq, ID7, IDy;, IPg, IDy, T, M)) , IPq } (20)

The visiting gateway includes ID}; and T to the message so that the Utility can contact
with the home HAN of the TD and also know how long the TD will be a part of the
visiting HAN. Similarly, the visiting SM sends the following message to the Utility.

{EKM’U (AuthReq, ID, IDy, IPg, IDy;, M),

MAC (Kw,u, Exy  (AuthReq, ID, IDy, IPg, IDy;, M)) , IDy } (21)

After checking the integrities of (20) and (21), the Utility verifies that the messages in
(20) and (21) are coming from a paired gateway and SM (as discussed in Section 2.2).
If this verification fails, the Utility immediately sends a “Fail” message to the visiting
HAN and terminates the process. Otherwise (if the verification succeeds), the Utility
maps the ID of the TD (IDt) to the pair-wise key (Kruy) between the TD and the
Utility and forwards the following part of the authentication request message (which
is encrypted by the pair-wise key between the TD and its home gateway) to the home
gateway of the TD to prevent the impersonation attacks.

{EKHG,U (M)a MAC (KHG,Uv EKHG,U (M)) } ) (22)
where Ky y is the pair-wise key between the home gateway of the TD and the Ultility.
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We also propose to use one-time keys between any TD and its home gateway (different
pair-wise key at each session) to combat the impersonation attack. Therefore, the TD
generates and uses a different pair-wise key whenever it communicates with its home
gateway. Further, the generated key depends on the time of communication so that it
becomes hard to predict future keys once the older keys are captured by the attacker.
Furthermore, the TD uses sequence numbered messages when it communicates with its
home gateway as in (17). Therefore, even if the attacker captures the current pair-wise
key between the TD and its home gateway (which will expire in the next communication
session), he cannot predict the sequence number of the next message, and hence, will
be detected if he sends a message to the home gateway with an incorrect sequence
number.

Once the home gateway receives (22), it initially verifies that the message M (en-
crypted via the pair-wise key between the TD and the home gateway) sent by the TD
via the MAC attached to it and the sequence number of the message. If either of these
is incorrect, the home gateway terminates the process and sends a “Fail” message back
to the Utility as a feedback which will terminate the authentication process. Otherwise
(if both the message and the sequence number are verified), the home gateway sends
a “status check” message to the TD in order to figure out if it is actually trying to
authenticate with any particular visiting HANS. If the TD sends a “status report” (as a
response to the “status check” from its home gateway) and verifies its authentication
attempt to the particular visiting HAN, then the home gateway sends a “Verify” message
to the Utility. Otherwise, if the TD does not verify its authentication attempt, a “Fail”
message is sent from the home gateway to the Utility. We note that by sending these
status messages between the home gateway and the TD, the proposed mechanism can
immediately detect and prevent the attacker even if he both captures the current pair-
wise key between the TD and its home gateway, and guesses the sequence number of
the next message correctly.

If the Utility receives a “Fail” message from the home gateway, it immediately ter-
minates the authentication process. Otherwise, if the home gateway sends a “Verify”
message, it creates two pair-wise keys between the visiting gateway and the TD (K g),
and between the visiting SM and the TD (K v) for them to establish a secure chan-
nel between each other. Next, the Utility sends the following message to the visiting
gateway.

{EKQU (Exyy (Kt IPg), MAC (K1,u, Exy (K16, IPG)) , Krc)

MAC (Ka,u, Exg v (Exry (K10, 1Pa), MAC (Kru, Exy o (K16, TPq)) , Kr6)) ,IPG}- (23)

6. Since the TD can communicate with its home gateway anytime, we assume that the TD keeps sending periodic
synchronization messages to its home gateway even when it is mobile (i.e., not connected to a HAN).
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Similarly, the Utility sends the following message to the visiting SM.

{EKM,U (EKT,U(KT,M, IDy), MAC (KT,Ua EKTyU(KT,M; IDM)) 7KT,M) )

MAC (KM,U> Exyyu (EKTyU(KT,M; IDy), MAC (KT,U> EKT,U(KT,M, IDM)) >KT,M)) ,IDw ¢

(24)

After checking the integrities of (23) and (24), the visiting gateway and the visiting
SM both decrypt the encrypted parts of the messages using the keys they share with
the Utility to obtain the pair-wise keys that they will use to create a secure channel
between the TD. Then, the visiting gateway sends the following message to the TD.

{Ek.,, (K1, IPq), MAC (Kru, Ex, (K, IPg)) , D1, IPg } . (25)
Likewise, the visiting SM sends the following message to the TD.
{Eky.o (Krm, IDy), MAC (Kr,u, Exy  (Kra, IDy)) , IDT, IDy } (26)

After checking the integrities of (25) and (26), the TD decrypts the encrypted parts
using the pair-wise key it shares with the Utility. Therefore, the TD authenticates the
visiting gateway and the visiting SM, and it also obtains the pair-wise keys generated
by the Utility. This finishes the mutual authentication process between the TD and the
visiting HAN. Once the TD establishes a secure channel with the visiting gateway and
the visiting SM (using Kr ¢ and Kr ), it can securely negotiate on a key exchange
protocol with them.

3 SECURITY ANALYSIS
3.1 Authentication between the Gateway and the Smart Meter

The proposed authentication mechanism between the gateway and the SM is resilient
to MITM attacks, as the attacker cannot forge a gateway with IP address pointing the
user’s actual location. The attacker may initiate a MITM attack using a compromised
gateway as discussed in Section 2.2. To initiate this attack, the attacker sends (1) with its
own ID and sends (2) to the actual gateway. Then, the attacker tries to pair itself with
the actual gateway (as a SM) and with the actual SM (as a gateway) by following the
procedure described in Section 2.2. However, this attack will fail during the verification
at the 3rd party service provider (ISP or the telecommunications company). Assuming
the 3rd party service provider is the ISP, when the Utility sends the IP of the (attacker’s)
gateway and the location of the SM to the ISP, the ISP will determine the location of the
(attacker’s) gateway from its unique IP and see that it does not match with the location
of the SM. Therefore, the ISP will send a “False” message back to the Utility, and hence,
the authentication process will be failed (i.e., the MITM attack will be prevented).

We note that IP spoofing is not possible during the authentication of the gateway to
the SM since all the messages between the gateway and the Utility are encrypted by
the pair-wise key between them (K¢ y). Therefore, even if an attacker spoofs the IP of
the actual gateway (which is located in the home), he cannot generate the messages
encrypted by the correct key.
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Device impersonation is also a threat during the authentication of the gateway to the
SM. The attacker can impersonate a legitimate gateway (i.e., capture its IP and keys)
and try to pair his bogus gateway with the smart meter. We consider two different
scenarios for this attack: 1) a SM can be paired with only a single gateway, and 2) a
SM can be paired with multiple gateways. We note that alternatively, the impersonation
attack can be avoided by using tamper-proof hardware for the SMs and the gateways.

In the first case, after the original gateway and the SM are paired, the attacker cannot
pair his bogus gateway with the SM since the SM can be paired with only a single
gateway. This attempt of the attacker will be detected at the Utility when the Utility
receives (3) and (4) from the bogus gateway and the SM. After receiving (3) and (4), the
Utility realizes that the SM has already been paired with another gateway and detects
the attack. In this case, the Utility may solve this problem by requesting minimum
user effort (via the Ul) during the authentication as described in Appendix A. If the
attacker pairs his bogus gateway to the SM before the original gateway, the attack will
be detected during the authentication of the original gateway as described above. In
this attack scenario, the attacker will not have any impact until the attack is detected
at the Utility if either of the following assumptions holds:

o The communication between the SM and the gateway is initiated by user request

after the user purchases a gateway.

« A user does not acquire SAs before he acquires a gateway. Therefore, even if the
bogus gateway pairs itself to the SM, it will not have an impact on the SAs before
the user has his actual gateway, and hence, before the attack is detected at the
Utility.

In the second case (if the SM can be paired with multiple gateways), the attacker can
spoof the IP of the location and attack by using a legitimate gateway. In this scenario,
the SM and the Utility will allow the attacker’s bogus gateway to be paired with the
SM since the bogus gateway has a valid pair-wise key (with the Utility) and uses the
IP of the location where the SM is located. Therefore, in this particular case (when the
SM can be paired with multiple gateways) we require that the user manually confirms
the authentication of every gateway via the Ul as the final step of the authentication
process described in Section 2.2.

Even though it is not very likely, the attacker may also try to communicate with the
SM and SAs by impersonating the original gateway. However, the communication of
the bogus gateway will be overheard by the original gateway and this impersonation
attack will be detected at the Utility as a result of the warning messages from the original
gateway.

3.2 Authentication between the Smart Appliances and the HAN

Assuming an insider attacker cannot utilize a legitimate SM-gateway pair while attack-
ing (as it is not a practical attack scenario due to the limitations of the SMs), the proposed
authentication mechanism between the SAs and the HAN is resilient to MITM attacks
since the Utility does not verify the process that is not initiated by a paired gateway-SM
pair.

The attacker might initiate a MITM attack (as discussed in Section 2.3) by utilizing
a compromised gateway-SA pair. Initially, the attacker intercepts the authentication
request message, (7), from the actual SA. Then, the attacker sends its own authentication
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request message with its own ID (behaving as a SA) to the actual gateway and the SM.
In the meantime, he also sends (8) and (9) to the actual SA (pretending as a gateway and
a SM). Next, it follows the procedure described in Section 2.3 to authenticate itself as a
SA to the HAN and authenticate itself as a SM-gateway pair to the SA. However, this
authentication attempt will fail at the Utility. Since it is not practical to use a legitimate
SM-gateway pair for this attack, the attacker will be detected during the verification of
the SM-gateway pair at the Utility and the authentication attempt will be terminated
by the Utility.

3.3 Authentication between the Transient Devices and the HAN

The proposed authentication mechanism between the TDs and the HAN is resilient to
both MITM and impersonation attacks. The resiliency of the mechanism to the MITM
attacks can be shown similar to the discussion in Section 3.2; the attacker will be detected
during the verification of the SM-gateway pair at the Utility.

The attacker may also initiate an impersonation attack on a victim TD by capturing
its ID and secret keys as discussed in Section 2.4. The attacker initiates the attack by
attempting to authenticate its own TD (which impersonates a victim TD) to a visiting
HAN so that the power consumption of the attacker will be billed to the victim user.
The attacker sends (16) to the visiting gateway and the visiting SM to initiate the
authentication process and then follows the procedure described in Section 2.4. Since the
victim TD generates and uses a different pair-wise key whenever it communicates with
its home gateway and it uses sequence numbered messages at each communication
session, it is not likely for the attacker to have the most recent pair-wise key and
sequence number when he initiates the attack. Further, it is hard for the attacker to
predict the future pair-wise keys from the captured one since each generated key
depends on the time of the communication between the TD and its home gateway.
Therefore, if the attacker uses an expired pair-wise key or a wrong sequence number, the
attack will be detected during the verification of (22) at the home gateway. Otherwise,
if the attacker captures the current pair-wise key between the victim TD and its home
gateway and guesses the sequence number of the next message correctly, the attack will
be detected due to the status messages between the TD and its home gateway. Once
the home gateway sends the “status check” message to the victim TD, the victim TD
does not verify the authentication attempt to the particular visiting HAN. Hence, the
attack will be detected at the home gateway of the victim TD and the authentication
process will be failed and terminated by the Utility.

We note that the status messages between the TD and its home HAN is only possible
with the assumption that the TD can communicate with its home gateway anytime
(even when it is mobile). Assuming the TD does not have such a stable connection,
even though it is not very likely, the attacker can capture the current pair-wise key
and predict the sequence number of the next message. This type of an attack cannot be
detected immediately; however, it will be detected when the TD is connected to a HAN
(either its home HAN or a visiting HAN). The authentication mechanism for this case
is the same as the one described in Section 2.4, only with the exception of the status
messages (status check and status report) between the TD and its home gateway.
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4 CONCLUSION

In this paper we propose multiple secure, intuitive and low cost authentication mech-
anisms for the Smart Grid enabled HANs. We show that the proposed authentication
mechanisms are resilient to adversarial behavior including MITM and impersonation
attacks which cause serious damages to the grid. By using the proposed device au-
thentication mechanisms, the devices in the HAN can be easily and securely added
to or removed from the network. Further, transient devices such as PHEVs (Plug-in
Hybrid Electric Vehicles) can be securely used at remote HANSs, and the billing issues
can be securely handled by the Utility. Furthermore, the proposed mechanisms have low
computation and communication overheads. Hence, they can be easily implemented to
all devices in the HAN which will allow a widespread deployment of smart appliances,
gateways and smart meters in HANS.

APPENDIX

In this particular architecture, gateway has no direct contact other than the SM. There-
fore, it is not possible for the Utility to know whether the SM is being authenticated
by the correct gateway (i.e., any gateway may authenticate itself to the SM in order
to mislead the SM). Thus, we require a minimum user effort during the authentication
process for this particular case.

Authentication process for this case is similar to the mutual authentication used in
VPN [20] (Virtual Private Network) technologies such as IPSec [21]. The user needs
to manually enter a pass-code to the gateway to initiate the authentication process. We
describe the details of this authentication process below. The steps of this authentication
process are also illustrated in Fig. 5.

Check & Pai

Manually enter the code Cy,

Authenticatio

information

ul
| Authentication request
Gateway Acknowledgement ;I:::
Key generation Key generation
Ci oo Ko Ci oo Ko

Fig. 5. Authentication mechanism between the gateway and the SM when the gateway
has no Utility connection.

We assume that every SM has a unique code (Cy) associated to its unique ID. This
code can be either written on the meter or provided to the user by the Utility. We further



17

assume that both the SM and the gateway can generate a pair-wise key, K¢y (which is
at least 128-bits long) from this unique code via a key generator [1], [20].

User initiates the authentication process by manually entering Cy; to the gateway via
the UI and the gateway generates K¢\ via its key generator. Next, the gateway sends
the following message to the SM.

{EKG’U(CM), MAC (KG,U, EKG’U(CM)) ,MAC (K¢ M, IDg) ,IDG} . (27)

The first part of (A.1) is for the Utility and is encrypted with the pair-wise key between
the gateway and the Utility, K¢ y. Further, by verifying the MAC (which is generated
by K¢ m) in the second part of (A.1), the SM confirms that the message is coming from
the correct gateway, and hence, authenticates the gateway. If the MAC is verified by
the SM, it forwards the following message to the gateway.

{MAC (Kg, IDy1) , IDy } - (28)

Once the gateway receives (A.2), it also authenticates the SM by verifying the MAC
attached to (A.2). Finally, the SM sends the following message to the Utility for the final
verification.

Bk, (IDc), MAC (KM,Ua Exyu (IDG)) ,

Eke .y (Cum), MAC (KG,U, EKG’U(CM)) , IDn, IDg . (29)

The Utility verifies the MACs in (A.3) to make sure that both the SM and the gateway
authenticated the correct devices. Further, once the authentication is verified, the Utility
pairs the SM and gateway together and stores this in its database. We note that this
authentication process prevents the MITM attack as we assume that the attacker does
not have access to Cy;.
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