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ABSTRACT

This PhD thesis is concerned with authentication protocols using portable lightweight devices
such as RFID tags. These devices have lately gained a significant attention for the diversity of
the applications that could benefit form their features, ranging from inventory systems and
building access control, to medical devices. However, the emergence of this technology has
raised concerns about the possible loss of privacy carrying such tags induce in allowing tracing
persons or unveiling the contents of a hidden package. This fear led to the appearance of
several organizations which goal is to stop the spread of RFID tags. We take a cryptographic
viewpoint on the issue and study the extent of security and privacy that RFID-based solutions
can offer.

In the first part of this thesis, we concentrate on analyzing two original primitives that were
proposed to ensure security for RFID tags. The first one, HB?, is a dedicated authentica-
tion protocol that exclusively uses very simple arithmetic operations: bitwise AND and XOR.
HB* was proven to be secure against a certain class of man-in-the-middle attacks and conjec-
tured secure against more general ones. We show that the latter conjecture does not hold by
describing a practical attack that allows an attacker to recover the tag’s secret key. Moreover,
we show that to be immune against our attack, HB#’s secret key size has to be increased to be
more than 15 0oo bits. This is an unpractical value for the considered applications.

We then turn to SQUASH, a message authentication code built around a public-key en-
cryption scheme, namely Rabin’s scheme. By mounting a practical key recovery attack on the
earlier version of SQUASH, we show that the security of 4// versions of SQUASH is unrelated
to the security of Rabin encryption function.

The second part of the thesis is dedicated to the privacy aspects related to the RFID technol-
ogy. We first emphasize the importance of establishing a framework that correctly captures
the intuition that a privacy-preserving protocol does not leak any information about its partic-
ipants. For that, we show how several protocols that were supported by simple arguments, in
contrast to a formal analysis, fail to ensure privacy. Namely, we target ProbIP, MARP, Authz,
YA-TRAP, YA-TRAP+, O-TRAP, RIPP-FS, and the Lim-Kwon protocol. We also illustrate
the shortcomings of other privacy models such as the LBAM model.
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The rest of the dissertation is then dedicated to our privacy model. Contrarily to most RFID
privacy models that limit privacy protection to the inability of linking the identity of two
participants in two different protocol instances, we introduce a privacy model for RFID tags
that proves to be the exact formalization of the intuition that a private protocol should not
leak any information to the adversary. The model we introduce is a refinement of Vaudenay’s
one that invalidates a number of its limitations. Within these settings, we are able to show that
the strongest notion of privacy, namely privacy against adversaries that have a prior knowledge
of all the tags’ secrets, is realizable. To instantiate an authentication protocol that achieves this
level of privacy, we use plaintext-aware encryption schemes. We then extend our model to the
case of mutual authentication where, in addition to a tag authenticating to the reader, the
reverse operation is also required.

Key words: Cryptography, Cryptanalysis, RFID, Authentication protocols, Message Au-
thentication Codes, HB, SQUASH.




RESUME

Cette these de doctorat s’intéresse aux protocoles d’authentification utilisant des marqueurs
tels que des puces a radio-identification, plus communément désignés par marqueurs RFID.
Ces puces ont récemment connus un intérét grandissant grace a leur versatilité et les avantages
queelles présentent pour plusieurs applications telles que la gestion d’inventaire, le contréle
d’acces et les dispositifs médicaux embarqués. Cependant, I'émergence de cette technologice
induit certaines réserves quant a I'éventuelle fuite de données privées telle que la possibilité
de suivre une personne d’'une manicre automatisée ou de reconnaitre la nature d’'un paquet
dissimulé en accédant a distance a la puce RFID qui le caractérise. Ces craintes ont conduit
a la constitution d’un certain nombre d’organisations dont le but avoué est de contrer le dé-
veloppement de la technologie RFID. Tout au long de cette these, nous étudions le probleme
du point de vue de la cryptographie et analysons les aspects de sécurité et de vie privée liés aux
solutions basées sur des syst¢émes RFID.

Dans la premiére partie de ce document, nous nous concentrons sur I'analyse de deux solu-
tions cryptographiques dédiées aux puces RFID et censées garantir leur sécurité. La premicre
de ces solutions est un protocole d’authentification, appelé HB*, qui présente la particulari-
t¢ de n'utiliser que deux trés simples opérations booléennes, le ET et XOR (OU exclusif) lo-
giques. Malgré que HB* soit prouvé stir contre certaines attaques de 'intermédiaire, sa sécurité
contre 'ensemble des attaques de ’homme du milieu n’est supportée que par une conjecture.
Nous démontrons que cette conjecture n'est pas valide en illustrant une attaque qui permet
a un attaquant de retrouver la clé secrete stockée dans un marqueur RFID. Par ailleurs, nous
montrons que pour étre immunisé contre notre attaque, les secrets partagés de HB# doivent
avoir une taille supérieure a 15 000 bits. Pour des appareils aussi simples que les marqueurs
RFID, ceci nest pas envisageable.

Apres cela, nous nous tournons vers SQUASH, un code d’authentification de message bati
autour du systéme de chiffrement a clé publique de Rabin. En dépit de 'hypothése commu-
nément admise que les chiffrements a cl¢ publique sont plus lourds & implémenter que les so-
lutions classiques, SQUASH présente la singularité de pouvoir étre implémenté sur des puces
ayant des capacités aussi restreintes que celles des marqueurs RFID. Cependant, nous demon-
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trons que la sécurité de SQUASH est indépendante de celle du chiffrement de Rabin. Afin
d’arriver a ce résultat, nous illustrons une stratégie contre la version antérieure de SQUASH
permettant a un adversaire de retrouver la clé secréte et cela sans avoir recourt a factoriser le
modulus hérité de la fonction de Rabin. Bien que notre attaque ne sapplique pas a la version
finale de SQUASH, toutes les versions de ce dernier reposent sur la méme analyse de sécuri-
té. En conséquence, notre attaque, étant indépendante du probleme de factorisation qui est
étroitement lié au chiffrement de Rabin, invalide les arguments de sécurité accompagnant

SQUASH.

La seconde partie de cette these est dédiée aux aspects de vie privée liés aux marqueur RFID.
Dans un premier temps, nous motivons l'importance d’¢tudier le degré de protection de vie
privée qui est offert par un protocole RFID dans un formalisme qui comporte une définition
reflétant Iétendue de ce concept. Pour cela, nous demontrons que plusieurs protocoles, plus
explicitement ProbIP, MARP, Auth2, YA-TRAP, YA-TRAP+, O-TRAP, RIPP-FS et celui de
Lim-Kwon, échouent a prévenir des attaques de tragage, ot le but de 'adversaire est de pouvoir
suivre un tag donné entre plusieurs sessions d’authentification. En paralléle, nous montrons
les limites du mode¢le LBAM en illustrant des attaques de tragage réalistes sur des protocoles
pourtant prouvés respectueux de la vie privée dans ce dernier modele.

Le reste de ce document est dédié a notre modele de vie privée dans les systemes RFID.
Contrairement aux modeles précédents qui réduisent le respect de la vie privée 4 un certain
nombre de propriétés telle que 'incapacité de tracer un marqueur, nous estimons qu'un proto-
cole RFID respecte la vie privée si aucune information ne peut étre déduite par un adversaire
interagissant avec des marqueurs et le lecteur. Le modele que nous développons est une cor-
rection de celui proposé par Vaudenay, affranchi de certaines de ses limites. Concrétement,
notre modele admet la possibilité d’obtenir la forme la plus absolue de respect de la vie pri-
vée en faisant appel a des chiffrements “plaintext-aware”. Dans un souci de complétude, nous
proposons aussi une extension de notre modele pour le cas de protocoles avec authentification
mutuelle, dans lesquels le lecteur doit aussi sauthentifier auprés des marqueurs.

Mots-clés : Cryptographie, Cryptanalyse, RFID, code d’authentification de message, Proto-
coles d’authentification. HB, SQUASH.
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INTRODUCTION

The invention and subsequent widespread of the Internet and its underlining World Wide
Web has provoked the development of new cryptographic applications well beyond its his-
torical purpose of concealing transmitted messages. In this context, the problem of authen-
tication, i.c., being ensured of the party one is communicating with, became a very central
issue. The seminal work of Diffie and Hellman [DH76] paved the way for even further de-
velopment. Besides introducing public-key encryption, Diflie and Hellman showed how to
build a confidential channel from an authenticated one, named after them. Not only that
but they also gave the idea of using digital signature schemes to construct that authenticat-
ed channel. All these primitives were combined to construct protocols dedicated to specific
tasks. Among those tasks, protocols for authentication and identification arguably represent
one of the most used cryptographic protocols. In short, they provide one party, called the ver-
ifier, a way to decide whether another entity with whom she is communicating is who it claims
to be, or assure that a device is a trusted one. That other party is usually called the prover.

Authentication protocols are used in many contexts that essentially apply in all cases a hu-
man being needs to prove his identity. This can happen at the entrance of a sensitive building,
at the borders of a country, on the phone for a secure bank transaction, or online to access some
features of a website. Fortunately, several technologies were introduced to simplify these oper-
ations such as fingerprint recognition, smartcards, and RFID tags. While the first technology
uses features that are beyond pure cryptography, as it calls for image capturing and pattern
recognition, cryptographers considered two-factor authentication methods where, for exam-
ple, a password has to be given in conjunction with the biometric data.

Despite being invented in 1968, research on cryptography for smartcards only started in
the late 80’ [Schgob|, Schgoa] with the development of processing units in smartcard chips.
However, these devices attained their maturity and have most of their original limitations
waived as they became capable of carrying rather heavy computations such as public-key en-
cryption [PKCo7]. Some of them even embed a Java Virtual Machine to execute Java byte-
code [Javo§].
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Figure 1.1: An RFID tag composed of an integrated circuit for storing and processing information,
modulating and demodulating a radio-frequency signal and an antenna for receiving and

transmitting radio signals.

Quite surprisingly, the RFID technology dates from World War II, where it was used to
identify aircrafts, vehicles, or forces as friendly, making it more than 20 years older than smart-
cards, their wired equivalent. However, this technology did not get a practical impact until
recently with the introduction of biometric passports and the industry’s move towards replac-
ing barcodes by a more efficient and equally cheap alternative. RFIDs are also widely used
in animal identification, electronic vehicle registration, and public transportation payments.
Other applications of the technology are also commonly found in supply-chains and address-
ing counterfeiting, especially in the pharmaceutical and luxury industries.

An RFID system is usually composed of a set of RFID tags that communicate with readers
which in their turn are connected to a back-end database server. Tags are devices whose size
can range from hundreds of zm?’s to a few cm?’s. Internally, they comport a radio-frequency
antenna for emitting and receiving, most commonly Ultra-High Frequency (UHEF), radio-
signals and a chip that includes a modulator and demodulator for the signal, along with an-
other circuit for memory, processing information, and possibly functionalities dedicated to
specific tasks such as measuring the scale of a physical phenomenon. Most of today’s massively
deployed RFID tags do not carry a battery and are powered by a magnetic resonance induc-
tion field generated by the reader’s signal. These are known as passive tags and represent the
large majority of currently deployed tags. Active tags are the ones that carry a battery and op-
erate independently from the reader’s signal. Being expensive, these type of tags are reserved
for high-end applications, such as the US Departement of Defense’s tracking system for its in-
ventory [bD]. Hybrid tags, refered to as semi-active, only use their battery to perform internal
operations but rely on the reader’s signal to power their antenna and modulator.

The current dissertation consists of two parts, corresponding to two different subjects re-
lated to RFIDs, security and privacy. In the first one, we study the security of two dedicated
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Figure 1.2: An RFID System composed of a set of RFID tags communicating wirelessly with a reader
that is in itself connected to a back-end database server.

proposals for RFID tags, namely, the authentication protocol HB* and the message authenti-
cation code SQUASH. Concretely, we exhibit cryptographic attacks that enable an attacker
to recover the tag’s secret key. The second part of the dissertation is then dedicated to assess
the need of a privacy model. We contribute to this edifice by proposing a privacy model for
RFID tags that admits several levels depending on the needs of the application and the type
of tags used in it.

1.1 The Need for Dedicated Cryptographic Primitives for RFID Tags

To ensure the protection of an RFID system, the first thing to do is to look back in the litera-
ture of cryptographic primitives and protocols and test whether any of the already proposed
solutions can be applied. Unfortunately, it turns out that implementing classical algorithms is
far beyond the capabilities of most encountered types of RFID tags. The standard unit of mea-
sure for this capability is the Gate Equivalent (GE). The Gate Equivalent is a unit of measure
which allows to specify manufacturing-technology-independent complexity of digital elec-
tronic circuits. In today’s Complementary metal-oxide—semiconductor (CMOS) technolo-
gy, one GE refers to (the area taken by) one NAND Gate with two inputs and one output.
For example, the circuit implementing the boolean function a A b needs 2 NAND gates, one
for NAND and one for boolean inversion, and therefore costs 2 GE. For low-end RFID tags,
it is commonly agreed that no more than 2000 GE can be dedicated to security [[Wosal].
However, to date, the best implementation of the Advanced Encryption Standard (AES)
needs 3 600 GE [FDWo4|], which can be reduced to 3 100 GE in an encryption-only architec-
ture [HAHHOo4]. Similarily, a variant of the Digital Encryption Standard (DES), in which all
S-boxes are identical, can be implemented within 1 848 GE [LPPSo7]]. On another hand, cur-
rently deployed hash functions proved too heavy to be considered for RFID tags [FRog]. For
instance, having SHA-1 on an RFID chip requires 8 120 GE, SHA-256 requires 10 868 GE,
MD4 demands 7 350 GE, and MDs fits in 8 400 GE. In a recent work, Hutter, Feldhofer, and
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Wolkerstorfer [HFW11] achieved an implementation of AES and SHA-1 restricted to 128-
bit messages for a processor dedicated to producing ECDSA signatures in 2 387 GE. Con-
cerning stream ciphers, the eStream portfolio for hardware oriented ciphers, currently con-
sisting of the two ciphers MICKEY [BDo84d] and Trivium [[CPo8] require approximatively
3400 GE and 2 300 GE respectively (we do not include GRAIN [HJMMo8] in the list since
it was broken by Dinur and Shamir [DS11]). While we are not aware of any cryptanalysis
result on MICKEY, Trivium has been able to resist Dinur and Shamir’s cube attack [DSo9)].

Having said that, implementing public-key cryptography is an even greater challenge. Two
different directions were taken in this line of research. On one side, elliptic curve cryptogra-
phy was shown to be feasible on an RFID tag, although it requires more than 10 000 GE to
be implemented [HWFog|]. Similar results were obtained for hyperelliptic curve cryptogra-
phy using approximatively 14 500 GE [FBVod|]. On the other side, the lattice-based NTRU
public-key encryption scheme [HPS98] can have its encryption algorithm implemented in
2800 GE [ABF"08]. A different approach was taken by Calmels, Canard, Girault, and Sib-
ert [CCGSo6]. In an effort to circumvent the issue of the cost of implementing modular
arithmetic in hardware, they proposed to adapt the GPS identification scheme [[GPSod] by
loading the tag with a set of precomputed data, called coupons. This trick allowed them to
reduce the amount of operations a tag needs to carry out for authentication to a small number
of arithmetic additions. However, besides needing a large memory to retain all the coupons,
the GPS-with-coupon scheme is susceptible to availability issues and vulnerable against De-
nial of Service (DoS) attacks (Calmels et al’s proof of concept used 2 600 GE for security and
stored eight coupons that would be used for eight authentications).

The shortcomings of classical cryptographic primitives to meet the needs of RFIDs led to
the rise of new proposals with innovative designs. Among those proposals, we mention the
block ciphers KATAN and KTANTAN [CDKog] which can be implemented in less than
800 GE. Another interesting proposal was made by Guo, Peyrin, and Poschman who simpli-
fied the AES design to propose a block cipher, called a LED [GPPR11], and a one-way hash
function, called PHOTON [GPP11]] that can fit in less than 1 000 GE. Other proposals in-
clude the hash functions Quark [AHMNP10] and SPONGENT [BKL™ 11]]. However, relying
on simplified designs is error prone as the confidence in the security of several newly proposed
primitives is put under question. That was the case for schemes such as PRESENT [BKL " 07]
for which the most recently published cryptanalysis succeeds in performing a key recovery
attack on reduced rounds of the cipher [CS19, KCS11]], and PRINTcipher, a block cipher
proposed in [KLPR1d] and fully cryptanalyzed in [LAAZ11]]

In the first part of this thesis, we analyze the security of two of the most innovative proposals
for RFID tags, namely, HB* [GRSo8b] and SQUASH [Shao7, Shaog].
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1.1.1  The HB Family of Authentication protocols

One of the most interesting directions that was taken in finding well suited primitives for
RFID chips is the HB family of protocols. Contrary to other proposals which focused on de-
signing a general-purpose lightweight cryptographic primitive such as an encryption scheme,
a MAC, or a hash function, HB-like protocols do not serve any other purpose than authenti-
cating one prover to a verifier. Moreover, by relying on a hard computational problem called
LPN for learning parity with noise, the protocols offer a well-defined security guarantee.

Increasingly secure versions of the protocol were successively proposed. The original HB
protocol, due to Hopper and Blum [HBo1], was meant for human communicating over chan-
nels that an attacker can only eavesdrop, such as a phone communication channel, and there-
fore requires very simple computations that can be performed by pen and paper. Motivated
by its simplicity, Juels and Weis had the idea to use the protocol in RFID tags and proposed a
stronger variant called HB+ that is secure against adversaries who can directly communicate
with the two parties [JWosa]. However, the protocol was shown to be insecure if an attacker
could alter messages going from the reader to the tags [GRSos|]. This led to the proposal of
HB* which is provably secure in that model [GRS08b]. Not only that, but HB* was conjec-
tured to be secure against adversaries who can interact with both parties at the same time, i.e.,
modify messages going in both directions: from the reader to the tag and vice versa. Such
adversaries are generally referred to as man-in-the-middle adversaries.

Our main contribution regarding these protocols is to show that the latter conjecture does
not hold. That is, we illustrate an attack that is carried out by a man-in-the-middle attacker
who succeeds in recovering the parties’ shared secret. Our attack is practical as the adversary
only needs to trigger 220 op 235 protocol sessions, depending on the parameter set by Gilbert
et al. proposed. We further study possible fixes of the protocol, such as limiting the num-
ber of errors the problem is putting in its answers, but it turns out that even these variants
do not stand against other variants of the attack. These results were published at AsiaCrypt
2008 [OOVo8].

Regarding the structure, we divided this analysis into two chapters. In Chapter i, we give a
more detailled presentation of the LPN problem and its properties. We also present the main
protocols of the HB protocols, namely HB and HB+. We leave HB* and its security analysis
to Chapter 4.

1.1.2 From Public-Key Cryptography to MACs: The SQUASH Proposal

Another proposal we study is rather unusual as it builds a symmetric-key cryptographic prim-
itive, a MAC, from a function that represents the core of one of the oldest and most studied
cryptosystems: The Rabin encryption scheme [Raby9]. This MAC, called SQUASH, for
SQUATre haSH, was proposed by Shamir [Shao7, <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>