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Abstract. In this paper we construct several tools for manipulatinglpof bi-
ases in the analysis of RC4. Then, we show that optimizetegies can break
WEP based on 4000 packets by assuming that the first bytesiotett are
known for each packet. We describe similar attacks for WH#stly, we de-
scribe a distinguisher for WPA of complexity2and advantage.B which uses
240 packets. Then, based on several partial temporary key eegcaitacks, we
recover the full 128-bit temporary key by using®2ackets. It works within a
complexity of 26, So far, this is the best attack against WPA. We believe that o
analysis brings further insights on the security of RC4.

1 Introduction

RC4 was designed by Rivest in 1987. It used to be a trade sectieit was anony-
mously posted in 1994. Nowadays, RC4 is widely used in SS&/@hd Wi-Fi 802.11
wireless communications. 802.11 [1] used to be protected/By (Wired Equivalent
Privacy) which is now being replaced by WPA (Wi-Fi Protecfetess) due to security
weaknesses.

WEP uses RC4 with a pre-shared key. Each packet is encryptaddDR to a
keystream generated by RC4. The RC4 key is the pre-shareprgpgnded with a 3-
byte noncdV. ThelV is sent in clear for self-synchronization. There have besprsl
attempts to break the full RC4 algorithm but it has only beewvedtating so far in this
scenario. Indeed, the adversary knows that the key is aunstaept thdV, which is
known. An active adversary can even alter tkie Nowadays, WEP is considered as
being terribly weak since passive attacks can recover thé&dy easily by assuming
that the first bytes of every plaintext frames are known. Tiaigpens to be the case due
to protocol specifications.

In order to fix this problem, the Wi-Fi Alliance has replace@&Wby WPA [1]. Peer
authentication is based on IEEE 802.1X which accommodasésjgie authentication
mode based on a pre-shared key (WPA-PSK). Authenticatmates a Temporary Key
(TK). TheTK then goes through the temporary key integrity protocol {Kb derive
per-packet keysHPK). The idea is thal K is derived into al TAK key to be used for a
number of frames limited to’8. Each frame applies a simple transformatiof TPAK
and a countef SC to derive the RC4 per-packet k®PK. Again, the 3 first bytes of
the RC4 key are known (they actually depend on the counter).



In addition to the key derivation, WPA provides a packetgnity protection scheme
which prevents from replaying or altering tié. Thus, only passive key recovery at-
tacks can be considered.

Our contribution. In this paper, we construct tools for manipulating pools iafsbs.
With our theory, we then analyze several statistical sgiatefor partial key recovery.
We apply it to recover the 8 weak bits of the WPA KEl by using 28 to 2*0 packets.
Incidentally, we apply our analysis to WEP and show that tbst lattacks so far can
still be improved. We then transform our partial key recgvattack into a practical
distinguisher for WPA. Finally, we build a full session kegcovery with complexity
2% and 28 packets.

Related WorkWe mention three approaches for the cryptanalysis of RGcksd based
on the weaknesses of the Key Scheduling Algorithm (KSA) atetks based on the
weaknesses of the Pseudorandom Generator Algorithm (PR@Aplackbox analysis.

As for the KSA, one of the first weaknesses published on RC4digg®vered by
Roos [32] in 1995. This correlation binds the secret key $ytethe initial states,.
Roos [32] and Wagner [38] identified classes of weak keys wiggeal the secret key
if the first key bytes are known. This property has been Igrgeploited to break WEP
(see[5,9,13,18,19,33,34,35,37]). Another class of tesuicerns the inversion problem
of KSA: given the final state of the KSA, the problem is to reeathe secret key [4,28].

Regarding PRGA, the analysis has been largely motivatedidtinguishing at-
tacks [8,11,22,24] or initial state reconstruction frora keystream bytes [10,17,25,36]
with complexity of 241 for the best state recovery attack. Relevant studies of R@%
reveal biases in the keystream output bytes in [23,29]. Mixcrecommends in [26] that
the first 512 initial keystream bytes must be discarded tadabese weaknesses.

Jenkins published in 1996 on his website [14] two biases enRRGA of RCA4.
These biases have been generalized by Mantin in his Mastsig[R21]. Paul, Rathi
and Maitra [30] discovered in 2008 a biased output index effitst keystream word
generated by the PRGA. Another bias on the PRGA has beenmegeally discovered
by Maitra and Paul [20]. Finally, Sepehrdad, Vaudenay anagvieux [33] discovered
48 new correlations in PRGA and 9 new correlations betweetkély bits and the key
stream. This led to the fastest attack on WEP at the moment.

In practice, key recovery attacks on RC4 must bind KSA and RR@aknesses to
correlate secret key words to keystream words. Some biasd®ed®RGA [16,30,20]
have been successfully bound to the Roos correlation [3gtdwide known plaintext
attacks. Another approach is blackbox analysis, which da¢sequire any binding.
This was exploited in [33].

In 2004, Moen, Raddum and Hole [27] discovered that the rexgoof at least two
RC4 packet keys in WPA leads to a full recovery of the tempkegland the message
integrity check key. Once from the same segmentl8fc@nsecutive packets, two keys
are successfully recovered, the Moen, Raddum and Holekattat be applied. This
leads to arK key recovery attack on WPA with complexity® using 2 packets. Al-
most all known and new key recovery attacks on WEP could heea bpplied to WPA
if there were several packets using the same RC4 key. Indagdthe Fluhrer, Mantin
and Shamir attack [9] is filtered. However, WPA uses a difiesecret key for every



encrypted packet. In 2009, Tews and Beck [34] found a praiciitack on WPA-PSK
to inject data in encrypted communication. Note that thiscktdoes not recover the en-
cryption key and need some additional quality of servicasuiees (described by IEEE
802.11e) which are not activated by default.

Structure of the paperWe first present in Section 2 RC4, WEP, and WPA, known
biases in RC4 and some tools to be able to manipulate a podghsébfor target key
bytes. Then, we study key recovery attacks to be able to ez@mme “weak bits” of
the temporary key in Section 3. We show applications to WESiction 4, then present
a distinguisher for WPA and a full temporary key recoveryWdiPA in Section 5.

2 Preliminaries

2.1 Description of RC4 and Notations

The stream cipher RC4 consists of two algorithms: the Keye8ating Algorithm
(KSA) and the Pseudo Random Generator Algorithm (PRGA). R84 engine has

a state defined by two registers (wordahdj and one array (0N words)Sdefining a
permutation oveZy. The KSA generates an initial state for the PRGA from a random
keyK of L words as described on Fig. 1. It starts with an af@y,...,N — 1}, where

N = 28 and swap# pairs, depending on the value of the secret Keyt the end, we
obtain the initial stat&, = Sy—1.

KSA PRGA
1: fori=0toN—1do 1:i<0
2: i« 2. j<0
3: end for 3: loop
4: <0 4 i—i+1
5: fori=0toN—1do 5  j<—j+9i
6: < j+9i]+KJ[i modL] 6: swap(Si].g]j])
7: swap(Si],Sj]) 7:  outputz = SSi] + 5j]]
8: end for 8: end loop

Fig. 1. RC4 KSA and PRGA Algorithms

Once the initial stat&, is created, it is used by the second algorithm of RC4, the
PRGA. Its role is to generate a keystream of words of Mdits, which will be XORed
with the plaintext to obtain the ciphertext. Thus, RC4 cotepuhe loop of the PRGA
each time a new keystream wagds needed, according to the algorithm on Fig. 1. Note
that each time a word of the keystream is generated the altstate of RC4 is updated.



Notations. In this paper, we define all the operators such as additidstrattion and
multiplication in the groufZy whereN = 256 (i.e.wordsarebyte3. Thus x+y should
be read agx+y) modN.

Let S[K] (resp.S[K]) denote the value of the permutation defined by aBayindex
k, after round in KSA (resp. PRGA). We also denoS_1 = §,. Let ji (resp.j/) be
the value ofj after roundi of KSA (resp. PRGA) where the rounds are indexed with
respect ta. Thus, the KSA hasrounds®D...,N —1 and the PRGA has roundg2l.... ..
The KSA and PRGA are defined by

KSA PRGA
jo1=0 jo=0
Ji = Ji-t+S-ali]+K[i modL] i =li-a+ Sl
S-1[k =k Sk = Su-1[K

S-afji] if k=i S-alif] if k=i

S[K = 4 S-ali] ifk=ji Sk = { S-afi] ifk=ji
S_1[K] otherwise §_,[K otherwise

z = S[S{i]+Slifll

2.2 Description of WEP

WEP [2] uses a 3-bytl/ concatenated to a secret key of 40 or 104 bits (5 or 13 bytes)
as an RC4 key. Thus, the RC4 key size is either 64 or 128 bithidrpaper, we do not
consider the 40-bit key variant. So= 16. We have

K = K[OJ|[KL][[K[2][[K[3][[ ---[|K[15] = IVo[[IVa [[IV2|[K[3][| - - - [[K[15]

wherelV; represents théi + 1)th byte of thelV andK[3]|...||K[15] the fixed secret
part of the key. In theory, the value of tihé should be random but in practice, it is a
counter, mostly in little-endian, and incremented by orghéene a new 8021b frame

is encrypted. Sometimes, some particular valueB/odire skipped to thwart specific
attacks based on “wedk's”. Thus, each packet uses a slightly different key. RC4 then
produces a keystream which is XORed to the plaintext to nlited ciphertext.

It is well known [31] that a relevant portion of the plaintégtpractically constant
and that some other bytes can be predicted. They correspahé _LC header and
the SNAP header and some bytes of the TCP/IP encapsulated.ffor example, by
XORing the first byte of the ciphertext with the constant edltAA, we obtain the first
byte of the keystream. Thus, even if these attacks are clafledn plaintext attacks,
they are ciphertext only in practice.

2.3 Description of WPA

WPA includes a key hash function [12] to defend against théfdr-Mantin-Shamir
attack [9], a Message Integrity Cod®IIC) [7] and a key management scheme based
on 802.1X [3] to avoid key reuse and to ease the key distobuti

The 128-bit Temporal KeyTK) is a per-session key. It is derived from the key
management scheme during the authentication and is givan agut to thephasel



key hash function (key mixing algorithm) together with tr& it Transmitter Address
(TA) and a 48-bifTKIP Sequence Counteil 6C) which is sometimes callely/. We
will avoid this latter name to avoid confusion with the firsbgtes of the RC4 key
(which indeed only depend onSC but are not equal).

TK can be used to encrypt up t6%packets. Every packet has a 48-bit indesC
which is split intolV32 andIV16. ThelV32 counter is incremented every®packets.
The packet is encrypted using a 128-Rit4KEY which is derived fromTK, TSC,
and some other parameters (e.g. device addresses) whitle @asumed constant and
known by the adversary for our purpose. As for WEP, the finsetbytes oRC4KEY
only depend onTSC so they are not secret. The derivation works in two phases. Th
first phase does not depend 16 and is done once every@packets for efficiency
reasons. It derives a 80-bit kAyTAK, called TKIP-mixed Transmit Address and Key
(TTAK) in the standard (but denot€d K in the reference code).

TTAK = phasel(TK, TA,1V32)

The second phase usé& andIV16 to derive a 96-bit keYPPK which is then turned
into RC4KEY:
RC4KEY = phase2(TK, TTAK,1V16)

The key derivation of WPA based on a pre-shared key is depmteFig. 2 (without
protocol parameters such &8).

802.1X | WPA | RC4

| 1 |

| |
Authentication TTAK

PSK —» WEA-PSK TK > phasel > phase2 —|—> RC4KEY
—>
V32
Y e

Fig. 2. WPA Key Derivation based on Pre-Shared Key Authenticatiaiidd

TheRC4KEY is simply defined fronPPK, TK, andIV16 by

RCAKEY([0] = high8(IV16)  RC4KEY[1] = (high8(IV16) or 0x20) and 0x7f
RCAKEY[2] = low8(IV16)  RC4KEY([3] = low8((PPK[5] @ (TK[1]|| TK[0])) > 1)
RC4KEY[4] = low8(PPK[0]) RC4KEY|5] = high8(PPK|[0])

RC4KEY/6] 7]

= low8(PPK[1]) RC4KEY[7] = high8(PPK([1])

In what follows, we denot&[i] = RC4KEY[i mod 16 andlV = K][0]||K[1]||K[2] to use
the same notations as in WEP. By conventibRAK andPPK are considered as vectors



or 16-bit wordsTK andRC4KEY are considered as vectors or 8-bit words. Vectors are
numbered starting from O.

Note that a filter avoids the use of some wé¥lclasses. Actually, only the weak
IV class discovered by Fluhrer, Mantin, and Shamir [9].

2.4 Biasesin RC4

Throughout this paper, we dendté] = K[0] + - - - +K([i]. We letzdenote the keystream
derived fromK using RC4. The first bytes of a plaintext frame are often kn¢se®
[37]), as well adV, the first 3 bytes oK. That is, we assume that the adversary can use
zandlV in a known plaintext attack.

We letlg be a set of integers, which represent the key byte indiceshrdrie already
known. We call arlp-clue a valueslue for all K bytes whose index are ig. To begin
with, we havdy = {0,1,2} andclue = IV.

Given a set of indicet and an index, we assume that we have a listvR* of

_ — iflo
pairs(fj, pj) in which f; is a function such that for ary-clueclue, we have
Pr[K([i] = fj(z clue)] = p;

For simplicity, we assume that foyz, andclue given, all fj(z clue) are pairwise dif-
ferent. We further assume that the eveli{§ = fj(z clue) with differenti’s are in-
dependent. We will also assume tHatis of form fj(z clue) = fj(h(z clue)) where
K= h(zclue) lies in a domain of siz&,. his just a function compressing data to the
minimum necessary.

Table 1. Classes of Biases in RC4.

lo is the set ofK indices which are already knowRyp, Pk, Poos, and Pygg are defined in
Appendix,t is the largest integer such thatl0... ;t € lp, and

t i
o= ) Sjalil+ ) Sl
3Sdlis Y

j=t+1

(e.9.0i = "L andt = —1 when 0O¢ Ig).

row reference f p comment
i#1 | MaitraPaul(i,lg) |K[i] =2z4+1—0j Pup(i,t) |see [20]
i |Kleinlmproved(i,lo)| K[i] = —z +i—0j| Pk(i,t) [see[37]
1 SVV_bb_000 Kl=2z-1 1.04237/N|see [33]
2 SVV_bb_003 K2 =2-3 0.65300/N|see [33]
i=16'| SVV.008(i,lp) |KJ[i]=z—i—0; | Poosli,t) |see[33]
i=16'| SVV.009(i,lp) |Kli]=—z—i—0i| Poog(i,t) |see [33]

We use a list of classes of biases from Table 1 (see [33]). [peeifically, we use

the row3rowﬁ|%4 in Table 2 taken from [33]. This table applies to RC4 in gehbta



Table 2. Table of Unconditional Biases in RC4 from known Key Bytgs

biases

I
0| MaitraPaul(i,lp)

1 |Kleinlmproved(i,lp) SVV_bb_000
2 |Kleinlmproved(i,lg) MaitraPaul(i,lp) SVV_bb_003
3 |Kleinlmproved(i,lg) MaitraPaul(i, lp)

15|Kleinlmproved (i, lp) MaitraPaul(i,lg)
16|Kleinlmproved (i, lg) MaitraPaul(i,lg) SVV_008(i,lg) SVV_009(i,lo)
17|Kleinlmproved(i,lp) MaitraPaul(i,lo)

31{Kleinlmproved(i,lg) MaitraPaul(i, lp)
32|Kleinlmproved(i,lo) SVV_008(i,lo) SVV_009(i,lo)
33|Kleinlmproved(i, lo)

47|Kleinlmproved(i, lo)

can be transformed for the WEP or WPA context duk te 16. Indeed, we hav€[i +
16j] = K[i]+ jK[15 for0 <i < 15andj =0,1,2. We defineleduce(l) to be the set of
all i’s such that we can compulkgi] using this property, based on the value&ofith
indices inl. For instancededuce(0,1,2,5) = {0,1,2,5} anddeduce(0,1,2,5,15) =
{0,1,2,5,15,16,17,18,21,31,32,33,34,37,...}. Next, we transform the above table
by removing some rows for keys which can be deduced and byinggrgws leading to
the same key byte. Namely, we definev;, as follows: ifi € deduce(lo), the row has
a single “bias”f1(z clue) = Ki] with probability p; = 1 sinceK|[i] can be computed
from clue. Otherwise, the row is the concatenation ofrawffﬁ; for i’ in deduce(lpU
{i}) —deduce(lo). For instancesowy (0,1 2y has a single biasows g 1.2, = rowg‘%’l’z},
and

_ . RC4 RC4 RC4
rOWs)(0,1,2,15} = rOW510.1 2 15 ["OW51{0,1.2 15} I"OW370.1.2.15)

Given two lists of byte indicesy and!| = (i1,...,is), we construct a new table
M(1[lo) in which the list of rows isrow;, |, rOWi,jig.iys «++s FOWiy jigip.iz,...ism 1+ FOT IN-
stance)o = {0,1,2} andl is a list of key byte indices which are sequentially obtained
using biases. We assume thgis a minimal set in the sense that there is no strictly
smaller set with samdeduce(lp). We further assume thatis a minimal set in the
sense that there is no strictly smaller set with sdmeo anddeduce(l Ulp). For in-
stance) = (2,3,13,14,15) is minimal forlg = {0,1,2}, butl = (2,3,13,14,15,16) is
not. We definev = (K[i])ici which belongs to a set of sidé, (1) = N*'. Giveni ¢ I,
we Ietdi'_'('“0> be the length of row foK]i] in M(l|lg). Given a tuple(ji)ic) such that
1<) < din('“O) for all i € I, by collecting together thth bias of rowi, we obtain
an agglomerated bias to compuwtérom z and anlp-clue clue. Note that for technical
reasons, we may have to keep elementkaf I. This is why we may have rows for



i €lgin MN(l]lo) with a single bias of probability 1. We let
k(Ilo) = [ """
.U i

be the number of possible agglomerated biases. For com@nieve number the ag-
glomerated biases with an indéxrom 1 tok(l|lp) and each number defines a tuple
(ji)ier- So, thefth bias is defined by = f;(z, clue) with probability

IUL; M(llo)
l D i

where p['j('“(’) is the probability of thejth bias in the row corresponding I5[i] in

Mn(llo).

We letN,(M(1)) be N raised to the power of the number nfbytes andg bytes
appearing in any of the biased equations fifdgh). E.g.,Ny(M(3,13,14/0,1,2)) = N8
since biases foK[3] are based om; andz;, and biases foK[13] andK[14] are based
on z13, Z14, andz;s. We further needV to computeS. So, we have 8 bytes in totad:
fori € {3,4,13,14,15} andIV. Given a key strears we defingu=h"(")(z clue) as the
vector of allz andclue bytes which are useful. We define= 1‘['_'(I> (W).

For simplicity, we writell, k, Ny, Ny, pe, h, and f, whenl andlg will be made
clear from context. That is, the rangetofias sizeéN,, andf, goes from a domain dfj,
elements to a range of, elements.

In the following, we use

k

dj
[lez (ji_)zi€| i P nglpl’J

1<jj<d;

for an integes, and

o <z§1<m_$v>6>é - (;(?) Sai(—m)—‘>é

€e is called thecumulated bias of order.elhe table below gives a few examples of
cumulated biases.

lo | Ny k M €1 € €4
{0’1’2} (3’13’14) 224 23 N8 2—21.37 2—22.792—23.40
24 ~8.81 Nj20 »—16.60 »—20.79 »—22.69

{0,1,2} (15,3,14) 224 2881 N20 2 2 2
32 511.13 \j23 »—21.82 »—27.19 »—29.69

{0,1,2} (15,3,13,14) 232 21113 N23 2 2 2

2.5 Conditional Biases in RC4

We extend the notion of bias to the notion of conditional biéle now assume that for
eachi we haved; functionsf; j and corresponding predicatgg such that

Pr[K(i] = fj(z clue)|j(z clue)] = pj



for some probabilityp; # % We further define

Pr(gj(z clue)] = q;

and callg;j the densityof the bias. For simplicity, we assume that for some given
z, andclue, all suggestedi(z clue) whengj(z clue) holds, are pairwise distinct. We
further assume that the evet§i] = f;(z clue) with differenti’s are independent. We
will also assume that; andg; are of formf;(z clue) = fj(h(z clue)) andgj(z clue) =
0j(h(z clue)) wherep = h(z clue) lies in a domain of sizé\,,.

We use the conditional biases in Table 5. All of them ex&p¥_db were taken
from Korek [18] (they can be extracted from Aircrack, se8g). We used some new
formulas to compute their probabilities which are given jpp&ndix.

Given two minimal sets of byte indicég andl as in the previous section, we also
make a tabld1(l|lg) and collect a list of agglomerated biases in which probabilities
and densities are multiplied. We define

k k
= ) Qe
S=>qp; . =Y —g 0
2 21

and
- e/z <p,_—> :\/20 )i
k e
=N) _ e e ( _i>:e N0
e J%l—ﬁ—i i) {5, (Rem
iNX) resp. se Vis the regulaise resp.ge with a special correcting factor depending on

some valueNy. This correction may look arbitrary. It will appear in theadysis of
Section 3. Thes values can be computed easily by

S= Z QijiPrj = ZCIIJPH
(i)ier 1€ el j=1
In the sequel, wheq, # 1 we assume < 1 to approximate—ty ~ 1+ g7 1q,-1. So,
- 11

we computes(eNX) like for s but add a fraction of the regulag term for unconditional
biases.

d.
—(—Nx i, j; Se ' e
—p; i + ai,j b7
%@l 1_ qJ. i,Ji Ny — 1 Dgl I,

The approximation is very useful to estima&%”_with low complexity. Namely, we can
compute all usefute’s in time o (ed) whered is the total number of biases, although
the number of agglomerated biaseis of orderd” which can be very large.



2.6 More Definitions

We denote

1 A 1 A
q)()\):\/?_[/;me 7 dx= Eerfc <_ﬁ)
In particulard(—A/v2) = 3erfc(3).

3 Attacking Weak Bits Based on Biases

There are 8 bits of K that we callweakbecause they have a simple relation with bits in
PPK. These bits consists of the 7 most significant bit$ Kf0] and the least significant
bit of TK[1]. We will define statistical attacks using the following mamys:
2" Ivm h H Ly LN
if 9e(W)

Here,Z" is themth keystream usingv/™, pis a compressed information to compute
some RC4 key bytes which are used to compyisme information aboufK which
we want to recover using statistics. We defifiethe number of possible values far

3.1 First Attack: Recovering some Weak Bits ofTK

We usdo = {0,1,2} andl = (2,3,13,14). GivenK|[2], K[3], K[13], K[14], the adversary
can comput&[3] = K[3] — K[2] andK[14] = K[14] — K[13]. We have

PPK([5] = K[15]|[K[14]
K[3] = low8((PPKI[5] & (TK[1]|| TKI[O])) > 1)
So, givenv = (K[2],K[3],K[13],K[14]) the adversary can compute= high7(TK|0])
by

(V) = low7((K[3] — K[2)) & ((K[14 — K[13) > 1))

N, = 232 s the total number of possibles andN, = 27 is the total number of possible
x's. We havel\, = 248, the total number ofi = h(z 1V).

We can recover the 7 weak bits as follows: for each candiddteey, each packet
m, and eaclY = 1,... k (corresponding to a tupléjz, js, j13, j14)), if agglomerated
conditiong,(h(z",IV™)) holds, we defines = f;(h(Z",IV™)) the value of RC4 key
bytes suggested by bigson packetm, which is correct with probabilityp,. We let
x = T(v) the suggested value afcomputed as explained. We Mt ,, be some magic
coefficienta, (to be optimized later) ift( f,(h(Z™,1IV™))) = x and 0 otherwise. We let
Y« =31 _15K_; X«m¢ Wheren is the total number of packets to be used. Clearly, the
correct value fow is suggested with probability, and others are obtained randomly.
We assume incorrect ones are suggested with the same p'rlyb%;@_ﬂl

If xis not the correct value, it is not suggested for sure whisrcorrect. Sincetis
balanced, this incorrecxthas,\,&x valuesv belonging to the set df, — 1 incorrect ones.

10



So,x is suggested with with probabilit%; X H. So, theXym, for incorrectx’s are
random variables (r.v.) with expected values

— P

ayqeNy m

if xis not the correct value.
If xis the correctvalue, it is suggested with probabititfor the correct and when
v is one of the=—X ‘NX e=—X (incorrect) preimages of by 1t That is, with overall probability

pe + T x &b—fi- So, theXym, for the correck are r.v. with expected values

—pr Ny pr —
(Nv NN —1) XN T

The difference between these two expected values is imgdata it is not the same
for the variance. Since everys suggested with probability rough&t we assume that

the variance of alK,m, can be approximated b&i (1 ) a/ Let A be the operator
making the difference between distributions for a gacmhd a bad one. We have

E(Ybad) = Wn—m) ;azqz (1—pr)

aqe (pz - —)
zq_ @

V() & ;a/ v (1-1)
WhereE(Ysaq) denotes the expected value of gnvariable for any badc. Here, we
removed the subscrigtof Yy in AE(Y) andV(Y) since these do not depend on a specific
value forx. LetA be such thaAE(Y) = A/V(Y). The probability that the corret is
lower than any wrongfx isp=1¢ (—7) That is, the expected number of wroxg
with largerYy is

aéQva

AE

= (Ne— 1)0 (—\%) (1)

So,
29 Q¢

nea(1- LY ZWN( N_*)
)

N drady (pé—%))z

By derivating both terms of the fraction with respectt@and equaling them, we obtain
that the optimal value is reached for

et o)
CNe—q e Ny
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This leads us to

Ny
AE(Y) = (%2
Ny
n
vY) = @)
A2 12
ne <1_ _) @)
Ny (;ZNX)) Ny

So we can see where the correctio@'?‘f) appears.
The attack works as follows:
. setl =(2,3,13,14) andlg = {0,1,2}
initialize theYy counters to 0
. form=1tondo
for {=1tokdo
if go(h(z™,IV™)) holdsthen L
computev = f,(h(Z",1IV™)), the suggestetK[2],K[3],K[13],K[14])
computex = 1(v)
incrementy, by a; = %qk (p{ - %)
end if
end for
11: end for
12: outputx = argmax Yy
Clearly, the time complexity igk. The complexity is measured in terms of number of
times theif structure is executed. This should have a complexity wisobssentially
equivalent to executing thghase2 key derivation. The memory complexity has the
order of magnitude ofly. Here is a variant:
1: setl =(2,3,13,14) andlg = {0,1,2}
- initialize a tableyk to 0
: for £=1tokdo
for all possibleu such thag, () holdsdo
computex = 1t(f (W)

incrementyk by a, = NXNfE (pg — %)
end for
end for
initialize theYy counters to O
:form=1tondo
11: for all xdo
12: computeu = h(z", IV™)
13: incrementYy by y&
14: end for

© O NoaA~rWDNR

=
=4

©ooN o arwN

=
o
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15: end for
16: outputx = argmax Yy
Now, the time complexity i& k4 Nyn and the memory complexity i8,Ny. So, let say
that the complexity is
¢ = min(nk, Nuk 4 Nyn) (3)

The two complexity curves cross far= Nukme ~ Ny whenNy < k.

Forl = (2,3,13,14), we haveN, = 2%2, N, = 248, andNy = 2. The complexities
with and without using conditional biases are summarizetainle 3. As we can see,
when ignoring the conditional biases, we need about 30% mackets but the com-
plexity is much lower becaudeis smaller. So, conditional biases do not seem useful in
this case.

3.2 Second Attack

Letlo={0,1,2},1 = (15,2,3,14), andx = low1(TK[1]) be the last weak bit. GivelV

andv = (K[2],K][3],K[14],K[15]), we deduce = T(v) by
T(v) = high1((K[3] — K[2]) & (K[15] — K[14]))

So, we apply the first attack with thisandNy = 2. Since 152 | we have more biases.
We haver, n, andc from Eq. (1), Eq. (2) and Eqg. (3).

Forl = (15,2,3,14), we haveN, = 232, N, = 28, andN = 2. The complexities are
summarized in Table 3. Again, conditional biases are not useful. We can also see
that this choice of leads to a much better attack than the one from Section 3etnmst
of n but the complexity is slightly higher. This is due to a larger

3.3 Merging Attacks

Given two attacks with sets resp.I2 for recovering independert resp x? leading to
characteristic¥y resp.YZ, ¢! resp.c?, n resp.n?, \! resp.A?, one problem is to merge
the sorted lists ox* andx?. One can follow the approach by Junod-Vaudenay [15]. We
sort pairs following their likelihood ratio, which is obtegd by multiplying the likeli-
hood ratio of both terms. We assume thath-iIhre independent, normally distributed
with varianceV (Y'), and expected value eithExY,_,) or E(Y,_,) +AE(Y'). Givenx,

the ratio forx being the correct value based on the obseranpis

) . N2
(Y)'(i —E(Y]q)—RE(Y! ))

S 1 . V(YD)
Pr[Y)ii X' good] B 2m/(yi>e
PrY; X wrong] (Y)i(i -E<Yti>ad))2
S T




So, when multiplying some terms of this form for pairs of \@dusorting them by
decreasing product is equivalent to sorting them by detrgaslue of
AE(YY) AE(Y?)
_v1 2
Yxl,Xz == YX1 V(Yl) +YX2 V(YZ)
With same assumptions as in [15], we are back in the situatlfwreY,: ,> is normally
distributed. We have

(BE(YY)?  (AE(Y?))?

So,A = v/(A1)24(A2)2, and the average number of wroft,x?) pair with higher

score than the good oneris= (NIN2 — 1)¢(—%). Overall, we can use

)\2

(va) 2 (ne) \?
Ny (Ezl_ 1(1)> + N (521_ 1<2)>
NG NG

andc = ¢! 4 ¢? by using Eq. (3) foc! andc?. We can use these merging rules to merge
the two previous attacks. We obtain the results from Table 3.

Table 3 shows the complexity when merging the previous ledtsm recover the 8
weak bits ofTK. We compare it with the attack using a merged sitectly. As we can
see, merging attacks with smél is much better.

Table 3. Complexities of several attacks to recoverJdy bits fromTK. We compare them when
including conditional biases and without. We provide thenber of packets, the running time
complexityc, the expected numberof better wrong values, as well as parameters = E<2NX>,
A, andN,. Except wheNk = 2 for which it would not make any sense, we target % (that is,

the correct value has the higher score in half of the caseghty). We usedy = {0,1,2}.

Ng| k € A [Ny | Ny |cond. biases
27| 2300[2-2165|3 76(232| N8 |  without

27 212.17 2—21.44 3.76 232 NlO with

2| 28811218620 95/232|N20|  without

2 218.37 2718.56 0.95 232 N22 with

28 4.08 without

28 4.08 with
28|2111412-258114 08l 20IN23) - without

28 224.01 2—25.65 4.08 240 N25 with

reference | n c
1u| Section 3.1 (2,3,1314) [27013]2%313
1c| Section3.1| (2,3,1314) |23970/25187
2u| Section 3.2| (15,2,3,14) (2361024491
2c| Section 3.2| (15,2,3,14) |23598/25435

3u/merge 1u+2u 239.33|48.17
3c|merge 1lc+2¢ 239.05(957.43
4u (15,2,3,13,14)( 24767 25881
4c (15,2,3,13,14)|247:36| 27137

NN N NI R A R NN S

We may think that we could get better results by using theergctorY instead of
Yy only to compute the likelihood ratio of By redoing the computations, we obtain

PrY|x good] B PrY|x' good] B Nx—1
PriY|x' wrong] lel——l Y xx PY|x good] ZX,#Xe(YX,—Yx)ﬂY)

V(Y)
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Whenx is good and( is bad, the exponential in the sum is of ordet. Whenx is bad

andx is good, it has orde?*. When both are bad, it has order’*. So, we have to com-

pare one ratio of orde? to others of ordelm We know that a wrong ratio

is higher than the good one with probability—A/+/2). When multiplying the inde-
pendent likelihood ratios for* andx?, if we approximates , ,a F(Xy) ¥ .10 G%) ~
Y (% ) £(xL.52) F(x1)G(x;), we obtain a likelihood ratio of same form based\gn,..
This validates the above rule of the thumb for sorting paiti®wving theirY,; . score.

4 Attack on WEP

We apply the first attack witk = v: we only want to recover key bytes which are the
same for all packets. This attack produces a ranking of plesss in a form of a list2
by decreasing order of likelihood.
We use the following attack:
: compute the rankings for | = (15) andlp = {0,1,2}
. for eachkysin £15do _
run recursive attack on inplts
: end for
5: stop: attack failed B
recursive attack with input (k15, k3, S kiz1):
6: if i <imaxthen
7:  compute the ranking,; for | = (i) andlp = {0,...,i— 1,15}
8: truncatez; to its firstp; terms
9: for eachk; in £j do

B wN P

10: run recursive attack on inp(k;s, ks, ..., ki—1,k)
11: endfor
12: else _ _
13:  for eachki . +1,.-.,Ki4 do
14: test key(ks, .. .,kis,kis) and stop if correct
15:  end for
16: end if
Letg = 82 ( [0,...,i—1,15)fori =3, ... imaxandeis = §<sz> (15/0,1,2) be thee

used by the attack of]i ] Similarly, letNy =N, = N, andri, ki, A;, ¢ be their parameters
following Eq. (1,2,3). LetR; be the rank of the corre(n value inL;. We know that

E(R) = ri. We can easily see th&t(R) = r; ( ) By using the law of large

numbers, the probability th& is lower tharp; isu; = ¢ <%> so the success
T N1

probability isﬂ:f}j u; and the complexity is

C=C15+T15(Ca+P3 (Ca+Pa (- Cipay + PiaiN™ 1™+ ))

"
lel) for

somea. The success probability ifs(a)'m—2. We can adjustt = ¢‘1(2"malx—2) S0

To approximate the optimal choice pfs, we setp; = ri + a4 /r; (
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that this becomes 50% and we obtaiim terms ofn. Computation shows that figures
are better foimax = 14. For this, we have ~ 1.588. We plotted logc in terms ofn on

Fig. 3.

Complexity over the Number of Packets (Success Probabilitg)

100
o 80 \
g N
> 60 ™
2 N
x
é 40 \\
3 20 \\
0

0 1000 2000 3000 4000 5000 6000 7000 8000

Number of Packeta

Fig. 3. Logarithmic complexity in terms of data complexity for bkésg WEP

Note that this computation assumes real values fop¥heSince they must be inte-
ger, the real complexity may be slightly higher. For insevithn = 4000, the plotted
complexity is 2492, With integral values, we can try with; = 5 for i = 3,5,6 and
pi =4 fori =4,7,8,...,14. We obtairc = 22435 and a success rate of 51%.

Note that without the conditional biases, the same analyitlis4 000 gives a com-
plexity of 206, So, these biases make a huge difference in this case.

5 Attack on WPA

5.1 Distinguishing WPA

The first attack can be turned into a distinguisher as folloWtee expected value and
variance of the corredf are roughlyE(Yead) +A+/V(Y) andV(Y). The random vari-
ableYy is larger thail = E(Ypaq) +A'+/V (Y) with probability¢ (A —A’). Now, if we re-
place the WPA packets by some random sequences, the coalhterge expected value
E(Ybad) @nd variance approximately(Y). The probability that a given counter exceeds
T is d(—A’). The probability that any counter exceeds this is lower g —\’). So,
the condition maxYy > T makes a distinguisher of samendc as in the first attack,
and with advantage larger théuA — ") — Nyd (—A’). We find the optimad’ = % + '”TNX

So0,Adv > 3 with
A InNg A InNg
BZ"’(E‘T )‘NX"’(‘E‘T ) @
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We use the same values as before and takdet> % We use Eq. (2) fon, Eqg. (3)
for ¢, and Eq. (4) for a lower boun@ of the advantage. The performances of the dis-
tinguishers are summarized on Table 4. Again, the attackdbasl = (15,2,3,14) is
better in terms of number of packets but not in terms of corifyldt works using 32
packets and complexity*2. The one based on= (2,3,13,14) works with 30% more
packets (2°) with no conditional biases but with a much better compiegfe.

Table 4. Complexities of several distinguishers for WPA. We compiduzem when including
conditional biases and without. We provide the number oketsn, the running time complexity
¢, the bound on the advanta@e as well as parameteks € = §<2N*) or €, A, andN,. We target

B=1. We usedg={0,1,2}.

I | n | c |B|N k | & | A |Ny|Ny|cond. biases
1u[l = (2,3,13,14)[23985|29285]( 5| 27| 2300 |2-2165[3 41[232 N8|  without
lc|l = (2,3,13,14)|23942|25159|0 5| 27| 21217|2-2144)3 27| 232IN10|  with
2ull = (15,2,3,14)|28794|24676\0,5| 2 | 2881 |2-186211 81/232/N20|  without
2¢|l = (15,2,3,14)|28782|25619)0 5| 2 |21837|2-1856/1 81|232IN?2|  with

5.2 Temporary Key Recovery

The results from [27] lead to an “easy” attack on WPA: guegsd®-bitPPK and the

8 weak bits of TK within an average complexity of'93 until it generates the correct
keystream. Then, guess the 96K of another packet in the same segment (with the
weak bits already known). Then, apply the method of [27] toverTK. We improve
this attack by recovering the weak bitsK separately: we know from Table 3 that we
can recover the weak bits 3K by using 28 packets. After having recovered the weak
bits, we note that the 96-bRPK is now enough to recalculaRC4AKEY. So, we can do
an exhaustive search &K for a given packet until we find the correct one generating
the packet. This works with complexity’2on average. We do it twice to recover the
PPK of two packets in the same segment. Given theseFtRid sharing the sami/32,

we recovefTK by using the method of [27]. Therefore, we can recover thepteary
key TK and decrypt all packets with complexity®2 The number of packets needed to
recover the weak bits is*2.

6 Conclusion

We deployed a framework to handle pools of biases for RC4hwtén be used to break
WPA. In the case of the 8 weak bits ®K, we have shown a simple distinguisher and a
partial key recovery attack working witif®packets and practical complexity. This can
be used to improve the attack by Moen-Raddum-Hole [27] tomhawfull temporary
key recovery attack of complexity2using 28 packets. So far, this is the best temporal
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key recovery attack against WPA. In a future work we planudgfurther key recovery
attacks to recover more piecesK with complexity lower than %.

We have shown that conditional biases are not very helpfubfeaking WPA but
they really are against WEP. Indeed, we recover keys witlteess rate 50% by using
4000 packets and a complexity o2
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A Computation of Biases

Biases were computed using the following formulas:

Pra(izt) = PiRe(i.t) + 12 (1~ Pe(i.t)

Pue(1.) = Po)Po(10R (1 1) +
1-Ps
1
— 9

Poos(i,t) = PsPc(i,t) + N_1 (1—PRc(i,t))
Poos(it) = PoPo(i,t) + 3y—3 (1~ Pe(i.t)
Kord(i,t) = ret)PR(1.0) + T o) (1P, 0)
Powvio(i,t) = PapPe(ist) + 1N__Pd1b (1—Pc(i b))
whereP; = 2, Py = (N2)N 2 py = 105 p, — 10338 p, 0038488,
PR = (N2) ) = (%)
Po(i.t) = [l * N ra(t) = (N2)"
Pe(i,t) = PA(i,t)Pa(i,t)Po (1— é)ﬁu% ra(t) = (Ng2) (MM
Po (i) = SO (N2 () () = (8 ()N
P(i,t) = P(i,t)Pa(i,t) (1— &) + & rs(t) = (Ng2)"

These formulas are new. Biases were originally provided pibbabilities fot = —1.
Except for the Korek biases, we have checked that the prifedimatch with an error
less than 4%. The accuracy of formulas for Korek biases drteistlear but orders
of magnitude are correct. They were inspired by [6]. Detaiishow we have got all
formulas are omitted due to lack of space.
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Table 5. Conditional Biases for RC4

If gi holds therK_[i] = f; with probability p;. All biases excepsVV_db are from [18].SVV_db
is from [33].

row | reference f g p
i | Auls 20 % =0,5[]= Kor)
i | Asl13 s o0 -a S =i,z =i Kor}
i [Au13.1 S z]-oi Sl=i,zz=1-i Kor3
i |Aul32 1-o0 Sli]=i,S[1 =0,z =i Kor3
i |Aul33 1-g; Sli]=i, S =1-i,2z=5[1 Kord
i | As51 S Yz] -oi S <i, S[4+ s[s ] =i, z1 # S[1,] Kor}
z #S[S[ I, S[1] #

i | As5.2 [STS[Y-S[2]-ai|s[Y > i, 2+ [ =i, S = 2| Ko
s'isl }f 2]#L5 S-S #2

i | As53 | §12-S[2]-0i [S[1>i0,S[2+S[=i,22=2-5[2,] Ko}
§ 'z £15 'z 72

i [ Ausl (ST S ] -i-oi S =024,z <SS [l -| Korj
j#l,z1#1—

i | Aus2 1- o0 Siz]=215[]=1 Kord

i | Au53 1-o0 S > i, Sl =i, S =S Yz i Korl
§ 'z #1

i >4 Aus4 S Y[z] —oi S =2 SM@+2=1i, Stz #1] Ko}

S 'z # 4

i | As3 §'zl-o  |S[U#2.8[2#0.82+S[1 <SR+ Korg
SIS2+S[L =1 S Tzl 1,8 z] #
2,5 'z #811+5[2

4 |A4s13 S 0] —o4 S[1=2,22=0,S[4#0 Kor3

4 [Asws51l] SIN-2-04 [S[1=2,2#0,S%z]=0 Korl

4 [A4u52] SUN-1-04 [S]=2,2+#0,F z]=2,K[0]+K[1]+| Korj
S =2

i [Anegla 1-o0 S[2=0,S[AJ=2,z2=2 0

i |[Aneg_1b 20 S[2/=0,S[1] = :2 0

i [Aneg2 2— o0 32—0,317&22 0 0

i [Aneg3a 1-o0 SA=1,z-=S22 0

i |[Aneg3b 20 SA=1,z-=S2 0

i |A_neg_4a —0j S[1]=0,§[0=1,z1=1 0

i |A_neg_4b 1-o0 S[A]=0,S[0=1,z=1 0

16 | SVV_db S 10— z=-16 Psvvio(ist)
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