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both the atual behavior of the program and the desirable program behaviorstypially orrespond to an in�nite state transition system (or a system that isfor all pratial purposes in�nite). For example, in an objet-oriented programthere is pratially no upper bound on the number of objets that the programmay reate. A general way to address the problem of in�nitely many states is towork with the �nite desriptions of programs and spei�ations.The fous of this paper is a tehnique for heking that a program onformsto its spei�ation where the spei�ation has the form of an e�et. We haveapplied our tehnique to the heking of e�ets alled modi�es-lauses [15℄. Amodi�es-lause is a spei�ation that requires the program to preserve the valuesin memory loations outside some given region of program state. The preseneof dynamially alloated data strutures implies that the region of state that theprogram may aess, as well as the region of state spei�ed in a modi�es-lause,are not bounded at ompile time. Our analysis tehnique therefore works diretlywith the desription of the program in its guarded ommand form [16℄, and usesthe onept of a data group [15℄ to represent sets of loations of unknown size.The main result of this paper is the orretness proof of our tehnique forheking side e�ets. Our orretness proof applies whenever the spei�ationsatis�es simple algebrai properties: idempotene and re�nement by an emptyommand. We therefore hope that our argument provides a general foundationfor heking program e�ets. To show the orretness of our tehnique, we give aformal semantis to programs and spei�ations, using the re�nement alulus.The re�nement alulus [2℄ is a framework based on weakest preonditionalulus [8℄. It allows expressing both programs and spei�ations in a uni�ednotation with preise semantis based on higher-order logi. Sets of states aremodeled in the re�nement alulus as prediates, here denoted by Pred. Programsand spei�ations are modeled as prediate transformers, here denoted by Trans.A prediate transformer is a funtion from prediates to prediates, whose in-formal meaning is the following. Consider a ommand C modeled by a prediatetransformer t. If a prediate P denotes a set of states after the ommand C,then the prediate t(P ) is the weakest preondition of C with respet to P . t(P )denotes the largest set of states S suh that every exeution of C from a statest 2 S leads to one of the states denoted by P .The re�nement alulus is an expressive framework that naturally models arange of programming language onstruts. When used informally, the re�ne-ment alulus permits a full range of mathematial tehniques for reasoningabout programs. Nevertheless, it is possible to build automated tools that hekre�nement relations for prediate transformers of ertain forms, without requir-ing any interative theorem proving. In this paper we fous on spei�ationsthat are expressed as e�ets. We have implemented a modi�es-lause hekerbased on this tehnique, making use of a theorem prover tailored for programheking [7, 10℄.Side e�ets are a simple yet important lass of program spei�ations. Thepreise information about side e�ets enables a program heker to prove thatproperties are preserved aross proedure alls, whih makes side e�et heking2



an important aspet of tools that inrease software reliability. Side e�ets an bespei�ed at di�erent levels of preision and oniseness, starting from the mostonservative approximation. This property makes side e�ets a good andidatefor lightweight spei�ations. Our initial experiene with the modi�es-lauseheker for C# as well as the previous experiene with ESC/Modula-3 [7℄ suggestthat the annotation burden of speifying side e�ets is aeptable.To show the orretness of the e�et heking tehnique in [15℄, we introdue anew onstrut of the re�nement alulus, in-plae re�nement. In-plae re�nementis an operation vI that takes two prediate transformers t1 and t2 and returnsa prediate: vI : Trans! Trans! Pred(t1 vI t2) st = 8P: (t1 P st)) (t2 P st)Here, st denotes a state and P denotes a prediate. We de�ne the usual re�ne-ment relation between prediate transformers [2℄ byt1 v t2 = 8P:8st: t1 P st) t2 P stAs a onsequene of these de�nitions we havet1 v t2 = 8st: (t1 vI t2) stThe example in Setion 2 shows the usefulness of in-plae re�nement as a toolfor reasoning about e�et heking. In general, we expet the re�nement in-plaeto be a useful addition to the re�nement alulus.2 ExampleWe have disovered the notion of in-plae re�nement in an e�ort to show theorretness of a tehnique for heking that a program  satis�es its e�et spe-i�ation s. We represent eah e�et as an idempotent prediate transformer sand require s to be re�ned by the skip ommand.A simple tehnique to hek that a program  re�nes an e�et s is to show that0 re�nes s for every ommand 0 in program , and then use the idempotene ofs. Unfortunately, this simple tehnique fails to show that the following program does not modify elements of the array a for indies other than 0; 1; 2; 3; 4: : if (abs(j) < 3) fif (j > 0) fa[j℄= 1g else fa[�2 � j℄= 1gg 3



Let r denote a region of store onsisting of array elements a[0℄; a[1℄; a[2℄; a[3℄; a[4℄.It is easy to see that an exeution of program  an only modify loations inr. Let havo r denote the prediate transformer that may nondeterministiallymodify any loation in r. For s = havo r we then havehavo r v  (1)However, it is not the ase that havo r v 0 for every ommand 0 in program. For example, the subommand0 = (a[j℄= 1)does not re�ne havo r, i.e. havo r 6v (a[j℄= 1)The reason why the simple tehnique fails is that the individual ommands suhas 0 are taken out of the program ontext, and the information about the valuesthat variables suh as j may take is lost.To overome limitations of the simple tehnique, we present a tehnique basedon ontext-dependent heking of re�nement. Our tehnique an be justi�ed us-ing the in-plae re�nement operator. To hek re�nement (1), we instrumentprogram  with assert ommands. If P is a prediate on program states, thenommand assert P denotes a ommand that does nothing if the initial state sat-is�es P , and \goes wrong" otherwise. A program that \goes wrong" terminatesthe exeution in an undesirable way. After instrumenting program  aordingto our tehnique, we obtain program 0:0 : if (abs(j) < 3) fif (j > 0) fassert (havo r vI (a[j℄= 1))a[j℄= 1g else fassert (havo r vI (a[�2 � j℄= 1))a[�2 � j℄= 1ggThe way we make sure that the instrumented program 0 does not go wrong isby proving a veri�ation ondition. Namely, in Setion 5 we show that if theveri�ation ondition derived from the instrumented program is valid, then there�nement relation of form (1) holds. This is the result we intuitively expetto hold. This intuition is reeted in the fat that it is straightforward to showthe result for prediate transformers generated by transition relations on states.4



What we show in Setion 5 is that the result holds for all onjuntive prediatetransformers, inluding the miraulous prediate transformers [1℄.By introduing the in-plae re�nement prediate we redue the ontext-spei� re�nement heking to the task of heking the validity of veri�ationonditions. Our tehnique an therefore easily be inorporated into a general-purpose program heking tool suh as [10℄, whih is based on veri�ation on-dition validity heking and an detet a variety program errors suh as nullpointer dereferene, array out of bounds violation, and violations of programmer-spei�ed invariants. Modi�es-lause heking is an important omponent of suha tool beause it enables a sound, modular, and preise heking of proedurealls and method invoations.3 PreliminariesLet A ; B denote the set of partial funtions from set A to set B and A !B denote total funtions from A to B. We assume (A ! B) � (A ; B),moreover, every partial funtion f 2 A; B is a total funtion on its domain: f :(domf)! B. We use the syntax of higher order logi, with funtion appliationdenoted by juxtaposition. When writing expressions we assume that the priorityof funtion appliation denoted by juxtaposition is higher than the priority ofin�x operators. We assume that funtions are urried. We identify subsets of aset A with funtions A! Bool. We de�ne funtion override, written �, by� : (A; B)! (A; B)! (A; B)(g � f) x = (f x; if f x is de�nedg x; if f x is unde�nedLo (set of loations)Value (set of values)Bool = ffalse; trueg (truth values)State = Lo! Value (program state)Update = Lo; Value (state update)Region = Lo! Bool (set of loations)Pred = State! Bool (prediates on states)Trans = Pred! Pred (prediate transformers)Fig. 1. Basi Sets5



Figure 1 summarizes the de�nitions of some basi sets of objets. We pos-tulate a set of loations Lo and a set of values Value. We think of a loationl 2 Lo as modeling an assignable memory loation of a omputer store, whereevery loation holds information representing some value v 2 Value. The preisestruture of sets Lo and Value is not important for the purpose of this paper. Astate st 2 State is a total funtion from loations to values. A prediate P 2 Predis a funtion from states to the set of truth values Bool. We denote prediates byapital letters P;Q, possibly with subsripts. Prediates form a lattie, moreover,the lattie of prediates is a boolean algebra. We write P1 � P2 for the lattieorder between prediates in the lattie. We write P1 ^ P2, P1 _ P2, and :P1 foronjuntion, disjuntion, and negation of prediates. Eah prediate transformert 2 Trans is a total funtion from prediates to prediates. Prediate transformersalso form a boolean algebra. assert : Pred! Transassert Q P = Q ^ Passume : Pred! Transassume Q P = :Q _ Passign : Update! Transassign f P st = P (st� f)Fig. 2. Basi Prediate Transformers; : Trans! Trans! Trans(t1 ; t2) P = t1(t2 P )�A : (A! Trans)! Trans�A f P = 8a : A: f a PFig. 3. Sequential Composition and Demoni ChoieFigure 2 de�nes basi prediate transformers assertQ, assumeQ, and assign f .We de�ne skip = assume true.We build new prediate transformers from the existing ones using the follow-ing two operators:{ sequential omposition \;" (funtion omposition of prediate transformers);{ demoni hoie \�" (universal quanti�ation).6



Figure 3 shows the semantis of these two operators. Demoni hoie �A ispolymorphi in the type A of the hoie set; we require A 6= ; and omit A from�A if it is lear from the ontext. We an de�ne the familiar binary demonihoie 2 as a speial ase of the unbounded hoie � , by(t1 2 t2) = �f; wheref :: Bool! Transf x = ( t1; x = truet2; x = falseFrom the de�nition it follows(t1 2 t2) P = (t1 P ) ^ (t2 P )Of speial importane for approximating prediate transformers is the havoommand, de�ned as follows:havo : Region! Transhavo r = �(�f : (r ! Value): assign f)We say that a prediate transformer t is positively onjuntive i� for all funtionsf : A! Pred where A 6= ; t(8x: f x) = 8x: t(f x)In this paper, the term \onjuntive" means \positively onjuntive". If a pred-iate transformer is onjuntive, it is also monotoni with respet to the under-lying lattie order [9℄. We denote the set of onjuntive prediate transformersby CTrans. All prediate transformers in Figure 2 are onjuntive. Moreover,sequential omposition and demoni hoie of onjuntive transformers is a on-juntive transformer.We assume that programs are onstruted from the basi prediate trans-formers in Figure 2 using demoni hoie and sequential omposition. Demonihoie with assume ommands models onditional ommands suh as if . Con-ditional ommands and sequential omposition an express arbitrary straight-line ode. Furthermore, if we assume that eah proedure has a spei�ation interms of other prediate transformers suh as havo, we an perform onservativeheking of arbitrary reursive proedures.We all a prediate transformer s suh that s v  an e�et of the ommand. We use the term e�et to denote any prediate transformer s that is meant tobe used as a spei�ation for some ommand.A prediate transformer s is idempotent i�s v s ; sA prediate transformer is a may-transformer i�s v skip7



Note that an idempotent may-transformer satis�es s ; s = s. An idempotente�et is an e�et that is an idempotent prediate transformer; a may-e�et is ane�et that is a may-transformer.4 An E�et Cheking TehniqueWe �rst show how to transform the heking of re�nement s v  into a veri�a-tion ondition. The following holds:s v = 8st: (s vI ) st( 8st: (s vI )st ^  true st= 8st: assert (s vI ) ( true) st= 8st: (assert (s vI ) ; ) true stFor a given spei�ation s, de�neheks  = assert (s vI ) ; We have thus redued heking re�nement s v  to heking whether the instru-mented program 0 = heks has the property 0 true = true (2)We write simply hek  instead of heks  if the spei�ation s is lear fromthe ontext.We have thus obtained the following Proposition 1.Proposition 1. If (heks ) true = true then s v .One diÆulty with heking (2) is that program  may have a ompliated stru-ture, so it may be unlear how to hek whether prediate s vI  holds. We there-fore transform the instrumented program 0 into another instrumented program00 suh that:{ 00 v 0 and{ the in-plae re�nement heks in 00 are of the form s vI 0 where 0 is oneof the basi transformers in Figure 2.To show (2), we attempt to prove (00 true = true). If 00 true = true holds, weonlude (2) as follows: true= 00 true� 0 true� true8



We next desribe how to obtain the instrumented program 00. To obtain 00we need to assume that the prediate transformer  is given by some syntax treeC. Let [[ ℄℄ be an interpretation funtion mapping syntax trees to prediate trans-formers. We write ;, �, assert, assume, assign for the syntax tree ounterpartsof ;, � , assert, assume, assign. We thus have[[;℄℄ = ;[[�℄℄ = �[[assert℄℄ = [[assert℄℄[[assume℄℄ = [[assume℄℄[[assign℄℄ = [[assign℄℄We extend the relation [[ ℄℄ to syntax trees in the natural way:[[C1 ;C2℄℄ = [[C1℄℄[[;℄℄[[C2℄℄[[�f ℄℄ = [[�℄℄(�x: [[f x℄℄)We also de�ne the syntati ounterpart to hek:hek C = assert (s vI ) ;CWe next de�ne a funtion instr that instruments syntax trees. Suppose thatthe ommand  is written using a syntax tree C, so that  = [[C℄℄. We then let00 = [[instr C℄℄We de�ne the funtion instr by indution on the struture of a syntax tree:instr (C1 ;C2) = (instr C1) ;(instr C2)instr (�f) = �(�x: instr(f x))instr (assert Q) = assert Qinstr (assume Q) = assume Qinstr (assign f) = hek (assign f) (3)To see how the instr transformation simpli�es e�et heking, suppose s =havo r and 0 = assign f . Then by de�nition of s, , havo r, and assign f ,we have: (s vI 0) st = (havo r vI assign f) st= 8P:�(8f 0 2 (r ! Value):assign f 0 P st))assign f P st�( dom f � r 9



To ensure that re�nement s vI 0 holds, it therefore suÆes to hek thatloations assigned in the assignment ommand 0 are inluded in the loationsspei�ed by the havo ommand s.Aording to our de�nition, instr performs all the heks at the leaves of thesyntax tree. In general, we may stop the reursive appliation of instr and applyhek at any point in the tree. To apture this idea we de�ne a redution relation7! with the property hek C �7! instr Cwhere �7! is the reexive transitive losure of 7!. De�ne �rst relation � on om-mands by hek (C1 ;C2) � (hek C1) ;(hek C2)hek (�f) � �(�x: hek (f x))hek (assert Q) � assert Qhek (assume Q) � assume Q (4)Next, de�ne 7! as the ongruent losure of relation � i.e. de�ne 7! as the leastrelation suh that D[C1℄ 7! D[C2℄for all ontexts D[ ℄, and all ommands C1 and C2 suh that C1 �C2.5 Corretness of E�et ChekingThe entral result of this paper is the following theorem.Theorem 2. Let C1 and C2 be terms denoting onjuntive prediate transform-ers. Then C1 �7!C2implies [[C2℄℄ v [[C1℄℄The rest of this setion is devoted to the proof of Theorem 2.First, sine �7! is the reexive transitive losure of 7!, and the relation v isreexive and transitive, it suÆes to show thatC1 7! C2implies [[C2℄℄ v [[C1℄℄. We next observe that the monotoniity properties in Propo-sitions 3, 4, 5 hold.Proposition 3. Let x and y be prediate transformers suh thatx v yThen for eah prediate transformer zx ; z v y ; z10



Proposition 4. Let x and y be prediate transformers suh thatx v yThen for eah monotoni prediate transformer zz ;x v z ; yProposition 5. Let A 6= ; and let f : A ! CTrans and g : A ! CTrans beparameterized families of prediate transformers. If for all a 2 Af a v g athen �f v �gFrom Propositions 3, 4, 5 by indution it follows that all we need to prove isthat C1 �C2implies [[C2℄℄ v [[C1℄℄. By De�nition (4), we prove the following fats:(hek 1) ;(hek 2) v hek (1 ; 2) (5)�(�x: hek (f x)) v hek (�f) (6)assert Q v hek (assert Q) (7)assume Q v hek (assume Q) (8)We proeed to show eah of the properties above. Property (5) follow fromProposition 8 below. To show Proposition 8 we use Lemma 6 and Lemma 7.Lemma 6 is a simple fat used in Lemma 7.Lemma 6. Let s;  be prediate transformers and P a prediate. Thens P ^ (s vI ) �  P (9)Proof. By applying (9) to an arbitrary state st we obtains P st ^ (s vI )st )  P stwhih is a diret onsequene of the de�nition of vI .Lemma 7 is the plae where we need onjuntivity of ommands.Lemma 7. Let s2, 1, 2 be prediate transformers suh that 1 is onjuntive.Then 1(s2 vI 2) � (1 ; s2 vI 1 ; 2) (10)11



Proof. Beause 1 is onjuntive, 1 is monotoni. From Lemma 6 we thereforeonlude that for all prediates P1(s2 P ^ (s2 vI 2)) � 1(2 P ) (11)To show (10) let st be any state satisfying1(s2 vI 2) st (12)We need to show that for all prediates P ,1(s2 P ) st ) 1(2 P ) stSo let P be an arbitrary prediate and assume1(s2 P ) st (13)Beause 1 is onjuntive, from (13) and (12) we onlude1(s2 P ^ (s2 vI 2)) stNow from (11) we have 1(2 P ) stProposition 8. Let s1; s2; 1; 2 be prediate transformers suh that 1 is on-juntive. Thenassert (s1 vI 1) ; 1 ; assert (s2 vI 2) ; 2 vassert (s1 ; s2 vI 1 ; 2) ; 1 ; 2Proof. By de�nition we need to show that for every prediate P and every statest (s1 vI 1) st ^ 1((s2 vI 2) ^ (2 P )) st )(s1 ; s2 vI 1 ; 2) st ^ 1(2 P ) st (14)Assume (s1 vI 1) st (15)and 1((s2 vI 2) ^ (2 P )) st (16)Beause 1 is onjuntive, 1 is monotoni, so from (16) we onlude1(2 P ) stwhih is the seond onjunt in the onlusion of (14). It remains to show the�rst onjunt i.e. that for every prediate P1,s1(s2 P1) st ) 1(2 P1) st (17)12



Let P1 be an arbitrary prediate. From (16) and monotoniity of 1 we onlude1(s2 vI 2) stApplying Lemma 7 we onlude(1 ; s2 vI 1 ; 2) stwhih implies 1(s2 P1) st) 1(2 P1) st (18)On the other hand, from the assumption (15) we onludes1(s2 P1) st) 1(s2 P1) st (19)From (18) and (19) we onlude (17).The following Corollary 9 follows from Proposition 8 by taking s1 = s2 = swhere s is idempotent.Corollary 9. Let s; 1; 2 be prediate transformers suh that 1 is onjuntiveand s ; s v sThen assert (s vI 1) ; 1 ; assert (s vI 2) ; 2 vassert (s vI 1 ; 2) ; 1 ; 2This ompletes the proof of Property (5).Property (6) follows from the following proposition.Proposition 10. Let s be a prediate transformer and f : A! Trans an indexedfamily of prediate transformers. Then�(�x: assert (s vI f x) ; (f x))= assert (s vI �f) ; �fProof. Let P be an arbitrary prediate and st an arbitrary state. By de�nitionit suÆes to show 8x: (s vI f x) st ^ f x P st= (s vI �f) st ^ (�f) P stWe have 8x: (s vI f x) st ^ f x P st= 8x: (8P 0: s P 0 st ) f x P 0 st) ^ f x P st= (8P 0: s P 0 st ) 8x: f x P 0 st) ^ 8x: f x P st= (8P 0: s P 0 st ) (�f) P 0 st) ^ (�f) P st= (s vI �f) st ^ (�f) P st13



To show Theorem 2 it remains to show that we may simply drop the in-strumentation hek in front of assert and assume ommands. Here we use theassumption that s is a may-e�et.Proposition 11. Let s be a prediate transformer suh thats v skipand let Q be a prediate. Thenassume Q = assert (s vI (assume Q)) ; (assume Q)Proof. Beause s v skip v assume Qwe have (s vI assume Q) = trueso assert (s vI assume Q) = skipProposition 12. Let s be a prediate transformer suh thats v skipand let Q be a prediate. Thenassert Q =assert (s vI assert Q) ; assert QProof. Let P be an arbitrary prediate. We need to showQ ^ P = (s vI assert Q) ^Q ^ Pwhih is equivalent to (Q ^ P ) � (s vI assert Q)Let st be an arbitrary state. Assume (Q st) and (P st). We show that for allprediates P 0 s P 0 st ) Q st ^ P 0 st (20)Let P 0 be a prediate suh that (s P 0 st). Beause (s v skip), we onlude (P 0 st).We have previously assumed (Q st), soQ st ^ P 0 stHene, (20) holds.We have thus ompleted the proof of Theorem 2.We an summarize the orretness of our tehnique as follows. Let C bea syntax tree, let  = [[C℄℄, and let s be an idempotent may e�et. Let C1 =hek C, let C1 �7!C2, and let 00 = [[C2℄℄. If 00 true = true, then [[hek C℄℄ true =(hek ) true = true by Theorem 2, so s v  by Proposition 1.14



6 Some ConsequenesAn important example of an idempotent may-e�et s is s = havo r.Proposition 13. Let r be an arbitrary set of loations. Thenhavo r v skipand havo r v havo r ; havo rWe next exhibit a slightly more general form of an idempotent may-e�et. Firstwe show Lemma 14 that allows aneling of assume and assert statements.Lemma 14. Let Q0 and Q1 be prediates. Thenskip v assume Q1 ; assert Q0 (21)i� Q1 � Q0Proof. By de�nition, (21) holds i�8P: P � (:Q1 _ (Q0 ^ P )) (22)whih an be easily shown equivalent to Q1 � Q0.Proposition 15. Lets = assert Q0 ; havo r ; assume Q1where r is a set of loations and Q0 and Q1 are prediates suh that Q1 � Q0.Then s v s ; sProof. By Lemma 14 and Proposition 13.Proposition 16. Lets = assert Q0 ; havo r ; assume Q1where r is a set of loations and Q0 and Q1 are prediates suh that Q0 � Q1.Then s v skipProof. By shunting rules [2, Page 223℄, s v skip is equivalent tohavo r v assume Q0 ; skip ; assert Q1The result then follows by Lemma 14 and Proposition 13.From Proposition 15 and Proposition 16 we obtain the following Corollary 17.15



Corollary 17. Let Q be a prediate and r a set of loations. Thens = assert Q ; havo r ; assume Qis an idempotent may-e�et.Corollary 17 and Theorem 2 imply that our tehnique for e�et heking isappliable to the e�ets of the forms = assert Q ; havo r ; assume QSuh e�ets apture the following idea: if all ommands preserve the invariant Qand hange only loations in r, then the entire program preserves the invariantQ and hanges only loations in r.We next give some simple rules for onstruting e�ets.Proposition 18. Let s1 and s2 be idempotent e�ets suh that:s1 ; s2 v s2 ; s1Then s = s1 ; s2is an idempotent e�et as well. Moreover, if s1 v skip and s2 v skip then s v skipas well.De�ne Kleene iteration s� of a prediate transformer s as a demoni hoieof all �nite sequential ompositions of s. More preisely, given an e�et s, de�nef : Nat! Trans where Nat is the set of nonnegative integers byf 0 = skipf (k + 1) = s ;(f k)and let s� = �fProposition 19. Let s be positively onjuntive transformer. Then s� is anidempotent may-e�et.Proof. Clearly, s� is a may-e�et beause it is a demoni hoie with skip. Foridempotene, show s� v s ; s�and then use indution and lattie properties.16



7 Related Work[1℄ and [18℄ ontain a systemati introdution to the re�nement alulus. [5,19℄present appliations of the re�nement alulus to program derivation. To the bestof our knowledge, we are the �rst to introdue the notion of in-plae re�nementinto the re�nement alulus.In this paper we have shown that spei�ation ommands [17℄ of a speialform an be used as e�ets and heked against a program on a per-ommandbasis.[12℄ uses a type system ontaining e�ets as elements of a ommutativeidempotent algebra, whih is similar to our requirement on idempotent may-e�ets. Type systems supporting e�et heking in objet-oriented programsinlude [3, 4, 6, 11℄.In ontrast to most type system approahes for e�et heking, our e�etheking approah is ow-sensitive. Flow-sensitivity is essential for dealing withaliasing in an objet-oriented programming language. [15℄ uses an instane ofthe tehnique desribed in this paper to hek modi�es lauses. Another ow-sensitive approah is role analysis [13℄, whih uses e�ets to enable ompositionalanalysis of properties of objets that move between data strutures.An alternative to the tehnique in this paper is to use a speialized programanalysis and express the analysis result as an instrumentation of the programwith assumption assume Q. Eah instrumentation ommands assume Q desribesan approximation of the set of reahable states at a program point. A programanalysis an be ast into this framework using re�nement in ontext, [1, Page463℄. Suppose that s is an idempotent may-e�et. Even if it is not the asethat s v 0 for every ommand 0 of the program, if the bound on reahablestates Q is preise enough, it may be possible to show s v (assume Q); 0. If thisrelationship holds for all program points, and s is an idempotent may-e�et,then monotoniity of nondeterministi hoie and sequential omposition allowus to onlude that the entire program re�nes the e�et s. This reasoning an beused to explain orretness of program analyses suh as [13℄ that use speializedtehniques to hek proedure e�ets.8 ConlusionCheking re�nement is a diÆult problem in general. However, if the spei�a-tion is of a speial form, we an automate suh heks. In this paper we presenteda tehnique for showing re�nement in the ase when the spei�ation is an idem-potent may-e�et. We have implemented a modi�es lause heker based on thistehnique, making use of a theorem prover tailored for program heking [7,10℄.Our initial experiene with the modi�es lause heker suggests that the anno-tation burden of speifying side e�ets is aeptable.We have found the re�nement alulus to be a useful framework for reasoningabout program heking. To show orretness of our approah to e�et hekingwe introdued a new re�nement alulus onstrut, in-plae re�nement. In-plae17
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